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#StopRansomware: Zeppelin Ransomware

SUMMARY

Note: this joint Cybersecurity Advisory (CSA) is part of an
ongoing #StopRansomware effort to publish advisories for
network defenders that detail various ransomware variants
and ransomware threat actors. These #StopRansomware
advisories include recently and historically observed tactics,
techniques, and procedures (TTPs) and indicators of
compromise (IOCs) to help organizations protect against
ransomware. Visit stopransomware.gov to see all
#StopRansomware advisories and to learn more about other
ransomware threats and no-cost resources.

Actions to take today to mitigate
cyber threats from ransomware:

* Prioritize remediating known
exploited vulnerabilities.

* Train users to recognize and report
phishing attempts.

» Enable and enforce multifactor
authentication.

The Federal Bureau of Investigation (FBI) and the Cybersecurity and Infrastructure Security Agency
(CISA) are releasing this joint CSA to disseminate known Zeppelin ransomware 10Cs and TTPs
associated with ransomware variants identified through FBI investigations as recently as 21 June 2022.

The FBI and CISA encourage organizations to implement the recommendations in the Mitigations
section of this CSA to reduce the likelihood and impact of ransomware incidents.

TECHNICAL DETAILS

Note: this advisory uses the MITRE ATT&CK® for Enterprise framework, version 11. See MITRE
ATT&CK for Enterprise for all referenced tactics and techniques.

Zeppelin ransomware is a derivative of the Delphi-based Vega malware family and functions as a
Ransomware as a Service (RaaS). From 2019 through at least June 2022, actors have used this
malware to target a wide range of businesses and critical infrastructure organizations, including
defense contractors, educational institutions, manufacturers, technology companies, and especially
organizations in the healthcare and medical industries. Zeppelin actors have been known to request
ransom payments in Bitcoin, with initial amounts ranging from several thousand dollars to over a
million dollars.

To report suspicious or criminal activity related to information found in this Joint Cybersecurity Advisory, contact
your local FBI field office at fbi.gov/contact-us/field-offices. When available, please include the following
information regarding the incident: date, time, and location of the incident; type of activity; number of people
affected; type of equipment used for the activity; the name of the submitting company or organization; and a
designated point of contact. To request incident response resources or technical assistance related to these
threats, contact CISA at Report@cisa.dhs.gov.

This document is marked TLP:WHITE. Disclosure is not limited. Sources may use TLP:WHITE when information
carries minimal or no foreseeable risk of misuse, in accordance with applicable rules and procedures for public
release. Subject to standard copyright rules, TLP:WHITE information may be distributed without restriction.
For more information on the Traffic Light Protocol, see cisa.gov/tlp/.
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http://www.fbi.gov/contact-us/field
mailto:Report@cisa.dhs.gov
http://www.us-cert.gov/tlp/
https://attack.mitre.org/versions/v11/matrices/enterprise/
https://attack.mitre.org/versions/v11/matrices/enterprise/
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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Zeppelin actors gain access to victim networks via RDP exploitation [T1133], exploiting SonicWalll
firewall vulnerabilities [T1190], and phishing campaigns [T1566]. Prior to deploying Zeppelin
ransomware, actors spend one to two weeks mapping or enumerating the victim network to identify
data enclaves, including cloud storage and network backups [TAO0O7]. Zeppelin actors can deploy
Zeppelin ransomware as a .d11 or .exe file or contained within a PowerShell loader. [1]

Prior to encryption, Zeppelin actors exfiltrate [TA0010] sensitive company data files to sell or publish
in the event the victim refuses to pay the ransom. Once the ransomware is executed, a randomized
nine-digit hexadecimal number is appended to each encrypted file as a file extension, e.g.,
file.txt.txt.C59-EOC-929 [T1486]. A note file with a ransom note is left on compromised
systems, frequently on the desktop (see figure 1 below).

MJW *NALL YOUR FILES ARE EMCRYPTED ! - Notepad — O X

File Edit Format View Help
11 ALL YOUR FILES ARE ENCRYPTED ttitrrrrrrerrrrerntl
Hello 1IRIEIILIERRIIDINEL

Your company has been hacked! All your files are encrypted, but we understand
that you can most likely recover from backups. We have also dumped all of your
documents relating to accounting, administration, legal, HR, NDA, 5QL, passwords
and more! If we don't come to an agreement, we will be forced te hand over all
your files to the media for

publicity.

Your personal ID: 00{-300(-300

If you want to decrypt your files and prevent them from leaking or do you need
proof, write to us: recovery_data_helpjgaocl.com

Please provide your personal JO0(-200(0-XXX in the email

Ln g, Col1 100%  Windows (CRLF) UTF-8

Figure 1: Sample Ransom Note

The FBI has observed instances where Zeppelin actors executed their malware multiple times within a
victim’s network, resulting in the creation of different IDs or file extensions, for each instance of an
attack; this results in the victim needing several unique decryption keys.

Indicators of Compromise (I0C)

See table 1 below for IOCs as of June 2022 obtained from FBI incident response investigations.
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https://attack.mitre.org/versions/v11/techniques/T1133/
https://attack.mitre.org/versions/v11/techniques/T1190/
https://attack.mitre.org/versions/v11/techniques/T1566/
https://attack.mitre.org/versions/v11/tactics/TA0007/
https://www.coresecurity.com/core-labs/articles/what-zeppelin-ransomware-steps-prepare-respond-and-prevent-infection
https://attack.mitre.org/versions/v11/tactics/TA0010/
https://attack.mitre.org/versions/v11/techniques/T1486/
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Table 1: File Hashes as of June 2022

MD5 SHA1 SHA256

981526650af8d6f8f20 | 4fee2cb5c98abbe556e9c7c | 001938ed01bfdebb100927{f8199c65d1bff30
177a26abb513a cfebe9df4f8cde53f 381b80b846f2e3fe5a0d2df21d
c25d45e9bbfea29ch6 | eaeff8d315cca71e997063a | a42185d506e08160ch96c81801fbel73fb07
d9ee0d9bf2864d 2baecbcc73fad9453 1f4a2f284830580541e057f4423b
183b6b0c90c1e0276 | 1cb5e8132302b420af9ble | aa7e2d63fc991990958dfb795a0aed254149f
a2015752344a4cf 5f333c507d8b2a2441 185f403231eaebe35147f4b5ebe
9349elcc3de7c7f689 | db398e38ee6221df7edaad | a2a9385cbbcfacc2d541f5bd92¢c38b0376b1
3a21bd6c3c4abb 9d8f96799cca4d87el 5002901b2fd1cc62859e161a8037
c8f75487d0d496a374 | 4b91a91a98a2f0128c80f8c | 54d567812eca7fc5f2ff566e7fh8a93618b6d2
6e6c8labecchdc eeef0f5d293adfOcd 357¢ce71776238e0b94d55172b1
477eedb422041385e | 9892cc90e6712d3548e45f3 | fb59f163a2372d09cd0fc75341d3972fdd308
59a4fff72cbh97cl 4f14f362bccedfObe 7d2d507961303656b1d791b17c6
5841ef35aaff08bb03d | fid228b0d7afe7cabae9734f ézg‘igg‘gg?gigfg’;;i‘;%‘;%%ﬁiggéab780'01
25ebafe3856a2 7093e7ba0lc5a06e

d6c4b253ab1d169cf3 | 0f47¢c279feald23c7ale7be | 347f14497df4df73bc414f4e852¢c5490b12db
12fec12cc9a28f 967d9ff3fae7a0de8 991a4b3811712bac7476a3f1bc9
fba7180ad49d6a7f3c | f561f9e3c949fe87f12dbfal | 7d8c4c742689c097ac861fchf7734709fd7dc
60c890e2784704 66ffb2eb85712419 ab1f7ef2ceffb4b0b7dec109f55
bc6c991941d9afbd52 | a243ce234fc8294e2e2e526 | 37¢320983ae4c1fd0897736a53e5b0481edb
2fa0a2a248a97a 418b4eaadc2d6c84f 1d1d91b366f047aa024b0fc0a86e
f3490951ae51922ch3 | e2cb60bel11716e32db7ca | 894b03ed203cfa712a28ec472efecOcal9ab5
60a3d76a670159 2365ad6e73c30f0e21 d6058115970fe7d1697a3ddb0072
e4f1f05c2e6c¢3fc2f333 | dbd9fcf2b05e703d34181c4 | 307877881957a297e41d75¢c84e9a965f1cd0
6a8c8799ffb4 6f4c22392b9fcclda 7ac9d026314dcaff55c4da23d03e
aa2048271f0aef3383 | 512b16ea74027fa4d00558 | bafd3434f3ba5bh9685e239762281d4c7504
480ce4a7c93b52 31de5e51278812c8de de7e0cfd9d6394e4a85b4882ff5d
f66b738elbfelf8aab5 | 571f50feeOacadlda39fe06¢ | faa79c796c27b11c4f007023e50509662eac
10abed850c424 75116461800cc719 4bca99a71b26a9122c260abfb3c6
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MD5 SHA1 SHA256
981526650af8d6f8f20 | 4fee2cbh5c98abbe556e9c7¢c | 001938ed01bfde6b100927ff8199c65d1bff30
177a26abb513a cfebe9df4f8cdeb3f 381b80b846f2e3fe5a0d2df21d
c25d45e9bbfea29ch6 | eaeff8d315cca71e997063a | a42185d506e08160ch96c81801fbel73fb07
d9ee0d9bf2864d 2baecbcc73fad9453 1f4a2f284830580541e057f4423b
183b6b0c90c1e0276 | 1cb5e8132302b420af9ble | aa7e2d63fc991990958dfb795a0aed254149f
a2015752344a4cf 5f333c507d8b2a2441 185f403231eaebe35147f4b5ebe
9349elcc3de7c7f689 | db398e38ee6221df7edaad | a2a9385cbbcfacc2d541f5bd92¢c38b0376b1
3a21bd6c3c4abb 9d8f96799ccadd87el 5002901b2fd1cc62859e161a8037
c8f75487d0d496a374 | 4b91a91a98a2f0128c80f8c | 54d567812eca7fc5f2ff566e7fb8a93618b6d2
6e6c8labecchdc eeef0f5d293adfOcd 357¢ce71776238e0b94d55172b1
477eedb422041385e | 9892cc90e6712d3548e45f3 | fb59f163a2372d09¢cd0fc75341d3972fdd308
59a4fff72ch97cl 4f14f362bccedfObe 7d2d507961303656b1d791b17c6
bb30f050546f5d6e61f | ee44179f64918f72a8d2e88 | e48cfl7caffc40815efbh907e522475722f0599
afc59eaf097c3 ab074d89efab3d81b 90afc19ac516592231a783e878
78621f1e196497d440 | eed7c3bb3fc5181b88abeed | 4a4bel110d587421ad50d2b1a38b108fa05f3
afb57f4609fcf9 2204997f350324022 14631066a2e96a1c85cc05814080
f4e0ee0200de397691 | bd3f6b878284a63c72e835 | 9ef90ec912543cc24e18e73299296f14cb2c
748a2cdcd7e34a 4e877e3f48d6fcab3c 931a5d633d4c097efa372ae59846
cf5a358a22326f09fd5 | laddcffaedfd4211ea24202 | dd89d939c941a53d6188232288a3bd73ba9
5983bb812b7d8 783c2ffad6771aa34 bafOb4cabbféccca697d9ee42533f
7afe492a38ca6f27e2 | 5870a3adbce9737319f3¢c94 | 79d6e498e7789aaccd8caa610e8c1583626
4028aah68406b5 61586d5f2afbc7adb 7c6a668c322111708cf80bc38286¢
1ldalcOl15caca5ebf0 | 5edb8b651c7013ebaba2eb | b22b3625bcce7b010c0ee621434878c5f8d7
64380eb7490041 81c87df76a1e0724d6 691c2a10l1lae248dd221a70668ac0
8c3c663ffcf363d087f4 | 905726d178962dd1d7fe87 | 961fbc7641f04f9fed8391c387f01d64435dda
el14a79945ca 504d051aca440740b8 6af1164be58c4ch808b08cc910
17c5cae3bce5832dd4 | 6f70e73c53d7622d8c4808a | d618clccd24d29e911cd3e899a4df2625155
2986fe612517d9 e7849133df1343484 297e80f4c5¢1354bc2e79f70768¢
bfe7f54f1f0640936dd | 9436¢cceedlcOlca3ch4db5 | 8170612574f914eec9e66902767b834432a7
7a3384608b1f6 5c¢10884615aba76d19 5b1d6ae510f77546af2a291a48a2
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MD5 SHA1 SHA256
981526650af8d6f8f20 | 4fee2cbh5c98abbe556e9c7¢c | 001938ed01bfde6b100927ff8199c65d1bff30
177a26abb513a cfebe9df4f8cdeb3f 381b80b846f2e3fe5a0d2df21d
c25d45e9bbfea29ch6 | eaeff8d315cca71e997063a | a42185d506e08160ch96c81801fbel73fb07
d9ee0d9bf2864d 2baecbcc73fad9453 1f4a2f284830580541e057f4423b
183b6b0c90c1e0276 | 1cb5e8132302b420af9ble | aa7e2d63fc991990958dfb795a0aed254149f
a2015752344a4cf 5f333c507d8b2a2441 185f403231eaebe35147f4b5ebe
9349elcc3de7c7f689 | db398e38ee6221df7edaad | a2a9385cbbcfacc2d541f5bd92¢c38b0376b1
3a21bd6c3c4abb 9d8f96799ccad4d87el 5002901b2fd1cc62859e161a8037
c8f75487d0d496a374 | 4b91a91a98a2f0128c80f8c | 54d567812eca7fc5f2ff566e7fb8a93618b6d2
6e6c8labecchdc eeef0f5d293adfOcd 357¢ce71776238e0b94d55172b1
477eedb422041385e | 9892cc90e6712d3548e45f3 | fb59f163a2372d09cd0fc75341d3972fdd308
59a4fff72ch97cl 4f14f362bccedfObe 7d2d507961303656b1d791b17c6
f28af04ef0370addfebf | cfcfa995c15d9f33de21d0dd | 5326f52bd9a7a52759fe2fde3407dc28e8c2¢c
dd31flec25ed 88d3b95d0f91d6bc aa33abflc09c47b192a1c004c12
f3bcad5358f89dfleb0 | eb036759bebh28f86ee981b | 6bafc7e2c7edc2167db187f50106e57b49d4
294ef53f54437 dcadfad24152b82d8c a0e1b9269f1d8a40f824f2cch42b
b1f6370582fbaf5c51e | 4b2d0127699f708a8116bff | f7af51f1b2b98b482885b702508bd65d3101
826fecef53cd7 8f25¢9d6140033197 08a506e6d8cef3986e69f972¢c67d
de785ed922d4e737d | 4d280105e724db851f03de | bc214c74bdf6f6781f0de994750ba3c50c0el
cOfaObb30a4de8b 8fc76409ef4057ff2¢ 0d9db3483183bd47f5cef154509
7a296f7clacd4aeeel8 | c13542310f7a4e50a78247f | ed1548744db512a5502474116828f75737a
d4c23476735be7 €c7334096ca09c5d7f ec8bb11133d5e4ad44bel6aa3666b
37f18b38e1af6533d9 | d3929331d9bc278dea5607 | cfO9bb6ddaB84chf2dbfc6edd7a740f50bddc128
3bbb3f2ddb86dc aecl574012a08de861 842565c590d8126e5d93c024ff2
291de974e5cbe5e3d | def93fl8aafl46fe8f3c4f9a2 | 21807d9fcaa91a0945e80d92778760e78562
47e3d17487e027f 57364f181197608 68883d36139a1ad29ab91f9d983d
99d59c862a082b207 | 908a9026d61717b5fa2995 | 0d22d3d637930e7c26a0f16513ec438243a8
a868e409ce2d97c 9478a9bd939da9206f a0lea9c9d856achcdablfcb7b499
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MD5 SHA1 SHA256
981526650af8d6f8f20 | 4fee2cbh5c98abbe556e9c7¢ | 001938ed01bfde6b100927ff8199c65d1bff30
177a26abb513a cfebe9df4f8cdeb3f 381b80b846f2e3fe5a0d2df21d
c25d45e9bbfea29ch6 | eaeff8d315cca71e997063a | a42185d506e08160ch96c81801fbel73fb07
d9ee0d9bf2864d 2baecbcc73fad9453 1f4a2f284830580541e057f4423b
183b6b0c90c1e0276 | 1cb5e8132302b420af9ble | aa7e2d63fc991990958dfb795a0aed254149f
a2015752344a4cf 5f333c507d8b2a2441 185f403231eaebe35147f4b5ebe
9349el1cc3de7c7f689 | db398e38ee6221df7edaad | a2a9385cbbcfacc2d541f5bd92¢c38b0376b1
3a21bd6c3c4abb 9d8f96799ccad4d87el 5002901b2fd1cc62859e161a8037
c8f75487d0d496a374 | 4b91a91a98a2f0128c80f8c | 54d567812eca7fc5f2ff566e7fb8a93618b6d2
6e6c8labecchdc eeef0f5d293adfOcd 357¢ce71776238e0b94d55172b1
477eedb422041385e | 9892cc90e6712d3548e45f3 | fb59f163a2372d09cd0fc75341d3972fdd308
59a4fff72ch97cl 4f14f362bccedfObe 7d2d507961303656b1d791b17c6
d27125d534e398f187 | 1862f063c30cd02cfea6070 | 6fbfc8319ed7996761b613c18c8chb6b92ale
3b7f4835a79f09 d3dbadlac5eee?a35 aed1555dae6c6b8e2594achfa2b9
4534f2afe5f7df1d998f | e2cc94e471509f9fa58620b | e8596675fef4ad8378e4220c22f4358fdb4a2
37ad4e35afeb 8bb56d77f2cfe74b0 0531b59d7df5382c421867520a9
7ab0676262c681b8e | 2f1803d444891abb604864 | 353e59e96cbf6eabc16d06da5579d3815aaa
cl15bdadal7d7476 d476a8feac0d614f77 eeefacabd7b35ba31f7b17207c5b
d7d3d23a5e796be84 | a9771c591f6ccc2f3419d57 | 85f9bf4d07bc2ac1891e367f077dd513d6¢cal
4af443bdabcd67e 1c64ab93228785771 7705bffd1b648d32a7b2dc396f5
Oalcd4efda7543cecd | af4f8d889d6a2049e7a379e | 614cb70659ef5bb2f641f09785adc4ab5873e
06a6822418daf6 al1l97f8cd361feb074 0564a5303252d3c141a899253b2
23eda650479fc4908d | b1e6527c10f68586f7fla27 | fb3e0fle6f53ffe680d66d2143f06eb6363897
0ddff713508025 9ed439d46c3f12a06 d374dc5dc63eb2f28188b8ad83
6607d8c1a28d7538e | f618879c011cde344066072 | 594df9c402abfdc3c838d871c3395ac047f25
2a6565cf40d1260 949f025827feeab63 6b2ac2fd6ff660371252978348d
caa7a669da39ffd8a3 | 44538b7f8f065e3cef00490 | 2dffe3ba5c70af51ddfOff5a322eba0746f3bf3
a4f3419018b363 89a8522a76a7fccch ae0751beb3dc0059ed3faaf3d
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MD5 SHA1 SHA256
981526650af8d6f8f20 | 4fee2cbh5c98abbe556e9c7¢c | 001938ed01bfde6b100927ff8199c65d1bff30
177a26abb513a cfebe9df4f8cdeb3f 381b80b846f2e3fe5a0d2df21d
c25d45e9bbfea29ch6 | eaeff8d315cca71e997063a | a42185d506e08160ch96c81801fbel73fb07
d9ee0d9bf2864d 2baecbcc73fad9453 1f4a2f284830580541e057f4423b
183b6b0c90c1e0276 | 1cb5e8132302b420af9ble | aa7e2d63fc991990958dfb795a0aed254149f
a2015752344a4cf 5f333c507d8b2a2441 185f403231eaebe35147f4b5ebe
9349elcc3de7c7f689 | db398e38ee6221df7edaad | a2a9385cbbcfacc2d541f5bd92¢c38b0376b1
3a21bd6c3c4abb 9d8f96799ccad4d87el 5002901b2fd1cc62859e161a8037
c8f75487d0d496a374 | 4b91a91a98a2f0128c80f8c | 54d567812eca7fc5f2ff566e7fb8a93618b6d2
6e6c8labecchdc eeef0f5d293adfOcd 357¢ce71776238e0b94d55172b1
477eedb422041385e | 9892cc90e6712d3548e45f3 | fb59f163a2372d09cd0fc75341d3972fdd308
59a4fff72ch97cl 4f14f362bccedfObe 7d2d507961303656b1d791b17c6
48b844494a746¢ca96 | 7bf83b98f798f3a8f4ce85h6 | 45fbalef399f41227ae4d14228253237b5eb
c7b96d6bd90f45f d29554a435e516e3 464f56cab92c91a6a964dc790622
9c13ab7b79aec8dc02 | 4b4d865132329e0dd1d129 | 774ef04333c3fb2a6a4407654e28c2900c62
869999773cd4b2 e85fc4fa9ad0c1d206 bd202ad6e5909336eb9bc180d279
450e5bf4b42691924d | 665a563157f4aa0033al15¢c | 677035259ba8342f1a624fd09168c42017bd
09267acla570ch 88f55ac4fa28397b49 ca9ebc0b39bf6c37852899331460
51104215a618a5f56a | 801580a46f9759ceeeebbce | 26ec12b63c0e4e60d839aea592c4b5dcff85
d9c884d6832f79 419d879e2ed6943fe 3589b53626e1dbf8c656f4eebc64
73627cbe2bal39%e2e | 1116dc35993fce8118ele54 | 37efe10b04090995e2f3d9f932¢c3653b27a65
c26889a4e8d6284 21000a70b6777433f fc76811fa583934a725d41a6b08
935f54b6609c533900 | a809327d39fab61bfcfacOc9 | a5847867730e7849117¢c31cdae8bb0a2500
1579e96dc34244 7b1d4b3bfb9a2cfe 4635d49f366fbfacbce034d865d7d
ba681db97f283c2e78 | 5d28acf52f399793e82ec7e | e6ledbddf9aed8a52e9bel165a0440f1b6e9
4d9bb4969b1f5a 79da47d372d9175d7 943ae634148df0d0517a0cf2db13
clab7b68262b5ab31 | b8c74327831e460d2b2a8e | 746f0c02c832b079aec221c04d2ad4eb79028
c45327e7138fd25 b7e68ee68938779d8d 7f6d10d39b95595a7df4086f457f

Page 7 of 12 | Product ID: AA22-223A

TLP: WHITE]



JOINT

CYBERSECURITY ADVISORY

TLP:WHITE FBI | CISA
MD5 SHA1 SHA256
981526650af8d6f8f20 | 4fee2cbh5c98abbe556e9c7¢c | 001938ed01bfde6b100927ff8199c65d1bff30
177a26abb513a cfebe9df4f8cdeb3f 381b80b846f2e3fe5a0d2df21d
c25d45e9bbfea29ch6 | eaeff8d315cca71e997063a | a42185d506e08160ch96c81801fbel73fb07
d9ee0d9bf2864d 2baecbcc73fad9453 1f4a2f284830580541e057f4423b
183b6b0c90c1e0276 | 1cb5e8132302b420af9ble | aa7e2d63fc991990958dfb795a0aed254149f
a2015752344a4cf 5f333c507d8b2a2441 185f403231eaebe35147f4b5ebe
9349elcc3de7c7f689 | db398e38ee6221df7edaad | a2a9385cbbcfacc2d541f5bd92¢c38b0376b1
3a21bd6c3c4abb 9d8f96799ccadd87el 5002901b2fd1cc62859e161a8037
c8f75487d0d496a374 | 4b91a91a98a2f0128c80f8c | 54d567812eca7fc5f2ff566e7fb8a93618b6d2
6e6c8labecchdc eeef0f5d293adfOcd 357¢ce71776238e0b94d55172b1
477eedb422041385e | 9892cc90e6712d3548e45f3 | fb59f163a2372d09¢cd0fc75341d3972fdd308
59a4fff72ch97cl 4f14f362bccedfObe 7d2d507961303656b1d791b17c6
f818938b987236¢cdd4 | bfed40f050175935277¢802 | b191a004b6d8a706aba82a2d1052bch7bed
1195796b4c1fbs cbbbcel32f44c06ec 0c286a0a6ed4e0c4723f073af52e7c
Oalcd4efda7543cecd | af4f8d889d6a2049e7a379e | 614cb70659ef5bb2f641f09785adc4ab5873e
06a6822418daf6 al197f8cd361feb074 0564a5303252d3c141a899253b2
d7d3d23a5e796be84 | a9771c591f6cecec2f3419d57 | 85f9bf4d07bc2ac1891e367f077dd513d6¢cal
4af443bdabscd67e 1c64ab93228785771 7705bffd1b648d32a7b2dc396f5
7ab0676262c681b8e | 2f1803d444891abb604864 | 353e59e96¢cbf6eabc16d06das5579d3815aaa
cl15bdadal7d7476 d476a8feac0d614f77 eeefacabd7b35ba31f7b17207c5b
4534f2afebf7df1d998f | e2cc94e471509f9fa58620b | e8596675fef4ad8378e4220c22f4358fdb4a2
37ad4e35afeb 8bb56d77f2cfe74b0 0531b59d7df5382c421867520a9
d27125d534e398f187 | 1862f063c30cd02cfea6070 | 6fbfc8319ed7996761b613c18c8ch6b92ale
3b7f4835a79f09 d3dbadlac5eee2a35 aed1555dae6c6b8e2594ac5fa2b9
99d59c862a082b207 | 908a9026d61717b5fa2995 | 0d22d3d637930e7c26a0f16513ec438243a8
a868e409ce2d97c 9478a9bd939da9206f a0lea9c9d856achbcdablfcb7b499
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MITRE ATT&CK TECHNIQUES

Zeppelin actors use the ATT&CK techniques listed in Table 2.
Table 2: Zeppelin Actors Att&ck Techniques for Enterprise

Initial Access

Technique Title ID Use

Exploit External Remote Services T1133 Zeppelin actors exploit RDP to
gain access to victim networks.

Exploit T1190 Zeppelin actors exploit
vulnerabilities in an internet-
facing systems to gain access
to systems

Public-Facing Application

Phishing T1566 Zeppelin actors have used
phishing and spear phishing to
gain access to victims'

networks.
Execution
Technique Title ID Use
Malicious Link T1204.001 | Zeppelin actors trick users to
click a malicious link to execute
malicious macros.
Malicious File Attachment T1204.002 | Zeppelin actors trick users to

click a malicious attachment
disguised as advertisements to
execute malicious macros.

Persistence

Technique Title ID Use

Modify System Process T1543.003 | Zeppelin actors encrypt
Windows Operating functions
to preserve compromised
system functions.
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https://attack.mitre.org/versions/v11/techniques/T1133/
https://attack.mitre.org/versions/v11/techniques/T1190/
https://attack.mitre.org/versions/v11/techniques/T1566/
https://attack.mitre.org/versions/v11/techniques/T1204/001/
https://attack.mitre.org/versions/v11/techniques/T1204/002/
https://attack.mitre.org/versions/v11/techniques/T1543/003/

JOINT

CYBERSECURITY ADVISORY

TLP:WHITE FBI | CISA
Impact
Technique Title ID Use
Data Encrypted for Impact T1486 Zeppelin actors have encrypted
data on target systems or on
large numbers of systems in a
network to interrupt availability
to system and network
resources.
DETECTION
Click the attachment in this .pdf for the YARA signature: YARA Signature
MITIGATIONS

The FBI and CISA recommend network defenders apply the following mitigations to limit
potential adversarial use of common system and network discovery techniques and to reduce the
risk of compromise by Zeppelin ransomware:

o Implement arecovery plan to maintain and retain multiple copies of sensitive or proprietary
data and servers in a physically separate, segmented, and secure location (i.e., hard drive,
storage device, the cloud).

¢ Require all accounts with password logins (e.g., service account, admin accounts, and
domain admin accounts) to comply with National Institute for Standards and Technology
(NIST) standards for developing and managing password policies.

o Use longer passwords consisting of at least 8 characters and no more than 64
characters in length;

Store passwords in hashed format using industry-recognized password managers;

Add password user “salts” to shared login credentials;

Avoid reusing passwords;

Implement multiple failed login attempt account lockouts;

Disable password “hints”;

Refrain from requiring password changes more frequently than once per year.

Note: NIST guidance suggests favoring longer passwords instead of requiring regular

and frequent password resets. Frequent password resets are more likely to result in

users developing password “patterns” cyber criminals can easily decipher.

o Require administrator credentials to install software.

O O O O O O

o Require multifactor authentication for all services to the extent possible, particularly for
webmalil, virtual private networks, and accounts that access critical systems.
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https://attack.mitre.org/versions/v11/techniques/T1486/
https://pages.nist.gov/800-63-3/
https://pages.nist.gov/800-63-3/

JOINT

CYBERSECURITY ADVISORY

TLP:WHITE ’ " FBI | CISA

o Keep all operating systems, software, and firmware up to date. Timely patching is one of
the most efficient and cost-effective steps an organization can take to minimize its exposure to
cybersecurity threats. Prioritize patching SonicWall firewall vulnerabilities and known exploited
vulnerabilities in internet-facing systems. Note: SonicWall maintains a vulnerability list that
includes Advisory ID, CVE, and mitigation. Their list can be found at
psirt.global.sonicwall.com/vuln-list.

e Segment networks to prevent the spread of ransomware. Network segmentation can help
prevent the spread of ransomware by controlling traffic flows between—and access to—
various subnetworks and by restricting adversary lateral movement.

o |dentify, detect, and investigate abnormal activity and potential traversal of the
indicated ransomware with a networking monitoring tool. To aid in detecting the
ransomware, implement a tool that logs and reports all network traffic, including lateral
movement activity on a network. Endpoint detection and response (EDR) tools are particularly
useful for detecting lateral connections as they have insight into common and uncommon
network connections for each host.

e Install, regularly update, and enable real time detection for antivirus software on all
hosts.

e Review domain controllers, servers, workstations, and active directories for new and/or
unrecognized accounts.

e Audit user accounts with administrative privileges and configure access controls according
to the principle of least privilege.

o Disable unused ports.

e Consider adding an email banner to emails received from outside your organization.

¢ Disable hyperlinks in received emails.

e Implement time-based access for accounts set at the admin level and higher. For
example, the Just-in-Time (JIT) access method provisions privileged access when needed
and can support enforcement of the principle of least privilege (as well as the Zero Trust
model). This is a process where a network-wide policy is set in place to automatically disable
admin accounts at the Active Directory level when the account is not in direct need. Individual
users may submit their requests through an automated process that grants them access to a
specified system for a set timeframe when they need to support the completion of a certain
task.

e Disable command-line and scripting activities and permissions. Privilege escalation and
lateral movement often depend on software utilities running from the command line. If threat
actors are not able to run these tools, they will have difficulty escalating privileges and/or
moving laterally.

e Maintain offline backups of data, and regularly maintain backup and restoration. By
instituting this practice, the organization ensures they will not be severely interrupted, and/or
only have irretrievable data.

o Ensure all backup data is encrypted, immutable (i.e., cannot be altered or deleted), and
covers the entire organization’s data infrastructure.
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https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://psirt.global.sonicwall.com/vuln-list
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TLP:WHITE " FBI | CISA

RESOURCES

e Stopransomware.gov is a whole-of-government approach that gives one central location for
ransomware resources and alerts.

e Resource to mitigate a ransomware attack: CISA-Multi-State Information Sharing and Analysis
Center (MS-ISAC) Joint Ransomware Guide.

o No-cost cyber hygiene services: Cyber Hygiene Services and Ransomware Readiness
Assessment.

REPORTING

The FBI is seeking any information that can be shared, to include boundary logs showing
communication to and from foreign IP addresses, a sample ransom note, communications with
Zeppelin actors, Bitcoin wallet information, decryptor files, and/or a benign sample of an encrypted
file. The FBI and CISA do not encourage paying ransom as payment does not guarantee victim files
will be recovered. Furthermore, payment may also embolden adversaries to target additional
organizations, encourage other criminal actors to engage in the distribution of ransomware, and/or
fund illicit activities. Regardless of whether you or your organization have decided to pay the ransom,
the FBI and CISA urge you to promptly report ransomware incidents to a local FBI Field Office, or
CISA at us-cert.cisa.gov/report.

DISCLAIMER

The information in this report is being provided “as is” for informational purposes only. CISA and the
FBI do not endorse any commercial product or service, including any subjects of analysis. Any
reference to specific commercial products, processes, or services by service mark, trademark,
manufacturer, or otherwise, does not constitute or imply endorsement, recommendation, or favoring
by CISA or the FBI.

REFERENCES

[1] What is Zeppelin Ransomware? Steps to Prepare, Respond, and Prevent Infection
(coresecurity.com)
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https://www.stopransomware.gov/
https://www.cisa.gov/cyber-hygiene-services
https://github.com/cisagov/cset/releases/tag/v10.3.0.0
https://github.com/cisagov/cset/releases/tag/v10.3.0.0
https://www.fbi.gov/contact-us/field-offices
https://us-cert.cisa.gov/report
https://www.coresecurity.com/core-labs/articles/what-zeppelin-ransomware-steps-prepare-respond-and-prevent-infection
https://www.coresecurity.com/core-labs/articles/what-zeppelin-ransomware-steps-prepare-respond-and-prevent-infection


Sample Zeppelin YARA Rule:
/*
YARA Rule Set
Author: yarGen Rule Generator
Date: 2022-08-08
Identifier: dbs
Reference: https://github.com/Neo23x0/yarGen

*/

description = "Zeppelin - from files
21807d9fcaa91a0945e80d92778760e7856268883d3613%9a1ad29ab91£9d983d,
6fbfc8319ed7996761b613c18c8cbob92aleaedl555daebcob8e2594ac5faz2b9,
4a4bel10d587421ad50d2b1a38b108fa05f314631066a2e96alc85cc05814080,
d618clccd24d29e911cd3e899%9a4df2625155297e80f4c5¢c1354bc2e79£70768¢,
a42185d506e08160cb96c81801fbel73fb071£4a2£284830580541e057£4423Db,
7430d1db£f96b83426cfb85908cdb2633489d08deB8782¢cl162de6c631978coldea,
8170612574£914eec9e66902767b834432a75bldoae510£f77546af2a291a48a2,
acd4f0adcd4c3c53elce700c0£f0d44d8b4ec311846dc536e48a3e19f6079£9512¢,
55d55b41cee734ce84aalbccallabecacc956c4d9f9bdddec0f£f0d7b528ecc50e,
bafd3434£3babbb9685e239762281d4c7504de7e0cfd9d6394e4a85b4882f£5d,
961fbc7641£f04£f9fed8391¢c387£f01d64435ddacafllodbe58c4cb808b08cc910,
894b03ed203cfa712a28ec4d472efec0ca%9a55do6058115970fe7d1697a3ddb0072,
79d6ed498e778%aaccd8caa6l10e8cl5836267¢c6a668c322111708cf80bc38286¢,
2f188ec2723fa426316484e54c0862db24de80441¢c27¢cl17181cebad5¢c7fbff57,
001938ed01bfde6bl100927£f£8199c65d1bff30381b80b846f2e3fe5al0d2df21d,
f2ad2b40alcadc337396cf£8dd0528796clel657d8c76c441£459%9ac0eldco0396,
ab440c4391ea3allbebbb651c80c27847b58ac928b32d73ed3b19%9al0bl7dd7e75,
£f7af51f1b2b98b482885b702508bd65d310108a506e6d8cef3986e69£972¢c67d,
a2a9385cbbcfacc2d541£50d92¢c38b0376015002901b2fd1cc62859e161a8037,
fbo6d9a5f1a2c3936c8a855219ceff2f8b9d533¢c7bl9%eedlc98ddfbfffaf8d039,
6al1280ecfal6bf36£f01280f9%ecea722e9b2e5celab75f5e30dc5a73eaedb9cfdc,
obafc7e2c7edc2167dbl87£50106e57049d4a0e1b9269f1d8a40£824f2ccb42b,
faa79¢c796c27b11c4£007023e50509662eacd4bca%9%9a71b26a9122c260abfb3c6,
cf9bodda84cbf2dbfc6edd7a740£50bddc128842565¢c590d8126e5d93¢c024ff2,
0d22d3d637930e7c26a0£16513ec438243a8a0lea9c9d856acbcdablfcb7b499,
bc214c74bdf6£6781£0de994750ba3c50c0e10d9db3483183bd47£5cef1545009,
c3cl546d6f3b48eabcab82390b5628a2dd438082989969dd1c1016¢c8£7366911,
37¢c320983ae4cl1£fd0897736a53e5b0481edbldld91b366f047aa024b0fc0a86e,
e8596675fef4ad8378e4220¢c22£f4358fdb4a20531b59d7df5382¢c421867520a9,
54d567812ecalfc5f2ff566e7fb8a93618b6d2357¢ce71776238e0b94d55172b1,
aa7e2d63fc991990958dfb795a0aed254149£185f403231ecaebe35147£f4b5ebe,
4440763018d75a0£9de30blcd4c2aebl3f827bcdf5eadddlaZaecbe7ebb23cfdf94,
9ef90ec912543cc24e18e73299296f14cb2¢c931a5d633d4c097efal372ae59840,
a33e434ed9671b0bd3c2b0b2ee3el72dcd4dall9437£fc28c77a190ca3946904f0,
22c782b3923d755531¢ce3af704233¢c5acbe0780031£518143£f010d853dbd66b0,
307877881957a297e41d75¢c84e9a965f1cd07ac9d026314dcaff55c4da23d03e,
c48cfl7caffcd0815efb907e522475722£059990afc19ac516592231a783e878,
4728a3fadf94d7a09%e2dbe21d12ae84543042ce88badeall £3fb3£27490a4933,
7d8c4c742689c097ac861fcbf7734709fd7dcablf/ef2ceffb4b0b7decl09£55,
ed1548744db512a5502474116828f75737aec8bbl11133d5ed4ad44belbcaalbbob,
9e9ccf9aB8593aec7e3bfadf2dd7081£2849495bbc37€6a6£013884507537290b"






author = "yarGen Rule Generator"
reference = "https://github.com/Neo23x0/yarGen"
date = "2022-08-08"
hashl =
"21807d9fcaa91a0945e80d92778760e7856268883d36139%a1ad2%9ab91£9d983d"
hash2 =
"6fbfc8319ed7996761b613c18c8cbhbbb92aleaedl555daebcbb8e2594acs5fazbo"
hash3 =
"434bel10d587421ad50d2b1a38b108fa05£f314631066a2e96alc85¢cc05814080"
hash4 =
"d618clccd24d29e911cd3e899a4df2625155297e80£4c5¢c1354bc2e79£70768c™
hashb5 =
"a42185d506e08160cb96c81801fbel73fb071£f4a2£284830580541e057£4423b"
hash6 =
"7430d1db£f96b83426cfb85908cdb2633489d08de8782¢cl162de6c631978coldea™
hash7 =
"8170612574f914eec9e66902767b834432a75b1doae510£f77546af2a291a48a2"
hash8 =
"ac4f0adcd4c3c53elce’700c0£f0d44d8bd4ec311846dc536e48a3e19f6079£9512e"
hash9 =
"55d55b41cee734ce84aalbccallabecacc956c4d9f9bdlddec0f£0d7b528ecc50e”
hashl0 =
"bafd3434f3ba5bb9685e239762281d4c7504de7e0cfd9d6394e4a85b4882f££54"
hashll =
"961fbc7641£f04£f9fedB8391¢c387£01d64435dda6afllo4be58c4chb808b08cc910™
hashl2 =
"894b03ed203cfa712a28ecd472efec0ca%9a55d6058115970fe7d1697a3ddb0072"
hashl3 =
"79d6e498e778% accdB8caa6l10e8cl5836267c6a668c322111708cf80bc38286c"
hashl4 =
"2£188ec2723fa426316484e54c0862db24de80441c27¢cl17181lcebadbc7fbf£f57"
hashlb =
"001938ed01bfdeobl100927£f£8199¢c65d1bff30381b80b846f2e3fe5a0d2df21d"
hashlo =
"f2ad2b40alcadc337396cf£8dd0528796clel657d8c76c441£45%9ac0eldco0396™
hashl7 =
"ab440c4391ea3allbebbb651¢c80c278470b58ac928b32d73ed3b19%9a0bl7dd7e75"
hashl8 =
"f7af51f1b2b98b4828850b702508bd65d310108a506e6d8cef3986e69f972c67d"
hashl9 =
"a2a9385cbbcfacc2d541£5bd92¢c38b0376b15002901b2fdlcc62859e161a8037"
hash20 =
"fb6d9a5f1a2¢c3936c8a855219ceff2f8b9d533¢c7bl19%eedlc98ddfbfffaf8d039"
hash?21 =
"6al1280ecfal6bf36£f01280f9%eea’722e9b2e5celab75f5e30dc5a73eaedb9cfdc"
hash22 =
"obafc7e2¢c7edc2167dbl187£50106e57049d4a0e1b9269f1d8a40£824f2ccb42b"
hash23 =
"faa79c796c27b11c4£007023e50509662eacd4bca99a71b26a9122c260abfb3co"
hash24 =
"cf9bobdda84cbf2dbfcoedd7a740£50bddc128842565c590d8126e5d93c024££2"
hash?25 =
"0d22d3d637930e7c26a0f16513ec438243a8a0lea9c9d856acbcda6lfcb7b499"
hash26 =
"bc21l4c74bdf6£6781£0de994750ba3c50c0e10d9db3483183bd47£5cef154509"
hash27 =
"c3cl546d6f3b48eabcab82390b5628a2dd438b82989969dd1cl1016¢c8f7366911"






hash28 =
"37c320983ae4c1£d0897736a53e5b0481edbl1d1d91b366£f047aa024b0fc0a86ce™
hash29 =
"e8596675fef4adB8378e4220c22f4358fdb4a20531b59d7df5382¢c421867520a9"
hash30 =
"54d567812ecalfc5f2ff566e7fb8a93618b6d2357ce71776238e0b94d55172b1"
hash3l =
"aa7e2d63£fc991990958dfb795a0aed254149£185f403231eaecbe35147f4b5ebe”
hash32 =
"4440763018d75a0f9de30blc4c2aebl3f827bcdf5eadddlalaebe7eS5b23cfdfo4"
hash33 =
"9ef90ec912543¢cc24e18e73299296f14cb2¢c931a5d633d4c097efa372ae59846"
hash34 =
"a33e434ed9671b0bd3c2b0b2ee3el72dcd4dall9437£c28c77a190ca39469b4£f0"
hash35 =
"22c782b3923d755531ce3af704233¢c5acbe0780031£518143£010d853dbd66b0™
hash36 =
"307877881957a297e41d75¢c84e9a965f1cd07ac9d026314dcaff55c4da23d03e"
hash37 =
"edB8cfl7caffcd0815efb907e522475722£059990afcl19%9ac516592231a783e878"
hash38 =
"4728a3fadf94d7a09%e2dbe21d12ae84543042ce88badeall£3fb3£f27490a4933"
hash39 =
"7d8cd4c742689c097ac861fcbf7734709fd7dcablf7/ef2ceffb4b0b7decl09£55"
hash40 =
"edl1548744db512a5502474116828f75737aec8bbll1133d5ed4ad44belcaal6oob™
hash4l =
"9e9ccf9a8593aecT/el3bfadf2dd7081£2849495bbc37e6a6£013884507537290b"
strings:
$sl = "TRegExpr (comp): *+ Operand Could Be Empty" fullword ascii
$s2 = "ShellExecuteW" fullword ascii
= "TRegExpr (exec): GetInputString Without InputString" fullword

= "TRegExpr (dump) : Corrupted Opcode" fullword ascii
"TRegExpr (exec) : ExecNext Without Exec[Pos]" fullword ascii
"CreateProcessW" fullword ascii
"OpenProcess" fullword ascii
"TerminateProcess" fullword ascii
= "CreateProcessA" fullword ascii
= "TRegExpr (exec): Corrupted Program" fullword ascii
"TRegExpr (exec) : MatchPrim Memory Corruption" fullword ascii
"TRegExpr (exec) : MatchPrim Corrupted Pointers" fullword ascii
= "TRegExpr (comp): If you want take part in beta-testing BRACES
'{min,max}' and non-greedy ops '*?', '+2', '??' for complex cases -" ascii
Ssl4 = "GetExitCodeThread" fullword ascii
$Ss15 "GetSystemMetrics" fullword ascii
$sl6 "GetKeyboardType" fullword ascii
$s17 "GetCommandLineW" fullword ascii
$s18 "GetVersionExA" fullword ascii
$s19 "TRegExpr (exec) : Not Assigned Expression Property" fullword ascii
$s20 = "TRegExpr (exec): No Input String Specified" fullword ascii
condition:
( uintl6(0) == 0x5a4d and filesize < 4000KB and ( 8 of them )
) or ( all of them )
}

rule Zeppelin 1 {






meta:
description = "Zeppelin - from files
cf9b6dda84cbf2dbfc6edd7a740£50bddc128842565¢c590d8126e5d93c024ff2,
0d22d3d637930e7c26a0f16513ec438243a8a01lea9c9d856acbcdasclfcb7b499,
c8596675fef4ad8378e4220c22f4358fdb4a20531b59d7df5382¢c421867520a9,
a33e434ed9671b0bd3c2b0b2eel3el172dcd4dall9437fc28c77a190ca39469b4f£0,
22c78213923d755531ce3af704233¢c5acbe0780031£518143£010d853dbd6ocb0"
author = "yarGen Rule Generator"
reference = "https://github.com/Neo23x0/yarGen"
date = "2022-08-08"
hashl =
"cf9bobdda84cbf2dbfcbedd7a740£50bddc128842565¢c590d8126e5d93c024££2"
hash2 =
"0d22d3d637930e7c26a0f16513ec438243a8a01lea9c9d856acbcda6lfcb7b499"
hash3 =
"e8596675fef4ad8378e4220c22f4358fdb4a20531b59d7df5382¢c421867520a9"
hashd =
"a33e434ed9%671b0bd3c2b0b2ee3e172dc4dall9437£fc28c77a190ca39469p04£0"
hashb5 =
"22c782b3923d755531ce3af704233¢c5acbe0780031£518143£010d853dbd66b0™
strings:
$s1 = "6 6$6(6,6064686<6" fullword ascii /* hex encoded string 'ff
*/
$s2 = "=\"=3=D=~=" fullword ascii /* hex encoded string '=' */
$s3 "TThreadList," fullword ascii
$s4 "EVariantUnexpectedError\\" fullword ascii
$s5 "ili%:M:W:\\:b:g:" fullword ascii
$s6 "TCustomVariantType8" fullword ascii
$s7 "TStringList8" fullword ascii
$s8 "TCustomMemoryStream<" fullword ascii
$s9 = "TStringStream@" fullword ascii
$s10 = "TPersistent," fullword ascii
$s11 "2\"252M2"21i2u2" fullword ascii
$sl12 "4T4edv4" fullword ascii
$s13 "8D8U8f8w8" fullword ascii
Ssl4 "y Sy (;,:0:4; ;n; ;" fullword ascii
$s15 ".090C0" fullword ascii
$s16 ";T;e;v;" fullword ascii
$s17 "0,1I1}1" fullword ascii
$s18 "384=4d414{4" fullword ascii
$s19 ";&;4+;:8;X;r;w; HK" fullword ascii
$s20 ";+;8;G;T;c;p;" fullword ascii
condition:
( uintle6 (0) == 0x5a4d and filesize < 4000KB and ( 8 of them
) or ( all of them )

description = "Zeppelin - from files
7d8c4c742689c097ac861fcbf7734709fd7dcablf7ef2ceffb4db0b7decl09£55,
ed1548744db512a5502474116828£75737aec8bbl1133d5e4ad44belbaal3666b”

author = "yarGen Rule Generator"

reference = "https://github.com/Neo23x0/yarGen"

date = "2022-08-08"

hashl =
"7d8c4c742689c097ac861fcbf7734709fd7dcablf7ef2ceffb4db0b7decl09£55"






hash2 =
"edl1548744db512a5502474116828f75737aec8bbl1133d5e4ad44belcaal3ooob”

strings:

$s1 = "2.262>2F2}2" fullword ascii /* hex encoded string '"b/"' */

$s2 = "TThreadListD" fullword ascii

$s3 = "EFilerError " fullword ascii

Ss4 "EVariantUnexpectedErrort" fullword ascii

$s5 "TCustomMemoryStreamT" fullword ascii

$s6 "TStringListP" fullword ascii

$s7 "TCustomVariantTypeP" fullword ascii

$s8 "TPersistentD" fullword ascii

$s9 = "TStringStreamX" fullword ascii

$s10 = "8(8c8r8~8" fullword ascii

$sll "I\"TXTdTRO" fullword ascii

$s12 "4,44484<4Q@4D4H4L4P4AT4" fullword ascii

$s13 ", .<V<h<" fullword ascii

$sl14 "9%9;9u9" fullword ascii

$s15 "9/919}9" fullword ascii

SESHNG) "8P8@9"9, :d:" fullword ascii

Ss17 "> >$>(>,>0>4>8>F>" fullword ascii

$s18 "5.5E5p5" fullword ascii

$s19 ") ;K \\;" fullword ascii

$s20 = "?%?4?2K?z2?n?}?" fullword ascii
condition:

( uintl6 (0) == 0x5a4d and filesize < 4000KB and ( 8 of them )

) or ( all of them )

description = "Zeppelin - from files
21807d9fcaa91a0945e80d92778760e7856268883d36139%9al1ad29ab91£9d983d,
cf9b6ddaB8i4cbf2dbfc6edd7a740£50bddc128842565¢c590d8126e5d93c024ff2"

author = "yarGen Rule Generator"

reference = "https://github.com/Neo23x0/yarGen"

date = "2022-08-08"

hashl =
"21807d9fcaa91a0945e80d92778760e7856268883d3613%9a1ad29ab91£9d9834d"

hash2 =
"cf9b6dda84cbf2dbfc6edd7a740£50bddc128842565¢c590d8126e5d93c024££2"

strings:

$x1 = "C:\\Windows\\system32\\cmd.exe" fullword wide

$s2 = "C:\\Windows\\system32\\netstat.exe" fullword wide

$s3 = "c:\\serenity\\tools\\windows.exe" fullword wide

$s4 = "c:\\serenity\\tools\\wnd\\WND x64 release\\WNDHooker.exe"
fullword wide

$s5 = "AUTHUI.DLL: Shutdown Choices Message Window" fullword ascii

$s6 = "SHELLDLL DefView" fullword ascii

$s7 = "MCI command handling window" fullword wide

$s8 = "SysHeader32" fullword ascii

$s9 = "CicLoaderWndClass" fullword ascii

$s10 = "DV2ControlHost" fullword ascii

$sll " SearchEditBoxFakeWindow" fullword ascii

$sl12 "Shell TrayWnd" fullword ascii

$s13 "Desktop OpenBox Host" fullword ascii

Ssl4 "'MSCTFIME Composition"™ fullword ascii

$s15 = "DesktopLogoffPane" fullword ascii






$sl6 "MSCTFIME Composition" fullword ascii
Ssl17 "Desktop NSCHost" fullword ascii
$s18 "Task Host Window" fullword wide
$s19 "ComboBoxEx32" fullword ascii
$s20 = "WPDShServiceObject" fullword ascii
condition:
( uintl6(0) == 0x5a4d and filesize < 4000KB and ( 1 of ($x*)
them )
or ( all of them )

description = "Zeppelin - from files
79d6e498e778% aaccd8caab610e8cl15836267c6a668c322111708cf80bc38286¢,
bc214c74bdf6£6781£0de994750ba3¢c50c0e10d9db3483183bd47£5¢cef154509,
4728a3fad4f94d7a09%e2dbe21d12ae84543042ce88badeallf3fb3£27490a4933"

author = "yarGen Rule Generator"

reference = "https://github.com/Neo23x0/yarGen"

date = "2022-08-08"

hashl =
"79d6e498e7789%aaccd8caa610e8cl5836267c6a668c322111708c£80bc38286¢"

hash2 =
"bc214c74bdf6£6781£0de994750ba3c50c0e10d9db3483183bd47£f5cef154509"

hash3 =
"4728a3fa4£94d7a09%e2dbe21d12ae84543042ce88badeallf3£fb3£27490a4933"

strings:
$sl = "TImposterU" fullword ascii

$s2 "=\"=g&=*=,=2=6=:=" fullword ascii /* hex encoded string 'é&'

$s3 'EFOpenErrorH" fullword ascii
Ss4 'EWriteErrorP" fullword ascii
$sh "EThread," fullword ascii
$s6 ": :@:H:L:P:T:X:\\: :d:h:x:" fullword ascii
$s7 "EVariantInvalidArgError," fullword ascii
$s8 '"TStreamX" fullword ascii
$s9 = "TStringListx" fullword ascii
$s10 = "AAOrid" fullword ascii
$sll "> >4><>@>D>H>L>P>T>X>\\>">d>r>" fullword ascii
$s12 " 2$?(?,?2:?B?X?)?n?" fullword ascii
S$s13 "Z=+&HFk" fullword ascii
Ss14 "1I\"2>2B2F2J2N2R2V272"2b2f232n2r2v222~2" fullword ascii
$s15 "1I2g2}2" fullword ascii
$sl6 T\ MKHLLKLKIKNLS T <y<" fullword ascii
$s17 "=*=4=>=H=W=a=s= >9> " >1>p>" fullword ascii
$s18 = "0Flsl 2d2r2" fullword ascii
$s19 "2, ?24?2872<?@?D?H?L?P?T?X?\\? 2d?h?1?p?" fullword ascii
$s20 = "232=2B2N2d2" fullword ascii
condition:
( uintl6 (0) == 0x5a4d and filesize < 600KB and ( 8 of them )
) or ( all of them )

description = "Zeppelin - from files
4a4bel10d587421ad50d2b1a38b108fa05£314631066a2e96alc85cc05814080,
a42185d506e08160cb96c81801fbel73fb071£4a2£284830580541e057£4423D,

*/






7430d1dbf96b83426cfb859%908cdb2633489d08de8782¢cl162de6c631978c6bldea,
8170612574£914eec9e66902767b834432a75b1doae510£f77546af2a29%91a48a2,
ac4f0adcd4c3c53elce700c0£f0d44d8b4ec311846dc536e48a3e19f6079£9512¢,
55d55b41cee734ce84aalbeccallabcacc956c4d9f9bdddec0f£0d7b528ecc50e,
bafd3434£3ba5bb9685e239762281d4c7504de7e0cfd9d6394e4a85b4882f£5d,
961fbc7641£f04£f9fed8391¢c387£f01d64435ddacafllodbe58c4cb808b08cc910,
79d6e498e778%aaccd8caa610e8cl5836267¢c6a668c322111708cf80bc38286¢,
2f188ec2723fa426316484e54c0862db24de80441¢c27¢cl17181ceb5ad5¢c7fbff57,
001938ed01bfde6bl100927££8199¢c65d1bff30381b80b846f2e3fe5a0d2df21d,
f2ad2b40alcadc337396cf£8dd0528796clel657d8c76c441£459%9ac0eldco0396,
ab440c4391ea3allbebbb651c80¢c27847b58ac928b32d73ed3b19albl7dd7e75,
£f7af51f1b2b98b482885b702508bd65d310108a506e6d8cef3986e69f972¢c67d,
a2a9385cbbcfacc2d541£5bd92c38b0376b15002901b2fd1cc62859e161a8037,
fbod9a5f1a2c¢3936c8a855219ceff2£f8b9d533¢c7b19%eedlc98ddfbfffaf8d039,
obafc7e2c7edc2167dbl187£50106e57049d4a0e1b9269f1d8a40£824f2¢ccb42b,
faa79¢c796c27b11c4£007023e50509662eacd4bca%9%9a71b26a9122c260abfb3c6,
bc214c74bdf6f6781£0de9947500ba3¢c50c0e10d9db3483183bd47£f5¢cef1545009,
c3cl546d6f3b48eabcab82390b5628a2dd438b82989969dd1cl1016c8£7366911,
37c320983ae4c1£d0897736a53e5b0481edb1d1d91b366£f047aa024b0fc0a86e,
54d567812ecalfc5f2ff566e7fb8a93618b6d2357¢ce71776238e0b94d55172b1,
aa7e2d63fc991990958dfb795a0aed254149f185f403231ecaebel35147£f4b5ebe,
4440763b18d75a0f9de30blcd4c2aeb3f827bcdf5eadddlal2aebe7eb5b23cfdf94,
9ef90ec912543cc24e18e73299296f14cb2c931a5d633d4c097efal372ae5984¢0,
307877881957a297e41d75¢c84e9a965f1cd07ac9d026314dcaff55c4da23d03e,
c48cfl7caffcd0815efb907e522475722£059990afcl19%9ac516592231a783e878,
4728a3fadf94d7a09%e2dbe21d12ae84543042ce88badeall£3fb3£27490a4933,
9e9ccf9a8593aec7e3bfadf2dd7081£2849495bbc37e6a6£013884507537290b"
author = "yarGen Rule Generator"
reference = "https://github.com/Neo23x0/yarGen"
date = "2022-08-08"
hashl =
"434bel10d587421ad50d2b1a38b108fa05£314631066a2e96alc85cc05814080"
hash2 =
"a42185d506e08160cb96c81801fbel73fb071f4a2£284830580541e057£4423b"
hash3 =
"7430d1db£f96b83426cfb85908cdb2633489d08de8782¢cl162de6c631978coldea™
hash4 =
"8170612574f914eec9e66902767b834432a75b1doae510£f77546af2a29%91a48a2"
hashb5 =
"ac4f0adcd4c3c53elce700c0£0d44d8b4ec311846dc536e48a3e19£f6079£9512e™
hash6 =
"55d55b41cee734ce84aalbccallaccacc956c4d9f9bdddec0ff0d7b528ecc50e"
hash7 =
"bafd3434f3ba5bb9685e239762281d4c7504de7e0cfd9d6394e4a85b4882f££54"
hash8 =
"961fbc7641£f04£f9fedB8391c387£01d64435dda6afllo4be58c4chb808b08cc910™
hash9 =
"79d6e498e778% accdB8caa610e8cl5836267c6a668c322111708cf80bc38286c"
hashl0 =
"2f188ec2723fa426316484e54c0862db24de80441c27¢cl17181ce5ad5bc7fbff57"
hashll =
"001938ed01bfdeobl100927£f£8199¢c65d1bff30381b80b846f2e3fe5a0d2df21d"
hashl2 =
"f2ad2b40alcadc337396cf8dd0528796clel657d8c76cd441£459%9ac0eldco0396"
hashl3 =
"ab440c4391ea3a0lbebbb651c80c27847b58ac928b32d73ed3b19a0bl7dd7e75"






hashl4 =
"f7af51f1b2b98b482885b702508bd65d310108a506e6d8cef3986e69f972co7d"

hashlb =
"a2a9385cbbcfacc2d541£5bd9%92c38b0376b15002901b2fd1cc62859e161a8037"

hashl6 =
"fbo6d9a5f1a2c3936c8a855219ceff2£f8b9d533¢c7bl9%eedlc98ddfbfffaf8d039"

hashl7 =
"obafc7e2¢c7edc2167dbl187£50106e57049d4a0e1b9269f1d8a40£824f2¢ccb42b"

hashl8 =
"faa79c796c27b11c4£007023e50509662eacdbca99a71b26a9122c260abfb3co™

hashl9 =
"bc214c74bdf6£6781£0de994750ba3c50c0e10d9db3483183bd47£f5¢cef154509"

hash20 =
"c3cl546d6f3b48eabcab82390b5628a2dd438b82989969dd1cl1016c8£f7366911"

hash21 =
"37¢c320983ae4c1£d0897736a53e5b0481edbl1d1d91b366£f047aa024b0fc0a86e™

hash22 =
"54d567812eca7fc5f2ff566e7fbB8a93618b6d2357¢ce71776238e0b94d55172b1"

hash23 =
"aa7e2d63£c991990958dfb795a0aed254149£185f403231eacbel35147f4b5ebe™

hash24 =
"4440763018d75a0f9de30blcd4c2aeb3f827bcd4f5eadddlal2aebe7eS5b23cfdfo4"

hash25 =
"9ef90ec912543¢cc24e18e73299296f14cb2¢c931a5d633d4c097efal372ae59846"

hash26 =
"307877881957a297e41d75c84e9a965f1cd07ac9d026314dcaff55c4da23d03e™

hash27 =
"ed8cfl7caffcd0815efb907e522475722£059990afc19ac516592231a783e878"

hash28 =
"4728a3fadf94d7a09%e2dbe21d12ae84543042ce88badeall £3fb3£27490a4933"

hash29 =
"9e9ccf9a8593aec7/el3bfadf2dd7081£2849495bbc37e6a6£013884507537290b"

strings:

$s1 = ";\";7;%$<8<" fullword ascii /* hex encoded string 'x'

$s2 ":8:Q@:D:H:L:P:T:X:\\: :t:" fullword ascii

$s3 "exiW:\\:v:" fullword ascii

$s4 "3)4<4K474" fullword ascii

$s5 "060NOWOkOyO0"™ fullword ascii

$s6 ";7;S;r;" fullword ascii

Ss7 ";8;1;u;" fullword ascii

$s8 "444,434940494y4~4" fullword ascii

$s9 = "3@3Z313" fullword ascii

$s10 = ">'?,?4?27?20?x?" fullword ascii

$sl11 "5N5f5x5" fullword ascii

Ssl12 25?2 (?,20724728?2<?@?D?X?x?" fullword ascii

S$s13 "1/1>1N1V1klsl" fullword ascii

$s14 "6*:c:k:|:" fullword ascii

$s15 "27?2E? ?21?" fullword ascii

$s16 "6.7=7L7h7" fullword ascii

Ss17 "= (=b=s=" fullword ascii

$s18 "748E8V8g8" fullword ascii

$s19 "2 2(2,2024282<2@2D2H2V2h2v2z2" fullword ascii

$s20 = "3@4D4HAL4APATAXAp4 4" fullword ascii

condition:
( uintl6 (0) == 0x5a4d and filesize < 900KB and ( 8 of them
) or ( all of them )

*/






description = "Zeppelin - from files
4a4bel110d587421ad50d2b1a38b108fa05£314631066a2e96alc85¢cc05814080,
a42185d506e08160cb96c81801fbel73fb071£4a2£284830580541e057£4423Db,
7430d1dbf96b83426cfb859%908cdb2633489d08deB8782¢cl162de6c631978c6bldea,
8170612574£914eec9e66902767b834432a75b1doae510£f77546af2a29%91a48a2,
ac4f0adcd4c3c53elce700c0£f0d44d8b4ec311846dc536e48a3e19f6079£9512¢,
55d55b41cee734ce84aalbccallabcacc956c4d9f9bdddec0f£f0d7b528ecch0e,
bafd3434£3ba5bb9685e239762281d4c7504de7e0cfd9d6394e4a85b4882ff5d,
961fbc7641f04£f9fed8391¢c387£f01d64435dda6afll164be58c4cb808b08cc910,
2f188ec2723fa426316484e54c0862db24de80441¢c27¢cl17181ceb5ad5¢c7fbff57,
001938ed01bfde6bl100927££8199¢c65d1bff30381b80b846f2e3fe5a0d2df21d,
f2ad2b40alcadc337396cf£8dd0528796clel657d8c76c441£459%9ac0eldc60396,
ab440c4391ea3allbebbb651c80¢c27847b58ac928b32d73ed3b19%9al0bl7dd7e75,
£f7af51f1b2b98b482885b702508bd65d310108a506e6d8cef3986e69£972¢c67d,
a2a9385cbbcfacc2d541£5bd92¢c38b0376b15002901b2fd1cc62859e161a8037,
fbod9a5f1a2c3936c8a855219ceff2f8b9d533¢c7b19%eedlc98ddfbfffaf8d039,
obafc7e2c7edc2167dbl87£50106e57049d4a0e1b9269f1d8a40£824f2ccb42b,
faa79¢c796c27b11c4£007023e50509662eacd4bca%9%9a71b26a9122c260abfb3c6,
c3cl546d6f3b48eabcab82390b5628a2dd438b82989969dd1cl1016c8£7366911,
37c320983ae4c1£d0897736a53e5b0481edb1d1d91b366£f047aa024b0fc0a86e,
54d567812eca7fc5f2ff566e7fb8a93618b6d2357¢ce71776238e0b94d55172b1,
aa7e2d63fc991990958dfb795a0aed254149£f185f403231ecaebel35147£f4b5ebe,
4440763018d75a0£9de30blcd4c2aebl3f827bcdf5eadddlalaebe7eb5b23cfdf94,
9ef90ec912543cc24e18e73299296f14cb2¢c931a5d633d4c097efal372ae5984¢0,
307877881957a297e41d75¢c84e9a965f1cd07ac9d026314dcaff55c4da23d03e,
c48cfl7caffcd0815efb907e522475722£059990afcl1%9ac516592231a783e878"
author = "yarGen Rule Generator"
reference = "https://github.com/Neo23x0/yarGen"
date = "2022-08-08"
hashl =
"4a4bel10d587421ad50d2b1a38b108fa05£314631066a2e96alc85¢cc05814080"
hash2 =
"a42185d506e08160cb96c81801fbel73fb071£4a2£284830580541e057£4423b"
hash3 =
"7430d1dbf96b83426cfb85908cdb2633489d08de8782¢c162de6c631978coldea”
hash4 =
"8170612574£914eec9e669027670b834432a75b1ldoae510£f77546af2a29%91a48a2"
hash5 =
"ac4f0adcd4c3c53elce’700c0£f0d44d8b4ec311846dc536e48a3e19f6079£9512e"
hash6 =
"55d55b41cee734ce84aalbccallaccacc956c4d9f9bdddec0ff0d7b528ecc50e"
hash7 =
"bafd3434£3bab5bb9685e239762281d4c7504de7e0cfd9d6394e4a8504882f££5d"
hash8 =
"961fbc7641£f04£f9fed8391¢c387£f01d64435ddabafll6edbe58c4chb808b08cc910"
hash9 =
"2f188ec2723fa426316484e54c0862db24de80441c27¢cl17181ce5ad5bc7fbff57"
hashl0 =
"001938ed01bfdeobl100927£f£8199¢c65d1bff30381b80b846f2e3fe5a0d2df21d"
hashll =
"f2ad2b40alcadc337396cf8dd0528796clel657d8c76cd441£459%9ac0eldco0396"
hashl2 =
"ab440c4391ea3a0lbebbb651c80c27847b58ac928b32d73ed3b19a0bl7dd7e75"






hashl3 =
"f7af51f1b2b98b482885b702508bd65d310108a506e6d8cef3986e69f972c67d"

hashld =
"a2a9385cbbcfacc2d541£5bd9%92c38b0376b15002901b2fd1cc62859e161a8037"

hashl5 =
"fbo6d9a5f1a2c3936c8a855219ceff2f8b9d533¢c7bl9%eedlc98ddfbfffaf8d039"

hashlo =
"obafc7e2¢c7edc2167dbl187£50106e57049d4a0e1b9269f1d8a40£824f2¢ccb42b"

hashl7 =
"faa79c796c27b11c4£007023e50509662eacdbca99a71b26a9122c260abfb3co™

hashl8 =
"c3cl546d6f3b48eabcab82390b5628a2dd4380b82989969dd1c1016¢c8f7366911"

hashl9 =
"37c320983ae4c1£d0897736a53e5b0481edbl1d1d91b366£f047aa024b0fc0a86ce™

hash20 =
"54d567812ecalfc5f2f£f566e7fb8a93618b6d2357¢ce71776238e0b94d55172b1"

hash21 =
"aa7e2d63£c991990958dfb795a0aed254149f185f403231ecaebel35147f4b5ebe"

hash22 =
"4440763018d75a0f£9de30blcd4c2aebl3f827bcdf5eadddlalaebe7e5b23cfdfo4"

hash23 =
"9ef90ec912543¢cc24e18e73299296f14cb2¢c931a5d633d4c097efal372ae59846"

hash24 =
"307877881957a297e41d75¢c84e9a965f1cd07ac9d026314dcaff55c4da23d03e"

hash25 =
"ed8cfl7caffcd0815efb907e522475722£059990afcl9%9ac516592231a783e878"

strings:

$s1 = ": :$:(:4:T:\\: :d:th:l:p:t:x:|:" fullword ascii

$s2 "< <8< (<,<0<4<8<<<@<" fullword ascii

$s3 "2352)2G202V2b2x2" fullword ascii

Ss4 "<,=D=0>1i>" fullword ascii

$s5 "8.9H9}9" fullword ascii

$s6 "<2=6=:=>=B=F=J=N=" fullword ascii

$s7 "5,515?5Q05e5~5" fullword ascii

$s8 "y*,Wrt;" fullword ascii

$s9 = "1 1$1(1,1014181<1X1x1" fullword ascii

$s10 = "8\"8T8c8z8" fullword ascii

Ssll "0$080@0ODOHOLOPOTOXO0\\0 " 0d0h010p0t0x0|0™ fullword ascii

$s12 "oWocojoub" fullword ascii

$s13 " 287 (?2,?207242872<?@?N?Vv?1?~?" fullword ascii

Ssl4 ">52K? ?t?" fullword ascii

$s15 ";#;9;v;" fullword ascii

Sslé6 "<%=(>4>H>P>T>X>\\>">d>h>1>p>t>x>" fullword ascii

$s17 "=4>M>t>" fullword ascii

$s18 "< LS (K6<K><KP<M<b<t<" fullword ascii

$s19 "6\"6.6:6a6g6p6|6" fullword ascii

$s20 = "4\"4,414=4G41L4X4b4gds4}14" fullword ascii

condition:
( uintl6 (0) == 0x5a4d and filesize < 900KB and ( 8 of them )
) or ( all of them )

description = "Zeppelin - from files
7430d1dbf96b83426cfb859p8cdb2633489d08de8782cl162de6c631978c6bldea,
001938ed01bfde6bl100927££8199c65d1bff30381b80b846f2e3fe5a0d2df21d,






faa79c796¢c27b11cd4£f007023e50509662ecac4bca9%9a71b26a9122c260abfb3co,
54d567812eca7fc5f2ff566e7fb8a93618b6d2357¢ce71776238e0b94d55172b1,
4440763b18d75a0f9de30blc4c2aeb3f827bcd4f5eadddlal2aebe7eS5b23cfdfo4"

author = "yarGen Rule Generator"

reference = "https://github.com/Neo23x0/yarGen"

date = "2022-08-08"

hashl =
"7430d1dbf96b83426cfb85908cdb2633489d08de8782¢c162de6c631978coldea”

hash2 =
"001938ed01bfdeobl100927£f£f8199c65d1bff30381b80b846f2e3fe5a0d2df21d"

hash3 =
"faa79c796c27b11c4£007023e50509662eacd4bca99a71b26a9122c260abfb3co"

hashd4 =
"54d567812eca7fc5f2ff566e7fbB8a93618b6d2357¢ce71776238e0b94d55172b1"

hashb5 =
"4440763b18d75a0f9de30blcdc2aeb3f827bcd4fbead9ddlaZaebe7ebb23cfdfo4"

strings:

$sl = "ShellExecuteA" fullword ascii

$s2 = "GetTempPathA" fullword ascii

$s3 = "ReleaseMutex" fullword ascii

Ss4 "CreateMutexA" fullword ascii

$s5 "GetLogicalDriveStringsA" fullword ascii

$s6 "GetShortPathNameA" fullword ascii

$Ss7 "GetWindowsDirectoryA" fullword ascii

$s8 = "Delphi-the best. Fuck off all the rest. Neshta 1.0 Made
Belarus. " fullword ascii

$s9 = "<)<2<><E<" fullword ascii /* hex encoded string '.' */

$s10 = "GetIconInfo" fullword ascii

$sll "GetFileSize" fullword ascii

$s12 "IVXLCDMT" fullword ascii

$s13 "YXZQRPR" fullword ascii

$s14 "HBITMAP" fullword ascii

$s15 "Q00QQQOSV" fullword ascii

Sslé6 "\\PROGRA~I\\" fullword ascii

Ss17 "O00000S3" fullword ascii

$s18 = "SetFileAttributesA" fullword ascii

$s19 = "! Best regards 2 Tommy Salo. [Nov-2005] yours [Dziadulja

Apanas]" fullword ascii
$s20 = "StretchDIBits" fullword ascii
condition:
( uintl6(0) == 0x5a4d and filesize < 900KB and ( 8 of
) or ( all of them )
}

rule Zeppelin 8 ({
meta:

description = "Zeppelin - from files
8d44fdbeddlec9ae59fad78bdb12d15d6903470eb1046b45¢c227193b233addac,
42770c6589ccf83a6712aca6f9d990a0c24b664887d5f5dead5d5£123¢c7b7e£9,
Tbe32£77640790a925ea88173a1059fb120a90b5£f1d891e13969cel71cl29b4b"

author = "yarGen Rule Generator"

reference = "https://github.com/Neo23x0/yarGen"

date = "2022-08-08"

hashl =
"8d44£fdbeddO0ec9ae59fad78bdb12d15d6903470eb1046b45¢c227193b233adda6"

hash2 =
"42770c6589ccfB83a6712aca6£9d990a0c24b664887d5f5dead5d5£123¢c7b7e£f9"






hash3 =
"Tbe32f77640790a925€a88173a1059fb120a90b5£1d891e13969cel71cl29%b4b"
strings:
Ss1l = "D\"<D*,D*<D )D 9D()D(9D -D =D (-D(=D\")D\"9D*)D*9D\"-D\"=D*-D*=D
(D " fullword ascii
$s2 = " PE@* @" fullword ascii
$s3 = "PQRVW;M" fullword ascii
$s4 "\\T ]T HT" fullword ascii
$s5 "\\U*n@\"a" fullword ascii
$s6 "(3P\"rA" fullword ascii
$s7 "U\"OD dT\"" fullword ascii
$s8 "#E*>D\"HA" fullword ascii
Ss9 = "(>P*SD(>P" fullword ascii
$s10 = "}D(8D " fullword ascii
Ssll "[U 4+Q*" fullword ascii
$s12 "*PP*pP" fullword ascii
$s13 "R\"kKA 1@" fullword ascii
$s14 "YT\"-T (T " fullword ascii
$s15 "wA +Q*" fullword ascii
$s16 "KU \"A\"" fullword ascii
$s17 " =@*jU" fullword ascii
$s18 "(T*8T*<T" fullword ascii
$s19 "T*&D(," fullword ascii
$s520 = "F_"~ZYX" fullword ascii
condition:
( uintl6 (0) == 0x5a4d and filesize < 3000KB and ( 8 of them )
) or ( all of them )
}

rule Zeppelin 9 {
meta:

description = "Zeppelin - from files
21807d9fcaa91a0945e80d92778760e7856268883d36139%9a1ad2%9ab91£9d983d,
d618clccd24d29e911cd3e899a4df2625155297e80£4c5¢c1354bc2e79£70768c"

author = "yarGen Rule Generator"

reference = "https://github.com/Neo23x0/yarGen"

date = "2022-08-08"

hashl =
"21807d9fcaa%91a0945e80d92778760e7856268883d36139%9a1ad29ab91£9d9834"

hash2 =
"d618clccd24d29e911cd3e899a4df2625155297e80f4c5¢c1354bc2e79£70768c"

strings:

$sl = "EFilerErrort" fullword ascii

$s2 "EWriteError$" fullword ascii

$s3 "TThread\\" fullword ascii

Ss4 "EVariantBadVarTypeErrord" fullword ascii

$s5 "TStringListL" fullword ascii

$s6 "TStringsl" fullword ascii

Ss7 "TStream," fullword ascii

$s8 "EInvalidPointer" fullword ascii

$s9 = "EZeroDivide"™ fullword ascii

$s10 = ": :S$:(:,:0:4:H:h:p:t:x:|:" fullword ascii

$sll "242=?X?k?~?" fullword ascii

$sl12 ">)><>H>h>" fullword ascii

$s13 "?222C?L?" fullword ascii

$s14 = "3'3G3V3"3" fullword ascii

$s15 = ! ? h=r=}=" fullword ascii






Sslé6 "4\"41484v4" fullword ascii
$sl7 "=4=<=(@ \\=1=" fullword ascii
$s18 = "; ;$;,;0;8;<;D;H;P;T;\\; ;h;1l;t;x;" fullword ascii
$s19 "4A\"5:5L5d5" fullword ascii
$s20 = "3!3/383" fullword ascii
condition:

( uintl6(0) == 0x5a4d and filesize < 4000KB and ( 8 of them
) or ( all of them )

}

rule Zeppelin 10 {
meta:

description = "Zeppelin - from files
21807d9fcaa%91a0945e80d92778760e7856268883d3613%a1ad2%ab91£9d983d,
6fbfc8319ed7996761b613c18c8cbob92aleaedl555daebcob8e2594ac5faz2b9,
4a4bel110d587421ad50d2b1a38b108fa05£314631066a2e96alc85¢cc05814080,
d618clccd24d29e911cd3e899%9a4df2625155297e80f4c5¢c1354bc2e79£70768¢,
a42185d506e08160cb96c81801fbel73fb071£4a2£284830580541e057£4423Db,
7430d1dbf96b83426cfb859%908cdb2633489d08de8782¢cl162de6c631978c6bldea,
8170612574£914eec9e669027670b834432a75bldoae510£f775406af2a291a48a2,
ac4f0adcd4c3c53elce700c0£0d44d8b4ec311846dc536e48a3el19f6079£9512¢,
55d55b41cee734ce84aalbccallabcacc956c4d9f9bd4ddec0f£0d7b528ecc50e,
bafd3434f3babbb9685e239762281d4c7504de7e0cfd9d6394e4a8504882f£5d,
961fbc7641f04£f9fed8391¢c387£f01d64435ddabafll164be58c4cb808b08cc910,
894b03ed203cfa712a28ec472efec0ca%9a55do6058115970fe7d1697a3ddb0072,
79d6e498e778% accdB8caa610e8cl5836267¢c6a668c322111708cf80bc38286c¢,
2f188ec2723fa426316484e54c0862db24de80441¢c27¢cl17181cebad5¢c7fbff57,
001938ed01bfde6bl100927£f£8199¢c65d1bff30381b80b846f2e3fe5a0d2df21d,
f2ad2b40alcadc337396cf8dd0528796clel657d8c76c441£459ac0eldc60396,
ab440c4391ea3allbebbb651c80c27847b58ac928b32d73ed3b19al0bl7dd7e75,
£f7af51£f1b2b98b482885b702508bd65d310108a506e6d8cef3986e69f£972c67d,
a2a9385cbbcfacc2d541£5bd92¢c38b0376b15002901b2fd1cc62859e161a8037,
fbod9a5f1a2¢c3936c8a855219ceff2f8b9d533¢c7b19%eedlc98ddfbfffaf8d039,
obafc7e2c7edc2167db187£50106e57049d4a0el1b9269f1d8a40£824f2¢ccb42b,
faa79c796c27b11c4£007023e50509662eacd4bca%9%9a71b26a9122c260abfb3cé6,
cf9boddaB8icbf2dbfc6edd7a740£50bddc128842565¢c590d8126e5d93c024ff2,
0d22d3d637930e7c26a0f16513ec438243a8a01lea9c9d856achbcdaclfcb7b499,
bc214c74bdf6f6781£0de994750ba3¢c50c0e10d9db3483183bd47£f5¢cef1545009,
c3cl546d6f3b48eabcab82390b5628a2dd438b82989969dd1cl1016c8£7366911,
37c320983ae4c1£d0897736a53e5b0481edbl1d1d91b366£047aa024b0fc0a86e,
c8596675fef4ad8378e4220¢c22£4358£fdb4a20531b59d7d£5382¢c421867520a9,
54d567812eca7fc5f2ff566e7fb8a93618b6d2357¢ce71776238e0b94d55172b1,
aa7e2d63£c991990958dfb795a0aed254149£185£403231eaecbel35147f4b5ebe,
4440763018d75a0f9de30blcd4c2aeb3f827bcdf5eadddlal2aebe7eb5b23cfdf94,
9ef90ec912543cc24e18e73299296f14cb2c931a5d633d4c097efal372ae59840,
a33e434ed9671b0bd3c2b0b2eel3el72dcd4dall9437£c28c77a190ca3946904f0,
22c78203923d755531ce3af704233¢c5achbe0780031£518143£010d853dbd66b0,
307877881957a297e41d75c84e9a965f1cd07ac9d026314dcaff55c4da23d03e,
c48cfl7caffcd0815efb907e522475722£059990afc19%9ac516592231a783e878,
4728a3fadf94d7a09%e2dbe21d12ae84543042ce88badeall f3fb3f27490a4933,
7d8c4c742689c097ac861fcbf7734709fd7dcablf7ef2ceffb4b0b7decl09£55,
ed1548744db512a5502474116828£f75737aec8bbl1133d5ed4add4belbaalbbbb,
9e9ccf9a8593aec7e3bfadf2dd7081£2849495bbc37e6a6£013884507537290b"

author = "yarGen Rule Generator"

reference = "https://github.com/Neo23x0/yarGen"

date = "2022-08-08"

)






hashl =
"21807d9fcaa91a0945e80d92778760e7856268883d36139%al1ad29ab91£9d983d"
hash2 =
"6fbfc8319ed7996761b613c18c8cbbb92aleaedl555daebcbb8e2594ac5fazbo”
hash3 =
"4a4bel10d587421ad50d2b1a38b108fa05£314631066a2e96alc85cc05814080"
hashd4 =
"d618clccd24d29e911cd3e899a4df2625155297e80£f4c5¢c1354bc2e79£70768c"
hashb5 =
"a42185d506e08160cb96c81801fbel73fb071£4a2£284830580541e057£4423b"
hasho =
"7430d1dbf96b83426cfb85908cdb2633489d08de8782¢c162de6c631978co6ldea”
hash7 =
"8170612574f914eec9e66902767b834432a75b1doae510£f77546af2a291a48a2"
hash8 =
"ac4f0adcd4c3c53elce’700c0£0d44d8b4ec311846dc536e48a3e19f6079£9512e™
hash9 =
"55d55b41cee734ce84aalbccallaccacc956c4d9f9bdddec0ff0d7b528ecc50e"
hashl0 =
"bafd3434£3bab5bb9685e239762281d4c7504de7e0cfd9d6394e4a8504882f££5d"
hashll =
"961fbc7641f04£f9fed8391¢c387f01d64435ddabafll6edbe58c4chb808b08cc910"
hashl2 =
"894b03ed203cfa712a28ec4d472efec0ca%9a55d6058115970fe7d1697a3ddb0072"
hashl3 =
"79d6e498e778% accdB8caa610e8cl5836267c6a668c322111708cf80bc38286c™
hashld =
"2f188ec2723fa426316484e54c0862db24de80441c27¢c17181lceb5ad5¢c7fbff57"
hashlb =
"001938ed01bfdeobl100927£f£8199¢c65d1bff30381b80b846f2e3fe5a0d2df21d"
hashleo =
"f2ad2b40alcadc337396cf8dd0528796clel657d8c76cd441£459%9ac0eldco0396"
hashl?7 =
"ab440c4391eal3allbebbb651c80c278470b58ac928b32d73ed3b19%9a0bl7dd7e75"
hashl8 =
"f7af51£f1b2b98b482885b7025080bd65d310108a506e6d8cef3986e69£972c67d"
hashl9 =
"a2a9385cbbcfacc2d541£5bd92¢c38b0376b15002901b2fd1cc62859%9€161a8037"
hash20 =
"fbo6d9a5f1a2c3936c8a855219ceff2f8b9d533¢c7bl9%eedlc98ddfbfffaf8d039"
hash21 =
"obafc7e2¢c7edc2167dbl187£50106e57049d4a0e1b9269f1d8a40£824f2ccb42b"
hash22 =
"faa79c796c27b11c4£007023e50509662eacd4bca99a71b26a9122c260abfb3co"
hash23 =
"cf9bobdda84cbf2dbfcoedd7a740£50bddc128842565¢c590d8126e5d93c024££2"
hash24 =
"0d22d3d637930e7c26a0f16513ec438243a8a0lea9c9d856acbcda6lfcb7b499"
hash?25 =
"bc214c74bdf6f6781£0de994750ba3c50c0e10d9db3483183bd47£5cef154509"
hash26 =
"c3cl546d6£3b48eabcab82390b5628a2dd438082989969dd1c1016¢c8£7366911"
hash27 =
"37¢c320983ae4c1£d0897736a53e5b0481edbl1d1d91b366£f047aa024b0fc0a86e™
hash28 =
"e8596675fef4ad8378e4220c22£4358fdb4a20531b59d7d£5382¢c421867520a9"






hash29 =
"54d567812eca7fc5f2ff566e7fb8a93618b6d2357¢ce71776238e0b94d55172b1"

hash30 =
"aa7e2d63£c991990958dfb795a0aed254149f185f403231eacbel35147f4b5ebe"

hash31l =
"4440763b18d75a0£9de30blcdc2aeb3£f827bcd4f5ead9%ddlazaebe7ebb23cfdfo4"

hash32 =
"9ef90ec912543cc24e18e73299296£f14cb2¢c931a5d633d4c097efa372ae59846"

hash33 =
"a33e434ed9671b0bd3c2b0b2ee3e172dc4dall9437£c28c77a190ca39469b4£0"

hash34 =
"22c7820b3923d755531ce3af704233¢c5acbe0780031£518143£010d853dbd66b0"

hash35 =
"307877881957a297e41d75¢c84e9a965f1cd07ac9d026314dcaff55c4da23d03e"

hash36 =
"ed8cfl7caffcd40815efb907e522475722£059990afc19ac516592231a783e878"

hash37 =
"4728a3fad4f94d7a09%e2dbe21d12ae84543042ce88badeallf3fb3£27490a4933"

hash38 =
"7d8c4c742689c097ac861fcbf7734709fd7dcablf7ef2ceffb4b0b7decl09£55"

hash39 =
"edl1548744db512a5502474116828f75737aec8bbl11133d5e4ad44belbaal3666b”

hash40 =
"9e9ccf9%9a8593aec7e3bfadf2dd7081£2849495bbc37e6a6£013884507537290b"

strings:

$sl = "OpenProcessToken" fullword ascii

$s2 = "WriteProcessMemory" fullword ascii

$s3 = "RegOpenKeyExW" fullword ascii

$Ss4 "RegCreateKeyExA" fullword ascii

$s5 "GetUserDefaultLangID" fullword ascii

$s6 "RegCreateKeyExW" fullword ascii

$Ss7 "RegEnumKeyExA" fullword ascii

$s8 "HttpAddRequestHeadersA" fullword ascii

$s9 = "LookupPrivilegeValueA" fullword ascii

$s10 = "CreateRemoteThread" fullword ascii

Ssl11 "t p ot fullword ascii

$s12 "-Portions Copyright (c) 1999 by Hagen Reddmann" fullword

$s13 "GetEnvironmentVariableW" fullword ascii

$sl4 "TUnlockAndEncryptU" fullword ascii

S$sl15 "GetFileAttributesA" fullword ascii

$sl6 = "GetFileAttributesW" fullword ascii

$s17 "HttpOpenRequestA" fullword ascii

$s18 "CompareStringW" fullword ascii

$s19 "TReadme" fullword ascii

$s20 = "TerminateThread" fullword ascii
condition:

( uintle6(0) == 0x5a4d and filesize < 4000KB and ( 8 of them

) or ( all of them )

description = "Zeppelin - from files
9ef90ec912543cc24e18e73299296f14cb2¢c931a5d633d4c097efal372ae59840,
ed8cfl7caffc40815efb907e522475722£059990afcl19%9ac516592231a783e878"

author = "yarGen Rule Generator"

reference = "https://github.com/Neo23x0/yarGen"

)

ascii






date = "2022-08-08"

hashl =
"9ef90ec912543¢cc24e18e73299296f14cb2¢c931a5d633d4c097efa372ae59846"

hash2 =
"ed8cfl7caffc40815efb907e522475722£059990afcl19ac516592231a783e878"

strings:

$sl = "TempPath" fullword ascii

$s2 "Runtime e" fullword ascii

$s3 "HBITMAPY" fullword ascii

$s4 " LogicalD" fullword ascii

$s5 "\\PROGRA~" fullword ascii

$s6 "ASnion=~) {\\" fullword ascii

$s7 "ctory#Re" fullword ascii

$s8 "Osiubd)" fullword ascii

$s9 = "ds 2 Tommy S" fullword ascii

$s10 "-the best. Fuco#" fullword ascii

$sll "LtPm]<)a" fullword ascii

$sl12 "19Gkdows-" fullword ascii

$s13 "Apanas]" fullword ascii

$s14 "dXZH4L~" fullword ascii

$s15 "+t SWZ"~xtZXtUO0>'hUx" fullword ascii

SESHNG) "OFTWARE\\Borla" fullword ascii

$s17 "nOAtt,bu" fullword ascii

$s18 "nd\\Delphi\\RTL" fullword ascii

$s19 "k off all " fullword ascii

$s20 = "Bufff4" fullword ascii

condition:
( uintle6(0) == 0x5a4d and filesize < 800KB and ( 8 of them )
) or ( all of them )

description = "Zeppelin - from files
cf9bo6dda8i4cbf2dbfc6edd7a740f50bddc128842565¢c590d8126e5d93¢c024ff2,
0d22d3d637930e7c26a0f16513ec438243a8a0l1ea%9c9d856acbcdasclfcb7b499,
e8596675fef4ad8378e4220c22f4358fdb4a20531b59d7df5382¢c421867520a9,
a33e434ed9671b0bd3c2b0b2ee3el72dcd4dall9437£fc28c77a190ca3946904f0,
22c78213923d755531¢ce3af704233¢c5acbe0780031£518143f010d853dbd66b0,
7d8c4c742689c097ac861fcbf7734709fd7dcablf/ef2ceffbdb0b7decl109£55,
ed1548744db512a5502474116828f75737aec8bbl11133d5ed4ad44belbaal3bbob”

author = "yarGen Rule Generator"

reference = "https://github.com/Neo23x0/yarGen"

date = "2022-08-08"

hashl =
"cf9b6bdda84chbf2dbfcbedd7a740£50bddc128842565¢c590d8126e5d93c024f£f2"

hash2 =
"0d22d3d637930e7c26a0f16513ec438243a8a01lea9c9d856achbcdaclfcb7b499"

hash3 =
"e8596675fef4adB8378e4220c22f4358fdb4a20531b59d7df5382¢c421867520a9"

hash4 =
"a33e434ed9671b0bd3c2b0b2ee3el72dc4dall9437£c28c77a190cal39469b4£f0"

hash5 =
"22c782b3923d755531ce3af704233¢c5achbe0780031£518143£f010d853dbd66b0"

hash6 =
"7d8c4c742689c097ac861fcbf7734709fd7dcablf7ef2ceffb4db0b7decl09£55"






hash7 =
"edl1548744db512a5502474116828f75737aec8bbl1133d5e4ad44belbaal3666b”
strings:
Ssl = ": :(:,:0:4:8:<:Q@:D:H:\\:|:" fullword ascii
$s2 "EInvalidPointerO" fullword ascii
$s3 "7 7$7(7,7074787<7Q7D7THTILTPTTIXT7\\7" 7" fullword ascii
Ssd4 = ":6<K<V=" fullword ascii
$s5h "= (=H=P=T=X=\\="=d=h=1=p=" fullword ascii
$s6 = "9$9, 949<9HI\\9d9h919p9t9x9| 9" fullword ascii
$s7 ">+?<?R?" fullword ascii
$s8 ":?2:D:*:" fullword ascii
$s9 = "> >S$>0>P>X>\\>">d>h>1>p>t>x>|>" fullword ascii
$s10 = "2 2@2H2L2P2T2X2\\2 2d2h2|2" fullword ascii
$sll "3(4,4044484<4@4X4d4h4" fullword ascii
$s12 "3;3[3j3r3" fullword ascii
$s13 ">O0FONOVO"~0£f0n0v0~0" fullword ascii
$s14 "7.7E7TW7" fullword ascii
$s15 ",,:4;8;<;Q@;D;H;L;P;T;1;" fullword ascii
$s16 "5$525?5M5" fullword ascii
$s17 = "3155595=5A5E5I5M5Q5U5Y5]5a5e515m5g5u5A6H6" fullword ascii
$s18 =" fullword ascii
$s19 ";Q@;~;2<" fullword ascii
$s20 = "96:]:q9:" fullword ascii
condition:
( uintl6 (0) == 0x5a4d and filesize < 4000KB and ( 8 of them )
) or ( all of them )
}

rule Zeppelin 13 {
meta:

description = "Zeppelin - from files
42770c6589ccf83a6712aca6f9d990a0c24b664887d5f5dead5d5f123¢c7b7e£9,
7be32£f77640790a925ea88173a1059fb120a90b5£1d891e13969cel71cl12904b"

author = "yarGen Rule Generator"

reference = "https://github.com/Neo23x0/yarGen"

date = "2022-08-08"

hashl =
"42770c6589ccf83a6712aca6f9d990a0c24b664887d5f5dead5d5f123¢c7b7ef9"

hash2 =
"Tbe32f77640790a925ea88173a1059fb120a90b5f1d891e13969cel71cl29%b4b"

strings:

$sl = "GetCurrentThread" fullword ascii

$s2 = "PA<assembly xmlns=\"urn:schemas-microsoft-com:asm.v1\"
manifestVersion=\"1.0\">" fullword ascii

$s3 = "PQRVW;]" fullword ascii

Ss4 = "9D\"9D*9D" fullword ascii

$s5 "\"S@*}U" fullword ascii

$s6 " (VE*uU" fullword ascii

Ss7 " V@*]U" fullword ascii

$s8 "FWQFWU" fullword ascii

$s9 = " FD*UU" fullword ascii

$s10 = "*GP*wU" fullword ascii

Ss1l "\"CP*]U" fullword ascii

$s12 "*pFP*wU" fullword ascii

$s13 "-D (D " fullword ascii

Ssl4 " GU*UU" fullword ascii

$s15 = "-D*}D 8D" fullword ascii






Sslé6 "\"CU*wU" fullword ascii
$sl7 " WP*wU" fullword ascii
$s18 "8D\"xD* (D" fullword ascii
$s19 "T(|T*8T" fullword ascii
$s20 = "]D\"ID\"" fullword ascii
condition:

( uintl6(0) == 0x5a4d and filesize < 3000KB and ( 8 of them )
) or ( all of them )

}

rule Zeppelin 14 {
meta:

description = "Zeppelin - from files
7430d1dbf96b83426cfb85908cdb2633489d08de8782c162de6c631978c6bldea,
c3cl546d6£3b48eabcab82390b5628a2dd438b82989969dd1cl1016c8£7366911"

author = "yarGen Rule Generator"

reference = "https://github.com/Neo23x0/yarGen"

date = "2022-08-08"

hashl =
"7430d1dbf96b83426cfb85908cdb2633489d08de8782c162de6c631978c61ldea

hash2 =
"c3cl546d6£3b48eabcab82390b5628a2dd438b82989969dd1cl1016c8£7366911"

strings:

$s1 =
"5Q0iNk03HyzM2et9gHr8ZTHOUgGWPSFyxuTFOgxEsTWHI1WO2gmZd1dDNYE1wxQzBrEBagnNBk807NS
100BnAtwLiV8nt8M58t70dbDRRSMw2YvdGL6z4k+VK1/9yNXZNG" ascii

$s2 =
"9rcTzUSkgWgdnfIVTX2J1CoPyg3+LS5R0jJK4R0Qk0O6hcIJpNQyNZgHrMmDajol+GWoEF1i5TskdZD9E
ZSvuDfQzgmX+PiEDpFIVXagK7gCdUSnsdmjlrlVSyXDYQHCEKY9/" ascii

$s3 =
"bYmmMgblKd1+D9v+1iTxmSfgk6HQkNnFP8InWpvAnZh4 /RuYgX5ndmosfJruD2Ln3kLEl1x1cgad £SQOX
mfcOhITLOKOKLSp64KfbtnVORuaCDo3ZzwNgOPZructcKgozH9p" ascii

$s4 =
"ps73QFYmIf4XP+ALKKPpAGPgFNhg5v2gR/XKSpQ1lS92rpFsYWaTe3SG/ 6HNIIFC/ z+SFO9JRzFxV4sT
rd59X4vEP4ruhLlybXHZyotxBeDM7T5Mz8x1N+nvhsIW2yvCgDn" ascii

$s5 =
"IUeoKEkKBZiCBGOZD3/eoVSW2XRLAMO1hbuZzB2rPV8U8jho83FDQIBMLhLEASUF7hJquMibKt5WwlO
YMagbW/xmmLCglENsiHVC1yuicGVI3MTOcvz5RWnzVvps5/GEUN" ascii

$s6 =
"pg8ledyoQ80a8hZ0kwdeaDO0EA210GEFN4boHgSZWIPFQoaWvHESSXudyUj8MY+VI+G1ldNnovOC6P 7m
v/JVDMVIOJjAr3tzThfrkipNYHVfp3MTVVRceO6BaLoUpWs6gnWKM" ascii

$s7 =
"0ff1dkDRAGS50EKe6WVxy5ZjbA0OUCToLg271B1l5texcRDiUYfzwvANn+pwRQf1CDINggsuHDSEGBh8B
wwrMdtrMEPMYP7F001A3yqdrYCscIY7xa5KosREBHFRcKGXsm90" ascii

$s8 =
"HIL8CifFBXDbhgXGFugjZ/BDgHkzn2RSJOIJPHGo1I3SqKZ/d0kd515peCp8udEHGT1dXuNx6fMZK
/Vkghnnyi9eUTwkHZ1c2V65TsGGewkkbAPPpAMLBi famNhlsgN+5" ascii

$s9 =
"0g3GkgGQaQv85FAEBFAOh+hpVAWNKgSQtewGaWS1RIBSAftsUOISTECgZu+rRRfRksgVeiBu7YgoT,
BSyL8dfyYEyTJI5zgq9zKc08xVkKso21N/fUrrFHyCyVLIOUL/dsay" ascii

$s10 =
"ptd8vN2uubsBE]1RedKSMXNSBwnc/Nk6NAvzLov5MP51/SAUUE+1TMEx 9KvDbovxYI5QYgqOFuut+R
JGPSPAWMI5FWTMDAbsQ4ATMHVvIMOBS5T73E1nvpPUXgROY/V5gAQG" ascii

$sll =
"AGP8HroUQvhBF87i0IeX7rJdgvvd4YHylkbOQXSqFgglmOWpW34M/xG5IyJ6tiBOKSV1I1JSNgijOn
Bi3Ed3PHCJLzan+cLhXaXQ0w68Ist8EO+10s6Q1lDNDzEFn62k9ht" ascii






$sl12 =
"21K8jhHaEDImMVbDNRuirDxOROYQNINNxnl1L455RFM/d72k0g9AIHZ Y /DRbuCUfoUanmsFFYNd4 fB
YRQke6If5bbG+fngGD3aLlhIn003YITkbWLT1UgN1IBRx6wMoX9zh" ascii

$sl13 =
"2w+58UeK+kRC5GIQtsT6Z207AeDACKubu+ywu3/sdJg32arC5G/eLA700WHTy7fusPjLIeJJNFSIXC
h80/EXqZNrlpk7vZ17M80kt/Lv8BRhKrNeRMHiqC7BfVB++kApO+" ascii

$Ssld =
"ptd8vN2uubsBEj1RedKSMXNSBwnc/Nk6NAvzLov5MP51/SAUUE+1TMEx 9KvDbovxYI5QYgOFuut+R
JGpPSPAWM1 5FWTMDAbsQ4ATMHVMOB5T73E1nvpPUXqROY/V5gAQG" ascii

$s15 =
"Vdxy9DPHwpxpkmw7IznbRSqyOWuZFMSZ+skFt8DOKSXPATWBhoY/cl1SiR1VyLG8zV8ftR94ynrzjQ
40BNJZ6G3yc/3XXK4PpHohaXC2b/+spHl1Gp56hrDkxCiu+H31PU" ascii

$sle =
"4YnPPVrgrig+PiglbxYK702ik7uoc607NCaicQJelXefmYp3gzmOBzCGV7axIJVy2Htaz7ZxBn8MF3q
MuOBi19s+1Sv09Gbz0STAOyltjzHYuXzkCSZj7Jef67WhOosyN2u" ascii

$s17 =
"Uf/Ncyp3FgdjNWSmF908WB1iFaG7BarRv7ZVaVLXKzMXbyscOpCZoRPMOLIUPJubPvvLKIC8N6dCo
f7Isb6BA319TP70SOn0LGT6msAdnOpgsGUO1fFLkwvNXaslyCaVvV" ascii

$sl8 =
"Uf/Ncyp3FgdjNWSmFO08WB11iFaG7BarRv7Z2VaVLXKzMXbyscO0pCZoRPMOLIUPJubPvvLKIC8N6dCO
f7Isb6BA319TP70S0n0LGT6msAdNOpgsGUOifFLkwvNXaslyCaVvV" ascii

$s19 = "UEXhah/L"™ fullword ascii

$s20 = "0Q8icBlREGRiI7cpCT1QDUQ=" fullword ascii

condition:

( uintl6 (0) == 0x5a4d and filesize < 800KB and ( 8 of them )

) or ( all of them )
}

rule Zeppelin 15 {
meta:

description = "Zeppelin - from files
dd89d939c941a53d6188232288a3bd73ba%baflbd4cabbfocccat97d9eed2533f,
307877881957a297e41d75¢c84e9a965f1cd07ac9d026314dcaff55c4daz23d03e"

author = "yarGen Rule Generator"

reference = "https://github.com/Neo23x0/yarGen"

date = "2022-08-08"

hashl =
"dd89d939¢c941a53d6188232288a3bd73ba%baflObdcacbfocccat97d%9eed2533f"

hash2 =
"307877881957a297e41d75c84e9%9a965f1cd07ac9d026314dcaff55c4da23d03e"

strings:

$sl1 = "formdce" fullword ascii

$s2 "!PrJAddress" fullword ascii

$s3 "DkedDec" fullword ascii

Ss4 "( .1iJdn" fullword ascii

S$s5 "WidZharTo" fullword ascii

$s6 "eJBsr&G!" fullword ascii

$s7 "Libr yExA" fullword ascii

$s8 "VirtuGFr" fullword ascii

$s9 = "1K*7h<E>" fullword ascii

$s10 = "?5 WV/" fullword ascii

Ss1l "Rb [W$ [p" fullword ascii

$s12 "Pzc%dV" fullword ascii

$s13 "pS]Yqu}lA" fullword ascii

Ss14 "TlsSet" fullword ascii

$s15 "'B*G09" fullword ascii

$sl6 = "!!GrH;" fullword ascii






$s17 = "wMad4+0he" fullword ascii
$s18 "FnslE)" fullword ascii
$s19 "6QltJ;" fullword ascii
$s20 = "=1lPath" fullword ascii
condition:
( uintl6 (0) == 0x5a4d and filesize < 900KB and ( 8 of them )
) or ( all of them )

description = "Zeppelin - from files
001938ed01bfde6bl100927££8199c65d1bff30381b80b846f2e3fe5ald2df21d,
aa7e2d63£c991990958dfb795a0aed254149£185£403231eaecbe35147f4b5ebe"

author = "yarGen Rule Generator"

reference = "https://github.com/Neo23x0/yarGen"

date = "2022-08-08"

hashl =
"001938ed01bfde6bl100927££8199c65d1bff30381b80b846£f2e3feb5al0d2df21d"

hash2 =
"aa7e2d63£c991990958dfb795a0aed254149f185£403231eaecbe35147f4b5ebe"

strings:

$s1 =
"1fvzZMd2kvoH9g9r/cY T60B2yFwHNRNi020e/WicdPY8WgGGEM+hmEsASHgRybY JXNbhYS3wu8yakF]
o0f45gXEv)C1GWAHvPDThpN4I/iFzsGnbof/YYbOqd23cILlyXSj" ascii

$s2 =
"tQgal9hIQ6Ldc6Jnd41146UPcg6BlgbtgqiWbsIxGtZnRRICUmMy/AtdjoSkBBd7JhorLw7VTbphAWShu
Pxf9/a90297/wBgln+L5blE7IF4YJyteOJY+6I+TvRccNit9rpH" ascii

$s3 =
"IrdmoTR79KgQznxvINcjnzIQE+NUUWIG23huCETYAF]fqyZkNSfoi HUwox+HtH66XYLwl JnWRpJAE
YO03IfbkOQMaB+KOGOU3kBrY78hC32szQCzfI05LBoutycE41PpB" ascii

$s4 =
"4kt TPKaHynK09+ZrcO9fYnUmOryPgzQlhv8P04CjOtaikyYiMAQbbR61v1wsepY5SSAVSg4BNA+pPP
CnXC7awXh4Cxo04hUa9imSkPQHU4RVVI11zgVsl9imMOT2£+W19u" ascii

$s5 =
"ZnEvr6+£fzZvV8ar7TWGogIqUYIEZNS5b6Pg4 /CMbG6IWvSRve/eavFCdkXkhft7AhrEX5+QJ+U400ak5
oHUQfuixyJCzHeduACKOAVNzZCYRJOGthvhOgriOe3T47D6/xPZz" ascii

$s6 =
"wV1lwr8WjsYQjMcK1jTOO0U71iBLYAFLSQnrQYzEDkS6TEe00yPLzj+JHv1ar3VKE/x4mMy/anTGOBT,
17It7WvIOESL7EsPkx4nSaGRGMI9GokKko5)jUk8NwUdJpyJITTTE" ascii

Ss7 =
"WMy/ZACXZPIs+SNruik3e5LkU601Q1itRv+nCm7C1Zk]j650+mkl1XvVEiv5udFfLVOUocopgOzry8Lfsm
U7ECiXDZewiYtpWlmpvd0OcN6JrlyPRitKF1reHSRPbR6M81boL3" ascii

$s8 =
"Edy2rQXjwCOCuUP/bgPvi29FSLSAICICLkKGE8/wvtGROGIzmI3bldoggNy6Ept8btXmbtZOkjuerN
M9 /WIaBcDbil50Z2I080VxQIMUBWZz3Wz1fjs/dE+WAV/IzHFQSxXH" ascii

$s9 =
"I/J159HKEdrFj5wE1t06n5GtCgUF180wapRRXQEk2437a34Qhcz10FzVVAZ1bRNigAKPCc1R0O9TK3k
I34CmGrRpbIekluvG7AQyKLBRM8NUJ/1ZLOQoKDEo6k9ukgrLYn" ascii

$s10 =
"gwDJY2UTEOEp4xKKRTM8YOBEDLLUY 6xpernYNptOJeL7HNZoMF1czENR2brrufjBzhYHjdPnKUYNnWp
qh3ad/99A72GVg6ce7YJuDthWoKVZ+mhdbpgmyiV740/s0b00Tk" ascii

$sll =
"al+Sv/nf9x505Mvsz/hUYa+W4n8TMKJI9I3VgtQHWUCS3gQLppnHToo+UpDaL+0jxP616fI8pNafR5T
ySC/wBerhIWBOJ] JjitxXbbvMUCVksjA+0oXtgS+0xcGWsX1XRWTZ" ascii






$sl12 =
"Q+K7TKSFXAfX7pwuCoI3VOBCWg+12LVkM61ChwiZI0st INLAGQIONt 8WTxalL2XdqwvPnrOkBmzmFhC
X4hZYxVIJ3RL590MKUFCtX4M40ONsDpJzDIRExsUM271jv+1I85¢c" ascii

$sl13 =
"Q3trfVv2UhrGmg/9alMdJ1l7mrZ1p9VI8Ag+6+xPpHkYXM/xipAooMYwmFqgj4VYLH11sh+8Qes+H4J
OTjnvYI152BSrBsUhjhoNimirQIoEjafIc53EZ6/MDk+/WAhTZC" ascii

$Ssld =
"upgEIQullx88trDEftVAE1IF111Z0gK5mwisVAG6y7y2S6kDkQ27CNuHEF9fzJ2UIf11b63cFTabIj8K
xB8DxCcYH/BO2yhfpWl/C4TuHACVOESE5v1dxNWCiXAHs6nWj8rm" ascii

$s15 =
"2uXoT03xTfbgl4dT0bO9F295hG44/8W7tbdnNOX0VCogLSM4PZwDYoUxWYEU]4UbelOAOYy5Geqgnxz
X4TIKSoyHT9q0650xR7KtitQsLrAw0OPiODUZeFkmuRrrRs1g9dQF" ascii

$sle =
"Edy2rQXjwCOCuUP/bgPvE29FSLSAICICLKGES /wvtGROGIzmJI3bldoggNy6Ept 8btXmbtZOkjuerN
M9 /WIaBcDbil50Z2I080VxQIMUBWz3Wz1lfjs/dE+WAV/IzHFQSxH" ascii

$s17 =
"wV1lwr8WjsYQjMcK1jTOO0U71iBLYAFLSQnrQYzEDkS6TEe00yPLzj+JHv1ar3VKE/x4mMy/anTGOBT,
17It7WvIESL7EsPkx4nSaGRGMIGokKko5)jUk8NwUdIpyJITTTE" ascii

$sl8 =
"fdCazCvhNGOhi2SDHy/IJ4tF7S2bVT8+BfalGyfgIXtHgQ5eiDLnyI/s5UMR/2nnl1LSbnIASRGydV
alxBLgr5BDVhatt8ntLa93fPdjgIAFYoimSRo01G/HIvEdlskBU" ascii

$s19 = "VKR6UfynUHXuij8vOw4Ilv4d" fullword ascii

$s20 = "#2J&5~" fullword ascii

condition:

( uintl6 (0) == 0x5a4d and filesize < 800KB and ( 8 of them )

) or ( all of them )
}

rule Zeppelin 17 {
meta:

description = "Zeppelin - from files
4a4bel10d587421ad50d2b1a38b108fa05£f314631066a2e96alc85cc05814080,
faa79c796c27b11c4£007023e50509662eacd4bca99%a71b26a9122c260abfb3co,
9ef90ec912543cc24e18e73299296f14cb2¢c931a5d633d4c097efal372ae5984¢0,
307877881957a297e41d75c84e9a965f1cd07ac9d026314dcaff55c4da23d03e,
e48cfl7caffcd40815efb907e522475722£059990afc19ac516592231a783e878"

author = "yarGen Rule Generator"

reference = "https://github.com/Neo23x0/yarGen"

date = "2022-08-08"

hashl =
"4a4bel10d587421ad50d2b1a38b108fa05£314631066a2e96al1c85cc05814080"

hash2 =
"faa79c796c27011c4£007023e50509662eacd4bca%99%9a71b26a9122c260abfb3co"

hash3 =
"9ef90ec912543cc24e18e73299296f14cb2c931a5d633d4c097efal372ae59846"

hash4 =
"307877881957a297e41d75¢c84e9a965f1cd07ac9d026314dcaff55¢c4da23d03e"

hashb5 =
"ed8cfl7caffcd0815efb907e522475722f059990afc19%9ac516592231a783e878"

strings:

$sl =
"rO0BJ5G8ZCEaFzvyLdnfg+g4ANDxaUaBF6UunJ+VI160gA3y+mUYNMo7Y0OcuL429kMPO9wallogHah/
X2n5GYeBS/IyswdttYPOYNewDO7Bt5WOQO3K8tJESXWV+QwtsNr" ascii

$s2 =
"r0BJ5G8ZCEaFzvyLdnfg+g4ANDxaUaBF6UunJ+VI160gA3y+mUYNMo7Y0OcuL429kMP9wallogHah/
X2n5GYeBS/IyswdttYPOYNewDO7Bt 5SWOQO3K8tJESXWV+QwtsNr" ascii






$s3 =
"PS5hFWBZuz9iPOcK7YRIF1y6FJIx7i0oyFwgli JRIX2dZBkRMwUVPWMUG3PMPNRtgncNW96/GG6Zw2wX8
byOE3g6Kr2dBtAVVDWKnlrJNP8VkgqVNh2e0Vnwxdn8wYmpuMINw" ascii

$s4 =
"ZXFIL5I/XLuVOZoWl0sUQ8Qwxzrodf451J0PvviyZNrHT5glpiUX4AWIZ5w/108cgWOMZQLrAf+WTV
7TYE8VLD/zF1g+JeRb9LnAnT6x0gsWFh3y5A7zFXSfnvYaIGgTdI" ascii

$s5 =
"Um+dOulCgcUUNpM3XGRs5XR7ml/fUs10+aniokZg68ydCfJ3rv9euFgglDnwu+y+iRHgD61i9aBnTw
1oWBx+8TXEYJj+Wj+NJIwyutpsbgGQjtlz1laDT4n5rwCEfCq04EL" ascii

$s6 =
"72wogMgistNxWyK1QBa6bKLyHgkadQ51zpoasscsXS4MIoOJvFaSaNFXntedlwyOtOimE9PR11P2UW
MyNo/6XdBzpDtwc909R40pBfkF3z+wzZTHECFauPhi9a7va3wp9" ascii

$s7 =
"ZgYs31TOet10NkSUUA+mGZJLai5YTywBu+EE+F8BnfNgpQge fbMA7d0CT1QtD/xjvQuONhvDO4HXy
06H/nMJEdCV43xTiNm/1GkIpLMZ5+m/BjFI34j9NL+cFhuCTF+k" ascii

$s8 =
"uL0Y+nDdyvprRRKWkmNwuXz1DL4V511dW4gtTsNdGrjjy5ey9UXIRbYL/f8F3sGY6FkpFk9UrkYx0
a/+JXBX/PNrQDKIjxEVPCgGWNk7Nb6FQrFL7adWGgKCX6srIzkt" ascii

$s9 =
"QusLdCRf+UgZsoludNmMEbLgv+kL4Tb00Q0742L946g4S/WB+vMLLIJwVAVs4Clcd4e6+ATIwYKUOPNnlzE
9NGwE9+ISseQhg/dyJUxJdFHD7eGTTONpja0ltFna9z1M5ALB8Vv" ascii

$sl1l0 =
"yi1OnhhYgThMOhDOunrmjloki7¢c9jXt1nQBLRN3NgjTrCs30EyXY+I1ICIFi/+wgD/6vB9X61MihW
T7LTnW1xXSadWgWGO0v7AgX9ejzlkp+biEnZRhdfAv1ABPncD/aQ" ascii

$sl11 =
"cTUUkJNEx8QtHyObKu5UJ9%x1ki/5EQUEWQh0gUjx7k7RBBOWkM1YmgSRD2W8yncNkKTIGILvwxIIK
KGeb5nBssWONHONVCS5PmawwZUyAu2zWkmhI6gjA9+bxbxRROkXza™ ascii

$sl2 =
"YhrTbx/4+FQmOftILtcJEs3joheCeleKvmP1lWEGpdr4cS40TWQEPQOVH+SDoE/R3GL1hj0OvB3ghw
UgqgHHpFNnZPpwmEBMVDBNnx/vGTgcthxIsc4daPpm+4A+5gvpgdXVw" ascii

$s13 =
"fegVLvoVAMx6sKTyCyiIoyi2yx9201UF6X5tGYdY55YWUUESpQHO8BmsOteFYwuPkwlzpac5GQP8B
Nn+gYnrgabc60+/GHz4£5jWCPp7VNRQBKEl ryas4wr5dpBBcwyR" ascii

$sl4 =
"Obpx4/QyrbJdwAiZB8kiTowuyIpH7PPBlzjazKpLolBv2dzFmhKrbc5NNh321iSBmf5f fHPB]+9QUb
WjaryFPg4d9DTXPCrf9911Jp/4XdiJcBwFdcdwcuAKbQA3inBUL19" ascii

$sl5 =
"wgBASM3TokuN3REFSUb7PkgMYrrfBkpORgEOTjpZ2dCEZay59EmME63mDAdIEsk2£8tM1t88jJdXSAik
+y1kYoJdi9J6fnV896GiuBoNGhQDL8cbxJ4xcJa3DlptskGXEaKa" ascii

$s16 = "S5R\":t:\\" fullword ascii

Ssl7 =
"VDb2ITEpnTCJIJwDMKPAodbCfUJIn6vePDXaYxvE9LATIOPVOEffcP1Y/Gn60NU/DAUVENPUy6dDHfa51
UgrgCLJEFd2b90A3NnkWBWCAPWALl+LKKkmASGfR2TTKIk9dihMrE+" ascii

$sl18 =
"ODfxx6dwCOJNJretV12YWIcaKRUWOESsUg5P2X3wPGU14T0CzqgZLrAe+Ly970tXpoWljIOpeV+D1l
5AtcT2Gd6R91gL68WsoD/NPD5hZLduLg3WXhEuDrmQtf1IwXgEr" ascii

$s19 =
"ODfxx6dwCOjNJIretV12YWIcaKRUWOES5sUg5P2X3wPGUi4T0CzggZLrAe+Ly970tXpoWljIO0peV+DL
5AtcT2Gd6R91gL68WsoD/NPD5hZLduLg3WXhEuDrmQtf1IwXgEr" ascii

$s20 = "yIc8f+iuP6jv1L8k0CDWMO==" fullword ascii

condition:

( uintl6(0) == 0x5a4d and filesize < 900KB and ( 8 of them )

) or ( all of them )
}

rule Zeppelin 18 {
meta:






description = "Zeppelin - from files
21807d9fcaa%91a0945e80d92778760e7856268883d3613%a1ad2%ab91£9d983d,
6fbfc8319ed7996761b613cl18c8cbbb92aleaedl555daebcob8e259%94ac5fazb9,
4a4bel10d587421ad50d2b1a38b108fa05f314631066a2e96alc85cc05814080,
d618clccd24d29e911cd3e899a4df2625155297e80f4c5¢c1354bc2e79f70768c¢c,
a42185d506e08160cb96c81801fbel73fb071f4a2f284830580541e057f4423Db,
7430d1dbf96b83426cfb859%908cdb2633489d08deB8782¢c162de6c631978c6bldea,
8170612574£914eec9e66902767b834432a75b1doae510£f77546af2a29%91a48a2,
ac4f0adcd4c3c53elce700c0£f0d44d8b4ec311846dc536e48a3e19f6079£9512¢,
55d55b41cee734ce84aalbccallabcacc956c4d9f9bdddec0f£f0d7b528ecch0e,
bafd3434f3ba5bb9685e239762281d4c7504de7e0cfd9d6394e4a8504882ff5d,
961fbc7641f04£f9fed8391¢c387£f01d64435dda6afll164be58c4cb808b08cc910,
79d6e498e778%aaccd8caa610e8cl5836267¢c6a668c322111708cf80bc38286¢,
2f188ec2723fa426316484e54c0862db24de80441¢c27¢cl17181ceb5ad5¢c7fbff57,
001938ed01bfde6b100927f£f8199c65d1bff30381b80b846f2e3fe5a0d2df21d,
f2ad2b40alcadc337396cf8dd0528796¢cl1lel657d8c76c441f459%9ac0eldc60396,
ab440c4391ea3a0lbebbb651c80c27847b58ac928b32d73ed3b19a0bl7dd7e75,
£f7af51f1b2b98b482885b702508bd65d310108a506e6d8cef3986e69£972¢c67d,
a2a9385cbbcfacc2d541£5bd92¢c38b0376b15002901b2fd1cc62859e161a8037,
fb6d9%9a5f1a2¢c3936c8a855219ceff2f8b9d533¢c7b19%eedl1c98ddfbfffaf8d039,
6al1280ecfal6bf36£f01280f9%9eeca722e9b2e5celab75f5e30dc5a73eaedb9cfdc,
obafc7e2c7edc2167db187£50106e57049d4a0e1b9269f1d8a40£824f2ccb42b,
faa79¢c796¢c27b11c4£007023e50509662eacd4bca%9%9a71b26a9122c260abfb3c6,
cf9bodda8i4cbf2dbfc6edd7a740£50bddc128842565¢c590d8126e5d93¢c024ff2,
0d22d3d637930e7c26a0f16513ec438243a8a0lea%9c9d856acbcdaclfcb7b499,
bc214c74bdf6£f6781£0de994750ba3c50c0e10d9db3483183bd47f5¢cef1545009,
c3cl546d6f3b48eabcab82390b5628a2dd43882989969dd1cl1016c8£7366911,
37c320983ae4c1£d0897736a53e5b0481edb1d1d91b366£f047aa024b0fc0a86e,
e8596675fef4ad8378e4220¢c22f4358fdb4a20531b59d7df5382¢421867520a9,
54d567812eca7fc5f2ff566e7fb8a93618b6d2357¢ce71776238e0b94d55172b1,
aa7e2d63fc991990958dfb795a0aed254149f185f403231eacbe35147f4b5ebe,
4440763b18d75a0f9de30blcd4c2aeb3f827bcdf5eadddlal2aebe7eb5b23cfdf94,
9ef90ec912543cc24e18e73299296f14cb2¢c931a5d633d4c097efal372ae5984¢0,
a33e434ed9671b0bd3c2b0b2ee3el72dcd4dall9437£fc28c77a190ca3946904f0,
22c782b3923d755531¢ce3af704233¢c5acbe0780031£518143f010d853dbd66b0,
307877881957a297e41d75¢c84e9a965f1cd07ac9d026314dcaff55c4da23d03e,
ed48cfl7caffcd0815efb907e522475722£059990afc19%9ac516592231a783e878,
4728a3fadf94d7a09%e2dbe21d12ae84543042ce88badeall £3fb3£27490a4933,
7d8c4c742689c097ac861fcbf7734709fd7dcablf/ef2ceffb4b0b7decl09£55,
ed1548744db512a5502474116828f75737aec8bbl11133d5ed4ad44belbaalbbob,
9e9ccf9aB8593aec7e3bfadf2dd7081£2849495bbc37¢6a6£013884507537290b"

author = "yarGen Rule Generator"

reference = "https://github.com/Neo23x0/yarGen"

date = "2022-08-08"

hashl =
"21807d9fcaa91a0945e80d92778760e7856268883d36139%9al1ad29ab91£9d983d"

hash2 =
"6fbfc8319ed7996761b613c18c8cbhbbb92aleaedl555daebcbb8e2594ac5fazbo"

hash3 =
"434bel110d587421ad50d2b1a38b108fa05f314631066a2e96alc85cc05814080"

hash4 =
"d618clccd24d29e911cd3e899a4df2625155297e80£f4c5¢c1354bc2e79f£70768c"

hash5 =
"a42185d506e08160cb96c81801fbel73fb071f4a2£284830580541e057£4423b"

hash6 =
"7430d1dbf96b83426cfb85908cdb2633489d08de8782¢c162de6c631978cb6ldea”






hash7 =
"8170612574f914eec9e66902767b834432a75b1doae510£f77546af2a291a48a2"
hash8 =
"ac4f0adcd4c3c53elce’700c0£f0d44d8b4ec311846dc536e48a3e19f6079£9512e"
hash9 =
"55d55b41cee734ce84aalbccallabcacc956c4d9f9bdlddec0f£f0d7b528ecc50e"
hashl0 =
"bafd3434f3ba5bb9685e239762281d4c7504de7e0cfd9d6394e4a8504882££54"
hashll =
"961fbc7641£f04£f9fedB8391¢c387£01d64435dda6afll164be58c4chb808b08cc910™
hashl2 =
"79d6e498e778% accdB8caa6l10e8cl5836267c6a668c322111708cf80bc38286c"
hashl3 =
"2f188ec2723fa426316484e54c0862db24de80441c27¢c17181lceb5ad5c7fbff57"
hashl4d =
"001938ed01lbfdeobl100927£f£8199¢c65d1bff30381b80b846f2e3fe5ald2df21d"
hashlb =
"f2ad2b40alcadc337396cf8dd0528796clel657d8c76c441£459ac0eldco0396"
hashlo =
"ab440c4391ea3allbebbb651c80c278470b58ac928b32d73ed3b19%9a0bl7dd7e75"
hashl7 =
"f7af51f1b2b98b482885b702508bd65d310108a506e6d8cef3986e69£972c67d"
hashl8 =
"a2a9385cbbcfacc2d541£5bd9%92¢c38b0376b15002901b2fd1cc62859€161a8037"
hashl9 =
"fbo6d9a5f1a2c3936c8a855219ceff2f8b9d533¢c7bl9%eedlc98ddfbfffaf8d039"
hash20 =
"6al1l280ecfalobf36f01280f9%eea722e9b2e5celab75f5e30dc5a73eaedb9cfdc”
hash?21 =
"obafc7e2c7edc2167db187£50106e57b49d4a0elb9269f1d8a40£824f2ccb42b™
hash22 =
"faa79c796c27b11c4£007023e50509662eacd4bca99a71b26a9122c260abfb3co"
hash23 =
"cf9bodda84chbf2dbfcoedd7a740£50bddc128842565¢c590d8126e5d93c024££2"
hash24 =
"0d22d3d637930e7c26a0£f16513ec438243a8a0lea9c9d856acbcda6lfcb7b499"
hash25 =
"bc214c74bdf6£6781£0de994750ba3c50c0e10d9db3483183bd47£5¢cef154509"
hash26 =
"c3cl546d6f3b48eabcab82390b5628a2dd438b82989969dd1cl016¢c8£7366911"
hash27 =
"37c320983ae4c1£d0897736a53e5b0481edbl1d1d91b366£f047aa024b0fc0a86e™
hash28 =
"e8596675fef4adB8378e4220c22£f4358fdb4a20531b59d7df5382c421867520a9"
hash29 =
"54d567812ecalfc5f2f£f566e7fb8a93618b6d2357ce71776238e0b94d55172b1"
hash30 =
"aa7e2d63£c991990958dfb795a0aed254149f185f403231caebe35147f4b5ebe"
hash3l =
"4440763b18d75a0f9de30blcd4c2aeb3f827bcdf5ea9ddlalaebe7e5b23cfdfo4"
hash32 =
"9ef90ec912543¢cc24e18e73299296f14cb2¢c931a5d633d4c097efal372ae59846"
hash33 =
"a33e434ed9671b0bd3c2b0b2ee3el72dcd4dall9437£c28c77a190cal39469b4£f0"
hash34 =
"22c782b3923d755531ce3af704233¢c5acbe0780031£518143£010d853dbd66b0™






hash35 =
"307877881957a297e41d75c84e9a965f1cd07ac9d026314dcaff55c4da23d03e"

hash36 =
"ed8cfl7caffcd0815efb907e522475722£059990afcl19ac516592231a783e878"

hash37 =
"4728a3fadf94d7a09%e2dbe21d12ae84543042ce88badeallf3fb3£27490a4933"

hash38 =
"7d8cd4c742689c097ac861fcbf7734709fd7dcablf7/ef2ceffbdb0b7decl09£55"

hash39 =
"edl1548744db512a5502474116828f75737aec8bbll133d5ed4adddbelbaalcoob”

hash40 =
"9e9ccf9a8593aec7/el3bfadf2dd7081£2849495bbc37e6a6£013884507537290b"

strings:

$sl "6 7&7,777" fullword ascii /* hex encoded string 'gww'

$s2 = "=!=%=5=:= =" fullword ascii

$s3 ">g?;?H?h?" fullword ascii

$s4 ">2>N>o>" fullword ascii

$s5 "7-898x8" fullword ascii

$s6 "< <5<A<"<g<" fullword ascii

Ss7 ";*,e;o0;" fullword ascii

$s8 "-0TO0X0\\0 ' 0d0h010p0t0#2\\2" fullword ascii

$s9 "0 101\"2+42=2I2T2" fullword ascii

$s10 = ": :*:A:V:i:v:" fullword ascii

$sll "0)1-111T1X1I\\1x1" fullword ascii

$s12 "TFOUO\\9" fullword ascii

$s13 "3&3*5@5Q5t5" fullword ascii

$s14 "5)5<5W5]5u5" fullword ascii

$s15 = "5 5$5(5,5054585<5Q@5D5H5L5P5T5X5\\5"5d5h515p5t5x5|5" fullword

$s16 = "2\"2*222:2B2J2R2Z2b27j2r2z2" fullword ascii
$s17 "0, 0HOTOdAO" fullword ascii
$s18 "6E6M6ORowo" fullword ascii
$s19 = "6 656(6,6064686<6Q@6D6H6L6P6T6X6\\6" 6d6h6l6p6tex6e|6™ fullword
ascii
condition:
( uintlo (0) == 0x5a4d4d and filesize < 4000KB and ( 8 of them )
) or ( all of them )
}

rule Zeppelin 19 {
meta:
description = "Zeppelin - from files

21807d9fcaa%91a0945e80d92778760e7856268883d3613%9a1ad29ab91£9d983d,
6fbfc8319ed7996761b613cl18c8cbbb92aleaedl555daebcob8e259%94ac5fazb9,
4a4bel110d587421ad50d2b1a38b108fa05f314631066a2e96alc85¢cc05814080,
d618clccd24d29e911cd3e899a4df2625155297e80f4c5¢c1354bc2e79f70768c¢c,
a42185d506e08160cb96c81801fbel73fb071f4a2£284830580541e057£4423Db,
7430d1dbf96b83426cfb85908cdb2633489d08de8782¢cl162de6c631978c6ldea,
8170612574£f914eec9e669027670b834432a75b1doae510£f77546af2a291a48a2,
ac4f0adc4d4c3c53elce700c0£f0d44d8b4ec311846dc536e48a3e19f6079f£9512¢,
55d55b4l1cee734ce84aalbccallabcacc956c4d9f9bdddec0f£0d7b528ecc50e,
bafd3434£f3bab5bb9685e239762281d4c7504de7e0cfd9d6394e4a85b4882ff5d,
961fbc7641f04£f9fed8391¢c387f01d64435ddacafll64be58c4cb808b08cc910,
894b03ed203cfa7l2a28ec4d472efec0ca%9a55d6058115970fe7d1697a3ddb0072,
79d6e498e778%aaccd8caa610e8cl5836267c6a668c322111708cf80bc38286¢,
2f188ec2723fad426316484e54c0862db24de80441c27¢c17181cebad5bc7fbff57,
001938ed01bfde6bbl100927f£8199¢c65d1bff30381b80b846f2e3fe5ald2df21d,






f2ad2b40alcadc337396cf£8dd0528796clel657d8c76c441£f459%9ac0eldec60396,
ab440c4391ea3allbebbb651c80c27847b58ac928b32d73ed3b19%9albl7dd7e75,
£f7af51f1b2b98b482885b702508bd65d310108a506e6d8cef3986e69f972¢c67d,
a2a9385cbbcfacc2d541£5bd92¢c38b0376b15002901b2fd1cc62859e161a8037,
fbo6d9a5f1a2¢c3936c8a855219ceff2f8b9d533¢c7b19%eedlc98ddfbfffaf8d039,
6al1280ecfal6bf36f01280f9%9eea722e9b2e5celab75f5e30dc5a73eaedb9cfdc,
obafc7e2c7edc2167db187£50106e57049d4a0e1b9269f1d8a40£824f2ccb42b,
faa79c796c27b11c4£007023e50509662eacd4bca%9%9a71b26a9122c260abfb3c6,
cf9bodda8i4cbf2dbfc6edd7a740£50bddc128842565¢c590d8126e5d93¢c024ff2,
0d22d3d637930e7c26a0£16513ec438243a8a0lea9c9d856acbcdablfcb7b499,
bc214c74bdf6£6781£0de994750ba3c50c0e10d9db3483183bd47£5cef1545009,
c3cl546d6f3b48eabcab82390b5628a2dd438b82989969dd1cl1016c8£7366911,
37c320983ae4c1£d0897736a53e5b0481edb1d1d91b366£f047aa024b0fc0a86e,
c8596675fef4ad8378e4220¢c22£f4358fdb4a20531b59d7df5382¢421867520a9,
54d567812ecalfc5f2ff566e7fb8a93618b6d2357¢ce71776238e0b94d55172b1,
aa7e2d63fc991990958dfb795a0aed254149f185f403231ecaebe35147£f4b5ebe,
4440763b18d75a0f9de30blcd4c2aeb3f827bcdf5eadddlal2aebe7e5b23cfdf94,
9ef90ec912543cc24e18e73299296f14cb2¢c931a5d633d4c097efal372ae5984¢0,
a33e434ed9671b0bd3c2b0b2ee3el72dcd4dall9437£fc28c77a190ca3946904f0,
22c78203923d755531ce3af704233¢c5acbe0780031£518143£010d853dbd66b0,
307877881957a297e41d75c84e9a965f1cd07ac9d026314dcaff55c4da23d03e,
4728a3fadf94d7a09%e2dbe21d12ae84543042ce88badeall £3fb3£27490a4933,
7d8c4c742689c097ac861fcbf7734709fd7dcablf/ef2ceffb4b0b7decl09£55,
ed1548744db512a5502474116828£f75737aec8bbl1133d5ed4ad44belbaalbntb,
9e9ccf9a8593aec7e3bfadf2dd7081£2849495bbc37e6a6£013884507537290b"
author = "yarGen Rule Generator"
reference = "https://github.com/Neo23x0/yarGen"
date = "2022-08-08"
hashl =
"21807d9fcaa91a0945e80d92778760e7856268883d36139%alad2%9ab91£9d983d"
hash2 =
"6fbfc8319ed7996761b613c18c8cbhbbb92aleaedl555daebcbb8e2594ac5fazbo”
hash3 =
"4a4bel10d587421ad50d2b1a38b108fa05£314631066a2e96alc85¢cc05814080"
hashd =
"d618clccd24d29e911cd3e899a4df2625155297e80£4c5¢c1354bc2e79£70768c™
hashb5 =
"a42185d506e08160cb96c81801fbel73fb071f4a2£284830580541e057£4423b"
hash6 =
"7430d1db£f96b83426cfb85908cdb2633489d08de8782¢cl162de6c631978coldea™
hash7 =
"8170612574f914eec9e66902767b834432a75b1doae510£f77546af2a291a48a2"
hash8 =
"ac4f0adcd4c3c53elce’700c0£f0d44d8b4ec311846dc536e48a3e19f6079£9512e"
hash9 =
"55d55b41cee734ce84aalbccallabecacc956c4d9f9bdlddec0f£0d7b528ecc50e"
hashl0 =
"bafd3434f3babbb9685e239762281d4c7504de7e0cfd9d6394e4a8504882££54"
hashll =
"961fbc7641f04£f9fed8391¢c387f01d64435ddabafll164be58c4chb808b08cc910”
hashl2 =
"894b03ed203cfa712a28ec4d472efec0ca%9a55d6058115970fe7d1697a3ddb0072"
hashl3 =
"79d6e498e778% accdB8caa610e8cl5836267¢c6a668c322111708cf80bc38286c"
hashl4 =
"2f188ec2723fa426316484e54c0862db24de80441c27¢cl17181ce5ad5bc7fbff57"






hashl5 =
"001938ed01bfdeobl100927£f£8199¢c65d1bff30381b80b846f2e3fe5a0d2df21d"
hashlo =
"f2ad2b40alcadc337396cf8dd0528796clel657d8c76c441£45%9ac0eldco0396"
hashl7 =
"ab440c4391eal3allbebbb651c80c27847b58ac928b32d73ed3b19a0bl7dd7e75"
hashl8 =
"f7af51f1b2b98b482885b702508bd65d310108a506e6d8cef3986e69f972c67d"
hashl9 =
"a2a9385cbbcfacc2d541£5bd92¢38b0376b15002901b2fdlcc62859%9e161a8037"
hash20 =
"fb6d9a5f1a2¢c3936c8a855219ceff2f80b9d533¢c7bl9%edlc98ddfbfffaf8d0o39"
hash21 =
"6al280ecfal6bf36f01280f9%eea722e9b2e5celab75f5e30dc5a73eaed4b9cfdc”
hash22 =
"obafc7e2c7edc2167dbl187£50106e57049d4a0el1b9269f1d8a40£824f2ccb42b"
hash23 =
"faa79c796c27b11c4£007023e50509662eacd4bca99a71b26a9122c260abfb3co"
hash24 =
"cf9bobdda84chbf2dbfcoedd7a740£50bddc128842565¢c590d8126e5d93c024f£2"
hash25 =
"0d22d3d637930e7c26a0f16513ec438243a8a0lea9c9d856acbcda6lfcb7b499"
hash26 =
"bc214c74bdf6£6781£0de994750ba3c50c0e10d9db3483183bd47£5¢cef154509"
hash27 =
"c3cl546d6f3b48eabcab82390b5628a2dd438082989969dd1c1016¢c8f7366911"
hash28 =
"37c320983ae4c1£d0897736a53e5b0481edbl1d1d91b366£f047aa024b0fc0a86e™
hash29 =
"e8596675fef4ad8378e4220c22f4358fdb4a20531b59d7df5382¢c421867520a9"
hash30 =
"54d567812eca7fc5f2ff566e7fbB8a93618b6d2357¢ce71776238e0b94d55172b1"
hash3l =
"aa7e2d63£c991990958dfb795a0aed254149£f185f403231ecaebe35147f4b5ebe"
hash32 =
"4440763b18d75a0f9de30blcdc2aeb3f827bc4fbead9ddlalaebe7ebb23cfdfo4"
hash33 =
"9ef90ec912543¢cc24e18e73299296f14cb2¢c931a5d633d4c097efal372ae59846"
hash34 =
"a33e434ed9671b0bd3c2b0b2eel3el172dc4dall9437fc28c77a190ca3946904£0"
hash35 =
"22c782b3923d755531ce3af704233¢c5acbe0780031£518143£f010d853dbdo6b0O"
hash36 =
"307877881957a297e41d75¢c84e9a965f1cd07ac9d026314dcaff55c4da23d03e"
hash37 =
"4728a3fadf94d7a09%e2dbe21d12ae84543042ce88badeallf3fb3£27490a4933"
hash38 =
"7d8cd4c742689¢c097ac861fcbf7734709fd7dcablf7/ef2ceffb4b0b7decl09£55"
hash39 =
"edl1548744db512a5502474116828f£75737aec8bbl1133d5ed4ad44dbelbaal3bobb”
hash40 =
"9e9ccf9a8593aecT/el3bfadf2dd7081£2849495bbc37e6a6£013884507537290b"
strings:
$sl = "Toolhelp32ReadProcessMemory" fullword ascii
$s2 "Process32First" fullword ascii
$s3 "Process32FirstW" fullword ascii
$s4 = "Process32Next" fullword ascii






$s5 = "Process32NextW" fullword ascii
$s6 "Thread32Next" fullword ascii
$s7 "Thread32First" fullword ascii
$s8 "Heap32ListNext" fullword ascii
$s9 = "Heap32First" fullword ascii
$s10 = "Heap32ListFirst" fullword ascii
$sll "TFileName" fullword ascii
$s12 "Heap32Next" fullword ascii
$s13 "Module32FirstW" fullword ascii
$s14 "Module32NextW" fullword ascii
$s15 "Module32First" fullword ascii
$Ssl6 "TSearchRecp" fullword ascii
Ssl17 "CreateToolhelp32Snapshot" fullword ascii
$s18 "Module32Next" fullword ascii
$s19 = "tUI|RVS" fullword ascii
condition:

( uintle6(0) == 0x5a4d and filesize < 4000KB and ( 8 of them )
) or ( all of them )

}

rule Zeppelin 20 {
meta:

description = "Zeppelin - from files
c080d7228471422cbd230849cd523292b2b0553a3£347677ca66£3e502591ebl,
8d44fdbeddlec9ae59fad78bdb12d15d6903470eb1046b45¢c227193b233addas,
42770c6589ccf83a6712aca6£9d990a0c24b664887d5f5dead5d5£123¢c7b7e£9,
Tbe32£77640790a925ea88173a1059fb120a90b5£1d891e13969cel71cl29b4b"

author = "yarGen Rule Generator"

reference = "https://github.com/Neo23x0/yarGen"

date = "2022-08-08"

hashl =
"c080d7228471422cbd230849cd523292b2b0553a3£347677ca66£3e502591ebl”

hash2 =
"8d44£fdbedd0ec9ae59fad78bdb12d15d6903470eb1046b45¢c227193b233adda6"

hash3 =
"42770c6589ccf83a6712aca6£9d990a0c24b664887d5f5dead5d5£123¢c7b7e£f9o"

hash4 =
"Tbe32£77640790a925€a88173a1059fb120a90b5£1d891e13969cel71cl29b4b"

strings:

Ssl =" <requestedExecutionLevel level=\"asInvoker\"
uiAccess=\"false\"></requestedExecutionLevel>" fullword ascii

$s2 = "lstrcmpA" fullword ascii

$s3 "PORVW,; m" fullword ascii

$s4 " </trustInfo>" fullword ascii

$s5 "!This program cannot be run in DOS mode." fullword ascii

Ss6 " <requestedPrivileges>" fullword ascii

$s7 " </requestedPrivileges>" fullword ascii

$s8 "POQRVWIO" fullword ascii

$s9 = "@ "ZYX" fullword ascii

$s10 = "zE ((D\"H" fullword ascii

Ssll "POQRVW=" fullword ascii

$s12 "PORVW; " fullword ascii

$s13 "[A #Q*" fullword ascii

$sl4 "*.rdata" fullword ascii

$sl15 "QA #QO*" fullword ascii

$sl6 = "@Q@ +A*" fullword ascii






$s17 =
"</as sembly>PAPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDING
PADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPAD" ascii
condition:
( uintl6(0) == 0x5a4d and filesize < 3000KB and ( 8 of them )
) or ( all of them )

description = "Zeppelin - from files
21807d9fcaa%91a0945e80d92778760e7856268883d3613%a1ad2%ab91£9d983d,
6fbfc8319ed7996761b613cl18c8cbbb92aleaedl555daebcob8e259%94ac5fazb9,
4a4bel110d587421ad50d2b1a38b108fa05f314631066a2e96a1lc85cc05814080,
d618clccd24d29e911cd3e899%9a4df2625155297e80£f4c5¢c1354bc2e79£70768¢,
a42185d506e08160cb96c81801fbel73fb071£4a2£284830580541e057£4423Db,
7430d1dbf96b83426cfb859%908cdb2633489d08de8782¢cl162de6c631978c6bldea,
8170612574£914eec9e66902767b834432a75b1dbae510£f7754606af2a29%91a48a2,
ac4f0adcd4c3c53elce700c0£f0d44d8b4ec311846dc536e48a3e19f6079f£9512¢,
dd89d939¢c941a53d6188232288a3bd73ba%baflbdcabbfécccasc97d9eed2533f,
55d55b41cee734ce84aalbccallabcacc956c4d9f9bdddec0f£0d7b528ecc50e,
bafd3434f3babbb9685e239762281d4c7504de7e0cfd9d6394e4a8504882f£5d,
961fbc7641f04£f9fed8391¢c387£f01d64435dda6afll164be58c4cb808b08cc910,
894b03ed203cfa712a28ec4d472efec0ca%9a55d6058115970fe7d1697a3ddb0072,
79d6e498e778% accdB8caa610e8cl5836267¢c6a668c322111708cf80bc38286¢,
2f188ec2723fad426316484e54c0862db24deB80441c27¢c17181lcebad5bc7fbff57,
001938ed01bfde6bl100927£f£8199¢c65d1bff30381b80b846f2e3fe5a0d2df21d,
f2ad2b40alcadc337396cf8dd0528796clel657d8c76c441£459ac0eldc60396,
ab440c4391ea3a0lbebbb651c80c27847b58ac928b32d73ed3b19a0bl7dd7e75,
£f7af51£f1b2b98b482885b702508bd65d310108a506e6d8cef3986e69f972c67d,
a2a9385cbbcfacc2d541£50d92¢c38b0376015002901b2fd1lcc62859e161a8037,
fbod9a5f1a2¢c3936c8a855219ceff2f8b9d533¢c7b19%eedlc98ddfbfffaf8d039,
0al280ecfal6bf36£f01280f9%9eea722e9b2e5celab75f5e30dc5a73eaed4b9cfdc,
obafc7e2c7edc2167db187£50106e57049d4a0e1b9269f1d8a40£824f2ccb42b,
faa79c796c27b11c4£007023e50509662eacd4bca%9%9a71b26a9122c260abfb3cé6,
cf9boddaB8i4cbf2dbfc6edd7a740£50bddc128842565¢c590d8126e5d93c024ff2,
0d22d3d637930e7c26a0f16513ec438243a8a01lea9c9d856achbcdaclfcb7b499,
bc214c74bdf6f6781£0de994750ba3¢c50c0e10d9db3483183bd47£f5¢cef1545009,
c3cl546d6f3b48eabcab82390b5628a2dd438b82989969dd1cl1016c8£7366911,
37c320983ae4c1£d0897736a53e5b0481edbl1d1d91b366£047aa024b0fc0a86e,
c8596675fef4ad8378e4220c22£4358£db4a20531b59d7d£5382¢c421867520a9,
54d567812eca7fc5f2ff566e7fb8a93618b6d2357¢ce71776238e0b94d55172b1,
aa7e2d63£c991990958dfb795a0aed254149£185£403231eaecbel35147f4b5ebe,
4440763018d75a0f9de30blcd4c2aeb3f827bcdf5eadddlal2aebe7eb5b23cfdf94,
9ef90ec912543cc24e18e73299296f14cb2c931a5d633d4c097efal372ae5984¢0,
a33e434ed9671b0bd3c2b0b2eel3el72dcd4dall9437£c28c77a190ca3946904f0,
22¢c78203923d755531ce3af704233¢c5achbe0780031£518143£010d853dbd66b0,
307877881957a297e41d75c84e9a965f1cd07ac9d026314dcaff55c4da23d03e,
c48cfl7caffcd0815efb907e522475722£059990afc19%9ac516592231a783e878,
4728a3fadf94d7a09%e2dbe21d12ae84543042ce88badeall f3fb3f27490a4933,
7d8c4c742689c097ac861fcbf7734709fd7dcablf7ef2ceffb4db0b7decl09£55,
ed1548744db512a5502474116828£f75737aec8bbl1133d5ed4add4belbaalbbbb,
9e9ccf9a8593aec7e3bfadf2dd7081£2849495bbc37e6a6£013884507537290b"

author = "yarGen Rule Generator"

reference = "https://github.com/Neo23x0/yarGen"

date = "2022-08-08"






hashl =
"21807d9fcaa91a0945e80d92778760e7856268883d36139%al1ad29ab91£9d983d"
hash2 =
"6fbfc8319ed7996761b613c18c8cbbb92aleaedl555daebcbb8e2594ac5fazbo”
hash3 =
"4a4bel10d587421ad50d2b1a38b108fa05£314631066a2e96alc85cc05814080"
hashd4 =
"d618clccd24d29e911cd3e899a4df2625155297e80£f4c5¢c1354bc2e79£70768c"
hashb5 =
"a42185d506e08160cb96c81801fbel73fb071£4a2£284830580541e057£4423b"
hasho =
"7430d1dbf96b83426cfb85908cdb2633489d08de8782¢cl162de6c631978coldea™
hash7 =
"8170612574f914eec9e66902767b834432a75b1doae510£f77546af2a291a48a2"
hash8 =
"ac4f0adcd4c3c53elce’700c0£0d44d8b4ec311846dc536e48a3e19f6079£9512e™
hash9 =
"dd89d939¢c941a53d6188232288a3bd73ba%bafl0bdcacbfocccat97d9%9eed2533f"
hashl0 =
"55d55b41cee734ce84aalbccallabecacc956c4d9f9bdlddec0f£0d7b528ecc50e"
hashll =
"bafd3434f3ba5bb9685e239762281d4c7504de7e0cfd9d6394e4a85b4882££54d"
hashl2 =
"961fbc7641f04£f9fed8391¢c387f01d64435ddabafll6edbe58c4chb808b08cc910"
hashl3 =
"894b03ed203cfa712a28ec4d472efec0ca%9a55do058115970fe7d1697a3ddb0072"
hashld =
"79d6e498e778% accd8caa6l10e8cl5836267c6a668c322111708cf80bc38286c"
hashlb =
"2£188ec2723fa426316484e54c0862db24de80441c27¢cl17181lcebadbc7fbff57"
hashleo =
"001938ed01bfdeobl100927£f£8199¢c65d1bff30381b80b846f2e3fe5a0d2df21d"
hashl?7 =
"f2ad2b40alcadc337396cf8dd0528796clel657d8c76cd441£459%9ac0eldco0396"
hashl8 =
"ab440c4391ea3allbebbb651c80c278470b58ac928b32d73ed3b19%9a0bl7dd7e75"
hashl9 =
"f7af51f1b2b98b482885b702508bd65d310108a506e6d8cef3986e69f972c67d"
hash20 =
"a2a9385cbbcfacc2d541£5bd92¢c38b0376b15002901b2fdlcc62859%9e161a8037"
hash21 =
"fb6d9a5f1lal2c3936c8a855219ceff2f80b9d533¢c7bl9%edlc98ddfbfffaf8d0o39"
hash22 =
"6al1l280ecfalobf36f01280f9%eea722e9b2e5celab75f5e30dc5a73eaed4b9cfdc”
hash23 =
"6bafc7e2c7edc2167db187£50106e57b49d4a0elb9269f1d8a40£824f2ccb42b"
hash24 =
"faa79c796c27b11c4£007023e50509662eacd4bca99a71b26a9122c260abfb3co"
hash?25 =
"cf9bobdda84cbf2dbfcoedd7a740£50bddc128842565c590d8126e5d93c024££2"
hash26 =
"0d22d3d637930e7c26a0f16513ec438243a8a0lea9c9d856acbcda6lfcb7b499"
hash27 =
"bc214c74bdf6£6781£0de994750ba3c50c0e10d9db3483183bd47£5¢cef154509"
hash28 =
"c3cl546d6f3b48eabcab82390b5628a2dd438b82989969dd1cl016¢c8£7366911"






hash29 =
"37c320983ae4c1£d0897736a53e5b0481edbl1d1d91b366£f047aa024b0fcl0a86e™

hash30 =
"e8596675fef4adB8378e4220c22f4358fdb4a20531b59d7df5382¢c421867520a9"

hash3l =
"54d567812ecalfc5f2ff566e7fb8a93618b6d2357ce71776238e0b94d55172b1"

hash32 =
"aa7e2d63£fc991990958dfb795a0aed254149£185f403231eaecbe35147f4b5ebe”

hash33 =
"4440763018d75a0f9de30blc4c2aebl3f827bcdf5eadddlalaebe7eS5b23cfdfo4"

hash34 =
"9ef90ec912543¢cc24e18e73299296f14cb2¢c931a5d633d4c097efa372ae59846"

hash35 =
"a33e434ed9671b0bd3c2b0b2ee3el72dcd4dall9437£c28c77a190ca39469b4£f0"

hash36 =
"22c782b3923d755531ce3af704233¢c5acbe0780031£518143£010d853dbd66b0™

hash37 =
"307877881957a297e41d75¢c84e9a965f1cd07ac9d026314dcaff55c4da23d03e"

hash38 =
"ed8cfl7caffcd0815efb907e522475722£059990afcl19%9ac516592231a783e878"

hash39 =
"4728a3fadf94d7a09%e2dbe21d12ae84543042ce88badeall£3fb3£f27490a4933"

hash40 =
"7d8cd4c742689c097ac861fcbf7734709fd7dcablf7/ef2ceffb4b0b7decl09£55"

hash4l =
"edl1548744db512a5502474116828f75737aec8bbll1133d5ed4ad44belcaal3coob™

hash42 =
"9e9ccf9a8593aecT/el3bfadf2dd7081£2849495bbc37e6a6£013884507537290b"

strings:

$sl = "GetLongPathNameA" fullword ascii

$s2 "TUnitHashArray" fullword ascii

$s3 "System" fullword ascii

$s4 "Dispatch" fullword ascii

$s5 "TObject" fullword ascii

Ss6 "stringX" fullword ascii

Ss7 "EDivByZero" fullword ascii

$s8 "TDigits" fullword ascii

$s9 = "INFNAN" fullword ascii

$s10 = "L&&jl66Z~??A" fullword ascii

Ssll "uB!!c " fullword ascii

Ssl2 ";d22Vt::N" fullword ascii

$s13 = "~KxI[)" fullword ascii

condition:
( uintle6(0) == 0x5a4d and filesize < 4000KB and ( 8 of them
) or ( all of them )

description = "Zeppelin - from files
21807d9fcaa91a0945e80d92778760e7856268883d3613%al1ad29ab91£9d983d,
4a4bel10d587421ad50d2b1a38b108fa05£f314631066a2e96alc85cc05814080,
d618clccd24d29e911cd3e899%9a4df2625155297e80f4c5¢c1354bc2e79£70768¢,
a42185d506e08160cb96c81801fbel73fb071£4a2£284830580541e057£4423Db,
7430d1db£f96b83426cfb859%908cdb2633489d08de8782¢cl162de6c631978c6oldea,
8170612574£914eec9e66902767b834432a75bldoae510£f775406af2a29%9la48a2,
acd4f0adcd4c3c53elce700c0£f0d44d8b4ec311846dc536e48a3e19f6079£9512¢,

)






55d55b41cee734ce84aalbccallabcacc956c4d9f9bd4dec0f£f0d7b528ecc50e,
bafd3434f3ba5bb9685e239762281d4c7504de7e0cfd9d6394e4a8504882f£54d,
961fbc7641f04£f9fed8391¢c387£f01d64435dda6afll164be58c4cb808b08cc910,
79d6e498e778%aaccd8caa610e8cl5836267¢c6a668c322111708cf80bc38286¢,
2f188ec2723fad426316484e54c0862db24de80441c27¢c17181lceb5ad5bc7fbff57,
001938ed01bfde6bl100927£f£8199¢c65d1bff30381b80b846f2e3fe5ald2df21d,
f2ad2b40alcadc337396cf8dd0528796clel657d8c76c441£459ac0eldc60396,
ab440c4391ea3al0lbebbb651c80c27847b58ac928b32d73ed3b19%9al0bl7dd7e75,
£f7af51f1b2b98b482885b702508bd65d310108a506e6d8cef3986e69f972¢c67d,
a2a9385cbbcfacc2d541£50d92¢c38b0376015002901b2fd1lcc62859e161a8037,
fbo6d9a5f1a2c3936c8a855219ceff2f8b9d533¢c7b19%eedlc98ddfbfffaf8d039,
obafc7e2c7edc2167db187£50106e57049d4a0e1b9269f1d8a40£824f2ccb4?2b,
faa79c796¢c27b11c4£007023e50509662eacd4bca%9%9a71b26a9122c260abfb3c6,
cf9bodda8i4cbf2dbfc6edd7a740£50bddc128842565¢c590d8126e5d93¢c024ff2,
0d22d3d637930e7c26a0£16513ec438243a8a0lea9c9d856acbcdablfcb7b499,
bc214c74bdf6£6781£0de994750ba3c50c0e10d9db3483183bd47£5cef154509,
c3cl546d6f3b48eabcab82390b5628a2dd438b82989969dd1cl1016c8£7366911,
37c320983ae4c1£d0897736a53e5b0481edb1d1d91b366£f047aa024b0fc0a86e,
c8596675fef4ad8378e4220¢c22£f4358fdb4a20531b59d7df5382¢c421867520a9,
54d567812ecalfc5f2ff566e7fb8a93618b6d2357¢ce71776238e0b94d55172b1,
aa7e2d63fc991990958dfb795a0aed254149f185f403231ecaebel35147£f4b5ebe,
4440763b18d75a0f9de30blcd4c2aeb3f827bcdf5eadddlal2aebe7eb5b23cfdf94,
9ef90ec912543cc24e18e73299296f14cb2¢c931a5d633d4c097efal372ae5984¢0,
a33e434ed9671b0bd3c2b0b2ee3el72dcd4dall9437£fc28c77a190ca3946904f0,
22c78203923d755531ce3af704233¢c5acbe0780031£518143£010d853dbd66b0,
307877881957a297e41d75c84e9a965f1cd07ac9d026314dcaff55c4da23d03e,
ed48cfl7caffcd0815efb907e522475722£059990afc19%9ac516592231a783e878,
4728a3fadf94d7a09%e2dbe21d12ae84543042ce88badeall £3fb3£27490a4933,
7d8c4c742689c097ac861fcbf7734709fd7dcablf/ef2ceffb4b0b7decl09£55,
ed1548744db512a5502474116828£75737aec8bbl1133d5e4ad44belbaal3ocotbb,
9e9ccf9a8593aec7e3bfadf2dd7081£2849495bbc37e6a6£013884507537290b"
author = "yarGen Rule Generator"
reference = "https://github.com/Neo23x0/yarGen"
date = "2022-08-08"
hashl =
"21807d9fcaa91a0945e80d92778760e7856268883d36139%alad2%9ab91£9d4983d"
hash2 =
"4a4bel10d587421ad50d2b1a38b108fa05£314631066a2e96alc85¢cc05814080"
hash3 =
"d618clccd24d29e911cd3e899a4df2625155297e80£4c5¢c1354bc2e79£70768c™
hashd =
"a42185d506e08160cb96c81801fbel73fb071£f4a2£284830580541e057£4423b"
hashb5 =
"7430d1dbf96b83426cfb85908cdb2633489d08de8782¢c162de6c631978coldea”
hash6 =
"8170612574£914eec9e669027670b834432a75bldoae510£f77546af2a29%91a48a2"
hash7 =
"ac4f0adcd4c3c53elce’700c0£f0d44d8b4ec311846dc536e48a3e19f6079£9512e"
hash8 =
"55d55b41cee’34ce84aalbccallabecacc956c4d9f9bdlddec0f£0d7b528ecc50e"
hash9 =
"bafd3434f3babbb9685e239762281d4c7504de7e0cfd9d6394e4a8504882££54"
hashl0 =
"961fbc7641£f04£f9fed8391¢c387£f01d64435ddabafll6edbe58c4chb808b08cc910"
hashll =
"79d6e498e778%aaccd8caa610e8cl5836267¢c6a668c322111708cf80bc38286¢"






hashl2 =
"2f188ec2723fa426316484e54c0862db24de80441¢c27¢c17181lceb5ad5¢c7fbff57"
hashl3 =
"001938ed01bfdeobl100927£f£8199¢c65d1bff30381b80b846f2e3fe5a0d2df21d"
hashl4d =
"f2ad2b40alcadc337396cf8dd0528796clel657d8c76c441£45%9ac0eldco0396™
hashlb =
"ab440c4391eal3allbebbb651c80c278470b58ac928b32d73ed3b19a0bl7dd7e75"
hashlo =
"f7af51f1b2b98b482885b702508bd65d310108a506e6d8cef3986e69£972c67d"
hashl7 =
"a2a9385cbbcfacc2d541£5bd9%92c38b0376b15002901b2fd1cc62859e161a8037"
hashl8 =
"fb6d9a5f1a2c3936c8a855219ceff2f80b9d533¢c7bl9%edlc98ddfbfffaf8d039"
hashl9 =
"6bafc7e2c7edc2167db187£50106e57b49d4a0elb9269f1d8ad40£824f2ccb42b™
hash20 =
"faa79c796c27b11c4£007023e50509662eacd4bca99a71b26a9122c260abfb3co"
hash21 =
"cf9bobdda84cbf2dbfcoedd7a740£50bddc128842565¢c590d8126e5d93c024££2"
hash22 =
"0d22d3d637930e7c26a0f16513ec438243a8a0lea9c9d856acbcda6lfcb7b499"
hash23 =
"bc214c74bdf6£6781£0de994750ba3c50c0e10d9db3483183bd47£5¢cef154509"
hash24 =
"c3cl546d6f3b48eabcab82390b5628a2dd438b82989969dd1cl016c8£7366911"
hash25 =
"37c320983ae4c1£d0897736a53e5b0481edbl1d1d91b366£f047aa024b0fc0a86e™
hash26 =
"e8596675fef4ad8378e4220c22£4358fdb4a20531b59d7df£5382¢c421867520a9"
hash27 =
"54d567812eca7fc5f2ff566e7fbB8a93618b6d2357¢ce71776238e0b94d55172b1"
hash28 =
"aa7e2d63£c991990958dfb795a0aed254149£f185f403231ecaebe35147f4b5ebe"
hash29 =
"4440763018d75a0£9de30blcd4c2aebl3f827bcdf5eadddlalaecbe7eb5b23cfdfo4"
hash30 =
"9ef90ec912543¢cc24e18e73299296f14cb2¢c931a5d633d4c097efal372ae59846"
hash3l =
"a33e434ed9671b0bd3c2b0b2ee3el72dc4dall9437£c28c77a190cal39469b4£0"
hash32 =
"22c782b3923d755531ce3af704233¢c5acbe0780031£518143£f010d853dbdo6b0O"
hash33 =
"307877881957a297e41d75¢c84e9a965f1cd07ac9d026314dcaff55c4da23d03e"
hash34 =
"ed8cfl7caffcd0815efb907e522475722£059990afcl9%9ac516592231a783e878"
hash35 =
"4728a3fadf94d7a0%e2dbe21d12ae84543042ce88badeall£3fb3£27490a4933"
hash36 =
"7d8cd4c742689c097ac861fcbf7734709fd7dcablf7ef2ceffbdb0b7decl09£55"
hash37 =
"edl1548744db512a5502474116828f75737aec8bbl1133d5e4ad4dbelcaalcoob”
hash38 =
"9e9ccf9a8593aecT/el3bfadf2dd7081£2849495bbc37e6a6f013884507537290b"
strings:
= ": :$:(:,:0:4:8:<:@:D:H:L:P:T:X:\\: :d:th:l:p:t:x:|:" fullword

ascii






$s2 = "848B8G8 8p8" fullword ascii
$s3 "O0R4 [4b5k50<"™ fullword ascii
$s4 "6b707{7" fullword ascii
$sh "2&2229275" fullword ascii
$s6 "1l,1<1C1l" fullword ascii
$s7 "515453595G5b5w5" fullword ascii
$s8 "9 959(9,90919t9|9" fullword ascii
$s9 = "717<7y8" fullword ascii
$s10 "044484<4Q@4DAHALAPATAXA\\4 4d4h414pdtdx4|4" fullword ascii
$s11 = "1(1H1,7074787<7Q@7D8L8P8t8x8" fullword ascii
$s12 = "6eMoV6[6}6" fullword ascii
condition:
( uintle6(0) == 0x5a4d and filesize < 4000KB and ( 8 of them )
) or ( all of them )

description = "Zeppelin - from files
a2a9385cbbcfacc2d541£50bd92¢38b03760b15002901b2fdlcc62859e161a8037,
54d567812eca7fc5f2ff566e7fb8a%93618b6d2357¢ce71776238e0b94d55172b1"

author = "yarGen Rule Generator"

reference = "https://github.com/Neo23x0/yarGen"

date = "2022-08-08"

hashl =
"a2a9385cbbcfacc2d541£5bd92¢38b0376b15002901b2fdlcc62859%9e161a8037"

hash2 =
"54d567812eca7fc5f2ff566e7fbB8a93618b6d2357¢ce71776238e0b94d55172b1"

strings:

$sl = "Eralhd" fullword ascii

Ss2 "yo=*)"z" fullword ascii

$s3 "S8ngt}v?" fullword ascii

$s4 "[nK6]H" fullword ascii

$s5 "FVES'< (" fullword ascii

Ss6 "=Qop67" fullword ascii

Ss7 "QgB) | 9:xC" fullword ascii

$s8 "M~sqJds" fullword ascii

$s9 = "v$1Am[K" fullword ascii

$s10 "R:h 'KE" fullword ascii

$Ssll = "2gnl'x" fullword ascii

condition:

( uintl6(0) == 0x5a4d and filesize < 900KB and ( 8 of them )

) or ( all of them )
}

rule Zeppelin 24 {
meta:

description = "Zeppelin - from files
7430d1dbf96b83426cfb85908cdb2633489d08de8782¢c162de6c631978c6bldea,
001938ed01bfde6bl100927££8199c65d1bff30381b80b846f2e3fe5a0d2df21d,
6al1280ecfal6bf36£f01280f9%9eea722e9b2e5celab75f5e30dc5a73eaedb9cfdc,
faa79c796c27b11c4£007023e50509662eac4d4bca%9%a71b26a9122c260abfb3co,
54d567812eca7fc5f2ff566e7fb8a93618b6d2357ce71776238e0b94d55172b1,
4440763b18d75a0f9de30blcd4c2aeb3f827bcdf5ead9ddlalaebe7e5b23cfdfo4"

author = "yarGen Rule Generator"

reference = "https://github.com/Neo23x0/yarGen"

date = "2022-08-08"






hashl =
"7430d1dbf96b83426cfb85908cdb2633489d08de8782¢c162de6c631978co6ldea”

hash2 =
"001938ed01bfdeobl100927£f£8199¢c65d1bff30381b80b846f2e3fe5a0d2df21d"

hash3 =
"6al1280ecfal6bf36£f01280f9%eea’722e9b2e5celab75f5e30dc5a73eaedb9cfdc"

hashd4 =
"faa79c796c27b11c4£007023e50509662eacd4bca99a71b26a9122c260abfb3co"

hashb5 =
"54d567812eca7fc5f2ff566e7fb8a93618b6d2357¢ce71776238e0b94d55172b1"

hasho =
"4440763b18d75a0f9de30blcd4c2aeb3f827bcd4f5eadddlal2aebe7eb5b23cfdfo4"

strings:

$sl = "WinExec" fullword ascii

$s2 = "GetSysColor" fullword ascii

$s3 = "GetObjectA" fullword ascii

$s4 "GetDIBits" fullword ascii

$s5 "DeleteFileA" fullword ascii

$s6 "ReleaseDC" fullword ascii

$s7 "DeleteObject" fullword ascii

$s8 "CreateDIBSection" fullword ascii

$s9 = "DeleteDC" fullword ascii

$s10 = "FillRect" fullword ascii

condition:

( uintl6 (0) == 0x5a4d and filesize < 900KB and ( all of them

) or ( all of them )
}

rule Zeppelin 25 {
meta:
description = "Zeppelin - from files
a42185d506e08160cb96c81801fbel73fb071£4a2£284830580541e057£4423Db,
ac4f0adcd4c3c53elce700c0£f0d44d8b4ec311846dc536e48a3el19f6079£9512e"
author = "yarGen Rule Generator"
reference = "https://github.com/Neo23x0/yarGen"
date = "2022-08-08"
hashl =
"a42185d506e08160cb96c81801fbel73fb071f4a2£284830580541e057£4423b"
hash2 =
"ac4f0adcd4c3c53elce’700c0£0d44d8b4ec311846dc536e48a3e19f6079£9512e™
strings:
$sl = "V)%uvm" fullword ascii
$s2 ">q, (+I" fullword ascii
$s3 "Ps s*Y" fullword ascii
Ss4 "@}14{X%" fullword ascii
S$s5 "AMi8YA" fullword ascii
$s6 "j1&4GA" fullword ascii
$s7 "yjAK8|" fullword ascii
$s8 = " 0C?%*" fullword ascii
condition:
( uintl6(0) == 0x5a4d and filesize < 600KB and ( all of them
) or ( all of them )

)






description = "Zeppelin - from files
c080d7228471422cbd230849cd523292b2b0553a3£f347677ca66f3e502591ebl,
7be32f77640790a925ea88173a1059fb120a90b5f1d891e13969cel71cl129%b04b"

author = "yarGen Rule Generator"

reference = "https://github.com/Neo23x0/yarGen"

date = "2022-08-08"

hashl =
"c080d7228471422cbd230849cd523292b2b0553a3f347677ca66£3e502591ebl"

hash2 =
"Tbe32f77640790a925ea88173a1059fb120a90b5£f1d891e13969cel71cl29p4b"

strings:

$sl = "imagehlp.dll" fullword ascii

$s2 = "GetCursorPos" fullword ascii

$s3 = "GetCursorInfo" fullword ascii

Ss4 "PORVW=L" fullword ascii

$s5 "POQRVW; e" fullword ascii

$s6 "SymFromName" fullword ascii

$s7 "Delete" fullword wide

$s8 = "N _"ZYX" fullword ascii

condition:

( uintl6 (0) == 0x5a4d and filesize < 2000KB and ( all of them

) or ( all of them )
}

rule Zeppelin 27 {
meta:
description = "Zeppelin - from files
55d55b41cee734ce84aalbccallabcacc956c4d9f9bd4ddec0f£0d7b528ecc50e,
a2a9385cbbcfacc2d541£5bd92¢c38b03760b15002901b2fd1cc62859e161a8037,

54d567812ecalfc5f2f£f566e7fb8a93618b6d2357¢ce71776238e0b94d55172b1"
author = "yarGen Rule Generator"
reference = "https://github.com/Neo23x0/yarGen"
date = "2022-08-08"
hashl =
"55d55b41cee734ce84aalbccallabecacc956c4d9f9bdlddec0f£0d7b528ecc50e™
hash2 =
"a2a9385cbbcfacc2d541£5bd92¢c38b0376b15002901b2fd1cc62859e161a8037"
hash3 =
"54d567812ecalfc5f2ff566e7fb8a93618b6d2357¢ce71776238e0b94d55172b1"
strings:
$sl = "JEkKHF\"" fullword ascii
$s2 "|reXry" fullword ascii
$s3 "T17&7+70757; 7@TETKTRTXT 7e717x7y7" fullword ascii
$s4 "p@72\" " fullword ascii
Ssh "u($! \"" fullword ascii
Ss6 "MR, 6 Epzi" fullword ascii
$s7 "6=6z6doto" fullword ascii
$s8 "OMIGyt4X" fullword ascii
$s9 = "8'848F8V878k8" fullword ascii
condition:
( uintl6(0) == 0x5a4d and filesize < 900KB and ( all of them
) or ( all of them )






description = "Zeppelin - from files
894b03ed203cfa712a28ec4d472efec0ca%9a55d6058115970fe7d1697a3ddb0072,
f2ad2b40alcadc337396cf8dd0528796clel657d8c76c441£45%9ac0eldco0396"

author = "yarGen Rule Generator"

reference = "https://github.com/Neo23x0/yarGen"

date = "2022-08-08"

hashl =
"894b03ed203cfa712a28ec4d472efec0ca%a55d6058115970fe7d1697a3ddb0072"

hash2 =
"f2ad2b40alcadc337396cf8dd0528796¢clel657d8c76c441£45%9ac0eldc60396™

strings:

$sl = "ezX#PfS:>+" fullword ascii

$s2 = "S$Nz<3D" fullword ascii

$s3 = "i<g=:u" fullword ascii

$s4 "JJ9%5na" fullword ascii

$s5 "ZVc+T%$" fullword ascii

Ss6 "n,U\"Z,I" fullword ascii

$s7 "Yw&5gLe" fullword ascii

$s8 "Ju7y$9G" fullword ascii

$s9 = "p] gMx" fullword ascii

condition:

( uintl6(0) == 0x5a4d and filesize < 600KB and ( all of them )

) or ( all of them )
}

rule Zeppelin 29 {
meta:
description = "Zeppelin - from files
8d44fdbeddl0ec9aeb59fad78bdb12d15d6903470eb1046b45¢c227193b233addac,
42770c6589ccf83a6712aca6£9d990a0c24b664887d5f5dead5d5£123c7b7e£9"
author = "yarGen Rule Generator"
reference = "https://github.com/Neo23x0/yarGen"
date = "2022-08-08"
hashl =
"8d44£fdbeddO0ec9ae59fad78bdb12d15d6903470eb1046b45¢c227193b233addas"
hash2 =
"42770c6589ccf83a6712aca6£9d990a0c24b664887d5f5dead5d5£123¢c7b7e£9"
strings:
$sl = "comdlg32.d11" fullword ascii
Ss2 "comctl32.d11" fullword ascii
$s3 "winspool.drv" fullword ascii
$s4 "FindTextA" fullword ascii
$s5 "AlphaBlend" fullword ascii
$s6 "StartDocPrinterW" fullword ascii
Ss7 "Dl1lRegisterServer" fullword ascii
$s8 "H ~zYX" fullword ascii
$s9 = "G _"zYX" fullword ascii
condition:
( uintl6(0) == 0x5a4d and filesize < 3000KB and ( all of them
) or ( all of them )

description = "Zeppelin - from files
21807d9fcaa%91a0945e80d92778760e7856268883d3613%a1ad2%ab91£9d983d,
6fbfc8319ed7996761b613c18c8cbbb92aleaedl555daebcob8e259%94ac5faz2b9,

)






4a4bel10d587421ad50d2b1a38b108fa05£f314631066a2e96alc85cc05814080,
d618clccd24d29e911cd3e899%9a4df2625155297e80f4c5¢c1354bc2e79£70768¢,
ad42185d506e08160cb96c81801fbel73fb071£f4a2£284830580541e057£4423Db,
7430d1dbf96b83426cfb859%908cdb2633489d08de8782¢c162de6c631978cbldea,
8170612574£914eec9e669027670b834432a75bldoae510£f77546af2a291a48a2,
ac4f0adcd4c3c53elce700c0£f0d44d8b4ec311846dc536e48a3e19f6079£9512¢,
dd89d939¢c941a53d6188232288a3bd73ba%baflbdcabbfocccat97d9eed2533f,
55d55b41cee734ce84aalbeccallabcacc956c4d9f9bdddec0f£0d7b528ecc50e,
bafd3434f3babbb9685e239762281d4c7504de7e0cfd9d6394e4a8504882f£54d,
961fbc7641£f04£f9fed8391¢c387£f01d64435ddacafllodbe58c4cb808b08cc910,
894b03ed203cfa712a28ec4d472efec0ca%9a55do6058115970fe7d1697a3ddb0072,
79d6e498e778%aaccd8caa610e8cl5836267¢c6a668c322111708cf80bc38286¢,
2f188ec2723fa426316484e54c0862db24de80441¢c27¢cl17181ceb5ad5¢c7fbff57,
001938ed01bfde6bl100927££8199¢c65d1bff30381b80b846f2e3fe5a0d2df21d,
f2ad2b40alcadc337396cf8dd0528796clel657d8c76c441£459%9ac0eldc60396,
5ec7bc8bfa892ce6al27441003213eed8bb2ac230bcelfalfblafflfb7ac8e64,
ab440c4391ea3a0lbebbb651c80c27847b58ac928b32d73ed3b19a0bl7dd7e75,
£f7af51f1b2b98b482885b702508bd65d310108a506e6d8cef3986e69£972¢c67d,
a2a9385cbbcfacc2d541£5bd92¢c38b0376015002901b2fd1cc62859e161a8037,
fbo6d9a5f1a2c3936c8a855219ceff2£f8b9d533¢c7b19%eedlc98ddfbfffaf8d039,
6al1280ecfal6bf36£f01280f9%9eeca722e9b2e5celab75f5e30dc5a73eaedb9cfdc,
obafc7e2c7edc2167db187£50106e57049d4a0e1b9269f1d8a40£824f2ccb42b,
faa79¢c796¢c27b11c4£007023e50509662eacd4bca%9%9a71b26a9122c260abfb3c6,
cf9bodda8i4cbf2dbfc6edd7a740£50bddc128842565¢c590d8126e5d93¢c024ff2,
0d22d3d637930e7c26a0£f16513ec438243a8a0lea9c9d856acbcdablfcb7b499,
bc214c74bdf6£6781£0de994750ba3c50c0e10d9db3483183bd47£5cef1545009,
c3cl546d6f3b48eabcab82390b5628a2dd438b82989969dd1cl1016c8£7366911,
37c320983ae4c1£d0897736a53e5b0481edb1d1d91b366£f047aa024b0fc0a86e,
e8596675fef4ad8378e4220¢c22f4358fdb4a20531b59d7df5382¢421867520a9,
54d567812ecalfc5f2ff566e7fb8a93618b6d2357¢ce71776238e0b94d55172b1,
aa7e2d63fc991990958dfb795a0aed254149£f185f403231ecaebel35147£f4b5ebe,
4440763b18d75a0f9de30blcd4c2aeb3f827bcdf5eadddlal2aebe7eb5b23cfdf94,
9ef90ec912543cc24e18e73299296f14cb2¢c931a5d633d4c097efal372ae5984¢0,
a33e434ed9671b0bd3c2b0b2ee3el72dcd4dall9437£fc28c77a190ca3946904f0,
22c78203923d755531ce3af704233¢c5acbe0780031£518143£010d853dbd66b0,
307877881957a297e41d75c84e9a965f1cd07ac9d026314dcaff55c4da23d03e,
ed48cfl7caffcd0815efb907e522475722£059990afc19%9ac516592231a783e878,
4728a3fadf94d7a09%e2dbe21d12ae84543042ce88badeall £3fb3£27490a4933,
7d8c4c742689c097ac861fcbf7734709fd7dcablf/ef2ceffb4b0b7decl09£55,
cd1548744db512a5502474116828£75737aec8bbl1133d5e4ad44belbaal3ncobb,
9e9ccf9a8593aec7e3bfadf2dd7081£2849495bbc37e6a6£013884507537290b"

author = "yarGen Rule Generator"

reference = "https://github.com/Neo23x0/yarGen"

date = "2022-08-08"

hashl =
"21807d9fcaa91a0945e80d92778760e7856268883d36139%alad2%9ab91£9d4983d"

hash2 =
"6fbfc8319ed7996761b613c18c8cbhbbb92aleaedl555daebcbb8e2594ac5fazbo"

hash3 =
"434bel110d587421ad50d2b1a38b108fa05f314631066a2e96alc85cc05814080"

hash4 =
"d618clccd24d29e911cd3e899a4df2625155297e80£f4c5¢c1354bc2e79f£70768c"

hash5 =
"a42185d506e08160cb96c81801fbel73fb071f4a2£284830580541e057£4423b"

hash6 =
"7430d1dbf96b83426cfb85908cdb2633489d08de8782¢c162de6c631978cbldea”






hash7 =
"8170612574f914eec9e66902767b834432a75b1doae510£f77546af2a291a48a2"
hash8 =
"ac4f0adcd4c3c53elce’700c0£f0d44d8b4ec311846dc536e48a3e19f6079£9512e"
hash9 =
"dd89d939¢c941a53d6188232288a3bd73ba%vaflObdcadcbfocccat97d9eed2533f"
hashl0 =
"55d55b41cee734ce84aalbccallaccacc956c4d9f9bd4ddec0ff0d7b528ecc50e™
hashll =
"bafd3434£3bab5bb9685e239762281d4c7504de7e0cfd9d6394e4a8504882f£5d"
hashl2 =
"961fbc7641f04£f9fed8391¢c387f01d64435ddabafll64be58c4chb808b08cc910"
hashl3 =
"894b03ed203cfa712a28ec4d472efec0ca%a55d6058115970fe7d1697a3ddb0072"
hashl4d =
"79d6e498e778% accdB8caa610e8cl5836267c6a668c322111708cf80bc38286c"
hashlb =
"2f188ec2723fa426316484e54c0862db24de80441c27¢c17181lceb5ad5¢c7fbff57"
hashlo =
"001938ed01lbfdeobl00927£f£8199¢c65d1bff30381b80b846f2e3fe5a0d2df21d"
hashl7 =
"f2ad2b40alcadc337396cf8dd0528796clel657d8c76cd441£459%9ac0eldco0396"
hashl8 =
"Sec7bc8bfa892ce6al27441003213eed8bb2ac230bcelfalfblafflfb7ac8ec4d”
hashl9 =
"ab440c4391ea3allbebbb651c80c278470b58ac928b32d73ed3b19%9a0bl7dd7e75"
hash20 =
"f7af51f1b2b98b482885b702508bd65d310108a506e6d8cef3986e69£972c67d"
hash?21 =
"a2a9385cbbcfacc2d541£5bd92¢c38b0376b15002901b2fdlcc62859%9e161a8037"
hash22 =
"fb6d9a5f1a2c3936c8a855219ceff2f80b9d533¢c7bl9%edlc98ddfbfffaf8d039"
hash23 =
"6al1l280ecfalobf36f01280f9%eea722e9b2e5celab75f5e30dc5a73eaed4b9cfdc”
hash24 =
"6bafc7e2c7edc2167db187£50106e57b49d4a0elb9269f1d8a40£824f2cchb42b™
hash25 =
"faa79c796c27b11c4£007023e50509662eacd4bca99a71b26a9122c260abfb3co"
hash26 =
"cf9bobdda84cbf2dbfcoedd7a740£50bddc128842565¢c590d8126e5d93c024££2"
hash27 =
"0d22d3d637930e7¢c26a0f16513ec438243a8a0lea9c9d856acbcdablfcb7b499"
hash28 =
"bc214c74bdf6£6781£0de994750ba3c50c0e10d9db3483183bd47£5¢cef154509"
hash29 =
"c3cl546d6f3b48eabcab82390b5628a2dd438b82989969dd1cl016¢c8£7366911"
hash30 =
"37c320983ae4c1£d0897736a53e5b0481edbl1d1d91b366£f047aa024b0fc0a86e™
hash3l =
"e8596675fef4ad8378e4220c22£4358fdb4a20531b59d7df5382¢c421867520a9"
hash32 =
"54d567812eca7fc5f2ff566e7fbB8a93618b6d2357¢ce71776238e0b94d55172b1"
hash33 =
"aa7e2d63£c991990958dfb795a0aed254149£185f403231ecaebe35147f4b5ebe"
hash34 =
"4440763b18d75a0f9de30blcdc2aeb3f827bcdf5ea9ddlalaebe7e5b23cfdfo4"






hash35 =
"9ef90ec912543¢cc24e18e73299296f14cb2¢c931a5d633d4c097efa372ae59846"
hash36 =
"a33e434ed9671b0bd3c2b0b2ee3el72dcd4dall9437£c28c77a190ca39469b4£f0"
hash37 =
"22c782b3923d755531ce3af704233¢c5acbe0780031£518143£f010d853dbd66b0"
hash38 =
"307877881957a297e41d75c84e9a965f1cd07ac9d026314dcaff55c4da23d03e"
hash39 =
"ed8cfl7caffc40815efb907e522475722£059990afcl19%9ac516592231a783e878"
hash40 =
"4728a3fadf94d7a09%e2dbe21d12ae84543042ce88badeall£f3fb3£f27490a4933"
hash4l =
"7d8cd4c742689c097ac861fcbf7734709fd7dcablf7/ef2ceffbdb0b7decl09£55"
hash42 =
"edl1548744db512a5502474116828f75737aec8bbll133d5ed4adddbelcaalcoob”
hash43 =
"9e9ccf9a8593aecT/el3bfadf2dd7081£2849495bbc37e6a6£013884507537290b"
strings:
$sl = "ExitProcess" fullword ascii
$s2 = "SHGetMalloc" fullword ascii
$s3 = "This program must be run under Win32" fullword ascii
$s4 = "RegCloseKey" fullword ascii
$s5 = "VariantCopy" fullword ascii
$s6 = "CharNextA" fullword ascii
condition:
( uintl6(0) == 0x5a4d and filesize < 4000KB and ( all of them )
) or ( all of them )
}

rule Zeppelin 31 {
meta:
description = "Zeppelin - from files
6fbfc8319ed7996761b613c18c8cbbb92aleaedl555daebcob8e259%94ac5fazb9,
8170612574£914eec9e66902767b834432a75bldoae510£f775406af2a29%91a48a2,
2f188ec2723fad426316484e54c0862db24deB80441c27cl17181lcebadbc7fbf£f57,
bbafc7e2c7edc2167db187£50106e57049d4a0el1b9269f1d8a40£824f2ccb42b"
author = "yarGen Rule Generator"
reference = "https://github.com/Neo23x0/yarGen"
date = "2022-08-08"
hashl =
"6fbfc8319ed7996761b613c18c8cbhbbb92aleaedl555daebcbb8e2594ac5fazbo"
hash2 =
"8170612574f914eec9e66902767b834432a75b1doae510£f77546af2a29%91a48a2"
hash3 =
"2£188ec2723fa426316484e54c0862db24de80441c27¢cl17181lcebadbc7fbff57"
hash4 =
"obafc7e2c7edc2167dbl187£50106e57049d4a0e1b9269f1d8a40£824f2ccb42b"
strings:
Ssl = "07\\6T:" fullword ascii
$s2 "[D|i\"vt" fullword ascii
$s3 "OVN{iS" fullword ascii
$s4 "P.J9Uj" fullword ascii
$sh = "C.N'")%" fullword ascii
condition:
( uintl6 (0) 0x5a4d and filesize < 700KB and ( all of them
) or ( all of them )






}

rule Zeppelin 32 {
meta:
description = "Zeppelin - from files
4a4bel110d587421ad50d2b1a38b108fa05£314631066a2e96alc85¢cc05814080,
a42185d506e08160cb96c81801fbel73fb071£f4a2£284830580541e057£4423Db,
7430d1dbf96b83426cfb859%908cdb2633489d08de8782¢c162de6c631978cbldea,
8170612574£914eec9e66902767b834432a75b1doae510£f77546af2a29%91a48a2,
acd4f0adcd4c3c53elce700c0£0d44d8b4ec311846dc536e48a3e19f6079£9512¢,
55d55b41cee734ce84aalbccallabcacc956c4d9f9bdddec0f£f0d7b528ecch0e,
bafd3434f3ba5bb9685e239762281d4c7504de7e0cfd9d6394e4a8504882f£54d,
961fbc7641f04£f9fed8391¢c387£f01d64435dda6afll164be58c4cb808b08cc910,
894b03ed203cfa712a28ec4d472efec0ca%9a55d6058115970fe7d1697a3ddb0072,
79d6e498e778% accdB8caa610e8cl5836267¢c6a668c322111708cf80bc38286¢,
2f188ec2723fad426316484e54c0862db24deB80441c27¢c17181lceb5ad5bc7fbff57,
001938ed01bfde6bl100927£f£8199¢c65d1bff30381b80b846f2e3fe5a0d2df21d,
f2ad2b40alcadc337396cf8dd0528796clel657d8c76c441£459ac0eldc60396,
ab440c4391ea3a0lbebbb651c80c27847b58ac928b32d73ed3b19al0bl7dd7e75,
£f7af51£f1b2b98b482885b702508bd65d310108a506e6d8cef3986e69f£972c67d,
a2a9385cbbcfacc2d541£50d92¢c38b0376015002901b2fd1lcc62859e161a8037,
fbod9a5f1a2c¢3936c8a855219ceff2f8b9d533¢c7b19%eedlc98ddfbfffaf8d039,
obafc7e2c7edc2167db187£50106e57049d4a0e1b9269f1d8a40£824f2ccb42b,
faa79c796¢c27b11c4£007023e50509662eacd4bca%9%9a71b26a9122c260abfb3c6,
bc214c74bdf6£6781£0de994750ba3c50c0e10d9db3483183bd47£5cef1545009,
c3cl546d6f3b48eabcab82390b5628a2dd438082989969dd1c1016c8£7366911,
37c320983ae4c1£d0897736a53e5b0481edb1d1d91b366£f047aa024b0fc0a86e,
54d567812eca7fc5f2ff566e7fb8a93618b6d2357¢ce71776238e0b94d55172b1,
aa7e2d63fc991990958dfb795a0aed254149f185f403231ecaebe35147£f4b5ebe,
4440763018d75a0f£9de30blcd4c2aebl3f827bcdf5eadddlalaebe7eb5b23cfdf94,
9ef90ec912543cc24e18e73299296f14cb2c931a5d633d4c097efal372ae5984¢0,
307877881957a297e41d75¢c84e9a965f1cd07ac9d026314dcaff55c4da23d03e,
ed48cfl7caffcd0815efb907e522475722£059990afc19%9ac516592231a783e878,
4728a3fadf94d7a09%e2dbe21d12ae84543042ce88badeall £3fb3£27490a4933,
9e9ccf9a8593aec7e3bfadf2dd7081£2849495bbc37e6a6£013884507537290b"
author = "yarGen Rule Generator"
reference = "https://github.com/Neo23x0/yarGen"
date = "2022-08-08"
hashl =
"4a4bel10d587421ad50d2b1a38b108fa05£314631066a2e96alc85cc05814080™
hash2 =
"a42185d506e08160cb96c81801fbel73fb071£f4a2£284830580541e057£4423b"
hash3 =
"7430d1dbf96b83426cfb85908cdb2633489d08de8782¢c162de6c631978coldea”
hashd =
"8170612574£914eec9e669027670b834432a75bldoae510£f77546af2a29%91a48a2"
hashb5 =
"ac4f0adcd4c3c53elce700c0£f0d44d8b4ec311846dc536e48a3e19f6079£9512e"
hash6 =
"55d55b41cee’34ce84aalbccallabecacc956c4d9f9bdlddec0f£0d7b528ecc50e"
hash7 =
"bafd3434f3babbb9685e239762281d4c7504de7e0cfd9d6394e4a8504882££54"
hash8 =
"961fbc7641£f04£f9fed8391¢c387£f01d64435ddabafll6edbe58c4cb808b08cc910"
hash9 =
"894b03ed203cfa712a28ecd72efec0ca%9a55de6058115970fe7d1697a3ddb0072"






hashl0 =
"79d6e498e778% accd8caa6l10e8cl5836267c6a668c322111708cf80bc38286c"

hashll =
"2f188ec2723fa426316484e54c0862db24de80441¢c27¢c17181lcebad5c7fbff57"

hashl2 =
"001938ed01lbfde6bl100927£f£8199¢c65d1bff30381b80b846f2e3fe5ald2df21d"

hashl3 =
"f2ad2b40alcadc337396cf8dd0528796clel657d8c76c441£45%9ac0eldco0396"

hashld =
"ab440c4391ea3allbebbb651c80c278470b58ac928b32d73ed3b19%9a0bl7dd7e75"

hashl5 =
"f7af51f1b2b98b482885b7025080bd65d310108a506e6d8cef3986e69f972c67d"

hashlo =
"a2a9385cbbcfacc2d541£5bd9%92¢c38b0376b15002901b2fd1cc62859e161a8037"

hashl7 =
"fbod9a5f1a2c3936c8a855219ceff2f8b9d533¢c7bl9%eedlc98ddfbfffaf8d039"

hashl8 =
"obafc7e2¢c7edc2167dbl187£50106e57049d4a0e1b9269f1d8a40£824f2ccb42b"

hashl9 =
"faa79c796c27b11c4£007023e50509662eacdbca99a71b26a9122c260abfb3co™

hash20 =
"bc214c74bdf6f6781£0de994750ba3c50c0e10d9db3483183bd47£5cef154509"

hash?21 =
"c3cl546d6f3b48eabcab82390b5628a2dd438b82989969dd1cl1016¢c8f7366911"

hash22 =
"37¢c320983ae4c1£d0897736a53e5b0481edbl1d1d91b366£047aa024b0fc0a86e™

hash23 =
"54d567812eca7fc5f2ff566e7fbB8a93618b6d2357¢ce71776238e0b94d55172b1"

hash24 =
"aa7e2d63£c991990958dfb795a0aed254149£185f403231eaecbel35147f4b5ebe™

hash25 =
"4440763018d75a0f9de30blcd4c2aeb3f827bcdf5eadddlal2aebe7eS5b23cfdfo4"

hash26 =
"9ef90ec912543¢cc24e18e73299296f14cb2¢c931a5d633d4c097efal372ae59846"

hash27 =
"307877881957a297e41d75c84e9a965f1cd07ac9d026314dcaff55c4da23d03e™

hash28 =
"ed8cfl7caffcd0815efb907e522475722£059990afc19ac516592231a783e878"

hash29 =
"4728a3fadf94d7a09%e2dbe21d12ae84543042ce88badeall£3fb3£27490a4933"

hash30 =
"9e9ccf9a8593aec7/el3bfadf2dd7081£2849495bbc37e6a6f013884507537290b"

strings:

$sl = "EInvalidPointerH" fullword ascii

$Ss2 "TIntegerLbA" fullword ascii

$s3 "TFileStreampo@" fullword ascii

$s4 "EZeroDivide<~@" fullword ascii

$s5 "DigitsLbA" fullword ascii

$s6 "%.*d$x@" fullword ascii

condition:
( uintl6 (0) == 0x5a4d and filesize < 900KB and ( all of
) or ( all of them )






description = "Zeppelin - from files
c080d7228471422cbd230849cd523292b2b0553a3£f347677ca66f3e502591ebl,
42770c6589ccf83a6712acab6£9d990a0c24b664887d5f5dead5d5f123¢c7b7e£9,
7be32£f77640790a925ea88173a1059fb120a90b5f1d891e13969cel71cl129%bp4b"

author = "yarGen Rule Generator"

reference = "https://github.com/Neo23x0/yarGen"

date = "2022-08-08"

hashl =
"c080d7228471422¢cbd230849cd523292b2b0553a3f347677ca66£3e502591ebl ™

hash2 =
"42770c6589ccfB83a6712aca6£9d990a0c24b664887d5f5dead5d5£123¢c7b7e£9"

hash3 =
"Tbe32£77640790a925ea88173a1059fb120a90b5f1d891e13969cel71cl129%p4b"

strings:

$s1 "MS Shell Dlg" fullword wide

$s2 = " <trustInfo xmlns=\"urn:schemas-microsoft-com:asm.v3\">"
fullword ascii

$s3 =
"DINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDING
PADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPAD" ascii

$s4 = "@.data" fullword ascii

$s5 = "O_ "ZYX" fullword ascii

$s6 = "lstrcatA" fullword ascii

condition:

( uintle6 (0) == 0x5a4d and filesize < 3000KB and ( all of them )

) or ( all of them )
}

rule Zeppelin 34 {
meta:
description = "Zeppelin - from files
8d44fdbeddlec9%9ae59fad78bdbl12d15d6903470eb1046b45¢c227193b233addac,
Tbe32f77640790a925ea88173a1059fb120a90b5f1d891e13969cel71cl129%p4b™"
author = "yarGen Rule Generator"
reference = "https://github.com/Neo23x0/yarGen"
date = "2022-08-08"
hashl =
"8d44fdbeddO0ec9ae59fad78bdb12d15d6903470eb1046b45¢c227193b233adda6"
hash2 =
"Tbe32£77640790a925€a88173a1059fb120a90b5£1d891e13969cel71cl29b4b"
strings:
$sl = "GetUserDefaultUILanguage" fullword ascii
$s2 "GetTextCharacterExtra" fullword ascii
$s3 "LsaSetSecret" fullword ascii
Ss4 "GetCaretBlinkTime" fullword ascii
$s5 "GetCapture" fullword ascii
$s6 = "SetCalendarInfoA" fullword ascii
condition:
( uintl6(0) == 0x5a4d and filesize < 2000KB and ( all of them
) or ( all of them )

description = "Zeppelin - from files
cf9bodda8i4cbf2dbfc6edd7a740f50bddc128842565¢c590d8126e5d93¢c024ff2,
a33e434ed9671b0bd3c2b0b2ee3el72dcd4dall9437£fc28c77a190cal39469b4£f0"






author = "yarGen Rule Generator"
reference = "https://github.com/Neo23x0/yarGen"
date = "2022-08-08"
hashl =
"cf9bobdda84cbf2dbfcoedd7a740£50bddc128842565¢c590d8126e5d93c024££2"
hash2 =
"a33e434ed9671b0bd3c2b0b2ee3el72dc4dall9437£c28c77a190ca39469b4£f0"
strings:
$sl = "IN,Oul]" fullword ascii
$s2 = "\"}=")L" fullword ascii
$s3 = "aavQt+" fullword ascii
Ss4 = "I.IMS<" fullword ascii
$s5 = ":kK9#uo" fullword ascii
$s6 = "ZD>9pa (" fullword ascii
condition:
( uintl6(0) == 0x5a4d and filesize < 4000KB and ( all of them
) or ( all of them )
}

rule Zeppelin 36 {
meta:
description = "Zeppelin - from files
0d22d3d637930e7¢c26a0£f16513ec438243a8a0lea9c9d856acbcdablfcb7b499,
22c78203923d755531¢ce3af704233¢c5acbe0780031£518143£010d853dbd66b0™
author = "yarGen Rule Generator"
reference = "https://github.com/Neo23x0/yarGen"
date = "2022-08-08"
hashl =
"0d22d3d637930e7c26a0f16513ec438243a8a0lea9c9d856acbcda6lfcb7b499"
hash2 =
"22c782b3923d755531ce3af704233¢c5acbe0780031£518143£010d853dbd66b0™
strings:
$sl = "svzclm]?=" fullword ascii
$s2 = "cvCuv'" fullword ascii
$s3 = "\"p"3GVXg" fullword ascii
Ss4 = "cwO!lu[C" fullword ascii
$s5 = "\"'CsB!" fullword ascii
condition:
( uintl6(0) == 0x5a4d and filesize < 600KB and ( all of them )
) or ( all of them )

description = "Zeppelin - from files
4a4bel10d587421ad50d2b1a38b108fa05£314631066a2e96alc85cc05814080,
a42185d506e08160cb96c81801fbel73fb071f4a2£284830580541e057£4423Db,
7430d1dbf96b83426cfb85908cdb2633489d08de8782¢cl162de6c631978c6ldea,
8170612574£f914eec9e669027670b834432a75b1doae510£f77546af2a291a48a2,
ac4f0adc4d4c3c53elce700c0£f0d44d8b4ec311846dc536e48a3e19f6079f£9512¢,
55d55b41cee734ce84aalbccallabcacc956c4d9f9bdddec0f£0d7b528ecc50e,
bafd3434£f3bab5bb9685e239762281d4c7504de7e0cfd9d6394e4a85b4882ff5d,
961fbc7641f04£f9fed8391¢c387f01d64435ddacafll64be58c4cb808b08cc910,
79d6ed498e778%aaccd8caa6l10e8cl5836267¢c6a668c322111708cf80bc38286¢,
2f188ec2723fad426316484e54c0862db24de80441c27¢cl17181lcebad5bc7fbff57,
001938ed01bfde6b100927£f£8199c65d1bff30381b80b846f2e3feb5ald2df21d,
f2ad2b40alcadc337396cf8dd0528796clel657d8c76c441£459%9ac0eldc60396,

)






ab440c4391ea3allbebbb651c80c27847b58ac928b32d73ed3b1%a0bl7dd7e75,
£f7af51f1b2b98b482885b702508bd65d310108a506e6d8cef3986e69f972¢c67d,
a2a9385cbbcfacc2d541£5bd92¢c38b0376b15002901b2fd1cc62859e161a8037,
fbod9a5f1a2c¢3936c8a855219ceff2£f8b9d533¢c7b19%eedlc98ddfbfffaf8d039,
obafc7e2c7edc2167dbl187£50106e57049d4a0e1b9269f1d8a40£824f2ccb42b,
faa79¢c796c27b11c4£007023e50509662eacd4bca%9%9a71b26a9122c260abfb3c6,
cf9bodda8i4cbf2dbfc6edd7a740£50bddc128842565¢c590d8126e5d93¢c024ff2,
0d22d3d637930e7c26a0£f16513ec438243a8a0lea9c9d856acbcdablfcb77b499,
bc214c74bdf6f6781£0de994750ba3c50c0e10d9db3483183bd47£f5¢cef1545009,
c3cl546d6f3b48eabcab82390b5628a2dd438082989969dd1c1016c8£7366911,
37c320983ae4c1£d0897736a53e5b0481edbl1d1d91b366£f047aa024b0fc0a86e,
c8596675fef4ad8378e4220¢c22£f4358fdb4a20531b59d7df5382¢c421867520a9,
54d567812eca7fc5f2ff566e7fb8a93618b6d2357¢ce71776238e0b94d55172b1,
aa7e2d63fc991990958dfb795a0aed254149f185f403231ecaebe35147£f4b5ebe,
4440763018d75a0f9de30blcd4c2aeb3f827bcdf5eadddlaZaebe7eb5b23cfdf94,
9ef90ec912543¢cc24e18e73299296f14cb2c931a5d633d4c097efal372ae59840,
a33e434ed9671b0bd3c2b0b2ee3el72dcd4dall9437£fc28c77a190ca3946904f0,
22c78203923d755531¢ce3af704233¢c5achbe0780031£518143£010d853dbd66b0,
307877881957a297e41d75¢c84e9a965f1cd07ac9d026314dcaff55c4da23d03e,
c48cfl7caffcd0815efb907e522475722£059990afcl9%9ac516592231a783e878,
4728a3fadf94d7a09%e2dbe21d12ae84543042ce88badeall£3fb3£27490a4933,
7d8c4c742689c097ac861fcbf7734709fd7dcablf/ef2ceffb4b0b7decl09£55,
ed1548744db512a5502474116828£f75737aec8bbl1133d5ed4ad44belbcaalbnbb,
9e9ccf9a8593aec7e3bfadf2dd7081£2849495bbc37e6a6£013884507537290b"
author = "yarGen Rule Generator"
reference = "https://github.com/Neo23x0/yarGen"
date = "2022-08-08"
hashl =
"434bel10d587421ad50d2b1a38b108fa05£314631066a2e96alc85cc05814080"
hash2 =
"a42185d506e08160cb96c81801fbel73fb071£4a2£284830580541e057£4423b"
hash3 =
"7430d1dbf96b83426cfb85908cdb2633489d08de8782¢c162de6c631978coldea”
hash4 =
"8170612574£914eec9e669027670b834432a75bldoae510£f77546af2a29%91a48a2"
hash5 =
"ac4f0adcd4c3c53elce’700c0£f0d44d8b4ec311846dc536e48a3e19f6079£9512e"
hash6 =
"55d55b41cee734ce84aalbccallaccacc956c4d9f9bdddec0ff0d7b528ecc50e™
hash7 =
"bafd3434£3bab5bb9685e239762281d4c7504de7e0cfd9d6394e4a8504882f££5d"
hash8 =
"961fbc7641f04£f9fed8391¢c387f01d64435ddabafll6edbe58c4cb808b08cc910"
hash9 =
"79d6e498e778% accdB8caa6l10e8cl5836267c6a668c322111708cf80bc38286c™
hashl0 =
"2f188ec2723fa426316484e54c0862db24de80441c27¢c17181lceb5ad5c7fbff57"
hashll =
"001938ed01bfde6b100927£f£8199¢c65d1bff30381b80b846f2e3fe5a0d2df21d"
hashl2 =
"f2ad2b40alcad4dc337396cf8dd0528796clel657d8c76c441£45%ac0eldco0396"
hashl3 =
"ab440c4391eal3allbebbb651c80c278470b58ac928b32d73ed3b19%9a0bl7dd7e75"
hashl4d =
"f7af51f1b2b98b482885b702508bd65d310108a506e6d8cef3986e69£972c67d"
hashl5 =
"a2a9385cbbcfacc2d541£5bd92¢c38b0376b15002901b2fd1cc62859€161a8037"






hashl6 =
"fb6d9a5f1a2c3936c8a855219ceff2f80b9d533¢c7bl9%edlc98ddfbfffaf8d039"
hashl7 =
"obafc7e2¢c7edc2167dbl187£50106e57049d4a0e1b9269f1d8a40£824f2¢ccb42b"
hashl8 =
"faa79c796c27b11c4£007023e50509662eacdbca99a71b26a9122c260abfb3co™
hashl9 =
"cf9bobdda84chbf2dbfcoedd7a740£50bddc128842565¢c590d8126e5d93c024f£2"
hash20 =
"0d22d3d637930e7c26a0£f16513ec438243a8a0lea9c9d856acbcda6lfcb7b499"
hash21 =
"bc214c74bdf6£6781£0de994750ba3c50c0e10d9db3483183bd47£5¢cef154509"
hash22 =
"c3cl546d6f3b48eabcab82390b5628a2dd438082989969dd1c1016¢c8f7366911"
hash23 =
"37¢c320983ae4c1£d0897736a53e5b0481edbl1d1d91b366£f047aa024b0fc0a86e™
hash24 =
"e8596675fef4adB8378e4220c22f4358fdb4a20531b59d7df5382¢c421867520a9"
hash25 =
"54d567812ecalfc5f2f£f566e7fb8a93618b6d2357ce71776238e0b94d55172b1"
hash26 =
"aa7e2d63£c991990958dfb795a0aed254149f185f403231ecaebe35147f4b5ebe"
hash27 =
"4440763018d75a0f9de30blcd4c2aeb3f827bcd4f5eadddlal2aebe7eS5b23cfdfo4"
hash28 =
"9ef90ec912543¢cc24e18e73299296f14cb2¢c931a5d633d4c097efal372ae59846"
hash29 =
"a33e434ed9671b0bd3c2b0b2ee3el72dcd4dall9437£c28c77a190cal39469b4£f0"
hash30 =
"22c782b3923d755531ce3af704233¢c5acbe0780031£518143£010d853dbd66b0™
hash3l =
"307877881957a297e41d75¢c84e9a965f1cd07ac9d026314dcaff55c4da23d03e"
hash32 =
"ed8cfl7caffcd40815efb907e522475722£059990afc19ac516592231a783e878"
hash33 =
"4728a3fadf94d7a09%e2dbe21d12ae84543042ce88badeall£3fb3£27490a4933"
hash34 =
"7d8cd4c742689c097ac861fcbf7734709fd7dcablf7/ef2ceffb4b0b7decl09£55"
hash35 =
"edl1548744db512a5502474116828f75737aec8bbll133d5ed4ad44belcaal36oob™
hash36 =
"9e9ccf9a8593aec7/el3bfadf2dd7081£2849495bbc37e6a6f013884507537290b"
strings:
$s1 = "9 9%*949>9H9RO\\9f9p9z9" fullword ascii
Ss2 "<S< (K0<4<<K<KR<KHLLLKTLX< " <d<1l<p<x< | <" fullword ascii
$s3 "8$8,848<8D8L8T8\\8d818t8|8" fullword ascii
$s4 "o 5 (:,:4:8;@;D;L;P;X:\\;d;hipsts 1" fullword ascii
$s5 = "787,747<7DTLTT7\\7d717t7|7" fullword ascii
condition:
( uintl6 (0) == 0x5a4d and filesize < 4000KB and ( all of them )
) or ( all of them )

description = "Zeppelin - from files
4a4pbel10d587421ad50d2b1a38b108fa05£314631066a2e96alc85cc05814080,






a42185d506e08160cb96c81801fbel73fb071£4a2£284830580541e057£4423Db,
7430d1dbf96b83426cfb859%908cdb2633489d08deB8782¢c162de6c631978c6bldea,
8170612574£914eec9e66902767b834432a75b1doae510£f77546af2a29%91a48a2,
ac4f0adcd4c3c53elce700c0£f0d44d8b4ec311846dc536e48a3e19f6079£9512¢,
55d55b41cee734ce84aalbccallabcacc956c4d9f9bdddec0f£f0d7b528ecch0e,
bafd3434£3bab5bb9685e239762281d4c7504de7e0cfd9d6394e4a85b4882ff5d,
961fbc7641f04£f9fed8391¢c387£f01d64435dda6afll164be58c4cb808b08cc910,
894b03ed203cfa712a28ec4d472efec0ca%9a55d6058115970fe7d1697a3ddb0072,
2f188ec2723fa426316484e54c0862db24de80441¢c27¢cl17181ceb5ad5c7fbff57,
001938ed01bfde6bl100927£f£8199¢c65d1bff30381b80b846f2e3fe5ald2df21d,
f2ad2b40alcadc337396cf£8dd0528796clel657d8c76c441£459%9ac0eldc60396,
ab440c4391ea3al0lbebbb651c80c27847b58ac928b32d73ed3b19%9al0bl7dd7e75,
f7af51f1b2b98b482885b702508bd65d310108a506e6d8cef3986e69f972¢c67d,
a2a9385cbbcfacc2d541£5bd92¢c38b0376b15002901b2fd1cc62859e161a8037,
fbo6d9a5f1a2c3936c8a855219ceff2f8b9d533¢c7b19%eedlc98ddfbfffaf8d039,
obafc7e2c7edc2167dbl187£50106e57049d4a0e1b9269f1d8a40£824f2ccb42b,
faa79c796¢c27b11c4£007023e50509662eacd4bca%9%9a71b26a9122c260abfb3c6,
c3cl546d6f3b48eabcab82390b5628a2dd438b82989969dd1cl1016c8£7366911,
37c320983ae4c1£d0897736a53e5b0481edb1d1d91b366£f047aa024b0fc0a86e,
54d567812ecalfc5f2ff566e7fb8a93618b6d2357¢ce71776238e0b94d55172b1,
aa7e2d63fc991990958dfb795a0aed254149f185f403231ecaebel35147£f4b5ebe,
4440763b18d75a0f9de30blcd4c2aeb3f827bcdf5eadddlal2aebe7eb5b23cfdf94,
9ef90ec912543cc24e18e73299296f14cb2¢c931a5d633d4c097efal372ae5984¢0,
307877881957a297e41d75¢c84e9a965f1cd07ac9d026314dcaff55c4da23d03e,
c48cfl7caffcd0815efb907e522475722£059990afcl19ac516592231a783e878"
author = "yarGen Rule Generator"
reference = "https://github.com/Neo23x0/yarGen"
date = "2022-08-08"
hashl =
"4a4bel10d587421ad50d2b1a38b108fa05£314631066a2e96alc85cc05814080"
hash2 =
"a42185d506e08160cb96c81801fbel73fb071£f4a2£284830580541e057£4423b"
hash3 =
"7430d1dbf96b83426cfb85908cdb2633489d08de8782¢c162de6c631978coldea”
hashd =
"8170612574£914eec9e669027670834432a75bldoae510£f77546af2a29%91a48a2"
hashb5 =
"ac4f0adcd4c3c53elce’700c0£f0d44d8b4ec311846dc536e48a3e19f6079£9512e"
hash6 =
"55d55b41cee734ce84aalbccallabecacc956c4d9f9bdlddec0f£0d7b528ecc50e"
hash7 =
"bafd3434f3babbb9685e239762281d4c7504de7e0cfd9d6394e4a8504882f££54"
hash8 =
"961fbc7641f04£f9fed8391¢c387f01d64435ddabafll6edbe58c4chb808b08cc910"
hash9 =
"894b03ed203cfa7l12a28ec4d472efec0ca%9a55d6058115970fe7d1697a3ddb0072"
hashl0 =
"2£188ec2723fa426316484e54c0862db24de80441c27¢c17181lceb5ad5c7fbff57"
hashll =
"001938ed01bfdeob100927f£8199¢c65d1bff30381b80b846f2e3fe5a0d2df21d"
hashl2 =
"f2ad2b40alcadc337396cf8dd0528796clel657d8c76c441£45%9ac0eldco0396"
hashl3 =
"ab440c4391eal3allbebbb651c80c278470b58ac928b32d73ed3b19a0bl7dd7e75"
hashl4 =
"f7af51f1b2b98b482885b702508bd65d310108a506e6d8cef3986e69f972co7d"






hashl5 =
"a2a9385cbbcfacc2d541£5bd92c38b0376b15002901b2fd1cc62859€161a8037"

hashlo =
"fb6d9a5f1a2c3936c8a855219ceff2f80b9d533¢c7bl9%edlc98ddfbfffaf8d039"

hashl7 =
"obafc7e2c7edc2167dbl187£50106e57049d4a0el1b9269f1d8a40£824f2ccb42b"

hashl8 =
"faa79c796c27b11c4£007023e50509662eacd4bca99a71b26a9122c260abfb3co"

hashl9 =
"c3cl546d6f3b48eabcab82390b5628a2dd438082989969dd1c1016¢c8£7366911"

hash20 =
"37c320983ae4c1£d0897736a53e5b0481edbl1d1d91b366£f047aa024b0fc0a86ce™

hash21 =
"54d567812eca7fc5f2ff566e7fbB8a93618b6d2357¢ce71776238e0b94d55172b1"

hash22 =
"aa7e2d63£c991990958dfb795a0aed254149f185f403231ecaebe35147f4b5ebe"

hash23 =
"4440763018d75a0f9de30blcd4c2aeb3f827bcd4f5eadddlal2aebe7eS5b23cfdfo4"

hash24 =
"9ef90ec912543cc24e18e73299296f14cb2c931a5d633d4c097efal372ae59846"

hash25 =
"307877881957a297e41d75¢c84e9a965f1cd07ac9d026314dcaff55c4da23d03e"

hash26 =
"ed8cfl7caffcd0815efb907e522475722£059990afc19ac516592231a783e878"

strings:

$sl = "EVariantInvalidArgError@" fullword ascii

$s2 = "EFOpenError\\" fullword ascii

$s3 = "EThread@" fullword ascii

$s4 = "EWriteErrord" fullword ascii

$s5 = "TStreaml" fullword ascii

condition:

( uintl6(0) == 0x5a4d and filesize < 900KB and ( all of them

) or ( all of them )
}

rule Zeppelin 39 ({
meta:

description = "Zeppelin - from files
0d22d3d637930e7c26a0f16513ec438243a8a0lea9c9d856achbcdaclfcb77b499,
e8596675fef4ad8378e4220c22£4358fdb4a20531b59d7df5382¢c421867520a9,
a33e434ed9671b0bd3c2b0b2ee3el172dc4dall9437£c28c77a190ca39469b4f£0,
22c78213923d755531¢ce3af704233¢c5acbe0780031£518143f010d853dbd66b0,
7d8c4c742689c097ac861fcbf7734709fd7dcablf7ef2ceffb4db0b7decl09£55"

author = "yarGen Rule Generator"

reference = "https://github.com/Neo23x0/yarGen"

date = "2022-08-08"

hashl =
"0d22d3d637930e7c26a0f16513ec438243a8a01ea9c9d856achbcdaclfcb7b499"

hash2 =
"e8596675fef4ad8378e4220c22£4358fdb4a20531b59d7d£5382c421867520a9"

hash3 =
"a33e434ed9671b0bd3c2b0b2ee3el172dc4dall9437fc28c77a190ca3946904£f0"

hash4d =
"22c782b3923d755531ce3af704233¢c5achbe0780031£518143£f010d853dbd66b0"

hashb =
"7d8c4c742689c097ac861fcbf7734709fd7dcablf7ef2ceffb4b0b7decl09£55"

strings:






$sl = "EZeroDivide$~@" fullword ascii
$s2 "TFileStreamho@" fullword ascii
$s3 "TStream|n@" fullword ascii

$s4 "t~hDzC" fullword ascii

$s5 = "tEh|zC" fullword ascii

condition:
( uintl6(0) == 0x5a4d and filesize < 600KB and ( all of
) or ( all of them )






