MountVernon

An Innovative Community; Authentically Hometown

NEWS ALERT: City Experiences Data Breach

No documents with personal identifiable information were accessed

MOUNT VERNON, December 27, 2022 — On Monday, Dec. 19, 2022, the City of Mount Vernon
was made aware of a data breach that occurred at about 3 a.m. that morning.

The breach occurred through a remote access tool utilized by the City’s information technology (IT)
provider, which also affected other clients of that provider. The intruder installed ransomware
known as Lockbit, requesting a ransom for access to certain files.

The impacted departments in the City were Mount Vernon Municipal Court, the Police Department,
Auditor’s office and Public Works.

The City and its IT provider spent much of last week working to restore these systems by utilizing
backup data, and the vulnerable software has been removed from all systems. At this time, the
City does not believe that any documents with personal identifiable information (PII) have been
removed, or accessed, from City systems.

The City is working with its insurance provider to have an independent evaluation of the breach
conducted to ensure that no Pll has been stolen. The City will continue to update the public
regarding this situation as new information is received and, if necessary, perform the required
notifications if any person’s personal information has been accessed.
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ABOUT THE CITY OF MOUNT VERNON:

The City of Mount Vernon is an innovative community with an authentic hometown feel. The City is dedicated to providing
modern services with an emphasis on continual improvement, customer service and equitable laws that support our
citizens and visitors, while retaining and attracting investors in our community. Home to 17,000 people, Mount Vernon is
the county seat for Knox County and boasts historic buildings and districts as well as business and professional,
educational and recreational opportunities through many adaptive reuses of the community’s infrastructure and spaces.
The City has strong ties to higher education, with Mount Vernon Nazarene University, Kenyon College and Central Ohio
Technical College operating satellite locations in the historic downtown. Located 40 miles northeast of Columbus, Mount
Vernon is near the geographic center of Ohio and has connections all over the globe.
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