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Executive Summary

As the 2025 holiday season approaches, events like Thanksgiving, Black Friday, Cyber Monday, and I
Christmas will bring millions of shoppers online seeking deals and discounts. This surge in activity also

attracts cybercriminals who exploit the increased traffic to target both consumers and businesses.

The threats observed this year are varied and while this report highlights key examples, it represents

just a portion of the broader activity seen across the threat landscape.

During this period, holiday themed and E-commerce related malicious domains are on the rise, many
designed to trick users into sharing sensitive information or to redirect them to fraudulent
storefronts. Stolen E-commerce account logs including passwords, cookies, session tokens, and
autofilldata are actively used in large-scale attacks. Combo lists and card dumps fuel brute-force
and credential-stuffing campaigns, taking advantage of spikes inlogin traffic. Cybercriminals are
also leveraging website cloning, sniffers, and other tools to compromise user accounts and E-
commerce platforms. Services such as prebuilt SEO manipulation and guides for cashing out e-
wallets are increasingly used to amplify attacks or monetize stolen data. While the report focuses
onnotable trends and examples, the threat ecosystem s extensive and evolving.

By understanding these attack patterns and implementing proactive security measures, both
consumers and merchants can reduce exposure to financial loss and data breaches during the
holiday shopping season. The insights presented in this report provide actionable guidance and a
high-level view of current threats, serving as a window into a much larger landscape of activity that
continues to develop as the season progresses.
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Key Observations

¢ Surge in Holiday-Themed & Retail Deceptive Domains and Stolen Account Data

o 18k+ Newly Registered holiday-themed domains registered (within past 3 months); 750+
(4%) are classified as malicious domains and 17K+ (96%) are classified as hon-
malicious domains.

= The top 3 keywords in the newly registered holiday-themed domains are 'Christmas’
(14K). 'Black Friday' (2.3K), and 'Flashsale’ (750+).

o 19k+ Newly Registered Popular E-commerce domains registered (within past 3 months):
2.9k+ (15%) are classified as malicious and 16K+ (85%) are classified as non-malicious
domains.

o Overl.57M+ stealer log dumps collected over the past three months, primarily involving
major E-commerce platforms.

o Threat actors are seen offering Black Friday deals on credit card data and CVVs provoking
other threat actors to buy the stolen data.
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» Notable Vulnerabilities targeting E-commerce Platforms/Tools

o Known exploited vulnerabilities like CVE-2025-54236 (Adobe/Magento) and CVE-2025-61882
(oracle EBS) are actively used to target E-commerce platforms.

o Notable vulnerabilities present in WooCommerce Ultimate Giftcard plugin, Bagisto,
Welcart, and EasyCommerce plugins can be exploited for RCE, privilege escalation, and
data theft, particularly during holiday peaks.

o Magecart-style JavaScript skimmers continue to be major security weakness across
Magento, WooCommerce, Shopify.

e Tools & Services Supporting Attacks During Holiday Season

o Al-driven brute-force tools and credential validation checkers are promoted in
underground forums

o Threat actors are procuring pre-configured hosting, proxy, and VPN services to rapidly
deploy phishing, C2, and scam infrastructure with anonymity.

o Bulk SMS and SIP-spoofing panels are enabling large-scale smishing and vishing campaigns
targeting holiday shoppers.

o Threat actors are even advertising “Black Friday-style” discounts on their SEO-manipulation
services to boost the visibility of malicious sites.

o Underground forums show increased advertising of Al-driven phishing tools and gift-card
fraud services ahead of the holiday season.

o Attackers offer sniffer deployment services targeting CMS-based E-commerce stores.

o Attackers sellE-commerce website cloning services on dark web to manipulate content on
high traffic

e Monetization: Full Exploitation of Compromised Data During Holiday Peak

o Multiple actors monetizing E-commerce breaches by selling large customer databases,
including millions of records from platforms like WooCommerce and Yellowshop.es.

o High-value administrative and FTP access to major U.S. retail Ecommerce corporations is
being sold, offering full control over compromised systems.

Understanding the Threat Surface

During the holiday season, the overall threat surface expands as threat actors take advantage of
increased online activity, seasonal themes, and high transaction volumes. Deceptive holiday-
themed domains, credential and credit-card dumps, stealer logs, and known E-commerce
vulnerabilities contribute to aricher pool of data and opportunities withinthe ecosystem. At the
same time, a range of tools and services such as illicit login checkers, brute-force utilities, proxy and
hosting providers, SEO poisoning, phishing and smishing platforms, website-cloning services, SIP
offerings, gift-card fraud schemes, and E-commerce sniffers remain readily accessible and can
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enable various malicious activities. These dynamics support downstream monetization, including the
sale ortrade of E-commerce stealerlog dumps, website databases, and admin-level access. Taken
together, these factors illustrate a broadened tactical and strategic threat environment affecting
users, banks, E-commerce platforms, and retail organizations during the high-traffic holiday period.
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As the holiday season approaches, cyber threat actors intensify reconnaissance and information-
gathering efforts to exploit the surge in online shopping and digital transactions. During
reconnaissance, adversaries actively purchase or trade combolists, leaked credentials, credit card
details and other stolen data onthe darkweb. They also register deceptive domains which are used
in social engineering attacks. At the same time, attackers are also onthe lookout for EEcommerce
related vulnerabilities to gain footholds in exposed systems or services.
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Data Capture and Enrichment

Within the data capture and enrichment, threat actors prioritize harvesting user credentials and
exfiltrating sensitive payment information. They often augment these datasets with compromised
credentials sourced fromillicit underground marketplaces to facilitate credential-based attacks
and subsequent account takeover operations.

e Deceptive Domains
o Newly Registered Holiday-Themed Domains (18k+ domains)
o Registered Popular E-commerce Domains (19K+ domains)
e Credential and Credit Card Dumps
o Dump of shopping-related email;password combos for trade
o Actors selling stolen payment data(Cvyv, Card dumps)
e Stealerlog Database
o Darknet Marketplaces (Russian and Exodus)
o StealerLog Dumps

Deceptive Domains

Most threat actors begin setting up deceptive domains designed to mimic popular E-commerce
websites, shopping websites, gift card promotion sites etc., aiming to deceive users via social
engineering and harvest sensitive credentials or fraudulant payments. Common keywords found in
such domains include “Black Friday,” “Thanksgiving,” “Cyber Monday,” “Christmas”, "festivesale” etc.
This rise in holiday-themed deceptive domain registrations presents potential risks to online
shoppers. These domains are oftenleveraged in phishing campaigns or used to host malicious
content by imitating legitimate retail websites during the festive season.

Newly Registered Holiday-Themed Domains:

Inthe past 3 months, FortiGuard Threat Research analysis found that there was a surge in holiday-
themed domain registrations with a total of 18K+ domains registered. Within these newly registered
domains, a 750+ (4%) were flagged malicious.

Below chart represents the percentage distribution of malicious domains and highlights the most
commonly used keywords, providing insights into domain naming patterns exploited by threat
actors.

The entire list of newly registered holiday-themed domains can be found HERE.

Bl Classified as
Malicious
Domains

Specialsale 48]
Blackweek [85)

Cyharmonday {196)
Chrlstmas {14k}

Thanksgiving (525}

Y 96%

Not Classified as
Malicious
Domains

Flashsale [757)

Blackiriday {2k)
Holiday themed newly registered Distribution of newly registered
domains domains

Registered Popular E-commerce Domains:
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Besides, the holiday-related domains there was also a surge inregistration of domains related to E-
commerce websites with a total of 19K+ domains registered. Our analysis determined that 2.9K+
(15%) of these E-commerce related domains were classified as malicious.

This trend highlights a growing pattern of domain abuse by threat actors who exploit seasonal and
E-commerce related themes to deceive users and facilitate phishing, fraud and other cyberattacks.

Below chart represents the percentage distribution of malicious domains for a few of the most
commonretail websites. The entire list of newly registered popular E-commerce domains can be
found HERE.

Classified as
Malicious
Domains

15%

Amazon
(14K)

85%

Not Classified as
Malicious
Domains

BestBuy (2.7K]

Popular E-Commerce related
newly registered domains Distribution of newly registered
domains

Credential and Credit Card Dumps:

Threat actors also hunt to obtain credentials and credit card details via combolists and card dumps
that are being sold onthe Darknet. These extensive databases of email-password combos assist
the threat actors in credential stuffing attacks, focusing on account takeovers during critical
seasonal shopping spikes.

Dump of shopping-related email:password combos for trade
The below post lists compromised credentials related to shopping websites which contains

customer email and passwords, particularly targeting U.S-based online retailers. This datais can be
used in mass credential-stuffing attacks.

Eoeiaies [Sliis= la=e= it # 30K Dehashed Combo Drop - Shopping Target 4

4

THREAD BT

Holiday Discount Sales on Stolen Credit Cards Fuel Threat Actor Activity
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During holiday season, threat actors seek to purchase credit card details such as CVV humbers, sold
on darkweb that helps them in fraudulant purchases. The post below is from darkweb that is offering
to sell credit card details to interested buyers. Threat actors often offer these compromised card
datasets at discounted prices during major shopping events like Black Friday, using seasonal
promotions to attract more buyers. These limited-time “holiday deals” not only increase sales but
also provoke other threat actors to stock up on card data, further amplifying fraud activity during
this period.

PP24 Carding supermarket

Holiday-Season Surge in Stealer Logs

Stealerlogs are datasets generated by infostealer malware that captures sensitive information
from compromised endpoints, including browser-stored credentials, session cookies, autofill data,
email logins, crypto-wallet details, and system fingerprints. During the busy holiday shopping season,
users oftenloginto multiple EEcommerce platforms, increasing their exposure to threats.
Cybercriminals leverage this data to take over accounts or sell it to other malicious actors for
financial exploitation.

Stolen Accounts/Credentials on Darknet Marketplaces (Russian and Exodus)

After exfiltration of credentials, threat actors aggregate and sell these logs on Darknet
marketplaces such as Russian Marketplace and Exodus Marketplace. On these platforms, the
stealerlogs are indexed by domain, sector, geography, or account type. These marketplaces
operate with commercial-style features (reputation systems, filters, automated delivery), lowering
the skill barrier for actors seeking ready-made access to compromised accounts.

The availability of stealerlogs onthese marketplaces directly enables threat actors to perform
successful cyberattacks such as account takeover (ATO), fraud, credential-stuffing, and session
hijacking, particularly when active cookies are included. Monitoring these marketplaces provides
defenders with visibility into exposure levels, emerging malware families, and targeting trends, with
retail and E-commerce credentials remaining a frequent component of circulated datasets.

Mass Stealer Log Dumps on Sale

Across Darknet marketplaces, numerous threat actors continue to share large volumes of stealer
log dumps. These logs are parsed and categorized by threat actors based on specific targets, in this
case, retail and E-commerce platforms.

Ourresearch, based onthe data obtained from the past three months primarily involving major E-
commerce platforms reveals availability of a total of 1.57M stolen account credentials.
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E-commerce Platform Vulnerbilities

Threat actors planto exploit critical 2025 vulnerabilities affecting E-commerce platforms. They
often approachto leverage weaknesses ininput validation, authentication bypass, and API
exposures to gaininitial access, escalate privileges, and maintain persistent control of targeted E-
commerce environments.

For example, the widely exploited CVE-2025-54236 ("SessionReaper”) in Adobe Commerce/Magento
uses crafted requests against improperly validated REST APl endpoints. Exploiters uses the
backdoors to execute arbitrary commands, extract data, manipulate orders, and maintain
persistence on compromised stores.

Similarly, for the Clop ransomware exploited CVE-2025-61882 in Oracle E-Business Suite (EBS), threat
actors exploit authentication and input validation weaknesses to perform unauthenticated remote
code execution. This enables attackers to steal sensitive order, customer, and inventory data and
deploy ransomware, massively disrupting E-commerce backend ERP systems.

Across platforms, attackers also target APl authorization weaknesses and third-party supply chain
integrations, injecting malicious JavaScript (Magecart-style attacks) to skim payment data or
performing credential stuffing attacks to hijack user accounts. Combined with cross-site scripting
(XsS) vulnerabilities, adversaries gain credentials and execute unauthorised actions, further
compromising ecommerce business operations and user data integrity.

Anoverview of exploited and critical vulnerabilities in E-commerce platforms throughout 2025 is
shown inthe following table:

Known
Exploited
Vulnerabilities
CVE-2025- Adobe Improper input 9.1 Over 250 Magento
54936 Commerce validationleadingto  (Critical)  stores compromised,
(Magento) session tqkeover persistent backdoors
and RCE via webshell and data theft, low
uploads . .
exploit complexity
CVE-2025- Oracle E-Business  Unauthenticated 9.8 Clop ransomware is
ransomware zero day, severely
extortion . .
disrupting
ecommerce ERP
backend
Notable
Vulnerabilities
CVE-2025- Bagisto Server-Side 6.8 Potential for remote
62416 Template Injection (Medium)  code execution through
(SSTI), potential RCE crafted template input
CVE-2025- Welcart Untrusted PHP 8.8 (High) Vulnerability to remote
27130 object code execution via
deserialization unserialized data

leading to RCE
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CVE-2025-
1457

CVE-2025-
47569

CVE-2025-
54263

CVE-2025-
12333

CVE-2025-
62417

CVE-2025-
47577

CVE-2025-
24434

CVE-2025-
54264

Security
Weakness

EasyCommerce
WordPress plugin

Woo Commerce
Ultimate Giftcard

plugin

Adobe
Commerce
(Magento 0SS)

Code-projects E
commerce
Website

Bagisto

Tl
WooCommerce
Wishlist plugin

Adobe
Commerce

Adobe
Commerce

Privilege escalation
via REST APl abuse

Exploitation could
allow attackers to
manipulate or
exfiltrate sensitive
database
information

Improper access
control, privilege
escalation

Cross-Site Scripting
(XsS) in supplier
input fields

Spreadsheet
formula input
leading to logic
flaws/injection

Impacting the TI
WooCommerce
Wishlist pluginfor
WordPress

Incorrect
Authorization
vulnerability that
could result in
Privilege escalation

Cross-Site Scripting
(XSS) vulnerability
that could be
abused by a high-
privileged attacker
to inject malicious
scripts into
vulnerable form
fields

9.8
(Critical)

4.3
(Medium)

8.1 (High)
6.1

(Medium)

7.8 (High)

10
(critical)

9.1
(critical)

8.1 (High)

Plugin currently closed
forreview, no active
exploitation observed

Significant security risk
to WooCommerce-
based online stores.

Low privileged users
may bypass restrictions

No patch available; risk
of sessiontheft and
data manipulation

Potential injection or
privilege escalation risk

Unrestricted Upload of
File with Dangerous
Type vulnerability in
Templatelnvaders Tl
WooCommerce Wishlist
allows Upload a Web
Shellto a Web Server

Anattacker could
leverage this
vulnerability to bypass
security measures and
gadinunauthorized
access

Attacker can abuse this
to achieve session
takeover, increasing the
confidentiality, and
integrity impact to high
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Magecart JS Multiple Payment skimming 8.0 (High) Ongoing widespread
Injection platforms via malicious attacks stealing credit
(Magento, JavaScript injection card information via
WooCommerce, checkout page
Shopify, etc.) compromises
AP Multiple Account/data 8.0 (High)  Exploitation of API
Authorization platforms breaches, fraudulent misconfigurations in
Weakness (Magento, order manipulation omnichannel
WooCommerce, commerce
Shopify, etc.) environments
Credential Multiple Account takeovers 8.0 (High)  Widespread
Stuffing & platforms and financial fraud automated attacks
Fraud (Magento, targeting user
WooCommerce, credentials and BNPL

Shopify, etc.) abuse referto large-
scale bot-driven
attempts to steallogin
details and exploit "Buy
Now, Pay Later” services
for fraudulent

purchases.

Attack Preparation

Attack Preparationis the pre-attack phase where adversaries assemble everything needed to turn
intent into action. It includes sourcing credentials and accounts, acquiring hosting/proxy/illicit
resources, building or buying tooling, and setting up distribution channels (phishing kits, smishing/SMS
platforms, etc.). Actors also prepare distribution channels such as phishing mailers, bulk
SMS/spoofed-call platforms, skimmer services, and establish a marketplace presence to buy or sell
tools, stolen data enabling rapid and large-scale holiday-season scams.

Waonlammeree togin checker used tovalidate stolen
credonbals scross pluging

Iligit Login Chacker ———
Tosls { Al Tool for Brute Force s——
Tutorial to cash-out E-wallets

Acquisition of ilticlt hosting websites and plugins to
Support spam campaigns

Advanced Al-based brute-foree attack framework

Tutorial to cashing out balance from e-wallets

Hosting Provider

Bulk purchase of proxies, VPNs, ard maobile dsta far
Proxy Provider
ananymity and evason

SEDQ Poisaning SEQ Services to Amplify Vistility of Fake Websites

Automated SIF service sdvertising spoofed caller I0s and
gichat bulk call spam

Attack Preparation SIP Service Dffering

Smiishing Piatform

\ Services

Website Cloning
Stolen Gift Card

Gill Card Scam

Mass Phishing Mailer via Al

E-Commerce Sniffers

Bulk M5 =pam panel offering flexible sender 10 and
worldwide targetod campaigns

‘Wehsite cloning services for e-commerca piatforms
Arcess fo legitimate wehsites providing gift cards
Fake citerings of Iraodulent gilt-csrd generation

Al-powered toel for automated phahing with low span
detzction

Sniffer instatiabon on Conten! Maragemaent System
\CME)-bazed stores
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Available Tools leveraged by Threat Actors during Holiday Season

During the holiday season, threat actors rely on a range of technical enablers that help them
automate and scale their campaigns. These include credential checkers used to validate stolen
accounts, Al-driven brute-force and fraud tutorials that outline cash-out methods. During the
holiday rush, these tools let actors scale attacks quickly and efficiently, taking advantage of
increased online activity and hurried shoppers.

e WooCommerce login checker used to validate stolen credentials across plugins
e Al-powered login brute-force tool framework forlarge-scale account compromise
e Tutorial to cashing out balance from E-wallets.

WooCommerce login checker used to validate stolen credentials across plugins

Attackers run such checkers on breached credential lists to extract high-value, actionable logins for
site takeover, malware deployment, or payment-fraud routes. These tools automate the testing of
stolen usernames and passwords across platforms to find working accounts. Below is the post
shared on a cyber criminal forum for a credential-validation tool that automates login attempts
against WordPress/WooCommerce and common plugins (FTP/SMTP/File Monoger) to identify working
credentials.

A

cOrpzlzsec

+

Advanced Al-based brute-force attack framework

Al-driven tools automate brute-force attacks onlogin forms, mimicking human behavior to evade
detection. A post advertised Brute ForceAl| letting attackers rapidly compromise accounts when
online shopping activity peaks.

This Al-powered tool automates brute-force attacks onloginforms. It leverages Large Language
Models (LLMs) to analyze web pages and identify form elements automatically. The tool then
executes multi-threaded brute-force and password spray attacks with human-like behavior,
including random delays and timing variations to avoid detection.
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Tutorial to cashing out balance from E-wallets

Threat actors were seen posting a detailed guide on cashing out Amazon balances, showing ways to
convert gift card balances, Amazon Pay balances, and refund credits into usable funds outside
Amazon. It explains the types of balances and how each affects cashout options, while highlighting
risks, rules, and strategies some of which may violate Amazon's terms of service.

While it references legitimate options like Amazon reloadable debit cards, the broader purpose of
such postsis oftento teach scammers how to bypass hormal purchasing restrictions, enabling
unauthorized resale, laundering, or monetization of stolen Amazon balances.

#  Fonums

Sttt ey

The Ultimate Guide to Cashing Out Amazon Balance in 2025

chushpan

Available Services supporting Attacks during Holiday Seaon

Threat actors depend on a broad set of outsourced services that provide the infrastructure
required to run and monetize their operations. These services include anonymous hosting, proxy and
VPN providers, SIP-spoofed telephony, smishing and bulk-SMS platforms, SEO manipulation for
malicious sites, website cloning offerings, E-commerce sniffer installation, and marketplaces

sell stolen gift cards. These services allow threat actors to distribute phishing content, hide their
identity, host fake storefronts, intercept payment data, and monetize stolen assets.
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During the holiday period, such services enable rapid, large-scale fraud with minimal technical skill.

e Acquisition of illicit hosting websites and plugins to support spam campaigns

e Bulk purchase of proxies, VPNs, and mobile data for anonymity and evasion

e SEO Services to Amplify Visibility of Foke Websites

e Automated SIP service advertising spoofed caller IDs and global bulk call spam

e Bulk SMS spam panel of fering flexible sender ID and worldwide targeted campaigns
e Website cloning services for Ecommerce platforms

e Access to legitimate websites providing gift cards

e Fake offerings of fraudulent gift-card generation

e Al-powered tool for automated phishing with low spam detection

e Snifferinstallation on Content Management System (cMS)-based stores

Acquisition of illicit hosting websites and plugins to support spam campaigns

On cybercriminal forums, threat actors usually offer pre-configured hosting websites for phishing,
malware, or C2 servers. The post below advertises instant-setup VPS and Windows RDP with full
root/admin access, DDoS protection, crypto payment options and claims of privacy, positioned to
appealto threat actors. Such offerings are used to host phishing pages, store payloads, run
credential-checkers, or act as C2 servers, anonymous payment and instant deployment.

I e T T —r
Top features that we offer

EXCLUSIVE DISCOUNT HACKFORUM MEMBERS
USE COUPON “HA AT CHECKOUT

.

Secure, Private

@  Hosting with

-

Choose the
that fits

Al

Bulk purchase of proxies, VPNs, and mobile data for anonymity and evasion

Threat actors openly advertise bulk resources like 4G/LTE proxies, VPNs, mobile SIMs, and pre-
configured domains, hosting, and plugins on marketplaces. These ready-made infrastructure let
attackers automate campaigns, evade detection, and scale operations without technical setup.
These deals and pre-staged tools suggest preparation for sustained or repeated attacks.
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Romanian 4G/LTE Mobile Proxies - Telekom carrier network
with Unlimited Data Plan

BST Link

Features

Discount terms:

Christmas Special | Proxy4Free IP proxy 10% discount!

SEO Services to Amplify Visibility of Foke Websites

During the holiday period, SEO manipulation and marketing assets help malicious pages to increase
visibility in search results. Attackers use these services to drive traffic to phishing sites and fake
storefronts targeting holiday shoppers.

Inthe post below, a digital-marketing/SEO provider boosts high rankings for keywords and shows

search-engine-results-page (SERP) snapshots, services that can be abused to surface malicious
landing pages, phishing sites, or fake storefronts via search-engine manipulation (SEO poisoning).
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We are one of the leading Digital Marketing Company on Internet.

As of 8th July 2025, we are currently ranking in the Top 10 on Google Search for the keywords
‘SEO Services' and 'SEO Service'.

Google master 2 becomes 10x Ti er service on Blackhatworld

Ve have added 100 more Higl ics, Ar ames

Slashdot ) th | our d: 2
Breaking News:- We have added more High-Quality w es likes of Wordpress (do-follow link) (DA-95) - Service
update 8th July 2025

(Why do we rank better than any other provider? be ake high ¢ and handmade links compare to

r provid

ce = High-Quality R sl@

Catch Amazing Discounts upto 70% OFF on SUPERMAN SPEED PACKAGE

Our List of SEO Services with Excellent deals please check our deals page: htt

Automated SIP service advertising spoofed caller IDs and global bulk call spam

SIP panels allow attackers to spoof caller IDs and make mass voice calls globally, supporting large-
scale social engineering or fraud campaigns. Threat actors were observed advertising Limitless SIP

highlighted coverage in190+ countries, enabling attackers to run holiday-season vishing campaigns
with minimal setup and high operational reliability.

SIP Service - Spoofed Caller ID & Bulk Call Spam [Automated SIP panel Online] + Spoofer
2 °

Saflers Saction

LimithrsaSiiP - Your Uitimate S# Solution

Loclang tor a relabio and cost-effective SIP servce? LimmiessSIP has you coverod wal ghobal reach ond top-ter per e HETe's sty you Shiukd choose

Key Features:

and weorking AfnT paymant

Supporied Countrys (190}
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Bulk SMS spam panel offering flexible sender ID and worldwide targeted campaigns

Platforms offering bulk SMS with flexible sender IDs and automated dashboards enable large-scale
smishing campaigns. During the holiday period, a SpamSMS.cc listing provide bulk SMS services with
flexible sender IDs, worldwide reach (70+ countries), and crypto payments.

Website cloning services for EEcommerce platforms

Website cloning involves creating an exact replica of a legitimate site including its design, content,
and functionality of ten hosted on a malicious domain. Threat actors are selling ‘Free Review Copy'
and ‘'website cloning’ services access to insert backdoors or manipulate content on high-traffic E
commerce sites. While marketed as a legitimate service, attackers can exploit this to gain admin-
level access to websites, enabling backdoor insertion, content manipulation, or unauthorized control
over client sites.
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# Upto 3 Products Professional theme B Professional Website
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& Social Media Icons Upload 1
Full setup for shipping, P

Contact forms
# Plugins Installation and 0

# Speed optimization
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& Delivered within 4 days Social media links added

# Delivered within 2 days

Delivered within 4 days
Blog creation included
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NOTE: CLONE/REDESICGN IS FIGCMA/XD/PSD TO
WORDPRESS/SHOPIFY/CUSTOM CODE SERVICE.

Access to legitimate websites providing gift cards
Threat actors sell access to legitimate websites that provide gift cards. Such access can be

exploited to obtain gift cards for unauthorized use or resale, enabling fraudulent purchases and
financial abuse.
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Selling access to giftcard selling website

YOU CAN USE THE AUTOMATIC GUARANTEE
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Fake offerings of fraudulent gift-card generation

During the holiday season, gift card scams become prevalent as attackers exploit the surge in online
shopping and digital gifting. Threat actors on underground forums sell access to Xbox gift card
generators, and fresh batches of unused Xbox gift codes. These resources allow scammers to
quickly defraud victims, either by reselling the cards, laundering funds, or using them to make
unauthorized purchases.

XBOX

GIFT CARD GENERATOR

DIGITAL GIFT CARD DIGITAL GIFT CARD DIGITAL GIFT CARD DIGITAL GIFT CARD

Next
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Alert: New Batch of Unused Xbox Gift Codes — Working Right Now!
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Accounts
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ais, Trusted offers, and e W About code

Al-powered tool for automated phishing with low spam detection

Al-driven phishing tools automate targeted email campaigns, mimicking legitimate patterns to
evade detection. A forum post promoted such a mailer for holiday campaigns, enabling attackers to
efficiently harvest credentials from shoppers rushing to buy seasonal deals. The post promotes an
Al-powered phishing mailer designed to automate the delivery of phishing and spam emails with
minimal risk of detection.

InboxPrime Al | Gmail Web-Sender with =99% Inbox | Not BAS/Zenno | Al-Themes | Spam-Check | Web Mailer

4 i

Sniffer installation on Content Management System (CMS)-based stores

E-commerce Sniffers are used by attackers to inject malware (skimmers) into online stores. This is a
post observed on cybercrime forums which advertises a skimmer installation service for CMS-based
online stores, highlighting an affiliate program, guaranteed installation within 12 hours, dashboards
fortracking stolen data, and ongoing backdoor access. It supports popular platforms such as
Magento, WordPress, OpenCart, and PrestaShop, and offers flexible payment options for threat
actors.
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Monetization

The holiday season’s surge in digital commerce brings a parallel rise in cybercriminal monetization
activities, where threat actors seekto convert compromised data and access into financial gain.
This phase is characterized by the resale of stolen credentials, cookies, and administrative access to
E-commerce platforms, along with the distribution of breached databases within underground
markets. Attackers exploit the seasonal influx of shoppers and merchants to maximize profits,
leveraging large-scale data compromises and targeted access listings to enable fraud, account
takeovers, and secondary exploitation. In parallel, specialized networks emerge to recruit individuals

for cash-out operations, facilitating the laundering of funds obtained through these cyber-enabled
schemes.

Stalzn E-commerce Sessicn Oatz Marketed from Stesler
E-Commarce Stealer Logs Oump Lags

Large-seale data hreaches fusling seasonal fraud

3 ECOSYSTENTS
SalekTrade E-Commearco Wobaila Databases

Monetization

Sate of cempromised shoppor and morehant dato rom e
comimerce siles

Admin Access te E-Commerce Websile == Gelling of admin access of E-commercs database

Sale & Trade

Dark web activity targeting E-commerce platforms has increased ahead of the holiday season, with
threat actors selling stolen browser session data, customer records, and even administrative
access to retail systems. These listings enable unauthorized account access and potential

exploitation of payment and customer information, creating elevated risks of fraud and disruption
during peak shopping periods.

e StolenE-commerce Website Login Data Marketed from Stealer Logs
e Selling of E-commerce database
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o Large-scale data breaches fueling seasonal fraud ecosystems

o Sale of compromised shopper and merchant data from E-commerce sites
e Selling of admin access of E-commerce website
e Recruitment for Cash-Out Services

Stolen E-commerce Website Login Data Marketed from Stealer Logs

Threat actor sell stolen browser session data (cookies) harvested from stealer logs, enabling buyers
to access E-commerce accounts without passwords or two-factor authentication (2FA). Below is an
offering of Amazon account cookies inclusive of two-factor authentication details for account
access. These accounts reportedly have active purchase histories with 2 to 100 orders placed in
2025. This method bypasses traditional login security, facilitating illicit account takeover and sales
during the holiday shopping surge. This data is valuable for fraudulent transactions and further
monetization.

Amazon coo 1d in countries S UK FR JP DE CA AU

Selling of E-commerce Database

Large-scale data breaches fueling seasonal fraud ecosystems

Leaked customer and company data empowers attackers to scale credential fraud and
impersonation at peak holiday activity. Below is an example of a listing advertising the breach of
WooCommerce data affecting 4.4 million websites, leaking customer and business details for sale
through private Telegram channels.

Sale of compromised shopper and merchant data from E-commerce sites
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Threat actors monetize holiday-related data breaches by selling customer records and credentials
from E-commerce platforms, as these leaked datasets can support fraud, phishing campaigns, and
account takeovers during the high-traffic holiday period. The post below lists the full customer
database of Yellowshop.es, containing over 188,000 customer details, including payment tokens and
contact information from 2022.

Selling of admin access to E-commerce website

Listings offering administrative or FTP access to high-revenue E-commerce companies reflect a shift
toward direct exploitation and long-term monetization, as such access could enable large-scale
data theft, payment skimming, or ransomware deployment to disrupt peak shopping traffic. A dark
web offer advertised admin-level FTP access to a major U.S. sportswear retailer with $6.5B in
revenue, including payment and corporate server data.

= 3 FTP ACCESS FOR 6.5B% CORP

Conclusion
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The holiday season brings a surge in online shopping, creating opportunities for cybercriminals to
exploit increased traffic and transactions. Threat actors use phishing campaigns, stolen data sales,
and vulnerabilities in E-commerce platforms to target both shoppers and businesses. This report
highlights the significant risks posed by malicious holiday-themed domains, compromised E-
commerce accounts, and the availability of tools such as phishing kits, sniffers, and card dumps that
facilitate large-scale fraud.

These findings emphasize the need for vigilance from both consumers and organizations. Shoppers
must exercise caution and adopt safe online practices, while businesses should implement
proactive security measures, including regular system updates, vulnerability assessments, and
customer education about potential threats.

As cyber threats continue to evolve, cooperation between security vendors, businesses, and users is
critical to staying ahead of attackers. By following recommended security measures, both
individuals and organizations can reduce exposure to online threats, ensuring a safer holiday
shopping experience. With awareness, preparation, and the right precautions, the festive season
can remain a time of enjoyment rather thanrisk.

Recommendations

Recommendations for Users:

e Verify URLs: Always double-check the website address before entering sensitive information.
Look fortypos or unusual domains.

e Use Secure Payment Methods: Avoid direct bank transfers. Use credit cards or trusted payment
gateways with fraud protection.

e Be Cautious with Offers: Avoid clicking on suspicious links in emails or SMS, even if they appear to
come from legitimate sources. To add an extra layer of security, enable multi-factor

authentication (MFA) and use it on all accounts.

e Monitor Financial Activity: Regularly check your bank and credit card statements for
unauthorized transactions.

e Avoid Public Wi-Fi: When shopping online, use secure and private networks to reduce the risk of
session hijacking.

Recommendations for Businesses:

e Strengthen Security Posture:

o Enforce HTTPS Everywhere: Make sure that HTTPS is used for all site traffic, including login
and session pages, inorder to encrypt cookies and guard against attacker interception.

o Keep ecommerce platforms, payment gateways, and software up to date to reduce
vulnerabilities.

o Keep allE-commerce platforms and plugins updated.

e Implement Advanced Fraud Detection: Deploy tools that detect unusual login attempts,
brute-force attempts, and fake traffic.
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e Monitor Domain Registrations: Keep track of deceptive domains impersonating your brand
and report them to the relevant authorities.

e Educate Customers:

o Inform shoppers about identifying phishing attempts and ensuring safe online shopping.

o Encourage purchasing gift cards only from trusted sources and avoid sharing gift card
details or codes.

e Secure Admin Panels:

o Use strong passwords and limit access to critical systems.

o Deploy multi-factor authentication, especially for administrative and user accounts to
prevent account takeovers.

o Regularly monitor login attempts for suspicious activity.
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Appendix A

Reliability Rating Criterion

FortiGuard Threat Research's Reliability rating is based upon the Admiralty System which is internationally accepted

method for evaluating collected items of intelligence. The system comprises a two-character notation assessing the

reliability of the source and the assessed level of confidence on the information.

Reliability of Source

A source is assessed for reliability based on a technical assessment of its capability, or in the case of Human

Intelligence sources their history. Notation uses Alpha coding, A-F:

Rating

(ORORORORO)

(ORORORO
(ORORC
®e

©

@

Label

A - Reliable

B - Usually reliable

C - Fairly reliable

D - Not usually reliable

E - Unreliable

F - Cannot be judged

Reliability of Information

Description

No doubt about the source's authenticity, trustworthiness, or competency.
History of complete reliability.

Minor doubts. History of mostly valid information.
Doubts. Provided valid information in the past.
Significant doubts. Provided valid information in the past.

Lacks authenticity, trustworthiness, and competency. History of invalid
information.

Insufficient information to evaluate reliability. May or may not be reliable.

An item is assessed for credibility based on likelihood and levels of corroboration by other sources.otation uses a

numeric code, I-6.

Rating

(ORORCRORO)

(OROROR O
(ORORC]

©e

Label

1 - Reliable

2 - Usually reliable

3 - Fairly reliable

4 - Not usually reliable

5 - Unreliable

6 - Cannot be judged

Description

Logical, consistent with other relevant information, confirmed by independent

sources.

Logical, consistent with other relevant information, not confirmed.

Reasonably logical, agrees with some relevant information, not confirmed.

Not logical but possible, no other information on the subject, not

confirmed.

Not logical, contradicted by other relevant information.

The validity of the information cannot be determined.



Appendix B

Relevance Rating Criterion

Rating

Low

Informational

Description

Threat Actor leaked or selling data pertaining to the customer organization in public/private
forum.

Threat Actor mentioned about customer organization in a Public/Private forum

Public reporting on Organization was targeted.

Customer technology/product involved in an attack or being targeted.

Potential reputation harm to customer brand.

Customer related domains Typo-squat Fraudulent domains registered.

Proprietary customer related data found on internet. (ex: GitHub containing source code).
Customer related domain email addresses found to be part of a data breach.

Customer specific keywords match identified across FortiRecon’s produced intelligence.
Cyber Event impacting globally.

Identification of Threat Actor targeting related Industry.

Vulnerability disclosed Potentially impacting Organization.

Public/Private breaches or incidents relating the organization’s sector.
Public/Private Incident identified is Unique and Provides insights into new TTPs.

Public/Private Incident identified targeting Customer geography vertical.

Public/Private Incident identified outside of Customer geography vertical.
Public/Private Incident gaining significant Media Attention.
Data breaches or exposed data potentially impacting non Customer organizational.



Appendix C

TLP CRITERION

Rating Description
©RED » Recipients may not share TLP:RED information with any parties outside of the specific
organization, exchange, meeting, or conversation in which it was originally disclosed.
[Not for disclosure] Information could only be restricted to the ones who needs to know the information.

» Recipients may only share TLP:AMBER+STRICT information with members of their own

[Not for disclosure] elfeflnZ el

» Recipients may only share TLP:AMBER information with members of their own organization,

(% AMBER o _ .
and with clients or customers who need to know the information to protect themselves or
[Not for disclosure] prevent further harm.
- » Recipients can spread the information with peers and partner organization within their

[Not for disclosure] community, but not via publicly accessible channels.

& CLEAR o TLP:CLEAR Information May Be Shared Without Restriction. Recipients Can Spread This To
The World, There Is No Limit On Disclosure.




