


2025112184055 1.0.0 Nov 15,  2025

Cyber Threat Landscape Overview for the 2025 Holiday Season

INFO RMATIO NAL  A - Reliable

 1 - Confirmed
 CLEAR

ACI Analyst Curated Reports FortiGuard Research Threat Report

ID: Vers ion: PUBLISHED DATE: 

Relevance: Reliability Rating: TLP Level:

Detailed report ## --##

Threat Brief

Executive Summary

As the 2025 holiday season approaches, events like Thanksgiving, Black Friday, Cyber Monday, and
Christmas will bring millions of  shoppers online seeking deals and discounts. This surge in activity also
attracts cybercriminals who exploit the increased traf f ic to target both consumers and businesses.
The threats observed this year are varied and while this report highlights key examples, it  represents
just a portion of  the broader activity seen across the threat landscape.

During this period, holiday themed and E-commerce related malicious domains are on the rise, many
designed to trick users into sharing sensitive information or to redirect them to f raudulent
storefronts. Stolen E-commerce account logs including passwords, cookies, session tokens, and
autof ill data are actively used in large-scale attacks. Combo lists and card dumps fuel brute-force
and credential-stuf f ing campaigns, taking advantage of  spikes in login traf f ic. Cybercriminals are
also leveraging website cloning, snif fers, and other tools to compromise user accounts and E-
commerce platforms. Services such as prebuilt  SEO manipulation and guides for cashing out e-
wallets are increasingly used to amplify attacks or monetize stolen data. While the report focuses
on notable trends and examples, the threat ecosystem is extensive and evolving.

By understanding these attack patterns and implementing proactive security measures, both
consumers and merchants can reduce exposure to f inancial loss and data breaches during the
holiday shopping season. The insights presented in this report provide actionable guidance and a
high-level view of  current threats, serving as a window into a much larger landscape of  activity that
continues to develop as the season progresses.
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Key Observations

Surge in Holiday-Themed & Retail Deceptive Domains and Stolen Account Data

18k+ Newly Registered holiday-themed domains registered (within past 3 months); 750+
(4%) are classif ied as malicious domains and 17K+ (96%) are classif ied as non-
malicious domains.

The top 3 keywords in the newly registered holiday-themed domains are 'Christmas'
(14K), 'Black Friday' (2.3K), and 'Flashsale' (750+) .

19k+ Newly Registered Popular E-commerce domains registered (within past 3 months);
2.9K+ (15%) are classif ied as malicious and 16K+ (85%) are classif ied as non-malicious
domains.

Over 1.57M+ stealer log dumps collected over the past three months, primarily involving
major E-commerce platforms.

Threat actors are seen of fering Black Friday deals on credit card data and CVVs provoking
other threat actors to buy the stolen data.
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Notable Vulnerabilities targeting E-commerce Platforms/Tools

Known exploited vulnerabilit ies like CVE-2025-54236 (Adobe/Magento) and CVE-2025-61882
(Oracle EBS) are actively used to target E-commerce platforms.

Notable vulnerabilit ies present in WooCommerce Ultimate Gif tcard plugin, Bagisto,
Welcart , and EasyCommerce plugins can be exploited for RCE, privilege escalation, and
data theft , particularly during holiday peaks.

Magecart-style JavaScript skimmers continue to be major security weakness across
Magento, WooCommerce, Shopify.

Tools & Services Supporting Attacks During Holiday Season

AI-driven brute-force tools and credential validation checkers are promoted in
underground forums

Threat actors are procuring pre-conf igured hosting, proxy, and VPN services to rapidly
deploy phishing, C2, and scam inf rastructure with anonymity.

Bulk SMS and SIP-spoof ing panels are enabling large-scale smishing and vishing campaigns
targeting holiday shoppers.

Threat actors are even advertising “Black Friday-style” discounts on their SEO-manipulation
services to boost the visibility of  malicious sites.

Underground forums show increased advertising of  AI-driven phishing tools and gif t-card
fraud services ahead of  the holiday season.

Attackers of fer snif fer deployment services targeting CMS-based E-commerce stores.

Attackers sell E-commerce website cloning services on dark web to manipulate content on
high traf f ic
 

Monetization: Full Exploitation of Compromised Data During Holiday Peak

Multiple actors monetizing E-commerce breaches by selling large customer databases,
including millions of  records f rom platforms like WooCommerce and Yellowshop.es.

High-value administrative and FTP access to major U.S. retail E-commerce corporations is
being sold, of fering full control over compromised systems.

Understanding the Threat Surface

During the holiday season, the overall threat surface expands as threat actors take advantage of
increased online activity, seasonal themes, and high transaction volumes. Deceptive holiday-
themed domains, credential and credit-card dumps, stealer logs, and known E-commerce
vulnerabilit ies contribute to a richer pool of  data and opportunities within the ecosystem. At the
same time, a range of  tools and services such as illicit  login checkers, brute-force utilit ies, proxy and
hosting providers, SEO poisoning, phishing and smishing platforms, website-cloning services, SIP
of ferings, gif t-card f raud schemes, and E-commerce snif fers remain readily accessible and can
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enable various malicious activit ies. These dynamics support downstream monetization, including the
sale or trade of  E-commerce stealer log dumps, website databases, and admin-level access. Taken
together, these factors illustrate a broadened tactical and strategic threat environment af fecting
users, banks, E-commerce platforms, and retail organizations during the high-traf f ic holiday period.

Reconnaissance and Information Gathering

As the holiday season approaches, cyber threat actors intensify reconnaissance and information-
gathering ef forts to exploit the surge in online shopping and digital transactions. During
reconnaissance, adversaries actively purchase or trade combolists, leaked credentials, credit card
details and other stolen data on the dark web. They also register deceptive domains which are used
in social engineering attacks. At the same time, attackers are also on the lookout for E-commerce
related vulnerabilit ies to gain footholds in exposed systems or services.
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Data Capture and Enrichment

Within the data capture and enrichment, threat actors priorit ize harvesting user credentials and
exf iltrating sensitive payment information. They of ten augment these datasets with compromised
credentials sourced f rom illicit  underground marketplaces to facilitate credential-based attacks
and subsequent account takeover operations.

Deceptive Domains
Newly Registered Holiday-Themed Domains (18K+  domains)
Registered Popular E-commerce Domains (19K+  domains)

Credential and Credit Card Dumps
Dump of  shopping-related email:password combos for trade
Actors selling stolen payment data(CVV, Card dumps)

Stealer Log Database
Darknet Marketplaces (Russian and Exodus)
Stealer Log Dumps

Deceptive Domains

Most threat actors begin setting up deceptive domains designed to mimic popular E-commerce
websites, shopping websites, gif t  card promotion sites etc., aiming to deceive users via social
engineering and harvest sensitive credentials or f raudulant payments. Common keywords found in
such domains include “Black Friday,” “Thanksgiving,” “Cyber Monday,” “Christmas”, "festivesale" etc.
This rise in holiday-themed deceptive domain registrations presents potential risks to online
shoppers. These domains are of ten leveraged in phishing campaigns or used to host malicious
content by imitating legitimate retail websites during the festive season. 

Newly Registered Holiday-Themed Domains:

In the past 3 months, FortiGuard Threat Research analysis found that there was a surge in holiday-
themed domain registrations with a total of  18K+ domains registered. Within these newly registered
domains, a 750+ (4%) were f lagged malicious.

Below chart represents the percentage distribution of  malicious domains and highlights the most
commonly used keywords, providing insights into domain naming patterns exploited by threat
actors. 

The entire list of  newly registered holiday-themed domains can be found HERE.

Registered Popular E-commerce Domains: 
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Besides, the holiday-related domains there was also a surge in registration of  domains related to E-
commerce websites with a total of  19K+ domains registered. Our analysis determined that 2.9K+
(15%) of  these E-commerce related domains were classif ied as malicious.

This trend highlights a growing pattern of  domain abuse by threat actors who exploit seasonal and
E-commerce related themes to deceive users and facilitate phishing, f raud and other cyberattacks.

Below chart represents the percentage distribution of  malicious domains for a few of  the most
common retail websites. The entire list of  newly registered popular E-commerce domains can be
found HERE. 

Credential and Credit Card Dumps:

Threat actors also hunt to obtain credentials and credit card details via combolists and card dumps
that are being sold on the Darknet. These extensive databases of  email-password combos assist
the threat actors in credential stuf f ing attacks, focusing on account takeovers during crit ical
seasonal shopping spikes. 

Dump of shopping-related email:password combos for trade

The below post lists compromised credentials related to shopping websites which contains
customer email and passwords, particularly targeting U.S-based online retailers. This data is can be
used in mass credential-stuf f ing attacks. 

Holiday Discount Sales on Stolen Credit Cards Fuel Threat Actor Activity
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During holiday season, threat actors seek to purchase credit card details such as CVV numbers, sold
on darkweb that helps them in f raudulant purchases. The post below is f rom darkweb that is of fering
to sell credit card details to interested buyers. Threat actors of ten of fer these compromised card
datasets at discounted prices during major shopping events like Black Friday, using seasonal
promotions to attract more buyers. These limited-time “holiday deals” not only increase sales but
also provoke other threat actors to stock up on card data, further amplifying f raud activity during
this period.

Holiday-Season Surge in Stealer Logs

Stealer logs are datasets generated by infostealer malware that captures sensitive information
from compromised endpoints, including browser-stored credentials, session cookies, autof ill data,
email logins, crypto-wallet details, and system f ingerprints. During the busy holiday shopping season,
users of ten log into multiple E-commerce platforms, increasing their exposure to threats.
Cybercriminals leverage this data to take over accounts or sell it  to other malicious actors for
f inancial exploitation.

Stolen Accounts/Credentials on Darknet Marketplaces (Russian and Exodus)

After exf iltration of  credentials, threat actors aggregate and sell these logs on Darknet
marketplaces such as Russian Marketplace and Exodus Marketplace. On these platforms, the
stealer logs are indexed by domain, sector, geography, or account type. These marketplaces
operate with commercial-style features (reputation systems, f ilters, automated delivery), lowering
the skill barrier for actors seeking ready-made access to compromised accounts.

The availability of  stealer logs on these marketplaces directly enables threat actors to perform
successful cyberattacks such as account takeover (ATO), f raud, credential-stuf f ing, and session
hijacking, particularly when active cookies are included. Monitoring these marketplaces provides
defenders with visibility into exposure levels, emerging malware families, and targeting trends, with
retail and E-commerce credentials remaining a f requent component of  circulated datasets. 

Mass Stealer Log Dumps on Sale 

Across Darknet marketplaces, numerous threat actors continue to share large volumes of  stealer
log dumps. These logs are parsed and categorized by threat actors based on specif ic targets, in this
case, retail and E-commerce platforms.

Our research, based on the data obtained f rom the past three months primarily involving major E-
commerce platforms reveals availability of  a total of  1.57M stolen account credentials.
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E-commerce Platform Vulnerbilities

Threat actors plan to exploit crit ical 2025 vulnerabilit ies af fecting E-commerce platforms. They
often approach to leverage weaknesses in input validation, authentication bypass, and API
exposures to gain init ial access, escalate privileges, and maintain persistent control of  targeted E-
commerce environments.

For example, the widely exploited CVE-2025-54236 ("SessionReaper") in Adobe Commerce/Magento
uses crafted requests against improperly validated REST API endpoints. Exploiters uses the
backdoors to execute arbitrary commands, extract data, manipulate orders, and maintain
persistence on compromised stores.

Similarly, for the Clop ransomware exploited CVE-2025-61882 in Oracle E-Business Suite (EBS), threat
actors exploit authentication and input validation weaknesses to perform unauthenticated remote
code execution. This enables attackers to steal sensitive order, customer, and inventory data and
deploy ransomware, massively disrupting E-commerce backend ERP systems.

Across platforms, attackers also target API authorization weaknesses and third-party supply chain
integrations, injecting malicious JavaScript (Magecart-style attacks) to skim payment data or
performing credential stuf f ing attacks to hijack user accounts. Combined with cross-site scripting
(XSS) vulnerabilit ies, adversaries gain credentials and execute unauthorised actions, further
compromising ecommerce business operations and user data integrity.

An overview of  exploited and crit ical vulnerabilit ies in E-commerce platforms throughout 2025 is
shown in the following table:

CVE/Issue Platform(s) Impact CVSS
Score
(NVD/CNA)

Threat Campaign &
Notes

Known
Exploited
Vulnerabilit ies

CVE-2025-
54236

Adobe
Commerce
(Magento)

Improper input
validation leading to
session takeover
and RCE via webshell
uploads

9.1
(Crit ical)

Over 250 Magento
stores compromised,
persistent backdoors
and data theft, low
exploit complexity

CVE-2025-
61882

Oracle E-Business
Suite (EBS)

Unauthenticated
RCE, data theft , and
ransomware
extortion

9.8
(Crit ical)

Clop ransomware is
exploiting Oracle EBS
z ero day, severely
disrupting
ecommerce ERP
backend

Notable
Vulnerabilit ies

CVE-2025-
62416

Bagisto Server-Side
Template Injection
(SSTI), potential RCE

6.8
(Medium)

 Potential for remote
code execution through
crafted template input

CVE-2025-
27130

Welcart Untrusted PHP
object
deserialization
leading to RCE

8.8 (High) Vulnerability to remote
code execution via
unserialized data
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CVE/Issue Platform(s) Impact CVSS
Score
(NVD/CNA)

Threat Campaign &
Notes

CVE-2025-
11457

EasyCommerce
WordPress plugin

Privilege escalation
via REST API abuse

9.8
(Crit ical)

Plugin currently closed
for review, no active
exploitation observed

CVE-2025-
47569

Woo Commerce
Ultimate Gif tcard
plugin

Exploitation could
allow attackers to
manipulate or
exf iltrate sensitive
database
information

4.3
(Medium)

Signif icant security risk
to WooCommerce-
based online stores.

CVE-2025-
54263

Adobe
Commerce
(Magento OSS)

Improper access
control, privilege
escalation

8.1 (High) Low privileged users
may bypass restrictions

CVE-2025-
12333

Code-projects E-
commerce
Website

Cross-Site Scripting
(XSS) in supplier
input f ields

6.1
(Medium)

No patch available; risk
of  session theft and
data manipulation

CVE-2025-
62417

Bagisto Spreadsheet
formula input
leading to logic
f laws/injection

7 .8 (High) Potential injection or
privilege escalation risk

CVE-2025-
47577

TI
WooCommerce
Wishlist plugin

Impacting the TI
WooCommerce
Wishlist plugin for
WordPress

10
(Crit ical)

Unrestricted Upload of
File with Dangerous
Type vulnerability in
TemplateInvaders TI
WooCommerce Wishlist
allows Upload a Web
Shell to a Web Server

CVE-2025-
24434

Adobe
Commerce

Incorrect
Authorization
vulnerability that
could result in
Privilege escalation

9.1
(Crit ical)

An attacker could
leverage this
vulnerability to bypass
security measures and
gain unauthorized
access

CVE-2025-
54264

Adobe
Commerce 

Cross-Site Scripting
(XSS) vulnerability
that could be
abused by a high-
privileged attacker
to inject malicious
scripts into
vulnerable form
f ields

8.1 (High) Attacker can abuse this
to achieve session
takeover, increasing the
conf identiality, and
integrity impact to high

Security
Weakness
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CVE/Issue Platform(s) Impact CVSS
Score
(NVD/CNA)

Threat Campaign &
Notes

Magecart JS
Injection

Multiple
platforms
(Magento,
WooCommerce,
Shopify, etc.)

Payment skimming
via malicious
JavaScript injection

8.0 (High) Ongoing widespread
attacks stealing credit
card information via
checkout page
compromises

API
Authoriz ation
Weakness

Multiple
platforms
(Magento,
WooCommerce,
Shopify, etc.)

Account/data
breaches, f raudulent
order manipulation

8.0 (High) Exploitation of  API
misconf igurations in
omnichannel
commerce
environments

Credential
Stuffing &
Fraud

Multiple
platforms
(Magento,
WooCommerce,
Shopify, etc.)

Account takeovers
and f inancial f raud

8.0 (High) Widespread
automated attacks
targeting user
credentials and BNPL
abuse refer to large-
scale bot-driven
attempts to steal login
details and exploit "Buy
Now, Pay Later" services
for f raudulent
purchases.

Attack Preparation

Attack Preparation is the pre-attack phase where adversaries assemble everything needed to turn
intent into action. It  includes sourcing credentials and accounts, acquiring hosting/proxy/illicit
resources, building or buying tooling, and setting up distribution channels (phishing kits, smishing/SMS
platforms, etc.) . Actors also prepare distribution channels such as phishing mailers, bulk
SMS/spoofed-call platforms, skimmer services, and establish a marketplace presence to buy or sell
tools, stolen data enabling rapid and large-scale holiday-season scams.
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Available Tools leveraged by Threat Actors during Holiday Season

During the holiday season, threat actors rely on a range of  technical enablers that help them
automate and scale their campaigns. These include credential checkers used to validate stolen
accounts, AI-driven brute-force and f raud tutorials that outline cash-out methods. During the
holiday rush, these tools let actors scale attacks quickly and ef f iciently, taking advantage of
increased online activity and hurried shoppers.

WooCommerce login checker used to validate stolen credentials across plugins
AI-powered login brute-force tool f ramework for large-scale account compromise
Tutorial to cashing out balance f rom E-wallets. 

WooCommerce login checker used to validate stolen credentials across plugins

Attackers run such checkers on breached credential lists to extract high-value, actionable logins for
site takeover, malware deployment, or payment-f raud routes. These tools automate the testing of
stolen usernames and passwords across platforms to f ind working accounts. Below is the post
shared on a cyber criminal forum for a credential-validation tool that automates login attempts
against WordPress/WooCommerce and common plugins (FTP/SMTP/File Manager) to identify working
credentials.

Advanced AI-based brute-force attack framework

AI-driven tools automate brute-force attacks on login forms, mimicking human behavior to evade
detection. A post advertised Brute ForceAI, letting attackers rapidly compromise accounts when
online shopping activity peaks.

This AI-powered tool automates brute-force attacks on login forms. It  leverages Large Language
Models (LLMs) to analyze web pages and identify form elements automatically. The tool then
executes multi-threaded brute-force and password spray attacks with human-like behavior,
including random delays and timing variations to avoid detection. 
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Tutorial to cashing out balance from E-wallets

Threat actors were seen posting a detailed guide on cashing out Amazon balances, showing ways to
convert gif t  card balances, Amazon Pay balances, and refund credits into usable funds outside
Amazon. It  explains the types of  balances and how each af fects cashout options, while highlighting
risks, rules, and strategies some of  which may violate Amazon’s terms of  service.

While it  references legitimate options like Amazon reloadable debit cards, the broader purpose of
such posts is of ten to teach scammers how to bypass normal purchasing restrictions, enabling
unauthorized resale, laundering, or monetization of  stolen Amazon balances.

Available Services supporting Attacks during Holiday Seaon

Threat actors depend on a broad set of  outsourced services that provide the inf rastructure
required to run and monetize their operations. These services include anonymous hosting, proxy and
VPN providers, SIP-spoofed telephony, smishing and bulk-SMS platforms, SEO manipulation for
malicious sites, website cloning of ferings, E-commerce snif fer installation, and marketplaces
sell stolen gif t cards. These services allow threat actors to distribute phishing content, hide their
identity, host fake storefronts, intercept payment data, and monetize stolen assets.
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During the holiday period, such services enable rapid, large-scale f raud with minimal technical skill.

Acquisit ion of  illicit  hosting websites and plugins to support spam campaigns
Bulk purchase of  proxies, VPNs, and mobile data for anonymity and evasion
SEO Services to Amplify Visibility of  Fake Websites
Automated SIP service advertising spoofed caller IDs and global bulk call spam
Bulk SMS spam panel of fering f lexible sender ID and worldwide targeted campaigns
Website cloning services for E-commerce platforms 
Access to legitimate websites providing gif t cards
Fake of ferings of  f raudulent gif t-card generation
AI-powered tool for automated phishing with low spam detection
Snif fer installation on Content Management System (CMS)-based stores

Acquisition of illicit hosting websites and plugins to support spam campaigns

On cybercriminal forums, threat actors usually of fer pre-conf igured hosting websites for phishing,
malware, or C2 servers. The post below advertises instant-setup VPS and Windows RDP with full
root/admin access, DDoS protection, crypto payment options and claims of  privacy, positioned to
appeal to threat actors. Such of ferings are used to host phishing pages, store payloads, run
credential-checkers, or act as C2 servers, anonymous payment and instant deployment.

Bulk purchase of proxies, VPNs, and mobile data for anonymity and evasion

Threat actors openly advertise bulk resources like 4G/LTE proxies, VPNs, mobile SIMs, and pre-
conf igured domains, hosting, and plugins on marketplaces. These ready-made inf rastructure let
attackers automate campaigns, evade detection, and scale operations without technical setup.
These deals and pre-staged tools suggest preparation for sustained or repeated attacks.
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SEO Services to Amplify Visibility of Fake Websites

During the holiday period, SEO manipulation and marketing assets help malicious pages to increase
visibility in search results. Attackers use these services to drive traf f ic to phishing sites and fake
storefronts targeting holiday shoppers.

In the post below, a digital-marketing/SEO provider boosts high rankings for keywords and shows
search-engine-results-page (SERP) snapshots, services that can be abused to surface malicious
landing pages, phishing sites, or fake storefronts via search-engine manipulation (SEO poisoning).
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Automated SIP service advertising spoofed caller IDs and global bulk call spam

SIP panels allow attackers to spoof  caller IDs and make mass voice calls globally, supporting large-
scale social engineering or f raud campaigns. Threat actors were observed advertising Limitless SIP
highlighted coverage in 190+  countries, enabling attackers to run holiday-season vishing campaigns
with minimal setup and high operational reliability.
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Bulk SMS spam panel offering flexible sender ID and worldwide targeted campaigns

Platforms of fering bulk SMS with f lexible sender IDs and automated dashboards enable large-scale
smishing campaigns. During the holiday period, a SpamSMS.cc listing provide bulk SMS services with
f lexible sender IDs, worldwide reach (70+  countries), and crypto payments.

Website cloning services for E-commerce platforms

Website cloning involves creating an exact replica of  a legitimate site including its design, content,
and functionality of ten hosted on a malicious domain. Threat actors are selling 'Free Review Copy'
and 'website cloning' services access to insert backdoors or manipulate content on high-traf f ic E-
commerce sites. While marketed as a legitimate service, attackers can exploit this to gain admin-
level access to websites, enabling backdoor insertion, content manipulation, or unauthorized control
over client sites.
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Access to legitimate websites providing gift cards

Threat actors sell access to legitimate websites that provide gif t cards. Such access can be
exploited to obtain gif t cards for unauthorized use or resale, enabling f raudulent purchases and
f inancial abuse.
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Fake offerings of fraudulent gift-card generation

During the holiday season, gif t  card scams become prevalent as attackers exploit the surge in online
shopping and digital gif t ing. Threat actors on underground forums sell access to Xbox gif t card
generators, and f resh batches of  unused Xbox gif t codes. These resources allow scammers to
quickly defraud victims, either by reselling the cards, laundering funds, or using them to make
unauthorized purchases.
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AI-powered tool for automated phishing with low spam detection

AI-driven phishing tools automate targeted email campaigns, mimicking legitimate patterns to
evade detection. A forum post promoted such a mailer for holiday campaigns, enabling attackers to
ef f iciently harvest credentials f rom shoppers rushing to buy seasonal deals. The post promotes an
AI-powered phishing mailer designed to automate the delivery of  phishing and spam emails with
minimal risk of  detection.

Sniffer installation on Content Management System (CMS)-based stores

E-commerce Snif fers are used by attackers to inject malware (skimmers) into online stores. This is a
post observed on cybercrime forums which advertises a skimmer installation service for CMS-based
online stores, highlighting an af f iliate program, guaranteed installation within 12 hours, dashboards
for tracking stolen data, and ongoing backdoor access. It  supports popular platforms such as
Magento, WordPress, OpenCart, and PrestaShop, and of fers f lexible payment options for threat
actors.

 

 FortiReconDownloaded by :



Monetization

The holiday season’s surge in digital commerce brings a parallel rise in cybercriminal monetization
activit ies, where threat actors seek to convert compromised data and access into f inancial gain.
This phase is characterized by the resale of  stolen credentials, cookies, and administrative access to
E-commerce platforms, along with the distribution of  breached databases within underground
markets. Attackers exploit the seasonal inf lux of  shoppers and merchants to maximize prof its,
leveraging large-scale data compromises and targeted access listings to enable f raud, account
takeovers, and secondary exploitation. In parallel, specialized networks emerge to recruit individuals
for cash-out operations, facilitating the laundering of  funds obtained through these cyber-enabled
schemes.

Sale & Trade

Dark web activity targeting E-commerce platforms has increased ahead of  the holiday season, with
threat actors selling stolen browser session data, customer records, and even administrative
access to retail systems. These listings enable unauthorized account access and potential
exploitation of  payment and customer information, creating elevated risks of  f raud and disruption
during peak shopping periods.

Stolen E-commerce Website Login Data Marketed f rom Stealer Logs
Selling of  E-commerce database
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Large-scale data breaches fueling seasonal f raud ecosystems
Sale of  compromised shopper and merchant data f rom E-commerce sites

Selling of  admin access of  E-commerce website
Recruitment for Cash-Out Services

Stolen E-commerce Website Login Data Marketed from Stealer Logs

Threat actor sell stolen browser session data (cookies) harvested f rom stealer logs, enabling buyers
to access E-commerce accounts without passwords or two-factor authentication (2FA). Below is an
of fering of  Amazon account cookies inclusive of  two-factor authentication details for account
access. These accounts reportedly have active purchase histories with 2 to 100 orders placed in
2025. This method bypasses traditional login security, facilitating illicit  account takeover and sales
during the holiday shopping surge. This data is valuable for f raudulent transactions and further
monetization. 

Selling of E-commerce Database

Large-scale data breaches fueling seasonal fraud ecosystems

Leaked customer and company data empowers attackers to scale credential f raud and
impersonation at peak holiday activity. Below is an example of  a listing advertising the breach of
WooCommerce data af fecting 4.4 million websites, leaking customer and business details for sale
through private Telegram channels.

Sale of compromised shopper and merchant data from E-commerce sites
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Threat actors monetize holiday-related data breaches by selling customer records and credentials
f rom E-commerce platforms, as these leaked datasets can support f raud, phishing campaigns, and
account takeovers during the high-traf f ic holiday period. The post below lists the full customer
database of  Yellowshop.es, containing over 188,000 customer details, including payment tokens and
contact information f rom 2022.

Selling of admin access to E-commerce website

Listings of fering administrative or FTP access to high-revenue E-commerce companies ref lect a shif t
toward direct exploitation and long-term monetization, as such access could enable large-scale
data theft , payment skimming, or ransomware deployment to disrupt peak shopping traf f ic. A dark
web of fer advertised admin-level FTP access to a major U.S. sportswear retailer with $6.5B in
revenue, including payment and corporate server data.

Conclusion
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The holiday season brings a surge in online shopping, creating opportunities for cybercriminals to
exploit increased traf f ic and transactions. Threat actors use phishing campaigns, stolen data sales,
and vulnerabilit ies in E-commerce platforms to target both shoppers and businesses. This report
highlights the signif icant risks posed by malicious holiday-themed domains, compromised E-
commerce accounts, and the availability of  tools such as phishing kits, snif fers, and card dumps that
facilitate large-scale f raud.

These f indings emphasize the need for vigilance f rom both consumers and organizations. Shoppers
must exercise caution and adopt safe online practices, while businesses should implement
proactive security measures, including regular system updates, vulnerability assessments, and
customer education about potential threats.

As cyber threats continue to evolve, cooperation between security vendors, businesses, and users is
crit ical to staying ahead of  attackers. By following recommended security measures, both
individuals and organizations can reduce exposure to online threats, ensuring a safer holiday
shopping experience. With awareness, preparation, and the right precautions, the festive season
can remain a time of  enjoyment rather than risk.

Recommendations

Recommendations for Users:

Verify URLs: Always double-check the website address before entering sensitive information.
Look for typos or unusual domains.

Use Secure Payment Methods: Avoid direct bank transfers. Use credit cards or trusted payment
gateways with f raud protection.

Be Cautious with Of fers: Avoid clicking on suspicious links in emails or SMS, even if  they appear to
come f rom legitimate sources. To add an extra layer of  security, enable multi-factor
authentication (MFA) and use it  on all accounts.

Monitor Financial Activity: Regularly check your bank and credit card statements for
unauthorized transactions.

Avoid Public Wi-Fi: When shopping online, use secure and private networks to reduce the risk of
session hijacking.

Recommendations for Businesses:

Strengthen Security Posture:

Enforce HTTPS Everywhere: Make sure that HTTPS is used for all site traf f ic, including login
and session pages, in order to encrypt cookies and guard against attacker interception.

Keep ecommerce platforms, payment gateways, and  sof tware up to date to reduce
vulnerabilit ies.

Keep all E-commerce platforms and plugins updated.

Implement Advanced Fraud Detection: Deploy tools that detect unusual login attempts,
brute-force attempts, and fake traf f ic.
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Monitor Domain Registrations : Keep track of  deceptive domains impersonating your brand
and report them to the relevant authorit ies.

Educate Customers:

Inform shoppers about identifying phishing attempts and ensuring safe online shopping.

Encourage purchasing gif t cards only f rom trusted  sources and avoid sharing gif t card
details or codes.

Secure Admin Panels:

Use strong passwords and limit access to crit ical systems.

Deploy multi-factor authentication, especially for administrative and user accounts to
prevent account takeovers.

Regularly monitor login attempts for suspicious activity.
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