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Unpacking Cyber Resilience

Foreword

Sadie Creese

Professor of Cybersecurity;
Director and Technical Board
Chair, Global Cyber Security
Capacity Centre, University
of Oxford

Resilience in the face of cyber risk is a critical
objective for any organization dependent on
digital technologies and data. This places it on the
radar for almost all business leaders in 2024. The
globalization of our supply chains, the complexity
of technology stacks and the continued appetite
to innovate with digital have led to continued
aggregation of systemic cyber risk.

Effective cyber resilience is complex. How we
achieve it and the controls we use are highly
context dependent; what works in the face of one
type of threat may not work as well for another. For
example, defending against ransomware is very
different from defending against denial of service,
and defending against accidental failures in a
system requires different solutions from defending
against a malign threat actor seeking to attack for
reasons of sabotage, theft or financial gain.

Business or mission priorities should guide decisions
on which response strategies to take in the face of
attack. What to address first and how? What can be
switched off, and what must stay operational even if
services are degraded? Who is allowed to continue
accessing the system, and who must be denied
further access until the incident is resolved? How
much of the business infrastructure is affected?

Akshay Joshi

Head, Centre for
Cybersecurity, World
Economic Forum

—

We practise cyber resilience to achieve business
resilience. Numerous international standards
and frameworks stand out as examples of

good cybersecurity practice that can guide our
investments. However, handling an incident and
making decisions that best suit the operational
context require practical actions. In an era with
significant capacity gaps in the workforce’s cyber-
risk management skills, there is an urgent need
to learn the lessons from the front lines and to
systematize and share them in order to raise the
general baseline.

This white paper unpacks the concept of cyber
resilience, an important precursor to understanding
effective action. Organizations need to consider their
cyber-resilience levels from a holistic perspective,
including the processes involved in case of a cyber
incident and its impact on the tangible and intangible
assets, as well as assessing how different areas

of the business are affected and which processes
should be in place to reduce panic and facilitate
fast decisions in stressful moments. The challenge
of building a cyber-resilient ecosystem can seem
overwhelming, but learning from cybersecurity
experts is the first step in breaking down barriers
and taking effective actions towards a cyber-
resilient society.

Unpacking Cyber Resilience 3



Executive summary

Cyber resilience matters.

Cyber risks are among an organization’s highest
priorities, and the threat keeps increasing, a fact
that has been highlighted by the World Economic
Forum’s Global Risks Report since early 2020.

The challenge is dynamic. The evolution of the
digital landscape and infrastructure, driven by
the disruption of connectivity and emerging
technologies, has vastly complexified the threat
landscape and the cyber risks organizations face.
Recognizing that individuals and organizations
cannot prevent all malicious attacks or cyber
failures, while embracing the opportunities

that digitalization brings, has led to the rise of
cyber resilience.

The digital transformation continuously reshapes
and evolves businesses and governments. The
primary goals and objectives of organizations

are often supported by business processes

that are critically reliant on digital technology,
commonly without any analogue alternatives.
While primary goals and objectives will differ
between organizations, they will always include the
protection of critical service delivery, stakeholder
confidence and the principle assets that underpin
value and position in the market. Achieving true
cyber resilience is fundamentally a leadership issue,
and is paramount to retaining shareholder value.'

Cyber resilience is an organization’s ability to
minimize the impact of significant cyber incidents

on its primary goals and objectives.

This paper is the result of collaboration between the
World Economic Forum, the University of Oxford
Global Cybersecurity Capacity Centre and a working
group of industry cyber leaders who came together
to unpack cyber resilience and provide a broader
strategic definition that considers a wide array of risk
scenarios key to an organization’s primary goals and
objectives. These include risks arising from supply-
chain disruptions, attacks on trust and reputation
and legal liabilities from data breaches.?

It is imperative that organizations prepare for
significant cyber incidents. Continuous investment
in cyber-resilience capabilities enables organizations
to maintain their primary goals and objectives

in the face of cyberattacks and other cyber
incidents, making sure their growth potential is
undamaged. This entails ensuring that operations
can be recovered, the impact on internal and
external stakeholders ameliorated, financial

and trading performance restored, tangible and
intangible assets protected and new potential for
growth unlocked.

Organizations need to develop adaptable strategies
and use shared insights from the practical
experience of industry peers to navigate the
complexities of the cyber landscape. Proactive
collaboration and continuous learning will play a
vital role in delivering cyber resilience.
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@ Investing in
cyber resilience
reduces the
economic costs
of cyber events,
while contributing
to improvement in
an organization’s
reputation.

Why cyber

resilience matters

To thrive in the digital age, organizations must
prioritize cylber resilience as a strategic leadership
ISsue, enabling them to protect core business
objectives and promote long-term growth.

The scale, scope and significance of online
connectivity is a defining feature of the digital
age. Close to 70% of the world’s population can
access the internet and online services,® and
digital technologies and processes have become
central to everyday life as well as to the work of
governments, businesses and societies globally.

Cyber resilience matters and, as this white
paper sets out, achieving true cyber resilience is
fundamentally a leadership issue.

The very centrality of digital systems and services to
the economy and society means that organizations
and individuals can experience significant harm

or losses should these systems be compromised.
What constitutes a significant cyber incident varies
for each organization, but is generally one that

has the potential to severely affect its operations,
finances or reputation.

Damage to integrity — accuracy of information —
whether due to sabotage or accidents, can have
ramifications for entire business ecosystems and
supply chains. Undermining confidentiality — a lack
of restrictions on information access and disclosure
— can endanger individual privacy and compromise
intellectual property restrictions and the government’s
national security protections. Service instability and
lack of availability — unreliable access to and use

of information by authorized parties — can result in
reduced revenues and in critical environments can
cause important functions to fail. What is more,
frequent failures of this kind could erode confidence
in the role of digital transformation in society.

For these reasons, governments and businesses
are becoming increasingly aware of the need to
maintain and secure digital systems and to limit
the impact of cyber incidents on their primary
goals and objectives, whether caused by technical
glitches, accidents, unplanned shutdowns or
natural disasters.

With socio-technological advances and increasing
dependence on cyberspace and the digital
technologies that underpin it, the understanding
of the practice of cybersecurity has evolved from

a focus on basic security controls to prioritizing
information security and assurance and increasingly
cyber resilience. In today’s rapidly shifting technology
and threat landscape, organizations need to operate
on the basis that significant cyber incidents will
occur. Those cyber incidents have the capacity not
only to take down a computer or device but also to
disrupt an entire organization and significantly affect
society. Therefore, keeping a business operating
effectively, making it resilient in the face of disruption,
must include achieving cyber resilience.

Being cyber resilient enables an organization to
minimize the impact of significant cyber incidents
on its primary goals and objectives, allowing it to
maintain critical services, safeguard stakeholder
confidence and protect strategic value.

Thinking about cyber resilience in these terms
underlines the point that it is about more than
just restoring business-as-usual operations. An
organization’s primary goals and objectives could
include its ability to deliver critical services, to
maintain market share, to increase shareholder
value, to build confidence in the brand, among
other things; in other words, everything that is
required to sustain the health of the organization.

However, cyber resilience is not just a protective
control. The cyber-resilient digital transformation
of businesses and societies has the potential to
drive entrepreneurial innovation, productivity and
economic growth. To securely and sustainably
capitalize on digital opportunities, organizations
must prioritize cyber resilience, not just as an IT
matter but as a core strategic issue.

Investing in cyber resilience reduces the

economic costs of cyber events (data breaches
and intellectual property loss, for example), while
contributing to improvement in an organization’s
reputation (fulfilment of customer requirements and
branding secure products, for example).* Moreover,
by some estimates, more resilient companies
generate shareholder returns that are around 50%
higher than those of their less resilient peers.®
Failing to build cyber resilience can disrupt business
operations and even lead to the organization’s
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® A cyber-aware
boardroom is far
better prepared to
handle incidents,
to minimize losses
and to oversee
the delivery of

an organizational
culture of cyber
resilience.

collapse.® The impact on small and medium-sized
enterprises (SMEs) can be particularly severe, with
some estimates suggesting that 60% of SMEs
falling victim to a cyberattack close down within
six months.”

Leadership plays a crucial role in driving cyber
resilience throughout an organization. It requires
more than just a capable cybersecurity team;

it demands a culture in which cyber resilience

is prioritized in key decisions made at the top.
Effective leaders actively engage with cybersecurity
strategies, recognizing that it is a core business
function just as vital as legal and financial issues,
and that managing operational risks will inherently
require a component of cyber risk. A cyber-aware
boardroom is far better prepared to handle incidents,
to minimize losses and to oversee the delivery of an
organizational culture of cyber resilience.

Board of director organizations from around

the world including the National Association of
Corporate Directors in the United States, the
European Conference of Directors’ Associations,
the Japanese Business Federation and others have
recently released guidance advocating for a more
comprehensive view of cybersecurity that promotes
a more resilience-based understanding of the issue.?

Moreover, independent research from the World
Economic Forum, the Massachusetts Institute of
Technology (MIT) and PricewaterhouseCoopers (PwC)
has documented that this broader construction of
what counts as effective cyber practice at the board
level results in significant security outcomes, including
better cyber-risk management and closer alignment
of cyber issues with business outcomes, enabling the
development of a culture of security and potentially
reducing cyber events by as much as 85%.%°

By building and exemplifying a cyber-resilience
mindset, promoting proactive approaches, staying
informed on emerging threats and understanding
the broader business impact of cyber risks, top
executives can ensure that their organizations remain
resilient and well prepared for potential challenges.

The concept of cyber resilience might appear to be
common sense, but it has not always been given
the priority it requires. Businesses and governments
struggle to minimize the impact on their primary
objectives and deliver their services in the face of
cyber incidents. Resilience is far too important to be
left to chance, yet too many organizations have fallen
short in their preparations. This highlights the need
to fully unpack the concept of cyber resilience and
develop a common understanding of its significance.
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2.1

® A shift of focus
from cybersecurity
to the broader
concept of cyber
resilience is
changing front-line
practices in leading
organizations.

Unpacking cyber

resilience

Cyber resilience is an organization’s ability
to minimize the impact of significant cyber
Incidents on its primary goals and objectives.

In today’s digital landscape, understanding the
concept of cyber resilience and its scope is crucial
for organizations aiming to safeguard their operations
and reputation. Cyber resilience is defined as an
organization’s ability to minimize the impact of
significant cyber incidents on its primary goals

and objectives. This approach encourages them to
consider the many ways in which they are vulnerable
and how they can limit the potential impacts — whether
these arise from their use of information or operational
technology, or from the use of digital technology by
others in their supply chain or wider ecosystem.

The evolution of cyber resilience

Cybersecurity encompasses a wide spectrum of
practices, from the protection of data, information
and networks to detection and mitigation of
cyberattacks, as well as less technical concepts
relevant to risk management and the development
of policies and legislation. It is now considered
fundamental to the development of digitalized
economies. 213

In tandem with the digital revolution, cybersecurity
has evolved into a multifaceted field and become a
point of attention in various disciplines. In the past
15 years in particular, cybersecurity has been on
the front pages of newspapers, in online articles
and on social media due to the rising number of
material cyber incidents. Of course, the threat itself
has existed for much longer than that, with the first
experimental development of a computer worm
dating back to 1971.%

While cyber resilience has been practised by

more sophisticated professionals and more highly
regulated sectors since the 2010s, it has emerged
as a mainstream concept far more recently. The
increasing damage caused by disruptive attacks
and data breaches to the core operations of victim
organizations, along with substantial harm to their
reputations and financial performance, has brought
cyber resilience to the attention of boards of directors
in most sectors of the economy. This realization has
created a shift of focus from cybersecurity to the
broader concept of cyber resilience and is changing
front-line practices in leading organizations.

Describing the journey from data security to cyber
resilience sheds light on the evolution of threats and
challenges posed by the digital era and highlights
how cybersecurity practices have been shaped to
protect society from these threats.

Unpacking Cyber Resilience 7




FIGURE 1 ‘ The evolution from information security to cyber resilience

© 1960s

The computer and
data security era

The first computer
network ARPANET
comes into use, marking
the emergence of the
concepts of information
and network security and
the CIA (confidentiality—
integrity—-availability) triad.

Growth of cyberattacks

© 1990s

The information
security era

The web opens to the
public in 1991 and
comes into general use
in 1993. This rapid
expansion of
connectivity reinforces
the importance of
information security.

©2000s

The information
assurance era

The web becomes

integral to business life.

Steps are taken to
protect information
systems such as
computer and network
systems.

©2010s

The cybersecurity
era

Expanded connectivity,
mobile devices, the
internet of things (loT),
big data and cloud
services create new
vulnerabilities, leading
to the emergence of the
term “cybersecurity”.

©2020s

The era of the
rise of cyber
resilience

Large-scale data breaches

and supply-chain attacks,
and the widespread
adoption of emerging
technologies leads to the
rise of cyber resilience as
a business enabler.

Theft by computer
(1960), early evidence
of criminals exploring
vulnerabilities to steal
and compromise data
from shared resources.

The Creeper virus
(1971), the first
computer virus, affected
all 28 machines running
the TENEX operating
system.

The Morris worm (1988)
caused widespread
damage, deleting the
resources of 6,000
machines.

The Melissa virus
(1999) overloaded the
email servers of more
than 300 businesses
and government
agencies, causing $80
million in damage.

The ILOVEYOU virus
(2000) caused
significant disruption
and $15 billion in
damage worldwide.

Note: lllustrative view, not exhaustive.

The US Department
of Defense (DoD) and
NASA hack (2000)
placed NASA systems
offline for 21 days.

The Slammer worm
(2003) caused a denial
of service affecting
internet hosts and
slowing the internet,
while infecting more
than 75,000 victims in
less than 10 minutes.

The Estonia
cyberattack (2007)
where a series of
targeted attacks took
down Estonian banks,
media outlets and
government bodies.

Source: Analysis by the World Economic Forum and the University of Oxford

2.2

Stuxnet (2010) was the first
attack targeting industrial
control systems (ICS) to have
physical consequences.

The Sony PlayStation hack
(2011) stole 77 million
account holders’ personal
information.

Shammon malware (2012)
affected several IT machines,
disrupting industrial
operations for more than
two weeks.

BlackEnergy (2015) targeted
Ukraine’s power grid, causing
significant power outages.

Triton (2017) was a malicious
code that disabled safety
systems to prevent industrial
and physical accidents,
costing $1 trillion.

NotPetya ransomware
(2017) cost multiple large
organizations more than
$10 billion.

WannaCry ransomware
(2017) infected more than
230,000 computers, causing
billions of dollars of damage.

The Equifax data breach
(2017) affected 143 million
customers and cost $1.4
billion in recovery.

Solarwinds (2020)
supplied malicious code
to 18,000 customers,
with 11% of revenue lost.

The Irish Health Service
Executive attack (2021)
caused disruption for
several months, with a
total response cost
exceeding €100 million.

Colonial Pipeline
ransomware (2021)
crippled fuel supplies to
50 million Americans for
11 days, costing $4.4
million and brand
damage.

Log4J (2021) peaked at
100 attacks every minute,
affecting more than 40%
of all business networks
globally.

The Okta data breach
(2022) affected 366
customers in just five
days (16-21 January),
leading to a $2 billion
market cap loss.

The MOVEit transfer
data breach (2023)
affected 94 million users,
more than 2,500
businesses and caused

© 2030s...

Future era
of disruptive
technologies

Al, quantum
and beyond...

QI

more than $10 billion
in damage.

The concept of cyber resilience

Cyber resilience is not the same thing as
cybersecurity; however, cybersecurity is essential
to achieving cyber resilience.

Numerous definitions of cyber resilience exist (see
Section A2 of the Appendix). Of these, the most
relevant for the purposes of this paper is that
provided by the National Institute of Standards
and Technology (NIST), namely: “The ability to
anticipate, withstand, recover from and adapt

to adverse conditions, stresses, attacks or
compromises on systems that use or are enabled
by cyber resources. Cyber resiliency is intended to
enable mission or business objectives that depend
on cyber resources to be achieved in a contested

cyber environment.”'® Even here, the use of the
term “cyber” as in “cyber resources” and “contested
cyber environment” is open to interpretation and
could lead organizations to take too narrow an
approach to managing their risk exposure.

When considering cyber resilience, it is important
to take a broad view of what cyber risk is. Cyber
risk can refer to any risk that arises from an
organization’s use of information services and
digital technology or from their use by others in
the supply chain or within the wider business
environment. The advantage of this definition is
that it allows for a wider range of “cyber”-related
risk scenarios.

Unpacking Cyber Resilience 8



@ Ultimately,

there is no such
thing as 100%
cybersecurity.
Organizations need
to act on the basis
that significant
cyber incidents

will occur.

For example:

— Impacts that might arise from cyber events
in an organization’s wider supply chain (such
as disruption to a critical service on which the
organization depends — this need not be a
digital service)

— Impacts other than operational business
interruptions; for example, legal and financial
liabilities arising from data breach or loss of
integrity in data for which the organization is
accountable

— Risks related to the manipulation of the
cyber domain; for example, promotion of
disinformation about an organization or misuse
of an organization’s online platforms to commit
financial fraud or incite crime

— Strategic and reputational risks associated
with a failure to demonstrate a duty of care to
customers, employees or other stakeholders

— Risks relating to operational technology as well
as to information technology

— Risks relating to human life (safety- and security-
critical systems)

Organizations need to consider the many ways in
which they are exposed to cyber risk and how they
can limit potential impacts — whether by investing
in operational cybersecurity controls, by changing
business processes or by taking steps to reduce
legal or regulatory liability. This might involve
ensuring that business-as-usual operations can
continue when system outages occur or limiting
the harm that could arise from a compromise to
the confidentiality of data. Cyber resilience focuses
on limiting the impact, which could be short-term
or long-term, operational or strategic, financial or
reputational or a combination of these factors.

Organizations also need to assess their exposure
to risks within the supply chain. Where it is not
possible to achieve the required level of assurance
of security and resilience within the supply chain, it
may be necessary to consider how dependencies
can be designed out or how incidents within the
supply chain can otherwise be contained. This
assessment will require a continuous monitoring of
the threat environment in order to understand the
likelihood of the supply chain being compromised.
When considering those risks, organizations will

also need to turn inwards and assess whether
supply-chain compromises could have severe
enough consequences to require strengthening
safeguards against these propagating risks.

Many organizations have well-developed business
continuity plans, which, in theory, should address
events such as IT outages or physical damage to
IT or operational technology (OT) infrastructure.
However, these plans must be thoroughly tested,
as cyberattacks can have qualitatively different
impacts on technology. The controls that might
be effective when handling a benign or accidental
failure may not be effective when dealing with
incidents caused by malign attacks. In the malign
case, the attack will very often include attempts
to prevent threat detection and system recovery.
For example, targeted attacks may intentionally
compromise multiple components and seek to
misdirect detection and recovery efforts, causing
standard fall-back arrangements (to a previously
secure posture) to fail.

Ultimately, there is no such thing as 100%
cybersecurity. Organizations need to act on the
basis that significant cyber incidents will occur. In
order to ensure that they can continue to deliver
their primary goals and objectives, organizations
need to be able to:

— Anticipate and plan for incidents, based on an
understanding of the threats they are exposed
to and the potential harms that could arise

— Design processes and establish contingent
capabilities that will place the organization in a
good position to absorb and recover from events

— Adopt information governance practices that
can limit the impact arising from confidentiality
breaches and data integrity compromises

— Learn from incidents affecting their own
organization and its peers and adapt to
strengthen the resilience posture — and perhaps
find even better ways to deliver business value

— Take a broad view of cyber risk and the many
different ways in which malign actors could
exploit cyberspace to cause harm to their
operations, profitability or reputation

This process is illustrated in Figure 2. Cyber-resilient

organizations are those that know how to “shrink
the V” or “shrink the circle”.
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FIGURE 2

Standard operations

Organizations resilient to cyber incidents minimize the impact on primary goals and objectives

Incident

Learn and adapt

Primary goals and
objectives on track

Time

Recover

Absorb

N\

Impact contained, goals and objectives
protected, growth enabled

Cyber-resilient businesses
can shrink the circle or the V

Source: Adapted by the World Economic Forum and the University of Oxford from Linkov, I., & Trump, B.D. (2019). The science and practice of resilience: Risk,
systems and decisions, Chapter 6. Springer. https://doi.org/10.1007/978-3-030-04565-4 6

® To achieve true
cyber resilience,
organizations must
actively collaborate
with external
parties, who have
a shared interest

in strengthening
the resilience of
the entire business
environment.

[t is important to define what recovery from an
incident means and to understand the range of
actions an organization must take to ensure that
the recovery is as swift and effective as possible.
Restoring systems and recovering data are clearly
part of this, as are maintaining critical services

and eventually regaining full operational capacity.
Recovery, however, also entails rebuilding reputation,
market share and customer trust, which can take
much longer and may even require the capacity

to surpass pre-incident performance levels. Some
companies will be able to shrink the circle and come
back stronger, while others may never manage to
recover fully. Organizations must take all of these
factors into account when evaluating what cyber
resilience genuinely means for them. Recovering the
underlying digital infrastructure may well not be the
organization’s highest priority when a major incident
occurs. Successful recovery will mean that:

— Operations are back up and running

— The impact on internal and external
stakeholders has been ameliorated

— Financial and trading performance is restored
— Strategic assets are protected

Only then are the organization’s goals and objectives
back on track, and opportunities arising from the

incident for enhancing the organization’s growth
potential will have been unlocked. Strategic assets
will include tangible assets such as IT and OT
infrastructure and other plant, and intangible assets
such as staff well-being and public reputation.

Organizations need to consider the range of plausible
scenarios that could affect them. It is important to
examine how the organization is connected (in both
the technical and business sense) to the surrounding
business environment. The external environment and
the potentially competing interests of stakeholders may
well constrain what is possible for the organization.
Likewise, some of the key measures to enhance cyber
resilience will extend beyond the organization itself.
To achieve true cyber resilience, organizations must
actively collaborate with external parties, including
suppliers, customers and other stakeholders,

who have a shared interest in strengthening the
resilience of the entire business environment.

The specific actions any organization takes will

vary depending on the context and will change over
time as the business context, threat and underlying
technologies evolve. There are, nonetheless, some
paths to success that can be illuminated by the
collective experiences and insights of peers — the
sharing of good practice on what works and how
to overcome barriers to success has motivated

this project. These are summarized in Section 3

of this paper.
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2.3

® Organizations

of all sizes and in
many industries
encounter
remarkably similar
resilience capability
challenges.

2.4

Cyber resilience includes IT and OT

Cyber resilience extends beyond IT resilience,
which focuses solely on maintaining IT operations

— the functioning of computers and networks that
store, process and transmit information — during
disruptions. Cyber resilience also encompasses the
resilience of OT, industrial control systems (ICS) that
operate, control and monitor industrial equipment
and processes, fundamental for ensuring the
continuation of industrial operations.

Although traditionally managed separately, there
has been an increasing convergence of OT and IT
environments, driven by the rapid adoption of cutting-
edge technologies such as big data, digital twins and
the internet of things (loT). While this convergence
offers benefits such as remote control, real-time
monitoring and enhanced operational efficiency, it
also introduces new vulnerabilities. Historically, many
OT environments were “air-gapped” — not connected
to the internet or external media; however, as they
merge with IT, they become vulnerable to cyberthreats
such as malware. An additional layer of complexity

is added, as OT environments commonly rely on

Influencing factors

An organization’s cyber-resilience requirements

are shaped by its characteristics — including size,
structure, level of digitalization and industry — as well
as factors such as the threat actors it faces, their
intentions and the potential harm they may cause.
Despite those significant differences, organizations
of all sizes and in many industries encounter
remarkably similar resilience capability challenges.

These shared challenges are formed in a broader
context of complex global issues, including a
fragmented geopolitical landscape, armed conflicts,
misinformation and disinformation, extreme
weather events, pollution, societal polarization,

legacy technologies, which were often designed
without cybersecurity in mind and produced by
(sometimes now-defunct) manufacturers whose
software updates may be infrequent and difficult
to implement, ultimately leaving them exposed to
security threats.

While IT cyber resilience primarily focuses on
protecting data confidentiality, integrity and
availability within business networks and systems,
OT cyber resilience prioritizes the safety, reliability
and availability of industrial control systems and
physical processes. The key goals are preventing
disruptions to operations, ensuring worker safety
and protecting critical infrastructure. It should be
noted that risks will propagate across the two
environments, and that they will be codependent
even if the sole interface is a human being

across an air gap. Organizations should look at
IT and OT resilience in tandem, enabling them to
develop a comprehensive security strategy that
addresses vulnerabilities throughout the entire
digital infrastructure.

forced migration and widespread economic
uncertainties.'® An organization’s cyber resilience
can be both enabled and limited by the broader
geopolitical, technological, societal, economic and
environmental context.

Organizations are, of course, responsible for
delivering their own cyber resilience within this
broader context. The question therefore is how
organizations take these external factors into
account when developing their cyber-resilience
strategies and plans. For more information on
each of the factors, please refer to Section A4 of
the Appendix.
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® The real
questions are,
what works in
practice — and
how can this be
identified? What
can organizations
learn from

the front-line
experience of
others?

Next steps: Sharing
cyber-resilience practices
from the front line

Shared insights and lessons learned among
peers can serve as a valuable complement to
the checklist-based approaches that common

cyber frameworks offer.

Various standards, models and frameworks exist

to help organizations manage cybersecurity risk
and increase their resilience to cybersecurity
events. These cover a wide range of actions, from
specific technical controls through to board-level
governance (NIST CSF 2.0, ISO 27001 and SOC 2,
for example)'” and have become embedded within
cybersecurity practice across many sectors and
geographical areas. They also form the basis upon
which external stakeholders (such as customers,
investors, regulators and insurers) can assess

how well the organization is managing these risks
and therefore how well their interests are being
protected. In the same way, there are various
standards, models and frameworks designed

to help organizations improve their operational
resilience to a wide range of threats, of which cyber
is only one — albeit usually among the most pressing
(for example, in banking and financial services,

the Basel Committee and the Digital Operational
Resilience Act).'®1®

These models are valuable, but they have their
limitations. Most have been designed to apply
broadly across various types of organization,
which makes them somewhat static over time — a
drawback when addressing the dynamic nature of
cyber risks. Typically, they emphasize what actions
need to be taken rather than how to effectively
implement a control measure within the specific
context of an organization at a given moment.
Although various sectors have produced specific
guidance or regulation to bridge this gap, there
remains a wide spectrum of approaches that

can be taken, requiring individual judgement in
determining the most appropriate measures for the
unique circumstances of each organization.

The real questions are, what works in practice — and
how can this be identified? What can organizations
learn from the front-line experience of others? Are
these models and frameworks delivering what their
stakeholders need?

While organizations should be cautious about

simply copying practices from others, exchanging
insights and lessons learned with peers can greatly
enhance the generic approaches that common
models offer. In order to stimulate this level of peer
interaction, the Cyber Resilience Blueprint initiative,
a collaboration between the World Economic Forum
and the University of Oxford, convened a community
of cyber practitioners, drawn from several sectors
and geographical areas, to share good practice and
identify how organizations can take collaborative
action to address cross-cutting and systemic threats
to the resilience of the ecosystem as a whole (see
Section A1 of the Appendix for more information
about the community). This initiative has identified
various practices that are being implemented by
organizations today, and perspectives on where the
major practical gaps and challenges lie. Together,
these findings are helping to build a body of cyber-
resilience practices from the front line.

Several themes have been identified:

— Cyber resilience starts at the top. Leaders
need to foster the right cyber-resilient mindset
centred on their organization’s primary goals
and objectives.

— Decision-making on cyber resilience needs to be
embedded within the established governance
structures of the organization, ensuring clear
accountability while empowering individual parts
of the business to determine what suits their
circumstances and strategic priorities.

— Business processes that depend on IT (and OT)
need to be designed in a way that recognizes
that 100% cybersecurity cannot be achieved.
Cyber resilience therefore needs to be built into
business processes and information governance
practices upfront to ensure that service
availability and quality can be maintained and
stakeholder interests protected in the event of a
major cyber disruption.
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® Organizations
must collaborate
to identify
common single
points of failure
and develop
strategies to
collectively
mitigate the
risks associated
with them.

— Plans must be established that come into effect
when incidents occur, building on a clear and
consistent understanding of an organization’s core
strategic, operational, financial and legal priorities
and thereby supporting an organization to
safeguard these vital interests during the incident.

— All of the above must be grounded in strong
cybersecurity practices to guarantee that
the technology infrastructure is designed
with the appropriate level of resilience and
security corresponding to the organization’s
reliance on it.

While there is plenty that individual organizations
can do to enhance their cyber resilience, this

does ultimately also depend on the resilience of
the business ecosystem. Improving ecosystem
resilience requires collaborative action, in particular:

— Organizations must collaborate to identify
common single points of failure and develop
strategies to collectively mitigate the risks
associated with them.

— Organizations need to explore how best to
make use of the limited pool of cyber talent and
expertise, particularly to support entities within
the ecosystem that lack the internal capabilities
necessary to ensure the resilience on which
others in the ecosystem depend.

— Organizations should also explore how they
can work together to improve the overall talent
pool. The World Economic Forum is leading
the Bridging the Cyber Skills Gap initiative,
which has developed a Strategic Cybersecurity
Talent Framework featuring achievable
approaches to help organizations build
sustainable talent pipelines.?°

— The policies and processes that have been

developed to achieve assurance up and down
the supply chain create a significant cost but
do not always provide the kind of robust and
real-time assurance that organizations need
to manage cyber risk. There may be scope for
organizations to work together to develop a
more streamlined and dynamic approach that
provides greater assurance for the ecosystem.

— Organizations, regulators and policy-makers (at
international, national and regional levels) should
cooperate to develop regulations that support
and incentivize cyber resilience. This needs to
take into account the requirement to ensure
an appropriate level of consistency between
regulatory jurisdictions and to recognize that
the cyber resilience imperative may sometimes
conflict with other regulatory imperatives such
as those relating to competition and pricing.

— Organizations should work together, including
with public authorities, to proactively address
threats and find ways to disrupt those who
seek to exploit cyber vulnerabilities. The
World Economic Forum’s Partnership against
Cybercrime was launched in 2020 to promote
public—private cooperation to combat cybercrime.
It serves as a platform for insight sharing and
continuous exploration of approaches to drive
successful collaboration against cybercrime.

None of the above negates the fact that organizations
are individually responsible for managing the risks
to their own primary goals and objectives, but
collaborative action may often be the best way to
achieve the level of cyber resilience that is required.
These reflections are key when organizations are taking
action and collaborating on cyber resilience and require
further development by the community as next steps.
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A2

Appendix
Methodology

This paper is anchored in the thematic analysis of
three virtual community workshops, one in-person
expert community workshop, five smaller virtual
working groups and 40+ semi-structured one-on-one
interviews. A total of 76 experts from 71 different
organizations participated in the discussions and
interviews. While most participants held positions

specifically overseeing cybersecurity — such as

chief information security officers (CISOs) and chief
technology officers (CTOs) — there was a diverse
array of profiles, including chief executive officers and
consultants. The representation included 16 different
industry sectors and participants from Europe, North
America, South America, Asia and Africa.

Definitions of cyber resilience

The term “resilience” is widely used and often
ambiguous.?' There are numerous definitions for cyber
resilience with a focus on organizational resilience,
technical resilience or both. Examples include:

“The ability to anticipate, withstand, recover
from, and adapt to adverse conditions, stresses,
attacks, or compromises on systems that use or
are enabled by cyber resources. Cyber resiliency
is intended to enable mission or business
objectives that depend on cyber resources to
be achieved in a contested cyber environment”??

—  “The capacity of a system to cope with
disruptions while maintaining or rapidly re-
establishing the system’s functionality”>®

— “The capacity of a system to absorb
disturbance and reorganize while undergoing
change so as to still retain essentially the same
function, structure, identity and feedbacks”

— “The ability to anticipate, prepare for and adapt
to changing conditions and withstand, respond
to and recover rapidly from disruptions”?®

— “The ability of an actor to resist, respond and
recover from cyber incidents to ensure the
actor’s operational continuity”?

— “The capacity to withstand, recover from
and adapt to the external shocks caused
by cyber risks”?”

- “The ability to anticipate, withstand, recover
from, and adapt to adverse conditions, stresses,
attacks or compromises on systems that use
or are enabled by cyber resources regardless of
the source”®

— “The ability to protect electronic data and
systems from cyberattacks, as well as to
resume business operations quickly in case of a
successful attack”?®

- “The ability to continuously deliver the intended
outcome despite adverse cyber events”

Unpacking Cyber Resilience 14



Primary goals and objectives Primary goals and objectives Primary goals and objectives

Primary goals and objectives

\

A3 | Divergent cyber-resilience profiles

An organization’s resilience, as well as their risk context, affect their cyber-resilience profiles.
The different cyber resilience profiles are outlined in Figure 3.

FIGURE 3 | Cyber resilience profiles
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Source: Adapted by the World Economic Forum and the University of Oxford from Linkov, I., & Trump, B. D. (2019). The science and practice
of resilience: Risk, systems and decisions, Chapter 6. Springer.
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A4

TABLE 1

Geopolitics

Technology

Society

Broader global context

Organizations have shared challenges shaped by the broader context of complex global issues.
Those influencing factors need to be taken into account when designing cyber-resilience strategies.

Factors that affect cyber-resilience strategies

Geopolitical instability and armed conflicts are complicating the cyber landscape. They will lead to
growing capability among threat actors and the proliferation of innovative offensive cyber capabilities,
increased capacity within the threat actor ecosystem and increased potential for organizations to
become collateral damage in a state-level cyber incident. For example, ongoing cyberattacks against
Ukrainian infrastructure and data, which have been targeting government websites, energy providers
and financial institutions since at least 2014, exemplify the growing intersection of geopolitics and
cyberthreats.®' State-sponsored hackers have been increasingly targeting critical infrastructure in
Europe and the USA.#2 The growth of state-sponsored disinformation campaigns is also causing
concern for governments as well as increasingly for businesses.

Technology brings an expanded attack surface, whether from inherent vulnerabilities or through insecure
configurations and the accidental introduction of risks when used. The increasingly complex technology
environment requires a shift in the approach to cyber resilience, with organizations ensuring that the
necessary measures are in place to protect them from cyber risks according to their risk appetite.®®
Setting the appropriate risk appetite for an organization is becoming harder as the complexity of the
digital estate grows. For example, in the case of generative Al, its use by malicious actors is a major
concern, while it presents opportunities for enhancing the productivity of individuals, business and civil
society more generally. According to the World Economic Forum’s Global Cybersecurity Outlook 2024,
fewer than one in 10 business and cyber leaders believe that generative Al will give the advantage to
defenders over attackers in the next two years.* Organizations need to stay informed on how emerging
technologies affect their cyber risks and implement appropriate measures to keep the risks manageable.
Achieving the visibility and insight needed to do this remains a significant challenge.®® Geopolitical tensions
are leading to the decoupling of the technology supply chain, creating further uncertainty.

Societal polarization and the spread of misinformation and disinformation likely pose significant risks to
cyber resilience, as mis- and disinformation can be used to influence people in ways that can introduce
cyber risk to create new ways to attack an organization or to compromise system defences and other
efforts at risk mitigation. Disinformation campaigns are not new, but they are growing in sophistication,
personalization and reach, exploiting social divisions, manipulating individuals and creating confusion
regarding the credibility of information sources. A striking example of this occurred in 2021 when
hackers leaked a manipulated version of confidential documents relating to evaluation processes for
COVID-19 vaccines to undermine trust in the Pfizer-BioNTech vaccine.®®

As cyberthreats grow, regulations are adapted to protect citizens and assets. The widespread influence
of the European Union (EU) General Data Protection Regulation (GDPR) illustrates how regulations

can affect organizations’ cybersecurity practices and raise standards.®* Cybersecurity requirements
for national critical infrastructure, such as the EU Cyber Resilience Act and mandatory reporting of
cybersecurity incidents in the USA,*® exemplify the increasing need to integrate cyber resilience into

all businesses areas to adapt to the changing regulatory landscape.
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TABLE 1 | Factors that affect cyber-resilience strategies (continued)

Economics A business’s cyber resilience is closely tied to its broader economic context. Businesses continue to
pivot in the face of geopolitical and technological change: new business models are being developed;
some markets are consolidating, while others are fragmenting; and new markets are opening while
others are closing. All of these can affect an organization’s cyber-risk exposure and the options it has
to address them.

Internally, cybersecurity spending tends to be more protected than other IT budgets during economic
downturns,*' among other reasons because cybercrime tends to surge during economic recessions.*
However, cyber leaders are not immune to budgetary pressures,*® and this economic context strains
cyber-resilience capacities and their ability to ensure business resilience.

There is a shortage of cyber skills and talent, fostered by wider societal issues such as a lack of diversity
in science, technology, engineering and mathematics (STEM) education and the slow adaptation

of traditional educational systems to meet industry needs. In addition to not being able to recruit an
adequate workforce, the stress and demands of the threat environment are driving trained personnel
out of the profession. Gartner has predicted that as much as 25% of the current CISO workforce

may leave the profession entirely.** According to the World Economic Forum’s Global Cybersecurity
Outlook 2024, this skills gap is particularly pronounced in smaller organizations, where half say they

do not have or are unsure whether they have the skills needed to meet their cyber objectives. Similarly,
52% of public-sector organizations state that a lack of resources and skills is their biggest challenge
when designing for cyber resilience.*® While this shortage of cyber talent becomes increasingly well
understood, there is a gap regarding the broader appreciation of cyber risk and what capabilities are
needed within the rest of the workforce to build cyber resilience.

Environment Organizations cannot simply focus on human-caused disruptions, as the natural world may bring events
that damage digital infrastructure or cause significant changes in societies that will create new cyber-
resilience requirements. For example, as climate change increases the frequency, intensity and impact
of extreme weather events, businesses need to prepare for scenarios such as power outages caused
by extreme weather, which can compromise digital infrastructure and business continuity.“®

Source: Analysis by the World Economic Forum and the University of Oxford
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