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AI takes the enterprise by storm
Th e  m o st  c o m m o n  A I  to o l s  u s e d  a m o n g  e nte r p r i s e s  we re  M i c ro s oft  C o p i l ot , 
O p e n A I  C h at G PT,  a n d  E m o l ,  a n  a p p l i c at i o n  t h at  re c o rd s  e m ot i o n s  a n d  ta l ks 
w i t h  A I  ro b ots .  Th e  st ro n g e st  ad o pt i o n  of  t h e s e  to o l s  was  s e e n  i n  t h e  t rave l 
&  to u r i s m  i n d u st r y  ( 79 % ) ,  a n d  t h e  l owe st  ad o pt i o n  a m o n g  e nte r ta i n m e nt 
o rg a n i zat i o n s  (4 4% ) .

As  pa r t  of  i ts  re s e a rc h ,  C ato  CT R L  m o n i to rs  d i s c u s s i o n s  f ro m  va r i o u s 
h ac ke r  fo r u m s .  Th e  re p o r t  fo u n d  attac ke rs  d i s c u s s i n g  h ow  to  j a i l b re a k 
C h at G PT  to  c re ate  c u sto m  S Q L M a p  c o m m a n d s .  We  s p otte d 
ad ve r t i s e m e nts  fo r  s e r v i c e s  fo r  g e n e rat i n g  fa ke  c re d e nt i a l s  a n d  c re at i n g 
d e e p  fa ke s .  We  a l s o  c o nt i n u e d  to  m o n i to r  re c r u i t m e nt  fo r  c re at i n g  a 
m a l i c i o u s  C h at G PT. 

Get a peek into the hacker underground

Below are key takeaways 
from this quarter’s analysis: 
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Th re at  ac to rs  a re  s ett i n g  u p  d o m a i n s  t h at  m i m i c  we l l - k n ow n  b ra n d s . 
B o o k i n g ,  A m a zo n ,  a n d  e B ay  a re  t h e  m o st  s p o ofe d  b ra n d s .

Beware of where you shop

M a ny  e nte r p r i s e s  c o nt i n u e  to  r u n  u n s e c u re d  p roto c o l s  ac ro s s  t h e i r  WA N , 
w i t h  62 %  of  a l l  we b  a p p l i c at i o n  t ra� c  b e i n g  H T T P,  5 4%  of  a l l  t ra� c  b e i n g 
te l n et ,  a n d  4 6 %  of  a l l  t ra� c  b e i n g  S M B  v 1  o r  v 2  i n ste a d  of  S M Bv 3 .  Late ra l 
m ove m e nt—w h e re  attac ke r s  w i l l  m ove  ac ro s s  n et wo r ks —was  i d e nt i fi e d 
pa r t i c u l a r l y  i n  t h e  ag r i c u l t u re,  re a l  e state,  a n d  t rave l  a n d  to u r i s m  i n d u st r i e s .

Enterprises are too trusting within their networks

W h i l e  we  i n  t h e  i n d u st r y  pay  a  l ot  of  atte nt i o n  to  ze ro - d ay  t h re ats  t h e  re a l i t y  i s 
t h at  t h re at  ac to rs  a re  ofte n  t r y i n g  to  ex p l o i t  u n patc h e d  syste m s ,  e s c h ew i n g 
t h e  u s e  of  t h e  l ate st  v u l n e ra b i l i t i e s  a n d  i n ste ad  ex p l o i t i n g  u n patc h e d  syste m s . 
Fo r  exa m p l e,  t h re e  ye a rs  afte r  i ts  d i s c ove r y,  Lo g 4 J  ( CV E-2 02 1 - 4 4 2 28) 
re m a i n s  o n e  of  t h e  m o st  u s e d  ex p l o i ts . 

Zero-day is the least of your problems

Vu l n e ra b i l i t i e s  a n d  te c h n i q u e s  a re  c o m m o n  ac ro s s  i n d u st r i e s ,  b u t  t h e re  a re 
o n e s  s p e c i fi c  to  i n d u st r i e s .  E nte r ta i n m e nt ,  Te l e c o m m u n i c at i o n ,  a n d  M i n i n g  & 
M eta l s  a re  b e i n g  t a rg ete d  w i t h  T 149 9  –  E n d p o i nt  D e n i a l  of  S e r v i c e  te c h n i q u e s 
m o re  t h a n  ot h e r  s e c to rs .  I n  t h e  S e r v i c e s  a n d  H o s p i ta l i t y  s e c to rs ,  t h re at  ac to rs 
u t i l i ze  t h e  T 1 2 1 2— E x p l o i t at i o n  fo r  C re d e nt i a l  Ac c e s s  m o re  t h a n  i n  ot h e r 
s e c to rs .  F i n a l l y,  5 0 %  of  m e d i a  a n d  e nte r ta i n m e nt  o rg a n i zat i o n s  d o n’t  u s e 
i nfo r m at i o n  s e c u r i t y  to o l s .

Security varies between industries
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A  c as e  i n  p o i nt  i s  d y n a m i c  D N S  s e r v i c e s  t ra� c .  N e a r l y  h a l f  (4 4% )  of 
o rg a n i zat i o n s  h ave  o u t b o u n d  t ra� c  to  d y n a m i c  D N S.  A l o n e,  d y n a m i c  D N S  t ra� c 
s h o u l d  n ot  b e  b l o c ke d ,  a s  t h e re  a re  l e g i t i m ate  u s e s .  H oweve r,  m a ny  attac ke rs 
re l y  o n  d y n a m i c  D N S  fo r  t h e i r  ac t i v i t i e s .  By  u n d e rsta n d i n g  t h e  g re ate r  c o ntext 
a ro u n d  d y n a m i c  D N S  t ra� c ,  o rg a n i zat i o n s  c a n  i d e nt i f y  w h et h e r  o r  n ot  t h i s  t ra� c 
i s  m a l i c i o u s . 
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As  attac ke rs  evo l ve  t h e i r  te c h n i q u e s ,  t h ey  u s e  ac t i o n s  a n d  m et h o d s  t h at  m i g ht 
ot h e r w i s e  b e  c o n s i d e re d  b e n i g n .  H ow  c a n  o rg a n i zat i o n s  d ete c t  a n d  sto p  t h e m 
b efo re  i t ’s  to o  l ate?  T h ro u g h  a  d e e p  u n d e rsta n d i n g  of  n et wo r k  t ra� c  patte r n s  a n d 
t h e  u s e  of  A I / M L  a l g o r i t h m s ,  C ato  h as  d eve l o p e d  s u s p i c i o u s  ac t i v i t y  m o n i to r i n g 
(SA M )  fo r  t h i s  ve r y  re as o n . 

Even benign activity is becoming suspicious

O u r  d ata  i n d i c ate s  t h at  o n l y  1 %  of  D N S  t ra� c  u t i l i ze s  S e c u re  D N S. 
We  b e l i eve  t h i s  i s  p r i m a r i l y  d u e  to  D N S  b e i n g  a  c r i t i c a l  c o m p o n e nt  of  b ot h  t h e 
i nte r n et  a n d  o rg a n i zat i o n a l  o p e rat i o n s .  O rg a n i zat i o n s  fe a r  t h at  i m p l e m e ntat i o n 
c o m p l ex i t i e s  m i g ht  re s u l t  i n  m i s c o nfi g u rat i o n s ,  p ote nt i a l l y  d i s r u pt i n g  t h e i r 
a p p l i c at i o n s  a n d  s e r v i c e s .

The “Un”adoption of DNSSEC

The Cato CTRL SASE Threat Report Q1 2024



Th re at  ac to rs  a re  a l ways  evo l v i n g .  W h et h e r  i t  i s  n at i o n - state  ac to rs , 
c y b e rc r i m e  g ro u p s ,  ra n s o mwa re  g a n g s ,  o r  n i c h e  te a m s  ta rg et i n g  s p e c i fi c 
syste m s  –  n ew  to o l s ,  te c h n i q u e s ,  a n d  p ro c e d u re s  a re  c o n sta nt l y  i nt ro d u c e d 
by  attac ke rs .  C y b e r  Th re at  I nte l l i g e n c e  ( CT I )  re m a i n s  f rag m e nte d  a n d 
i s o l ate d  to  p o i nt  s o l u t i o n s  rat h e r  t h a n  b e i n g  c o l l e c te d  a n d  a n a l yze d  w i t h  a 
h o l i st i c  v i ew  t h at  i n c l u d e s  exte r n a l  d ata ,  i n b o u n d  (a n d  o u t b o u n d )  t h re ats , 
a n d  n et wo r k  ac t i v i t y  ( WA N b o u n d ) .  W i t h o u t  s u c h  a  h o l i st i c  v i ew  i t ’s  d i � c u l t 
to  ac c u rate l y  eva l u ate  t h e  t r u e  state  of  c y b e rs e c u r i t y  w i t h i n  e nte r p r i s e s .

To  ad d re s s  t h at  n e e d ,  C ato  CT R L ,  t h e  CT I  g ro u p  of  C ato  N et wo r ks ,  ta p p e d 
t h e  d ata  l a ke  u n d e r l y i n g  C ato  SAS E  C l o u d  to  d eve l o p  a  h o l i st i c  v i ew  of 
e nte r p r i s e  t h re ats .  As  t h e  g l o ba l  n et wo r k ,  C ato  h as  g ra n u l a r  d ata  o n  eve r y 
t ra� c  fl ow  f ro m  eve r y  e n d p o i nt  c o m m u n i c at i n g  ac ro s s  t h e  C ato  SAS E 
C l o u d  p l atfo r m .  Th i s  m as s i ve  d ata  l a ke  i s  f u r t h e r  e n r i c h e d  w i t h  h u n d re d s  of 
s e c u r i t y  fe e d s  a n d  a n a l yze d  by  p ro p r i eta r y  M L /A I  a l g o r i t h m s  a n d  h u m a n 
i nte l l i g e n c e.  Th e  re s u l t  i s  a  u n i q u e  d ata  re p o s i to r y  p rov i d i n g  C ato  CT R L 
i n s i g hts  i nto  t h e  s e c u r i t y  t h re ats  a n d  t h e i r  i d e nt i f y i n g  n et wo r k 
c h a rac te r i st i c s  fo r  a l l  t ra� c ,  re g a rd l e s s  of  w h et h e r  t h ey  e m a n ate  f ro m  o r 
a re  d e st i n e d  fo r  t h e  I nte r n et  o r  t h e  WA N  fo r  a l l  e n d p o i nts  –  s i te s ,  re m ote 

Introduction
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u s e rs ,  a n d  c l o u d  re s o u rc e s .  Eve n  w h e re  C ato’s  m u l t i t i e re d  d efe n s e  st rate g y 
h as  b l o c ke d  t h e  attac k ,  t h e  t h re ats  a re  l o g g e d  a n d  i d e nt i fi e d ,  e n a b l i n g  t h i s 
k i n d  of  a n a l ys i s . 

Th i s  re p o r t  s u m m a r i ze s  fi n d i n g s  C ato  CT R L  g at h e re d  f ro m  C ato  t ra� c  fl ows 
ac ro s s  m o re  t h a n  2 , 2 0 0  c u sto m e rs  d u r i n g  t h e  fi rst  q u a r te r  of  2 024 .  D u r i n g 
t h e  q u a r te r,  we  a n a l yze d  1 . 2 6  t r i l l i o n  n et wo r k  fl ows  a n d  b l o c ke d  2 1 .4 5  b i l l i o n 
attac ks .  ( To  p u t  t h at  i n  c o ntext ,  t h at’s  n e a r l y  fo u r  t i m e s  m o re  fl ows  t h a n  t h e 
3 5 0  b i l l i o n  fl ows  we  a n a l yze d  fo r  Q 1  2 02 2 . )

Th i s  re p o r t  o�e rs  i n s i g hts  i nto  t h e  t h re ats  a n d  s u s p i c i o u s  ac t i v i t y  ac ro s s 
t h o s e  fl ows .  I t  a l s o  p rov i d e s  st rate g i c ,  tac t i c a l ,  a n d  o p e rat i o n a l  i nfo r m at i o n 
o n  a l l  t ra� c  i n  a l l  d i re c t i o n s  u t i l i z i n g  t h e  M I T R E  AT T& C K  f ra m ewo r k .  I n 
ad d i t i o n ,  t h e  re p o r t  h i g h l i g hts  t h e  a p p l i c at i o n s ,  p roto c o l s ,  a n d  to o l s  r u n n i n g 
o n  t h e s e  n et wo r ks . 

The Cato CTRL SASE Threat Report Q1 2024



About
Cato CTRL 

Cato CTRL is the only CTI group to fuse threat 
intelligence with granular network insight made 
possible by the first and only global SASE platform, 
the Cato SASE Cloud. 

W i t h  d oze n s  of  fo r m e r  m i l i ta r y  i nte l l i g e n c e  a n a l ysts ,  re s e a rc h e rs ,  a n d  d ata 
s c i e nt i sts ,  as  we l l  as  i n d u st r y- re c o g n i ze d  s e c u r i t y  p rofe s s i o n a l s ,  C ato  CT R L 
u t i l i ze s  n et wo r k  d at a ,  s e c u r i t y  stac k  d ata ,  h u n d re d s  of  s e c u r i t y  fe e d s ,  h u m a n 
i nte l l i g e n c e  o p e rat i o n s ,  A I  a n d  M L  ( M ac h i n e  Le a r n i n g )  m o d e l s ,  a n d  m o re, 
s h e d d i n g  l i g ht  o n  t h e  l ate st  t h re ats  a n d  t h re at  ac to rs . 

U s i n g  i n d u st r y- sta n d a rd  f ra m ewo r ks  s u c h  as  M I T R E  AT T&C K ,  m u l t i p l e 
i nte l l i g e n c e  d i s c i p l i n e s ,  a n d  ye a rs  of  fi e l d  ex p e r i e n c e  w i t h  re d  a n d  b l u e  te a m 
te c h n i q u e s ,  C ato  CT R L  c o n d u c t s  t h e  f u l l  i nte l l i g e n c e  l i fe c yc l e  of  c o l l e c t i n g , 
p ro c e s s i n g ,  a n a l yz i n g ,  a n d  p ro d u c i n g  c u tt i n g - e d g e  CT I .  W h et h e r  i t  i s 
tac t i c a l  d at a  fo r  t h e  S O C,  o p e rat i o n a l  t h re at  l a n d s c a p e  fo r  m a n ag e rs ,  o r 
st rate g i c  i nte l  fo r  m a n ag e m e nt  a n d  b oa rd ,  C ato  CT R L  h as  yo u  c ove re d . 
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General Statistics
Th i s  s e c t i o n  p rov i d e s  a n  ove r v i ew  of  t h e  g e n e ra l  st at i st i c s  a n d  m et r i c s  c o l l e c te d 
f ro m  t h e  p r i vate  g l o b a l  n et wo r ks  re l y i n g  o n  t h e  C ato  SAS E  C l o u d  P l atfo r m . 

Th i s  s e c t i o n  d i s c u s s e s  t h e  CV Es  i d e nt i fi e d  a n d  m i t i g ate d  w i t h i n  C ato’s 
syste m s .  H i g h l i g hte d  a re  t h e  p roac t i ve  m e as u re s  to  a d d re s s  k n ow n 
v u l n e ra b i l i t i e s  a n d  p reve nt  p ote nt i a l  ex p l o i ts .

Mitigated Common Vulnerabilities
and Exposures (CVEs)

This report is divided into six sections

Report
Structure
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Th i s  s e c t i o n  ex p l o re s  t h e  s e c u r i t y  eve nts  t h at  m i g ht  ot h e r w i s e  b e 
c o n s i d e re d  b e n i g n  b u t  a re  i d e nt i fi e d  as  b e i n g  as s o c i ate d  w i t h  att ac ks  o n 
C ato’s  SA M  syste m .  B y  a n a l yz i n g  t h e s e  eve nts ,  C ato  CT R L  i d e nt i fi e s 
p ote nt i a l  t h re ats ,  a n o m a l i e s ,  a n d  patte r n s  t h at  re q u i re  f u r t h e r 
i nve st i g at i o n  o r  i m m e d i ate  ac t i o n .

Suspicious Activity Monitoring (SAM)
Security Events

I n  t h i s  s e c t i o n ,  C ato  CT R L  d e l ve s  i nto  o rg a n i zat i o n s’  s e c u r i t y  b e h av i o r, 
exa m i n i n g  t h e  u s a g e  of  s e c u re  a n d  i n s e c u re  p roto c o l s ,  e m p l oye e 
a p p l i c at i o n s ,  a n d  ot h e r  re l eva nt  d ata  p o i nts .

Enterprise Security Behavior

C ato  CT R L  c l o s e l y  m o n i to rs  t h re at  ac to r  ac t i v i t i e s  i n  fo r u m s ,  t h e  d a r k  we b,  a n d 
p r i vate  c h at  c h a n n e l s  to  g a i n  i n s i g hts  i nto  t h re at  ac to r ’s  l ate st  t re n d s  a n d 
te c h n i q u e s ,  a n d  i n  p a r t i c u l a r,  t h e  g row i n g  u s e  of  a r t i fi c i a l  i nte l l i g e n c e  ( A I )  to o l s .

Hacking Communities and AI Tool
Usage by Threat Actors

I n  t h e  fi n a l  s e c t i o n ,  C ato  CT R L  p rov i d e s  ac t i o n a b l e  re c o m m e n d at i o n s  bas e d  o n 
t h e  fi n d i n g s  f ro m  t h e  p rev i o u s  s e c t i o n s .

Recommended Actions for Security Improvement
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To  sto p  c y b e rattac ks ,  e nte r p r i s e s  s h o u l d  b e  u s i n g  h o u s e  m ac h i n e  l e a r n i n g 
m o d u l e s  bas e d  o n  c o m pa ny  d at a  a n d  t h re at  i nte l l i g e n c e  fe e d s .  Th ey  a l s o  n e e d 
to  b e  c a ref u l  of  c o m p ro m i s e d  syste m s  w i t h i n  t h e i r  o rg a n i zat i o n s .  Th re at  ac to rs 
a re  l eve rag i n g  t h e m  to  s c a n  ( m a i n l y  S M B  s c a n n i n g )  t h e  n et wo r k  fo r 
v u l n e ra b i l i t i e s .  Late ra l  m ove m e nt  t h re ats  we re  pa r t i c u l a r l y  p ro m i n e nt  w i t h i n 
l ate ra l  m ove m e nt  t h re at s  w i t h i n  t h e  ag r i c u l t u re,  re a l  e state,  a n d  t rave l  & 
to u r i s m  i n d u st r i e s .  Ed u c at i o n  ex p e r i e n c e s  m o re  b r u te  fo rc e  attac ks  t h a n  ot h e r 
i n d u st r i e s .  U s e rs  s h o u l d  c o nt i n u e  to  b e  e d u c ate d  a b o u t  o n l i n e  f ra u d  a n d 
p h i s h i n g  w h e n  we b  b rows i n g ,  pa r t i c u l a r l y  w h e n  v i s i t i n g  A p p l e,  A m a zo n ,  a n d 
B o o k i n g .  Th e  t h re e  we re  t h e  m o st  s p o ofe d  b ra n d s  i n  o u r  re s e a rc h .

Reputation 

Network Scan

Web Application
Attack

Vulnerability Scan

Brute Force

Top Inbound Threats

91%

Th e  m o st  c o m m o n  t y p e  of  i n b o u n d  t h re at  was  d ete c te d  by  o u r  re p u tat i o n  e n g i n e. 
S o m e  exa m p l e s  of  re p u t at i o n - bas e d  t h re ats  fo u n d  i n  o u r  re s e a rc h  i n c l u d e.  I P  fe e d s 
fo r  ex p l o i tat i o n ,  s pa m ,  s c a n n e rs  a n d  m a l i c i o u s  d o m a i n s .

Inbound Threats

12

4% 2 %
2 %

1%

General Statistics
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W h e n  we  b re a k  d ow n  t h e  i n b o u n d  t h re ats  by  i n d u st r y  ve r t i c a l s ,  we  s e e  t h at  t h e 
h e a l t h c a re  s e c to r  l e ad s  i n  we b  a p p l i c at i o n  attac ks  a n d  s c a n n i n g  ac t i v i t i e s , 
w h i l e  e d u c at i o n  s u �e r s  f ro m  t h e  m o st  b r u te -fo rc e  attac ks  of  a ny  i n d u st r y.  Th e s e 
attac ks  a re  b e i n g  l a u n c h e d  ag a i n st  Re m ote  D e s kto p  P roto c o l  ( R D P )  p o r ts

13

Inbound Threats by Industry Verticals

Web Application Attack

Vulnerability Scan

Remote Code Execution

Network Scan

Lateral Movement
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N et wo r k  s c a n s  (87 %  of  fl ows  as s o c i ate d  w i t h  o u t b o u n d  t h re ats)  we re  t h e  m o st 
c o m m o n  o u t b o u n d  t h re at ,  a  bas i c  to o l  fo r  atta c ke rs  to  u s e  i n  re c o n n a i s s a n c e  fo r 
t a rg ets  o u ts i d e  t h e  o rg a n i zat i o n .  M o st  attac ks  a re  m i t i g ate d  d u r i n g  t h e  n et wo r k 
s c a n ,  b l o c k i n g  atte m pt s  to  s c a n  p u b l i c  s e r v i c e s .  M o st  b l o c ke d  t ra� c  f ro m  o u t b o u n d 
t h re ats ,  t h o u g h ,  ste m s  f ro m  atte m pts  to  s c a n  S M B  p o r ts .

Outbound Threats
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Network Scan

Command and Control

Exfiltration

Top Outbound Threats

Malware

Reputation

W h e n  a n a l yz i n g  o u t b o u n d  t h re ats  ac ro s s  i n d u st r y  ve r t i c a l s ,  we  fi n d  t h at  t h e 
c o n s u l t i n g  a n d  m e d i a  s e c to r s  a re  m o re  v u l n e ra b l e  to  exfi l t rat i o n  t h re ats  t h a n  ot h e r 
s e c to rs .  W i t h i n  t h e  c o n s u l t i n g  s e c to r,  d ata  i s  m o re  c o m m o n l y  b e i n g  s e nt  by  F T P  to 
l ow- re p u tat i o n  d o m a i n s .  Re g a rd l e s s  of  t h e  s e c to r,  t h e  m o st  c o m m o n  a p p roac h  to 
p reve nt i n g  attac ks  i s  b e i n g  d o n e  by  C ato’s  re p u tat i o n - bas e d  m i t i g at i o n  e n g i n e.

87%

8%
4% 1% 0%
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U p o n  exa m i n i n g  o u t b o u n d  t ra� c ,  i t  i s  ev i d e nt  t h at  m o st  attac ks  a re  b e i n g  m i t i g ate d 
d u r i n g  t h e  n et wo r k  s c a n ,  i n d i c at i n g  t h at  atte m pt s  to  s c a n  p u b l i c  s e r v i c e s  a re  b e i n g 
b l o c ke d .  A n a l ys i s  of  t h e  d ata  reve a l s  t h at  t h e  m a j o r i t y  of  t h e  b l o c ke d  t ra� c  c o n s i sts 
of  atte m pts  to  s c a n  S M B  p o r ts .

Outbound Threats by Industry Verticals

Reputation

Network Scan

Malware

Exfiltration

Command and Control

I n  we b  a p p l i c at i o n  att ac ks ,  we  w i t n e s s e d  m u l t i p l e  atte m pt s  to  d ete c t  v u l n e ra b l e  we b 
a p p l i c at i o n s  by  s c a n n i n g  k n ow n  U R Ls .  We  a l s o  s aw  l ate ra l  m ove m e nt  i n  t h e 
W i n d ows  e nv i ro n m e nt ,  w h e re  atte m pts  we re  m ad e  to  u s e  W i n d ows  M a n ag e m e nt 
I n st r u m e ntat i o n  ( W M I )  to  q u e r y  syste m  i nfo r m at i o n  a n d  t h e n  exe c u te  c o m m a n d s 
re m ote l y.  We  a l s o  s aw  h e av y  u s e  of  W i n R S  E n c r y pte d  E xe c u t i o n  to  h i d e  m a l i c i o u s 
c o d e  i n  W i n d ows  Re m ote  S h e l l  ( W i n R S)  by  e n c r y pt i n g  i t .

WANbound Threats
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Network Scan

Web Application Attack

Remote Code Execution

Top WANbound Threats

Vulnerability Scan

Lateral Movement

Ag r i c u l t u re,  re a l  e st ate,  a n d  t rave l  &  to u r i s m  ex p e r i e n c e d  t h e  m o st 
l ate ra l - m ove m e nt- re l ate d  ac t i v i t i e s  w h e n  c o m pa re d  to  ot h e r  i n d u st r i e s

84%

9%

3% 2 % 2 %

WANbound Threats by Industry Verticals

Web Application Attack
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C y b e rc r i m i n a l s  ofte n  ex p l o i t  st ro n g  b ra n d s  i n  t h e i r  attac ks ,  u s i n g  tac t i c s 
s u c h  as  p h i s h i n g  a n d  s p o ofi n g .  C y b e rs q u att i n g ,  a l s o  k n ow n  as  d o m a i n 
s q u att i n g ,  i nvo l ve s  u s i n g  a  d o m a i n  n a m e  to  p rofi t  f ro m  t h e  re p u tat i o n  a n d 
re c o g n i t i o n  of  a  t rad e m a r k  t h at  b e l o n g s  to  s o m e o n e  e l s e.  To  c o m bat  t h i s 
i s s u e,  C ato  N et wo r ks  h as  d eve l o p e d  a  m ac h i n e - l e a r n i n g  a l g o r i t h m  t h at 
c a n  s u c c e s sf u l l y  d ete c t  i n st a n c e s  of  c y b e rs q u att i n g .

Top Spoofed Brands
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homographsquatting

levelsquatting

typosquatting

combosquatting

Top Spoofed Brands

B o o k i n g ,  A m a zo n  a n d  E bay  we re  t h e  to p  t h re e  s p o ofe d  b ra n d s  u s i n g  at 
l e ast  o n e  of  fo u r  te c h n i q u e s : 
•  Typos quatting  c re ate s  d o m a i n  n a m e s  t h at  i n c o r p o rate  t y p i c a l  t y p o s 
u s e rs  i n p u t   w h e n  atte m pt i n g  to  ac c e s s  a  l e g i t i m ate  s i te,  s u c h  as 
“c ato n et w r ks .c o m” ,  w h i c h  l e ave s  o u t  t h e  “o”  i n  n et wo r ks .
•  C ombos quatting  c re ate s  a  d o m a i n  t h at  c o m b i n e s  t h e  l e g i t i m ate 
d o m a i n  w i t h  ad d i t i o n a l  wo rd s  o r  l ette rs ,  s u c h  as  “c ato - n et wo r ks .c o m” , 
w h i c h  ad d s  a  hy p h e n  to  C ato’s  U R L  c ato n et wo r ks .c o m . 

The Cato CTRL SASE Threat Report Q1 2024
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•  Levels quatting  i n s e r ts  t h e  t a rg et  d o m a i n  i nto  t h e  s u b d o m a i n  of  t h e 
c y b e rs q u att i n g  U R L ,  s u c h  as  l o g i n .c ato n et wo r ks .c o m .fa ke.c o m .
•  Homographs quatting  u s e s  va r i o u s  c h a rac te r  c o m b i n at i o n s  t h at 
re s e m b l e  t h e  ta rg et  d o m a i n  v i s u a l l y,  s u c h  as  “c ato n et 0 r ks .c o m” ,  w h i c h 
u s e s  a  ze ro  d i g i t  t h at  l o o ks  l i ke  t h e  l ette r  “o. ” 
Le a r n  m o re  a b o u t  C y b e r s q u att i n g  a n d  t h e  d i �e re nt  t y p e s  i n  o u r  b l o g .  

The Cato CTRL SASE Threat Report Q1 2024
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Mitigated Vulnerabilities (CVEs)
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As  we  exa m i n e  m i t i g ate d  v u l n e ra b i l i t i e s  ( CV Es)  we  fo u n d  t h at  w h i l e  s o m e  a re 
s h a re d  a m o n g  i n d u st r i e s ,  t h e re  a re  a l s o  i n d u st r y- s p e c i fi c  t h re ats .  Re g a rd l e s s , 
t h re at  ac to rs  a re  t r y i n g  to  ex p l o i t  u n patc h e d  syste m s  a n d  a re  n ot  a l ways  u s i n g 
t h e  l ate st  v u l n e ra b i l i t i e s .  ( D i s c l a i m e r:  Th e  d at a  m ay  c o nta i n  s c a n n e r  ac t i v i t y. ) 

Th re e  ye a rs  afte r  i ts  d i s c ove r y,  A pac h e  Lo g 4 J  RC E  ( CV E-2 0 2 1 - 4 4 2 28 )  re m a i n s 
o n e  of  t h e  m o st  u s e d  ex p l o i ts .  O t h e r  v u l n e ra b i l i t i e s  b e i n g  ex p l o i te d  ac ro s s 
i n d u st r i e s  i n c l u d e  M i c ro s oft  E xc h a n g e  s e r ve r- s i d e  re q u e st  fo rg e r y  (S S R F, 
CV E-2 02 1 -2 6 8 5 5 ) ,  P H P  a r b i t ra r y  c o d e  exe c u t i o n  ( CV E-2 01 7-9 8 41 ) ,  a n d 
M i c ro s oft  E xc h a n g e  s e r ve r- s i d e  re q u e st  fo rg e r y  ( CV E-2 0 2 2- 41 0 4 0) . 

W i t h i n  t h e  te c h n o l o g y  s e c to r,  we  s aw  A m a zo n  Re d s h i ft  J D B C 4 2  Re m ote  C o d e 
E xe c u t i o n  ( CV E- 2 02 2- 41 828) .  Th e  m a n u fac t u r i n g  s e c to r  s h owe d  s i g n i fi c a nt 
u s ag e  of  Ad o b e  C o l d Fu s i o n  I n s e c u re  D e s e r i a l i zat i o n  ( CV E-2 0 2 3 -2 6 3 6 0) .  W i t h i n 
t h e  c o n st r u c t i o n  s e c to r,  we  s aw  t h e  u s e  of  S o l a r V i ew  Re m ote  C o d e  E xe c u t i o n 
( CV E-2 02 3 -2 3 3 3 3 ) . 

As  s e e n  i n  t h e  d at a ,  n ewe r  v u l n e ra b i l i t i e s  d o  n ot  n e c e s s a r i l y  m e a n  t h at  t h ey 
a re  t h e  m o st  c o m m o n .  Th e  p i e  c h a r t  s h ows  t h re at  ac to rs  ta rg et i n g  u n patc h e d 
v u l n e ra b i l i t i e s ,  s o m e  of  w h i c h  a re  q u i te  o l d .  Fo r  exa m p l e,  o n e  we l l - k n ow n 
attac k  fo u n d  ac ro s s  3 3%  of  c u sto m e r  fl ows  ta rg ets  t h e  P H P U n i t  te st i n g 
f ra m ewo r k  ( CV E-2 01 7-9 8 41 ) ,  w h i c h  a l l ows  fo r  a r b i t ra r y  c o d e  exe c u t i o n  i n 
P H P,  h as  b e e n  a ro u n d  fo r  m o re  t h a n  s eve n  ye a rs .

Inbound Tra�c

The Cato CTRL SASE Threat Report Q1 2024
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Mitigated Vulnerabilities (CVEs)

Top 10 Inbound CVE by 
Tra�c Volume

12 %

11%

8%

5%

4%
3%

3% 3%

CVE-2017-9841 PHP arbitrary code execution vulnerability

CVE-2021-44228 - Apache-Log4j Remote Code Execution

CVE-2022-41040 - Microsoft Exchange server-side request forgery (SSRF)

CVE-2022-21371 - Oracle WebLogic Server Local File Inclusion

CVE-2021-43798 - Grafana Directory Traversal

CVE-2021-41773 - Apache HT TP Server Path Traversal

CVE-2018-19629 - Denial of Service vulnerability in the ImageNow Server

CVE-2021-26855 - Microsoft Exchange server-side request forgery (SSRF)

Dasan GPON home routers bypass authentication. This vulnerability is broadly used

by Mirai and may indicate an infected device.

CVE-2021-34523 - ProxyShell - Microsoft Exchange Server Elevation of Privilege

18%

We have classified each CVE according to its corresponding tactic in MITRE AT T@CK 
Technique (see this blog for a detailed explanation of AT T@CK). Our analysis reveals 
that threat actors are targeting Entertainment, Telecommunication, and Mining & 
Metals with T1499 – Endpoint Denial of Service techniques more than other sectors.

The Cato CTRL SASE Threat Report Q1 2024

33%

0%

10%

20%

30%

40%

50%

60%

70%

80%

90%

100%

Inbound Tra�c - MITRE ATT&CK Techniques by Industry for 
Common Vulnerabilities and Exposures (CVEs)

Not mapped

T1598 - Phishing for Information

T1592 - Gather Victim Host Information

T1589 - Gather Victim Identity Information

T1583 - Acquire Infrastructure

T1566 - Phishing

T1559 - Inter-Process Communication

T1556 - Modify Authentication Process

T1552 - Unsecured Credentials

T1539 - Steal Web Session Cookie

T1528 - Steal Application Access Token

T1505 - Server Software Component

T1499 - Endpoint Denial of Service

T1498 - Network Denial of Service

T1496 - Resource Hijacking

T1485 - Data Destruction

T1221 - Template Injection

T1212 - Exploitation for Credential Access

T1211 - Exploitation for Defense Evasion

T1210 - Exploitation of Remote Services

T1204 - User Execution

T1190 - Exploit Public-Facing Application

T1136 - Create Account

T1133 - External Remote Services

T1098 - Account Manipulation

T1087 - Account Discovery

T1083 - File and Directory Discovery

T1082 - System Information Discovery

T1078 - Valid Accounts

T1072 - Software Deployment Tools

T1068 - Exploitation for Privilege Escalation

T1059 - Command and Scripting Interpreter

T1055 - Process Injection

T1049 - System Network Connections Discovery

T1041 - Exfiltration Over C2 Channel

T1006 - Direct Volume Access

T1005 - Data from Local System

T1003 - OS Credential Dumping
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O u t b o u n d  t h re ats  refe r  to  t ra� c  o r i g i n at i n g  w i t h i n  t h e  o rg a n i zat i o n  a n d  g o i n g  o u t 
to  t h e  p u b l i c  i nte r n et .  Th e  p re s e n c e  of  a n  o u t b o u n d  t h re at  m ay  i n d i c ate  t h at  t h e 
attac ke r  i s  a l re ad y  p re s e nt  w i t h i n  t h e  o rg a n i zat i o n  a n d  c o u l d  b e  u s i n g  t h e  n et wo r k 
to  l a u n c h  a n  attac k  o n  a n ot h e r  e nte r p r i s e.  Th e  m o st  ex p l o i te d  v u l n e ra b i l i t i e s  by 
o u t b o u n d  t h re at s  i n  o u r  re s e a rc h  we re  W i n d ows  M S H T M L  e l evat i o n  of  p r i v i l e g e s 
( CV E-2 02 3 -2 9 3 24 ) ,  A p ac h e  Lo g 4 j  RC E  ( CV E-2 02 1 - 4 4 2 28) ,  a n d  W i n d ows  D N S 
Re m ote  C o d e  E xe c u t i o n  ( CV E -2 02 1 -2 6 897 ) .

Outbound Tra�c

I n  t h e  S e r v i c e s  a n d  H o s p i t a l i t y  s e c to rs ,  m o re  s o  t h a n  ot h e rs ,  t h re at  ac to rs 
u t i l i ze  t h e  E x p l o i t at i o n  fo r  C re d e nt i a l  Ac c e s s .  Th ey ’re  t r y i n g  to  ex p l o i t 
CV E-2 02 3 -2 9 3 24  fo r  W i n d ows  M S H T M L  P l atfo r m  E l evat i o n  of  P r i v i l e g e s , 
a  c o m p o n e nt  i n  I nte r n et  E x p l o re r  u s e d  to  re n d e r  we b  pag e s . 

The Cato CTRL SASE Threat Report Q1 2024

Top 10 Outbound CVE 
by Tra�c Volume

CVE-2023-29324 -  Windows MSHTML Platform 
Elevation of Privilege

CVE-2021-44228 - Apache-Log4j Remote 
Code Execution

CVE-2021-26897 - Windows DNS Remote 
Code Execution

CVE-2018-19629 - Denial of Service vulnerability 
in the ImageNow Server

CVE-2021-41773 - Apache HTTP Server 
Path Traversal

CVE-2021-26857 - Unsafe deserialization issue has 
been identified in Exchange

CVE-2021-21872 - Lantronix PremierWave 2050 
Remote Code Execution

CVE-2022-21907 - IIS Unauthenticated Remote 
Code Execution

CVE-2023-22527 - Atlassian Confluence 
Data Center and Confluence Server 
Remote Code Execution
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Mitigated Vulnerabilities (CVEs)
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Outbound Tra�c - MITRE ATT&CK Techniques by Industry 
for Common Vulnerabilities and Exposures (CVEs)
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Not mapped

T1589 - Gather Victim Identity Information

T1566 - Phishing

T1559 - Inter-Process Communication

T1556 - Modify Authentication Process

T1552 - Unsecured Credentials

T1539 - Steal Web Session Cookie

T1528 - Steal Application Access Token

T1499 - Endpoint Denial of Service

T1212 - Exploitation for Credential Access

T1211 - Exploitation for Defense Evasion

T1190 - Exploit Public-Facing Application

T1136 - Create Account

T1133 - External Remote Services

T1083 - File and Directory Discovery

T1082 - System Information Discovery

T1078 - Valid Accounts

T1072 - Software Deployment Tools

T1059 - Command and Scripting Interpreter

T1055 - Process Injection

T1049 - System Network Connections Discovery

T1005 - Data from Local System

Th e  m o st  c o m m o n  v u l n e ra b i l i t y  i n  WA N b o u n d  t ra� c  i s  we b  a p p l i c at i o n - re l ate d 
CV Es .  As  yo u  c a n  s e e  i n  t h e  g ra p h i c ,  a l l  t h e  CV Es  a re  re l ate d  to  we b  a p p l i c at i o n s . 
Ad d i t i o n a l l y,  t h e  p e rc e ntag e  of  WA N b o u n d  t ra� c  as s o c i ate d  w i t h  CV E  m ay  b e 
i nfl u e n c e d  by  h ow  m a ny  o rg a n i zat i o n s  a re  u s i n g  v u l n e ra b i l i t y  s c a n n e rs  to  i d e nt i f y 
v u l n e ra b l e  syste m s  w i t h i n  t h e i r  n et wo r k  to  p reve nt  p ote nt i a l  ex p l o i tat i o n  b e c a u s e 
of  i ts  s eve re  c o n s e q u e n c e s . 

WANbound Tra�c
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Top 10 WANbound CVE by 
Tra�c Volume

Our analysis indicates that the most commonly used CVE in the Entertainment 
sector is Text4Shell Apache Commons Text RCE (CVE-2022-42889).  Meanwhile, 
in the Telecommunications sector, the most frequently used technique is Endpoint 
Denial of Service (T1499).
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WANbound tra�c - MITRE ATT&CK Techniques by Industry 
for Common Vulnerabilities and Exposures (CVEs)

CVE-2021-44228 - Apache-Log4j Remote Code Execution

CVE-2022-21371 - Oracle WebLogic Server Local File Inclusion

CVE-2021-26085 - Atlassian Confluence Server Arbitrary 
File Read

CVE-2022-22963 - Spring Cloud Remote Code Execution

CVE-2021-41773 - Apache HTTP Server Path Traversal

CVE-2009-2445 - Oracle iPlanet Web Server Sensitive 
Data Exposure

CVE-2020-14750 - Oracle WebLogic Server RCE

CVE-2013-0625 - Adobe ColdFusion Remote Code Execution
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Not mapped

T1598 - Phishing for Information

T1592 - Gather Victim Host Information

T1589 - Gather Victim Identity Information

T1583 - Acquire Infrastructure

T1566 - Phishing

T1559 - Inter-Process Communication

T1556 - Modify Authentication Process

T1552 - Unsecured Credentials

T1539 - Steal Web Session Cookie

T1528 - Steal Application Access Token

T1505 - Server Software Component

T1499 - Endpoint Denial of Service

T1498 - Network Denial of Service

T1496 - Resource Hijacking

T1485 - Data Destruction

T1221 - Template Injection

T1212 - Exploitation for Credential Access

T1211 - Exploitation for Defense Evasion

T1210 - Exploitation of Remote Services

T1204 - User Execution

T1190 - Exploit Public-Facing Application

T1136 - Create Account

T1133 - External Remote Services

T1098 - Account Manipulation

T1087 - Account Discovery

T1083 - File and Directory Discovery

T1082 - System Information Discovery

T1078 - Valid Accounts

T1072 - Software Deployment Tools

T1068 - Exploitation for Privilege Escalation

T1059 - Command and Scripting Interpreter

T1055 - Process Injection

T1049 - System Network Connections Discovery

T1041 - Exfiltration Over C2 Channel

T1006 - Direct Volume Access

T1005 - Data from Local System

T1003 - OS Credential Dumping
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Suspicious Activity Monitoring (SAM)
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SAM by Tra�c 
Direction 

Th e  t h re at  l a n d s c a p e  i s  c o n sta nt l y  evo l v i n g ,  p rov i d i n g  o p p o r t u n i t i e s  fo r  t h re at 
ac to rs  to  ex p l o i t  a n d  c o m p ro m i s e  o rg a n i zat i o n s  i n  a  c ove r t  m a n n e r.  N ew  m et h o d s 
of  by pas s i n g  s e c u r i t y  p ro d u c t s  a re  reve a l e d  o n  a  we e k l y  bas i s .  To  re m a i n 
u n d ete c te d ,  t h re at  ac to rs  u s e  te c h n i q u e s  s u c h  as  LO L BAS  ( L i v i n g  O �  Th e  L a n d 
B i n a r i e s ,  S c r i pts ,  a n d  L i b ra r i e s)  a n d  LOTS  ( L i v i n g  O �  Tr u ste d  S i te s) .  H oweve r,  t h e 
u s e  of  t h e s e  te c h n i q u e s  d o e s  n ot  n e c e s s a r i l y  m e a n  t h at  yo u r  o rg a n i zat i o n  h as 
a l re ad y  b e e n  c o m p ro m i s e d .  Ad d i t i o n a l l y,  ot h e r  s u s p i c i o u s  a c t i v i t i e s ,  s u c h  as 
c o m m u n i c at i o n  w i t h  k n ow n  p roto c o l s  b u t  n ot  v i a  t h e  sta n d a rd  p o r t ,  c h e c k i n g 
p u b l i c  I Ps  (ofte n  u s e d  i n  m a l wa re ) ,  a n d  ot h e r  b e h av i o r s ,  s h o u l d  a l s o  b e  m o n i to re d .

To  tac k l e  t h i s  i s s u e,  C ato  N et wo r ks  h as  d eve l o p e d  SA M ,  a  s et  of  c a pa b i l i t i e s  t h at 
c a n  d ete c t  s u s p i c i o u s ,  b e h av i o r  a n d  a l e r t  t h e  o rg a n i zat i o n  u s i n g  X D R .  Eac h  SA M 
s i g n at u re  h as  a n  as s o c i ate d  r i s k :  Low,  M e d i u m ,  o r  H i g h .  We  a l s o  m a p p e d  SA M 
s i g n at u re s  to  t h e i r  c o r re s p o n d i n g  M I T R E  AT T@ C K  t ac t i c s .

U n d e rsta n d i n g  a n d  a n a l yz i n g  s u s p i c i o u s  eve nts  c a n  h e l p  re d u c e  a n  o rg a n i zat i o n’s 
attac k  s u r fac e.  By  m o n i to r i n g  s u s p i c i o u s  ac t i v i t i e s ,  we  c a n  t rac e  t h e m  bac k  a n d 
att r i b u te  t h e m  to  s p e c i fi c  t h re at  ac to rs .  B as e d  o n  t h e  a c t i v i t y  i d e nt i fi e d  by 
m o n i to r i n g  t h e s e  eve nts ,  h o n ey p ots  a n d  d e c e pt i o n  te c h n i q u e s  c a n  b e  d e p l oye d . 

0%

54%

46%

Wanbound

Outbound

Inbound
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We  c a n  s e e  t h at  t h e  h i g h e st- r i s k  SA M s  fo r  o u t b o u n d  t ra� c  a re  t ra� c  to  d y n a m i c 
D N S  s e r v i c e s  i n  H T T P  (4 4% ) ,  E X E  d ow n l oad  ove r  n o n - b rows e r  H T T P  t ra� c 
( 28% ) ,  a n d  a  p o s s i b l e  m a l i c i o u s  E X E  fi l e  d ow n l oad e d  f ro m  a  Wo rd P re s s  s i te 
(1 2 % ) .  A l o n e,  t h e s e  ac t i o n s  wo u l d  n ot  b e  c ate g o r i ze d  as  m a l i c i o u s  as  t h ey  d o  n ot 
c o n st i t u te  a n  att ac k .  B u t  by  u n d e rsta n d i n g  t h e  u n d e r l y i n g  n et wo r k  t ra� c  patte r n s 
of  attac ks ,  C ato  re c o g n i ze s  t h at  t h e s e  ac t i o n s  a re  ofte n  pa r t  of  l a rg e r  t h re at 
patte r n s  - -  h e n c e  t h e  te r m  “s u s p i c i o u s . ”

I f  we  exa m i n e  t h e  SA M s  of  m e d i u m - r i s k  ac t i v i t i e s ,  we  o b s e r ve  t h at  H T T P 
re q u e sts  ove r  n o n - st a n d a rd  p o r ts  to  l e s s  p o p u l a r  d e st i n at i o n s  ( 2 1 % ) , 
W i n I N et / W i n s o c k  ( N at i ve  W i n d ows  C l i e nt)  to  l ow- p o p u l a r i t y  d o m a i n s  (1 9 % ) ,  a n d 
I P  c h e c k i n g  s e r v i c e s  (11 % )  a re  ra n ke d  h i g h e st  o n  t h e  l i st .

Outbound SAM

Top 10 HIGH Risk 
Suspicious Activities 
in Outbound Tra�c  

44%

28%

12 %

6%

4%
2 %2 % 1% 1% 0%

Tra�c towards dynamicDNS services in HT TP

EXE download over HTTP non-browser tra�c

Possible malicious exe file downloaded from 

wordpress site.

Ngrok agent attempted to establish a tunnel 

with Ngrok cloud

Downloaded Netcat

Download of a Binary File by Autoit

Downloading Splashtop

System Information Exfiltration

Curl client downloads a portable 

executable file

Rclone Exfiltration Client
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I n  t h e  l ow- r i s k  SA M s ,  t h e  to p  i n d i c ato rs  a re  d o m a i n  re p u tat i o n - bas e d  s i g n at u re 
( n ew l y  re g i ste re d  d o m a i n ) ,  T LS  w i t h  l ow  re p u tat i o n  a n d  n o n - sta n d a rd  p o r ts ,  a n d 
S S H  to  h i g h  p o r t s .

Top 10 MEDIUM Risk 
Suspicious Activities 
in Outbound Tra�c  

C ato’s  p o p u l a r i t y  s c o re  i nvo l ve s  m u l t i p l e  d ata  p o i nts ,  i n c l u d i n g  re a l - t i m e  t ra� c 
d ata  f ro m  o u r  n et wo r k ,  w h i c h  m e as u re s  t h e  a p p l i c at i o n’s  o c c u r re n c e s  ac ro s s 
o u r  n et wo r k  a n d  i s  c o r re l ate d  w i t h  ad d i t i o n a l  o n l i n e  s o u rc e s .  Ty p i c a l l y,  a n 
a p p l i c at i o n  t h at  i s  l e s s  p o p u l a r  a n d  l e s s  k n ow n  p o s e s  a  g re ate r  r i s k  t h a n  a 
we l l - e sta b l i s h e d  d o m a i n .

21%
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8%

7%
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HT TP Requests Over Non Standard Ports To 

Low Popularity Destinations

Wininet/Winsock (Native Windows Client) to 
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IP checking services

FTP Client (WinSCP) over SSH

Suspicious Chrome Extensions originated 

not from webstore

SAM - Outbound FileZilla tra�c

Wininet/Winsock (Native Windows Client) to 

low Popularity IP

AnyDesk Remote Desktop Connection 

Initiation

PuT TY SSH Connection To Low Reputation IP

Bot downloading EXE file
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Manufacturing, technology, and consumer goods are the most common industries that 
engage in suspicious activities. The most prevalent threat techniques are Application 
Layer Protocol (T1071), Non-Standard Port (T1571), and Ingress Tool Transfer (T1105).

Top 10 LOW Risk 
Suspicious Activities 
in Outbound Tra�c  24%

22 %

13%

10%

7%

5%

5%

5%
5% 4%

Domain reputation based signature - Newly 

Registered Domain

TLS With Low Reputation and Non-standard Ports

SSH to High Ports

Ms-o�ce 2016 document autoupdate attempt.

cURL over HTTP to low popularity domains

Java over HTTP to low popularity domains

Bitsadmin administration tool - using suspicious 

user agent & domain

Postman over HTTP to low popularity domains

P ython over HTTP to low popularity domains

Long DNS Query
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T1588 - Obtain Capabilities

T1583 - Acquire Infrastructure

T1573 - Encrypted Channel

T1572 - Protocol Tunneling

T1571 - Non-Standard Port

T1570 - Lateral Tool Transfer

T1569 - System Services

T1568 - Dynamic Resolution

T1567 - Exfiltration Over Web Service

T1566 - Phishing

T1531 - Account Access Removal

T1505 - Server Software Component

T1219 - Remote Access Software

T1204 - User Execution

T1197 - BITS Jobs

T1176 - Browser Extensions

T1105 - Ingress Tool Transfer

T1102 - Web Service

T1090 - Proxy

T1087 - Account Discovery

T1071 - Application Layer Protocol

T1059 - Command and Scripting Interpreter

T1057 - Process Discovery

T1048 - Exfiltration Over Alternative Protocol

T1041 - Exfiltration Over C2 Channel

T1021 - Remote Services

T1020 - Automated Exfiltration

T1016 - System Network Configuration Discovery
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We  c a n  s e e  t h at  t h e  m e d i a n - r i s k  SA M s  fo r  WA N - b o u n d  t ra� c  a re  L DA P  S e a rc h 
Q u e r y  –  G ro u p s  ( 5 3 % ) ,  Q u e r y i n g  G ro u p s  i n  t h e  D o m a i n  ( 28% ) ,  a n d  M ov i n g 
E xe c u ta b l e  Late ra l l y  to  a  Te m p  d i re c to r y  (8% ) .

WANbound SAM

Top 10 HIGH Risk 
Suspicious Activities 
in WANbound Tra�c  

LDAP Search Query - Groups

Querying Groups in the Domain

Moving Executable Laterally To a Temp directory

Execution of Remote RemCom Service

Using PsExec to Transfer Executable in SMB

Execution of Remote PAExec Service

WinRM Unecrypted Execution Powershell

PSexec Impersonates as a Regular Executable

Transferring Mimikatz over SMB
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28%

8%

6%
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I n  WA N b o u n d  t ra� c ,  t h e  to p  i n d i c ato rs  fo r  l ow- r i s k  SA M s  a re  re m ote l y  q u e r y i n g  a 
c o m p u te r  u s i n g  W M I ,  l o n g  D N S  q u e r i e s ,  a n d  re g i ste r i n g  a  n ew  s c h e d u l e d  tas k  o n 
t h e  re m ote  h o st .

Afte r  a n a l yz i n g  t h e  SA M s  of  WA N b o u n d  t ra� c  t h at  p o s e  a  m e d i u m  r i s k ,  we  h ave 
o b s e r ve d  t h at  t h re e  ac t i o n s  a re  t h e  m o st  c o m m o n .  Th e s e  ac t i o n s  i n c l u d e 
E n u m e rat i n g  A l l  U s e rs  o n  t h e  D o m a i n  C o nt ro l l e r  by  u s i n g  SA M R  R P C  (14% ) , 
Q u e r y i n g  Ad m i n  G ro u p s  i n  t h e  D o m a i n  (14% ) ,  a n d  Q u e r y i n g  a  B u i l t- i n 
Ad m i n i st rato r  Ac c o u nt  (1 2 % ) .

Top 10 MEDIUM Risk 
Suspicious Activities 
in WANbound Tra�c  

Enumerating All  Users on the Domain Controler - 
Using SAMR RPC

Querying Admin Groups in the Domain

Querying A Built-in Administrator Account

LDAP Search Query - Domain Computers

Executable File Transfer Over SMB With 
Impersonated Extension

Create new service on remote host via windows 
service manager

Execute service on remote host via windows service 
manager

Executing Commands on a Remote Computer 
Using WMI

Delete service on remote host via windows 
service manager

FTP Client (WinSCP) over SSH

14%

14%
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8%

8%
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O u r  a n a l ys i s  i n d i c ate s  t h at  t h e  m o st  c o m m o n l y  u s e d  CV E  i n  t h e  E nte r ta i n m e nt 
s e c to r  i s  Text 4 S h e l l  A p ac h e  C o m m o n s  Text  RC E  ( CV E- 2 02 2- 4 28 89 ) .   M e a nw h i l e, 
i n  t h e  Te l e c o m m u n i c at i o n s  s e c to r,  t h e  m o st  f re q u e nt l y  u s e d  te c h n i q u e  i s  E n d p o i nt 
D e n i a l  of  S e r v i c e  ( T 1 49 9 ) .

Top 10 LOW Risk 
Suspicious Activities 
in WANbound Tra�c  

WANbound Suspicious Activities by Industry Verticals

Remotely Querying a Computer 
Using WMI

Remotely Querying a Computer 
Using WMI

Registering a new scheduled task 
on the remote host

Transferring a Powershell Script 
Over SMB63%
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Not mapped

T1570 - Lateral Tool Transfer

T1569 - System Services

T1558 - Steal or Forge Kerberos Tickets

T1505 - Server Software Component

T1486 - Data Encrypted for Impact

T1482 - Domain Trust Discovery

T1210 - Exploitation of Remote Services

T1190 - Exploit Public-Facing Application

T1105 - Ingress Tool Transfer

T1087 - Account Discovery

T1071 - Application Layer Protocol

T1069 - Permission Groups Discovery

T1059 - Command and Scripting Interpreter

T1053 - Scheduled Task/Job

T1048 - Exfiltration Over Alternative Protocol

T1047 - Windows Management Instrumentation

T1041 - Exfiltration Over C2 Channel

T1021 - Remote Services

T1020 - Automated Exfiltration

T1018 - Remote System Discovery

T1016 - System Network Configuration Discovery
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O n e  of  t h e  b e st  ways  to  re d u c e  a n  o rg a n i zat i o n’s  attac k  s u r fac e  i s  to  u s e  s e c u re 
p roto c o l s .  I n  t h i s  s e c t i o n ,  C ato  CT R L  exa m i n e s  t h e  u s e  of  s u c h  p roto c o l s  w i t h i n 
t h e  e nte r p r i s e.

E nte r p r i s e s  h ave  l o n g  t r u ste d  t h e i r  l e g ac y  M P LS  n et wo r ks ,  s e n d i n g  d ata 
u n e n c r y pte d  a n d  re l y i n g  o n  e d g e  fi rewa l l s  fo r  p rote c t i o n .  U nfo r t u n ate l y,  t h at 
b e l i ef  c o nt i n u e s  fo r  m a ny  to d ay,  as  t h ey  u s e  i n s e c u re  p roto c o l s  fo r  t h e i r 
WA N b o u n d  c o m m u n i c at i o n s .  Th i s  i s  a  m i sta ke,  b u t  i t ’s  n ot  t h e  o n l y  o n e  c o m m o n 
to  e nte r p r i s e s .  D N S S EC,  w h i c h  c o u l d  b e  va l u a b l e  i n  p rote c t i n g  ag a i n st  m a ny 
attac ks ,  h as  n ot  g a i n e d  m o m e nt u m . 

A p p l i c at i o n  u s e  of  A I  to o l s  i s  ev i d e nt  ac ro s s  a l l  s e c to rs .  Th e  te c h n o l o g y  a n d 
m a n u fac t u r i n g  s e c to rs  h ave  i n c re as e d  t h e i r  u s e  of  A I  to o l s  m o nt h l y.  We  h ave  a l s o 
o b s e r ve d  t h at  m a ny  of  t h e  s u r veye d  e nte r ta i n m e nt  o rg a n i zat i o n s  l ac k  ad e q u ate 
i nfo r m at i o n  s e c u r i t y  to o l s .      I n  ad d i t i o n ,  e ac h  i n d u st r y  ve r t i c a l  u s e s  a  u n i q u e  s et 
of  a p p l i c at i o n s  a n d  p roto c o l s ,  w h i c h  m ay  ex p o s e  t h e m  to  d i �e re nt  t h re ats . 

Secure vs. Insecure Protocols

Th e  H T T P  t ra� c  a n a l ys i s  c l e a r l y  s h ows  t h at  m a ny  o rg a n i zat i o n s  d o  n ot  e n c r y pt 
t h e i r  WA N  t ra� c .  Th i s  m e a n s  t h at  i f  a n  ad ve rs a r y  i s  a l re ad y  i n s i d e  t h e 
o rg a n i zat i o n’s  n et wo r k ,  t h ey  c a n  e ave s d ro p  o n  u n e n c r y pte d  c o m m u n i c at i o n s 
t h at  m ay  i n c l u d e  p e r s o n a l  i d e nt i fi a b l e  i nfo r m at i o n  ( P I I )  o r  s e n s i t i ve  i nfo r m at i o n 
s u c h  as  c re d e nt i a l s ,  f u r t h e r  h e l p i n g  t h e m  i n  t h e i r  l ate ra l  m ove m e nt .

HTTP vs. HTTPS

HTTP HTTPS
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Afte r  a n a l yz i n g  t h e  WA N b o u n d  t ra� c  by  i n d u st r y  ve r t i c a l s ,  we  fo u n d  t h at  t h e  to p 
i n d u st r i e s  n ot  u s i n g  H T T P S  fo r  WA N  t ra� c  a re  m a n u fac t u r i n g ,  c o n s u m e r  g o o d s , 
c o n st r u c t i o n ,  t rave l  &  to u r i s m ,  a n d  h o s p i ta l i t y.  Ad d i t i o n a l l y,  t h e re  i s  u n e n c r y pte d 
H T T P  t ra� c  w i t h i n  a l l  i n d u st r y  ve r t i c a l s .

Th e  M i c ro s oft  e nv i ro n m e nt  h as  l o n g  re l i e d  o n  t h e  S e r ve r  M e s s ag e  B l o c k  (S M B) 
p roto c o l  fo r  fi l e  s h a r i n g  a n d  ot h e r  p u r p o s e s .  O u r  d ata  s h ows  t h at  m o st 
e nte r p r i s e s  c o nt i n u e  to  re l y  o n  S M B  v 1  a n d  v 2  ( 6 6 % )  d e s p i te  t h e i r  we l l - k n ow n 
v u l n e ra b i l i t i e s ,  s u c h  as  Ete r n a l B l u e  a n d  d e n i a l  of  s e r v i c e  ( D o S)  attac ks . 
M i c ro s oft ’s  l ate st  ve rs i o n  of  t h e  p roto c o l ,  S M B  v 3 ,  h as  fi xe d  m a ny  of  t h e s e 
v u l n e ra b i l i t i e s  a n d  e nfo rc e s  A ES -1 28 - G C M  e n c r y pt i o n ,  a  ro b u st  e n c r y pt i o n 
sta n d a rd .

SMB v1 and v2 vs. SMB v3 

WANbound HTTP/HTTPS Tra�c by Industry Verticals
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As  we  l o o k  at  S M B  ad o pt i o n  by  i n d u st r y,  t h e  to p  i n d u st r i e s  t h at  st i l l  u s e  S M B  v 1 
a n d  v 2  a re  m a n u fac t u r i n g ,  c o n s u m e r  g o o d s ,  a u to m ot i ve,  m e d i c a l / h e a l t h c a re, 
a n d  fi n a n c e.

S S H  i s  t h e  m o st  s e c u re  m et h o d  fo r  ac c e s s i n g  re m ote  s e r ve r s .  W h i l e 
o rg a n i zat i o n s  i n c re as i n g l y  u s e  s e c u re  c o n n e c t i o n s  fo r  i n b o u n d  a n d  o u t b o u n d 
t ra� c ,  Te l n et  i s  st i l l  b e i n g  u t i l i ze d  i n s i d e  t h e  o rg a n i zat i o n s .

SSH vs. TELNET

SMB_v1_v2 SMB_v3
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I n  te r m s  of  i n d u st r i e s ,  o u r  a n a l ys i s  s h ows  t h at  Te l n et  i s  m o re  p ro m i n e nt  t h a n  S S H 
i n  WA N b o u n d  t ra� c  fo r  l aw  p rac t i c e s ,  fi n a n c e,  a u to m ot i ve,  m i n i n g  &  m eta l s ,  a n d 
o i l  &  e n e rg y  s e c to r s .

D N S  p l ays  a  c r u c i a l  ro l e  o n  t h e  i nte r n et .  S i n c e  D N S’s  i nve nt i o n  i n  1 9 8 3  m u l t i p l e 
v u l n e ra b i l i t i e s  h ave  b e e n  fo u n d ,  s u c h  as  D N S  c ac h e  p o i s o n i n g  a n d 
m a n - i n - t h e - m i d d l e  attac ks .  C o n s e q u e nt l y,  t h e re  was  a  n e e d  fo r  a  m o re  s e c u re 
D N S.  I n  1 9 97,  t h e  fi r st  s p e c i fi c at i o n  of  D N S S EC  was  p u b l i s h e d .  A  s i g n i fi c a nt 
m i l e sto n e  i n  2 01 0  was  t h e  s i g n i n g  of  t h e  ro ot  zo n e.  C ato’s  a n a l ys i s  of  n et wo r k 
t ra� c  reve a l e d  t h at  t h e re  h as  b e e n  l i m i te d  ad o pt i o n  of  D N S S EC.

DNS vs. DNSSEC

WANbound Telnet/SSH Tra�c by Industry Verticals
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L L M N R  a n d  N et B I O S  a re  b ot h  u s e d  to  re s o l ve  n a m e s  o n  l o c a l  n et wo r ks .  L L M N R 
i s  d e s i g n e d  as  t h e  s u c c e s s o r  of  N et B I O S,  a i m i n g  to  p rov i d e  a  m o re  s e c u re 
fa l l bac k  o pt i o n  w h e n  D N S  fa i l s .  H oweve r,  u s i n g  L L M N R  a n d  N et B I O S  c a n  p o s e 
s i g n i fi c a nt  s e c u r i t y  r i s ks ,  s u c h  as  L L M N R  p o i s o n i n g ,  S M B  Re l ay  Attac ks , 
Pas s - t h e - H as h  Att ac ks ,  a n d  m o re.  Th e  a l te r n at i ve  i s  to  u t i l i ze  a  l o c a l  D N S  s e r ve r. 
O u r  a n a l ys i s  i n d i c ate s  t h at  a l l  i n d u st r y  ve r t i c a l s  st i l l  re l y  o n  L L M N R  a n d  N et B I O S, 
w i t h  N et B I O S  b e i n g  t h e  m o st  c o m m o n l y  u s e d .

LLMNR vs. NetBIOS

I n  ad d i t i o n  to  i nve st i g at i n g  p roto c o l  u s ag e  ac ro s s  e nte r p r i s e s ,  C ato  CT R L 
i nve st i g ate d  a p p l i c at i o n  u s a g e.  Th e  C ato  SAS E  C l o u d  i d e nt i fi e s  a n d  c l as s i fi e s 
t h o u s a n d s  of  a p p l i c at i o n s  w i t h i n  t h e  e nte r p r i s e.  We  exa m i n e d  t h e  t h re e  t y p e s  of 
a p p l i c at i o n s  –  A I  to o l s ,  i nfo r m at i o n  s e c u r i t y,  a n d  a n o ny m i ze rs .

Application Usage

Th e  m o st  c o m m o n  A I  to o l s  u s e d  a m o n g  e nte r p r i s e s  we re  M i c ro s oft  C o p i l ot , 
C h at G PT,  a n d  E m o l ,  a n  a p p l i c at i o n  t h at  re c o rd s  e m ot i o n s  a n d  ta l ks  w i t h  A I 
ro b ots .  C o p i l ot ’s  st ro n g  ad o pt i o n  i s  l i ke l y  d u e  to  i ts  i nte g rat i o n  ac ro s s  M i c ro s oft 
p ro d u c ts .  Th e  st ro n g e st  a d o pt i o n  of  t h e s e  to o l s  was  s e e n  i n  t h e  t rave l  a n d 
to u r i s m  i n d u st r y  ( 79 % ) ,  a n d  t h e  l owe st  ad o pt i o n  was  a m o n g  e nte r t a i n m e nt 
o rg a n i zat i o n s  (4 4% ) .

AI Tools

DNS_OVER_U DNSSEC DNS_OVER_TCP

97%

3% 3%0%

100%

INBOUND
DNS vs DNSSEC
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How are companies protecting their information assets? It  depends on who you ask . 
The vast majority of educ ational organizations (82 %) use information security tools, 
versus less than half (48%) of entertainment organizations. The most used 
information security tools are: TrendMicro, Umbrella ,  Bitdefender,  Quad9, and ESET.

Information Security

AI Tools Apps Usage by Industry Vertical 
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When enterprises are looking to mask their browsing habits,  Internet addresses, and 
otherwise hide personal identifiable information, they turn to Anonymizers.  The most 
commonly used anonymizes include NordVPN, Surfshark VPN, Mullvad VPN, Hola 
VPN, and AdGuard. Travel & tourism organizations are the biggest users of 
Anonymizers (74%), perhaps reflecting the need to see loc al sites in planning trips 
that would not be viewable from other regions, versus less than a third of 
entertainment organizations.

Anonymizers

Anonymizers Apps Usage by Industry Vertical
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Ac ro s s  u n d e rg ro u n d  d i s c u s s i o n s ,  t h re at  ac to rs  c o m p l a i n e d  a b o u t  t h e  l i m i tat i o n s 
i m p o s e d  by  L L M s  o n  w h at  t h ey  c a n  h ave  i t  p e r fo r m .  W h e n  t h e  fi rst  c h at  bas e d 
L L M s  c a m e  o u t ,  t h e  g u a rd ra i l s  we re  n ot  h i g h .  A s  a  re s u l t ,  p ro m pts  t h at  c o u l d 
p ote nt i a l l y  c re ate  m a l i c i o u s  c o d e  a n d  c o nte nt .  To d ay,  m o st  L L M s  h ave  r u l e s 
g u a rd i n g  ag a i n st  p ro d u c i n g  a ny t h i n g  f ro m  p ote nt i a l l y  h a r mf u l  c o nte nt  to 
p ote nt i a l l y  c o py r i g hte d  m ate r i a l s .  H e re  i s  o n e  exa m p l e,  o u t  of  m a ny,  of  h ow 
t h re at  ac to rs  a re  l o o k i n g  fo r  ways  to  j a i l b re a k  C h at G PT  to  c re ate  c u sto m 
S Q L M a p  c o m m a n d s :

As  pa r t  of  C ato  CT R L’s  a c t i v i t y,  we  u s e  H U M I N T  a n d  O S I N T  to  m o n i to r  fo r  t h re at 
ac to r  ac t i v i t i e s .  Th e s e  ac t i v i t i e s  i n c l u d e  d i s c u s s i o n s ,  t h e  b u y i n g  a n d  s e l l i n g  of 
g o o d s  a n d  s e r v i c e s ,  a n d  ot h e r  re l ate d  ac t i o n s  t a ke n  by  p ote nt i a l  a d ve rs a r i e s . 
W i t h  t h e  re c e nt  hy p e  a ro u n d  L L M s  ( La rg e  La n g u ag e  M o d e l s)  we  d e c i d e d  to 
fo c u s  o n  t h re at  ac to r s'  ad o pt i o n  of  A I / M L  te c h n o l o g i e s .

Tooling
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We  a l s o  o b s e r ve d  a n ot h e r  a u to m ate d  we b  s c a n n e r  t h at  u s e s  A I  to  pa rs e  t h e 
re s u l t  a n d  ad j u st  t h e  c o m m a n d .  I t  u s e s  t h e  o p e n - s o u rc e  L L A M A  m o d e l  by  M eta :

Hacking Communities

43

U n d e rg ro u n d  s e r v i c e s  a n d  p ro d u c ts  a re  n ot  l i m i te d  to  m a l wa re  a n d  p h i s h i n g . 
Fa ke  c re d e nt i a l s  h ave  b e e n  b o u g ht  a n d  s o l d  fo r  ye a r s ,  a n d  a re  st i l l  a  t h r i v i n g 
i n d u st r y,  n ow  f u e l e d  by  t h e  p owe r  of  A I  to  g e n e rate  to p - e n d  p ro d u c ts .  Fro m 
fa ke  v i d e o s  t h at  c a n  b e at  b i o m et r i c  a u t h e nt i c at i o n  to  c re at i o n  of  d o c u m e nts 
a n d  s c a n s  t h re at  ac to rs  a re  ex p e r i m e nt i n g  w i t h  M L  m o d e l s  to  c o n d u c t 
m a l i c i o u s  ac t i v i t y.

Deep Fakes

" Advant ages:

    Au to m at i o n  of  p e n et rat i o n  te st i n g  p ro c e s s e s .

    I nte l l i g e nt  a n a l ys i s  of  re p o r ts  a n d  re c o m m e n d at i o n s  fo r  t h e  e l i m i n at i o n  of  v u l n e ra b i l i t i e s .

    F l ex i b l e  s ett i n g s  a n d  t h e  a b i l i t y  to  a d a pt  to  s p e c i fi c  n e e d s .

  Th e  L l a m a  m o d e l  was  u s e d  fo r  re p o r t  a n a l ys i s ,  yo u  c a n  t a ke  a  l o o k  at  t h e  c h a rac te r i st i c s  h e re   

  htt p s : //g i t h u b.c o m /fac e b o o k re s e a rc h / l l a m a / b l o b/m a i n / M O D E L _ CA R D. m d

  A couple of s creenshot s of the project 's work "

Translation of the text - 
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I n  t h e  exa m p l e  b e l ow,  t h re at  ac to rs  te st  a n d  s h a re  t h e i r  o p i n i o n s  o n  n ew  m o d e l s 
t h at  a re  h o ste d  o n  t h e  H u g g i n g  Fac e  p l atfo r m  (s e e  t h e  p l atfo r m  h e re )

Hacking Communities

44

" Th i s  n e u ra l  n et wo r k  w i l l  c o py  a ny  vo i c e  a n d  u s e  i t  to  vo i c e  yo u r  text .  Th ey ' ve  j u st  ro l l e d  o u t  a 

  p owe r f u l  s p e e c h  sy nt h e s i ze r,  W h i s p e r  S p e e c h  —  t h e  g e n e rat i o n  re s u l ts  a re  re a l l y  i m p re s s i ve !

  L i ste n  fo r  yo u rs e l f  h ow  c o nv i n c i n g l y  t h e  A I  c o p i e d  Pete r  G r i � n  —  t h e  w r i tte n  text  l i te ra l l y  s p o ke 

  w i t h  h i s  vo i c e.

  G ra b  t h e  f re e  to o l  h e re.  ( htt p s : // h u g g i n g fac e.c o/s p a c e s /c o l l a b o ra / W h i s p e r S p e e c h ) ”

I n  t h i s  c o nve r s at i o n ,  we  s e e  t h re at  ac to rs  d i s c u s s i n g  a  re a l - t i m e  d e e p  fa ke 
c l o n i n g  s e r v i c e :

Translation of the text - 

" C a m e ra I  -  a  s e r v i c e  fo r  c re at i n g  d e e pfa ke s .  To  sta r t  wo r k i n g ,  yo u  n e e d  to  w r i te  a ny  p e r s o n a l i t y  a s  a  p ro m pt 

  a n d  c o n n e c t  a  c a m e ra .  Eve r y t h i n g  e l s e  i s  d o n e  by  t h e  n e u ra l  n et wo r k .  htt p s : //w w w.fa l . a i /c a m e ra

  A re  t h e re  s e r v i c e s  t h at  c a n  c re ate  a  vo i c e  m e s s a g e  f ro m  a  vo i c e  p atte r n  a n d  text ? "

Translation of the text - 
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C r i m i n a l s  a re  l o o k i n g  p a r t i c u l a r l y  to  g e n e rate  fa ke  d o c u m e nts ,  s o  w hy  n ot  u s e 
m ac h i n e  l e a r n i n g  fo r  s u c h  tas ks?  O n e  attac ke r  d i d  j u st  t h at :

Hacking Communities
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" C l u ste r i n g ,  G ra d i e nt  B o o st i n g  (xg b o o st ,  L i g ht G B M ,  C at B o o st) ,  k- m e a n s . . .  I  p o s s e s s  s k i l l s  i n  Fe at u re 

  E n g i n e e r i n g  (c o n st r u c t i o n  of  pa ra m ete rs  f ro m  ex i st i n g  d ata ) .  I  a m  a d e pt  at  fi n e - t u n i n g  s ett i n g s  a n d 

  hy p e r pa ra m ete rs  fo r  a l g o r i t h m s ,  o pt i m a l  m et r i c s  fo r  a s s e s s i n g  m o d e l  p e r fo r m a n c e.  I  h ave  wo r ke d  w i t h 

  m et r i c s  s u c h  as  Ac c u ra c y,  p re c i s i o n ,  re c a l l ,  F 1 - S c o re,  AU C,  ave ra g e  p re c i s i o n ,  ba l a n c e d  ac c u rac y,  m s e, 

  r m s e,  m s p e,  m ae,

  Th e  m a i n  l a n g u ag e  of  p ro g ra m m i n g  -  py t h o n .  J a b b e r  -  I M  Te l e g ra m :  @ d s c o d e r "

Translation of the text - 

Hacking Communities

46

C re at i n g  c u sto m  M L  m o d e l s  l i ke  L L M ,  t ra i n i n g  m o d e l s ,  a n d  fi n e - t u n i n g  m o d e l s 
re q u i re s  wo r k  a n d  ex p e r t i s e.  I n  re c e nt  m o nt h s ,  we  h ave  s e e n  p e o p l e  m a r ket i n g 
t h e i r  M L  ex p e r t  s e r v i c e s  i n  u n d e rg ro u n d  fo r u m s  a n d  c y b e rc r i m e  g ro u p s  l o o k i n g 
to  h i re  s u c h  ex p e r ts  to  h e l p  t h e m  d e s i g n  t h e i r  ow n  m a l i c i o u s  G PT  va r i a nt .

Th re at  ac to rs  a re 
a l s o  re c r u i t i n g 
A I / M L  s p e c i a l i sts  to 
b u i l d  c u sto m  L L M s 
fo r  m a l i c i o u s  i nte nt 
(s e e  t h i s  b l o g ) .

Careers and Development
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Based on the above findings, Cato CTRL 
recommends enterprise IT and security 
leaders take five actions:

Recommended Actions       

M o n i to r  yo u r  WA N  t ra� c  to  c h e c k  w h i c h  i n s e c u re  p roto c o l s  yo u  u s e  a n d  sw i tc h  to 
s e c u re  p roto c o l s .  C o nt i n u i n g  to  r u n  i n s e c u re  p roto c o l s  m a ke s  i t  e as i e r  fo r  t h re at 
ac to rs  to  g at h e r  i nfo r m at i o n ,  ste a l  c o nfi d e nt i a l  i nfo r m at i o n  t rave rs i n g  t h e  n et wo r k , 
a n d  ex p l o i t  v u l n e ra b i l i t i e s .

I m p l e m e nt  Ze ro -Tr u st  st rate g i e s  i n  yo u r  o rg a n i zat i o n .  Ze ro -Tr u e st  re st r i c t s  u s e rs' 
ac c e s s  to  o n l y  t h e  n e c e s s a r y  re s o u rc e s ,  m i n i m i z i n g  t h e  att ac k  s u r fac e  i n  t h e  eve nt 
of  sto l e n  c re d e nt i a l s  o r  s i m i l a r  attac ks .

D i s a b l e  L L M N R  a n d  N et B I O S  a n d  u s e  l o c a l  D N S  s e r ve rs .  As  n ote d ,  b ot h  L L M N R 
a n d  N et B I O S  p o s e  s i g n i fi c a nt  s e c u r i t y  r i s ks ,  w h i c h  c o u l d  b e  m i t i g ate d  by  re l y i n g  o n 
l o c a l  D N S  s e r ve rs .

D e p l oy  v u l n e ra b i l i t y  s c a n n i n g  i n  yo u r  n et wo r k  to  fi n d  v u l n e ra b i l i t i e s  a n d  i m p rove 
yo u r  o rg a n i zat i o n' s  s e c u r i t y  p o st u re.  M a ny  attac ks  ex p l o i t  v u l n e ra b i l i t i e s  t h at  a re 
q u i te  o l d  a n d  s i m p l y  h ave n’t  b e e n  patc h e d .  S c a n n i n g  fo r  a n d  i d e nt i f y i n g  t h o s e 
v u l n e ra b i l i t i e s  w i l l  g o  a  l o n g  way  to  i m p rov i n g  t h e  e nte r p r i s e’s  r i s k  p o st u re.

As s et  m a n ag e m e nt  i s  c r i t i c a l  to  m a p p i n g  s e r v i c e s ,  a p p l i c at i o n s ,  a n d  t h i rd - pa r t y 
pac kag e s  to  d ete c t  ex p l o i t a b l e  o l d  s e r v i c e s  a n d  a p p l i c at i o n s .  O n l y  o n c e  m a p p e d 
a n d  u n d e rsto o d  c a n  s e c u r i t y  te a m s  re p l ac e  t h e  i n s e c u re  p roto c o l s  a n d  re m e d i ate 
t h e  u n patc h e d  s e r v i c e s  w i t h i n  t h e  e nte r p r i s e,  re d u c i n g  t h e  attac k  s u r fac e.
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C a t o .  W E  A R E  S A S E .Contact Us

About Cato Networks

 Cato SASE Cloud Platform

Cato Networks is the leader in SASE, delivering enterprise security and network access in a single 

cloud platform. With Cato, organizations replace costly and rigid legacy infrastructure with an open and 

modular SASE architecture based on SD-WAN, a purpose-built global cloud network, and an embedded 

cloud-native security stack.  

Cato. WE ARE SASE.

Connect
Cloud Network

Cloud On-Ramps

Protect
Network Security

Endpoint Security

Detect
Incident Life Cycle Management

Run
Unified Management and API

Cato SASE Cloud Platform Use Cases

Network Transformation 

MPLS to SD-WAN Migration 

Global Access Optimization 

Hybrid Cloud and  
Multi-Cloud Integration

Business Transformation  
Vendor Consolidation 

Spend Optimization 

M&A and Geo Expansion

Security Transformation 
Secure Hybrid Work 

Secure Direct Internet Access

Secure Application and Data 
Access

Incident Detection and Response

Multi Cloud Integration
Cato vSocket  •  Cross Connect  •  IPsec   

  noitazimitpO SaaS
     Smart Egress  •  Dedicated IP

Cato Client
Universal ZTNA  •  EPP/EDR

Cato Client
Universal ZTNA  •  EPP/EDR

Clientless
via Web Portal

Global Private Backbone

MPLS

Cato Socket Edge SD-WAN
A/A/A  •  Path Selection  •  App/Id Aware QoS  •  LAN Segmentation 

S
in

gle Pass Cloud Engine

SPACE

Cato PoP

Any Edge  •  Any Port/Protocol

Acceleration and Optimization  •  Selective Decryption 

FWaaS  •  SWG  •  IPS  •  DNS  •  
ZTNA  •  CASB  •  DLP  •  RBI

Threat Prevention and Data Protection

AI/ML-driven Anomaly Detection  •  Analyst Workbench with Gen-AI Stories  •  Incident Lifecycle Management

Extended Detection and Response (XDR) Single Management and API

•  Granular RBAC
•  Rich network and security analytics
•  Automated Posture Management
•  Self-Service and Co-managed


