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Acceleration of
the Adversary
Advantage

This 2025 Global Threat Landscape Report
reveals a dramatic escalation in both the

scale and sophistication of cyberattacks. Data
shows adversaries are moving faster than ever,
automating reconnaissance, compressing the time
between vulnerability disclosure and exploitation,
and scaling their operations through the
industrialization of cybercrime. Across all attack
phases, FortiGuard Labs observed that threat
actors are leveraging automation, commoditized
tools, and Al to systematically erode the traditional
advantages held by defenders.



The challenge is clear: Your adversary’s advan-
tage is accelerating. From pre-attack reconnais-
sance to post-compromise persistence, attackers
now operate with unprecedented speed, pre-
cision, and reach, challenging organizations to
shift from reactive defense to proactive exposure
management.

Key Findings

An Unprecedented Surge in Reconnaissance:

Cybercriminals are deploying automated
scanning at a global scale. Active scanning in
cyberspace reached unprecedented levels in
2024, rising by 16.7% worldwide. FortiGuard
Labs observed billions of scan attempts each
month, equating to 36,000 scans per second,
revealing an intensified focus on mapping
exposed services such as SIP and RDP and
OT/loT protocols like Modbus TCP. Tools like
SIPVicious and commercial scanning tools are
weaponized to identify soft targets before
patches can be applied, signaling a significant
“left-of-boom” shift in adversary strategy.

Al is Supercharging the Cybercrime Supply
Chain: Threat actors leverage Al for phishing,
impersonation, extortion, and evasion tac-
tics. Tools like FraudGPT, Blackmail erV3, and
ElevenlLabs are automating the generation of
malware, deepfake videos, phishing websites,

and synthetic voices, fueling more scalable,
believable, and effective campaigns. And as
predicted, Cybercrime-as-a-Service (CaaS)
groups are using these new tools to embrace
specialization, doubling down on specific seg-
ments of the attack chain.

CaaS is Fueling Initial Access at Scale: The
underground economy for stolen credentials
and direct corporate access has exploded.
FortiGuard Labs observed a 42% increase in
compromised credentials for sale and a rise
in Initial Access Broker (IAB) activity offering
VPNSs, RDPs, and admin panels. Infostealers
like Redline and Vidar drove a 500% increase
in credential logs on darknet forums.

Adversaries Are Fragmented in Form, Uni-
fied in Function: While 13 new ransomware
groups entered the Ransomware-as-a-Ser-
vice (RaaS) market, demonstrating fragmen-
tation, the top four groups still accounted

for 37% of observed attacks, indicating con-
centrated influence. Meanwhile, hacktivists
have been adopting ransomware tactics, and
nation-state actors remain active in targeting
manufacturing, government, education, and
tech sectors. Telegram remains a dominant
coordination hub for sharing exploits and infra-
structure, offering a layer of operational unity
across otherwise disconnected threat groups.



Exploitation Volumes Are Soaring as Speed
Remains Steady: While the average time to
exploit newly disclosed vulnerabilities held
relatively steady in 2024, closely tracking the
5.4-day average observed in 2023, the scale
of exploitation attempts surged. FortiGuard
Labs recorded over 97 billion exploitation
attempts during the year, reflecting increased
automation and broader targeting across
industries. Attackers prioritized exposed loT
devices, routers, firewalls, and cameras, fre-
quently used for botnet command and control
(C2), lateral movement, and persistent access.
CVE-2024-21887, a command injection vul-
nerability in Ivanti products, was exploited just
six days after disclosure, underscoring how
quickly adversaries can still act when opportu-
nity aligns with impact.

Post-Exploitation Tactics are Getting Stealth-
ier: Despite CVEs growing 39% from 2023

to 2024, zero-day attacks only account for

a small percentage of observed threats. Cy-
bercriminals increasingly “live off the land,”
using trusted tools and protocols to escalate
privileges and persist undetect- ed. FortiGuard
Labs has identified advanced post-compro-
mise behaviors, including Ac- tive Directory
manipulation (e.g., DCShadow, DCSync), RDP-
based lateral movement, and encrypted C2
via DNS and SSL.

Cloud Attacks Are Evolving, but Misconfigu-
rations Still Reign: Cloud environments re-
main a top target, with adversaries exploiting
persistent weaknesses such as open storage
buckets, over-permissioned identities, and
misconfigured services. FortiCNAPP telemetry
shows a steady rise in cloud compromises,

often involving identity abuse, insecure APIs,
and privilege escalation. These vectors are
frequently combined in multi- stage attacks
that leverage automation and legitimate ser-
vices for stealth and persistence. Reconnais-
sance remains the most prevalent tactic, with
attackers probing APIs, enumerat- ing permis-
sions, and scanning for exposed as- sets. In
70% of observed incidents, attackers gained
access through logins from unfamiliar geog-
raphies, highlighting the critical role of identity
monitoring in cloud defense.

A Call to Action: Shift Left,

Act Fast, Reduce Exposure

The evidence is clear: attackers are investing
heavily in automation, reconnaissance, and scal-
able operations. Their playbooks emphasize
speed, stealth, and scalability, while far too many
organizations remain overburdened with reactive
patch cycles and static security strategies.

To counter this asymmetry, defenders must shift
from traditional threat detection toward Continu-
ous Threat Exposure Management (CTEM). This
proactive approach emphasizes:

« Continuous attack surface monitoring

« Real-world emulation of adversary behavior

« Risk-based prioritization of remediation

« Automation of detection and defense re-
sponses

The security landscape has radically changed.
Staying ahead of attackers now means counter-
ing their next move before they make it, which
means that traditional security solutions are no
longer enough.



1. Cyber
Reconnaissance

Surge:

g The Rising Threat
Iy of Automated
Scanning

Active scanning in cyberspace reached
unprecedented levels in 2024, rising by 16.7%
worldwide, highlighting a sophisticated and
massive collection of information on exposed
FortiRecon  digital infrastructure. intrusion prevention system
(IPS) engines in FortiGate Next-Generation
Firewalls (NGFWs) detected an intensification
of these scans across all geographies, with
attackers leveraging advanced “left of boom”
techniques to map attack surfaces before
launching targeted offensives.
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This unprecedented volume of automated
scans suggests a rise in large-scale recon-
nais- sance campaigns. These scans seek
obvious vulnerabilities and explore critical
infrastructures to determine which assets can
be exploited with minimal effort. As the wea-
ponization phase of attacks becomes smaller,
threat actors can now maintain a near real-time
understanding of attack surfaces across many
targets. Then, when a vulnerability becomes
available, attackers can strike quickly, impact-
ing organizations that have not proac- tively
applied patches.

Millions of Active Scans: What Threat
Actors are Looking For

Millions of scanning attempts are detected
worldwide every hour, revealing the persistent
effort by cybercriminals to map exposed sys-

tems before launching their attacks. This num-
ber adds up to billions monthly, demonstrating
the sheer scale of automated reconnaissance
operations. To effectively protect an organiza-
tion, defenders must understand what attack-
ers are searching for and how their scans trans-
late into real-world risks.

Attackers are targeting widely used protocols in
key sectors such as telecommunications, indus-
try, OT/ICS, and financial services and regularly
rely on the following:

« SIP (VolP): SIP represented over 49% of
detected scans. Widely used in telecommu-
nications, SIP vulnerabilities can allow inter-
ception attacks and call fraud. For example,
APT28 has used legitimate credentials to
gain initial access, maintain access, and



exfiltrate data from a victim network. The
group has also leveraged manufacturers’
default passwords to gain initial access to
corporate networks via loT devices, such as
VoIP phones, printers, and video decoders.

Modbus TCP: Modbus TCP accounted for
about 1.6% of scans, highlighting concerns
about industrial infrastructure and SCADA
systems. The Department of Energy (DOE),
the Cybersecurity and Infrastructure
Security Agency (CISA), the National
Security Agency (NSA), and the Federal
Bureau of Investigation (FBI) released a joint
Cybersecurity Advisory (CSA) to warn that
certain advanced persistent threat (APT)
actors have exhibited the capability to gain
full system access to multiple industrial
control system (ICS)/supervisory control and
data acquisition (SCADA) devices.

Which Scanning Tools Are
Cybercriminals Using to Find System
Weaknesses?

Threat actors are leveraging sophisticated tools
to automate attack surface mapping, hereby
optimizing their exploitation campaigns. These
tools include:

SIPVicious: SIPVicious is responsible for

nearly 50% of detected scanning events. The

SIPVicious suite is a set of tools for auditing
SIP-based VolIP systems. Malicious actors
have adopted this suite to exploit vulnerable
SIP servers. This suite contains five tools:
swamp, svwar, svcrack, report, and crash.

Qualys: This vulnerability scanner appears in

about 2.5% of scans and is used by legitimate

security teams, as well as attackers seeking
weaknesses in critical infrastructure.

Nmap: Detected in less than 1% of events,
Nmap remains a key tool for identifying open
ports and vulnerable services. Also known as
Network Mapper, this is an open-source tool
used for network exploration and security
auditing. It was originally designed to rapidly
scan large networks.

Nessus and OpenVAS: While representing a
smaller percentage of scans, these tools are
still widely used to explore vulnerabilities in
enterprise systems.
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2. Shedding Light

on the Darknet:

@ How Adversaries
e Prepare to Strike

While much of our telemetry shows what actions attackers
have previously taken, darknet intelligence helps us
understand what threat actors may do next. Adversaries in
the depths of the darknet continue developing, acquiring,
and trading resources that enable them to execute large-
scale attacks with alarming precision. Security breaches do
not begin when an organization detects suspicious activity
in its network. By the time an adversary has successfully
compromised a system, the attacker has already spent
significant time planning and testing the attack, with all
necessary resources already in place.
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The darknet has evolved from a mere refuge for
cybercriminals into a supply chain for cyberat-
tacks. The FortiGuard Labs team has identified a
rapidly growing underground ecosystem where
stolen credentials, corporate access, exploits, and
Al-powered tools are bought, sold, and devel-
oped to facilitate malicious operations.

This means that attackers no longer need to
rely solely on their technical skills. Regardless of
technical know-how, any adversary can acquire
ready-made resources, significantly lowering
the barrier to entry for cybercrime, especially for
attackers with lower skills, which ultimately in-
creases the volume, velocity, and sophistication
of targeted attacks.

The Business of Corporate Infiltration
Stolen credentials are not the only valuable
commodity being sold. In 2024, the darknet

saw a sharp increase in Initial Access Brokers
(IAB), which sell direct access to corporate
infrastructures. This service allows adversaries

to infiltrate networks without searching for and
exploiting vulnerabilities. IABs offer far more than
just individual credentials, with some of their most
sought-after assets being:

« Corporate VPN credentials (20%)
« RDP access (19%)

« Admin panels (13%)

« Webshells (12%)

IAB groups such as sandocan (26%), F13 (16%),
and JefryG (12%) lead this economy, offering
pre-compromised internal network access to cur-
rent and aspiring cybercriminals.

Credentials are the Currency
of Cybercrime

One of the darknet's most active markets is the
trade of compromised credentials. In 2024, over
100 billion records were shared in underground
forums, a 42% increase from 2023.

This surge is largely driven by combo lists: mas-
sive data files containing email addresses, us-
ernames, and passwords obtained from past
breaches. More than 50% of darknet posts are re-
lated to leaked databases, which, if acquired, can
easily allow cybercriminals to automate creden-
tial-stuffing attacks and gain unauthorized access
to corporate systems.

Well-known groups selling this type of information
on the darknet not only provide the data but also
streamline these resources to make it easy for a
threat actor of any skill level to successfully carry
out an attack. This lowers the barrier to entry for
cybercriminals and significantly amplifies the risk
of account takeovers, financial fraud, and corpo-
rate espionage.

Among the most active cybercriminal groups in
this market are:

» BestCombo (20%): This high-volume suppli-
er of stolen credentials frequently sells fresh
breaches bundled into massive, ready-to-use
lists.

« BloddyMery (12%): Known for aggregating
and enhancing leaked data, this group makes
stolen credentials more valuable for resale and
enhances targeted attacks.

« ValidMail (12%): This group specializes in
credential validation services, ensuring buy-
ers receive only functional login details, which
increases attack success rates.
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Credential Theft-as-a-Service: The
Industrialized Rise of Infostealers
Credentials available on the darknet are not just
from past data breaches. In 2024, FortiGuard
Labs observed a 500% increase in logs from
systems compromised by infostealer malware,
with 1.7 billion stolen credential records shared in
underground forums. The top identified infosteal-
ersinclude:

e Redline (60%): The most widely used infos-
tealer, Redline is favored for its affordability,
ease of use, and ability to target multiple data
sources. Sold on underground forums for as
little as $150, it steals credentials from web
browsers, email clients, cryptocurrency wal-
lets, and messaging apps like Telegram and
Discord. Its high adoption rate has made it a
popular choice for IABs, who sell stolen logins
to ransomware operators and other cyber-
criminal groups.

e Vidar (27%): Known for its advanced capa-
bilities, Vidar specializes in harvesting not
just credentials but also session tokens and

multi-factor authentication (MFA) bypass data.

This allows attackers to maintain persistent
access to accounts even after passwords are
reset. Vidar's modular structure enables easy
customization, letting cybercriminals tailor
their functions to steal VPN credentials, bank-

ing logins, and cloud authentication tokens.

e Racoon (12%): Unlike other infostealers,
Racoon focuses on mass data exfiltration,
collecting financial records, stored passwords,
credit card information, and cryptocurrency
wallets. Distributed via phishing campaigns
and cracked software downloads, Racoon has
gained popularity for its stealthy nature, mak-
ing it difficult to detect until stolen credentials
appear on darknet marketplaces.

Exploit Brokers: How Attackers Obtain and De-
velop Their Capabilities

Underground forums don't just trade access and
credentials, they also serve as a marketplace for
sophisticated exploit kits targeting a wealth of
vulnerabilities. In 2024, more than 40,000 vulner-
abilities were added to the National Vulnerability
Database, representing a 39% increase over
2023.

In 2024, 331 zero-day vulnerabilities were identi-
fied in darknet forums with a high percentage of
available exploits:

« 182 (55%) had publicly available Proof-of-
Concept (PoC) exploit code

« 106 (32%) featured fully functional exploit
code ready for attacks

« 98 (30%) were actively being exploited in ran-
somware and APT campaigns




In addition to prioritizing patch management
practices for high-severity CVEs, regular darknet
monitoring offers defenders a glimpse into which
vulnerabilities are likely to be exploited by threat
actors. This intelligence allows security teams to
proactively guard against potential attacks.

Cybercrime: The Role of Al in the
Automation of Cybercrime
The growing cybercrime market is thriving on

cheap and accessible wins. And as Al evolves, it's

already lowering the barrier to entry for aspiring
cybercriminals, increasing access to the tactics
and intelligence needed to execute attacks re-
gardless of an adversary’s technical knowledge.
Beyond enhancing accessibility, Al enables ma-
licious actors to create more believable phishing
threats.

The FortiGuard Labs team has identified numer-
ous Al-driven tools that are helping adversaries
gain new efficiencies, including:

+ DeepFacelab and Faceswap: Widely used
by fraudsters, these deepfake tools create
realistic Al-generated videos to bypass iden-
tity verification procedures on banking and
cryptocurrency platforms. Attackers use them
to impersonate executives, access accounts,

and launder illicit funds.

FraudGPT and WormGPT: These Al-pow-
ered text generators help cybercriminals craft
compelling phishing emails, fake business
communications, and fraudulent legal docu-
ments. Unlike ChatGPT, these tools have no
ethical restrictions, allowing attackers to refine
scams, generate malicious code, and conduct
social engineering at scale.

BlackmailerV3: An Al-driven extortion toolkit
that automates customized blackmail emails,
BlackmailerV3 uses scraped personal and
corporate data to add credibility to its com-
munications. The tool is often used in sextor-
tion scams, fake legal threats, and CEQ fraud
attempts.

Al-Generated Phishing Pages (EvilProxy,
Robin Banks): These platforms use Al to
auto-generate phishing websites that mim-
ic legitimate login portals for banking, cloud
services, and enterprise platforms. Some, like
EvilProxy, also offer Adversary-in-the-Middle
(AITM) capabilities, allowing attackers to steal
MFA-protected credentials.

ElevenLabs and Voicemy.ai: Attackers lever-
age these Al voice synthesis tools to clone
voices for vishing (voice phishing), deepfake
scam calls, and bypassing voice authentica-
tion systems used in financial institutions and
corporate access controls.

Al-Powered Social Engineering Bots (Goose,
Telegram Fraud Bots): These chatbots im-
personate customer support representatives
and use Al-generated conversations to trick
victims into sharing sensitive information, such
as credit card details, MFA codes, and pass-
words.
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3. From Exposure
to Initial Access
and Exploitation:
How (and Where)
Attackers Get
the Keys to the
Kingdom

The cybersecurity battlefield has shifted
dramatically. Attackers no longer have to
manually identify vulnerabilities. Instead, they
can leverage automated scanning, machine
learning, and neatly packaged exploit kits to
weaponize newly disclosed security flaws
within hours of discovery.

[ ©

FortiGate FortiOS
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In our latest analysis, Fortinet IPS sensors
detected over 97 billion exploitation attempts,
showcasing how cybercriminals are continu-
ously probing for exposed systems. The ques-
tion is no longer if an organization will be tar-
geted, it's a matter of when and how quickly.

Attackers are methodical and persistent and
operate without borders. While all regions face
significant risk, Asia-Pacific (APAC) accounts
for the largest share (42%) of recorded ex-
ploitation attempts, followed by Europe, the
Middle East, and Africa (EMEA) (26%), North
America (20%), and Latin America (11%).

Global Distribution of
Exploitation Attempts

LATAM
111%

NA
20.2%

APAC
42.4%

EMEA
26.3%

Figure 1. Global Distribution of Exploitation at-
tempts by IPS engine

Attackers’ Favorite Entry Points

Not all vulnerabilities are equal. Some have
proven to be critical exposure points and are
relentlessly exploited by cybercriminals seeking

access to enterprise networks. FortiGuard Labs'
IPS telemetry highlights key vulnerabilities that
remain highly attractive to adversaries. Here are
some of the most popular entry points for at-
tackers looking to compromise organizations:

Windows SMB Information Disclosure Vulnera-
bility (CVE-2017-0147)

Representing 26.7% of exploitation attempts in
2024, this vulnerability remains one of the most
sought-after by attackers aiming to infiltrate
enterprise networks via the Server Message
Block (SMB) protocol. The prevalence of SMB in
detections is likely a result of automated scan-
ning but a good reminder for organizations to
ensure that the bare minimum of services are
exposed to attackers. This can be especially
important for organizations operating OT prod-
ucts running obsolete software.

Apache Log4j Remote Code Execution (CVE-
2021-44228)

With 11.6% of activity, this vulnerability contin-
ues to be a threat, proving that many organi-
zations have yet to implement the necessary
security fixes and that attackers are still testing
for aging vulnerabilities.

Netcore Netis Devices Hardcoded Password
(CVE-2019-18935)

This loT vulnerability accounts for 8% of all
exploitation attempts, further illustrating attack-
ers' focus on poorly secured and misconfigured
systems.

These attack vectors demonstrate a key chal-
lenge for security teams: while attackers often
exploit weaknesses faster than defenders can
respond, tried and true attack vectors still work
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loT Device

Percentage of
Exploitation

Attempts

Associated CVE

CVSS
Score

Potential Impact

Netcore Netis Routers 18.4% CVE-2019-18935 9.8 Remote control,

botnet recruitment
WiFi P2P GoAhead 10.5% CVE-2017-18377 8.3 Unauthorized access,
Cameras espionage, data exfiltration
Zyxel Firewalls and 3.2% CVE-2022-30525 9.8 Remote access, configuration
Routers tampering
TP-Link Archer AX21 21% CVE-2023-1389 9.0 Traffic hijacking, credential
Routers theft, persistence
GPON Routers (Multiple  0.9% CVE-2018-10561 9.4 Persistent access, botnet

Brands)

because too many organizations fail to main-
tain proper cyber hygiene. Patch management
delays, misconfigurations, and poor network
segmentation create ideal conditions for auto-
mation-driven exploits to succeed.

loT Devices are Consistently Easy
Targets in Automated Exploitation

The surge in exploitation against |oT devices
highlights a fundamental security gap: many
organizations fail to treat loT security with the
same rigor as traditional IT assets. Attackers
are capitalizing on default credentials, outdated
firmware, and exposed management interfaces
to gain persistence, and they use these devices
as pivot points to execute larger-scale attacks.
These devices also often serve as a safe haven
for botnets.

In the latest analysis period, over 20% of all
recorded exploitation attempts targeted loT
devices, underscoring the growing threat.

inclusion, DDoS attacks

Above are the most targeted loT devices and
their associated CVEs, CVSS scores, MITRE
ATT&CK techniques, and potential impacts.

Exploitation surges consistently coincide with
new vulnerability disclosures, demonstrating
that attackers rapidly integrate loT vulnera-
bilities into their exploitation frameworks. The
most targeted |oT devices are routers, cameras,
and network hardware.

Routers account for the highest percentage

of attacks, particularly those manufactured by
Netcore, TP-Link, and D-Link, which have been
actively exploited in multiple CVE-listed vulner-
abilities.

Surveillance cameras, such as those from Zavio
and GoAhead-based devices, remain attractive
targets for attackers seeking persistent access
for espionage, lateral movement, or botnet re-
cruitment.



4. Beyond
Initial Access:
Post-
Exploitation,
Lateral
Movements,
and C2

Once an attacker breaches a system, what
happens next? The fact is, initial access is just
the beginning of a much more sophisticated
attack chain. In the post-exploitation phase,
cybercriminals consolidate their presence,
move stealthily across networks, and
establish persistent control over compromised
environments. But how can organizations
detect these activities before they escalate
into full-blown breaches?

B @ @ &
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In this section, we analyze some of the most
critical post-exploitation techniques observed

in 2024, focusing on NDR detections related to
privilege escalation (TAO004), lateral movement
(TA0O008), and C2 communications (TA0011),
answering key questions that security teams
must address and sharing critical insights to help
organizations stay ahead of adversaries.

What Type of Malware was Used for
Post-Exploitation in 2024?

Cybercriminals rely on sophisticated malware to
establish long-term persistence within compro-
mised environments. The FortiGuard Labs team
identified several notorious malware strains as
being particularly active in 2024, including the
following remote access trojans (RATS):

« Xeno RAT: This feature-rich, open-source
malware can capture screens, exfiltrate data,
use persistence mechanisms, and leverage
Socks5 reverse proxy.

« SparkRAT: This highly sophisticated RAT sup-
ports command execution, system manipula-
tion (shutdown, restart, hibernation), and file/
process control.

« Async RAT and Trickbot: These well-known
malware families are commonly associated
with cyber espionage, credential theft, and
persistent network intrusion.

These RATs allow attackers to steal credentials,
exfiltrate data, and execute commands remotely,
making them an essential part of cyber adver-
saries’ modern post-exploitation toolkits.

How Do Attackers Move Laterally
Across Networks Without Detection?
Once inside a network, cybercriminals rarely stay

in one place. They aim to expand their access,
seeking sensitive data, higher privileges, and
additional targets. By understanding the tactics
attackers use to execute these activities, secu-
rity teams can detect and halt lateral movement
before it leads to widespread compromise.

The FortiGuard Labs team detected various lat-

eral movement tactics in 2024, including:

« Malicious executable downloads within SMB
traffic, a method frequently used to propa-
gate malware across Windows, macOS, and
Linux systems

« Anomalies in SMB protocol implementation,
particularly incorrect PID (Process Identifier)
field usage in the IMpacket package, a known
indicator of compromise

« WMI ExecMethod Lateral Movement detec-
tions, where FortiNDR Cloud behavioral mod-
els flagged adversarial sequences attempting
to execute commands remotely

» RDP-based lateral movement, which played a
role in 88% of incidents investigated in 2024

Attackers frequently abuse RDP for creden-
tial-based movement across networks, making it
a significant gap in many detection strategies.

How Are Attackers Using Windows
Systems Against Organizations?
Attackers frequently abuse built-in system
utilities to evade security controls and execute
malicious code. In 2024, the FortiGuard Labs
team observed cybercriminals using multiple
execution techniques, including:

« Malicious portable executables (PE) down-
loaded across networks are a key indicator of
ongoing exploitation.



« Trojan downloaders used by APT groups
highlight a continued reliance on stealthy
malware delivery mechanisms.

« Windows Management Instrumentation
(WMI)-based execution of encoded Pow-
erShell commands is often used for fileless
attacks and stealthy lateral movement.

Attackers also increasingly use living-off- the-

land techniques to blend in with legitimate

Windows operations, making traditional signa-

ture-based detection ineffective. Behavioral

an- alytics are key to spotting deviations from
normal system activity.

How Do Attackers Map and Manipulate Active
Directory?

Cybercriminals must understand their target
environment before launching a full-scale attack.
But how can organizations detect unauthorized
reconnaissance activities?

FortiGuard successfully identified multiple adver-
sarial discovery techniques used in 2024,
including:

« DCShadow attacks, where attackers intro-
duce a rogue domain controller to manipulate
Active Directory;

« DCSync attacks, allowing unauthorized repli-
cation of domain controller data;

« Active Directory Enumeration, involving sus-
picious queries for users, groups, and domain
trusts; and

« Network scanning flagged devices attempt-
ing to enumerate network sessions and
shared resources.

How Do Attackers Maintain Control
Over Compromised Systems?

Once inside a network, attackers establish a C2
channel to communicate with infected machines.
But how do defenders detect these covert inter-
actions?

FortiNDR Cloud successfully identified a variety
of C2 techniques, including:

« SSL C2 beacons, commonly used to evade
detection within encrypted traffic

« Cobalt Strike DNS requests, a favored tool
among red teams and threat actors alike

« DNS tunneling and long DNS queries, which
are often exploited to bypass traditional
secu- rity controls

By leveraging deep neural network-based ma-
chine learning models, the FortiGuard Labs team
flagged multiple Domain Generation Algorithm
(DGA) domains used by malware to create
constantly changing C2 endpoints. Additionally,
its integration with the Fortinet Security Fabric
enabled the detection of botnet IPs, helping
organizations block malicious communications at
the firewall level.
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Credential Discovery Lateral Command Exfiltration Impact
Access Movement and Control
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Remote System Web Service
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5. The Cloud Battlefield:
Navigating the
New Cybersecurity
Landscape

The shift to cloud computing has redefined
enterprise security, providing essential agility
and scalability and exposing organizations to

evolving attack vectors. Cloud environments are
now a battleground where adversaries exploit
misconfigurations, compromised identities,

and insecure APIs. Using FortiCNAPP, the

FortiGuard Labs team analyzed 2024 threat
telemetry and uncovered a concerning trend:

cloud-focused attacks are becoming more

sophisticated by leveraging automation and
multi-stage persistence techniques.This section
offers insights into the evolving threat landscape
related to the cloud, along with strategic
recommendations to bolster cloud defenses.

FortiCNAPP
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The Silent Breach: Identity Compromise

in the Cloud

Imagine this: a DevOps engineer logs into a
cloud console from a coffee shop. Within hours,
an unknown source accesses the same ac-
count from another country. At first glance, it
seems like an anomaly, perhaps an overlooked
VPN connection. But as composite FortiCNAPP
alerts reveal, this is the first stage of an identi-
ty compromise that leads to lateral movement,
privilege escalation, and data exfiltration.

Below is a look at some of the most prevalent
tactics attackers used in 2024 to compromise
cloud environments:

Distribution of
MITRE ATT&CK
Tactics in
Percentage

Initial Access
14.7%

Persistence
12.3%

Discovery (TAOOQ7): This is the most prev-
alent tactic, with 25.3% of all incidents
mapped, indicating that attackers extensive-
ly probe cloud environments before launch-
ing full-scale attacks.

Initial Access (TAOOOT): Our analysis reveals
that adversaries most often enter cloud
environments through exposed credentials,
phishing exploits, and misconfigured cloud
authentication settings.

Persistence (TAOO03) and Privilege Esca-
lation (TAOOO4): Attackers are increasingly
creating new identities or modifying existing
permissions to gain a foothold in enterprise
cloud environments.
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Indicators of cloud identity compromise in-
clude:

« New logins from unusual locations: 70% of
cases involved new logins from unexpected
geographies.

« New API activity for existing users: Attackers
often test the waters by invoking new APIs
on behalf of a compromised account (this
occurred in 20% of cases).

« Credential leaks in code repositories: Public-
ly accessible APl keys and credentials found
on GitHub and GitGuardian are frequently
exploited to access cloud environments.

Cloud Workloads Under Siege: The Rise
of Compromised Hosts

Cloud servers, containers, and Kubernetes
clusters are increasingly the targets of per-
sistent threat actors. While organizations ex-
pect adversaries to focus on external breaches,
our FortiCNAPP analysis shows that attackers

Security
Events
Distribution

often operate within the environment, lever-
aging legitimate services to camouflage their
activities.

Common tactics and techniques used in com-

promised cloud hosts include:

« Execution via Command and Scripting In-
terpreters (T1059): Forty-seven detected
incidents reveal attackers executing pay-
loads through Bash, PowerShell, and Python
scripts.

« Command and Control via Web Services
(T1102): Twenty-three cases indicate ad-
versaries abusing legitimate cloud-hosted
applications to maintain persistent access.

« Resource Hijacking (T1496): Twenty-four
incidents showcase the rampant abuse of
cloud resources for cryptojacking, affecting
both cost and performance.

The Evolution of Cloud Threats: What
CISOs Must Know
The rapid expansion of cloud services demands
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a shift in how security leaders approach cloud
risk management. Here are the top challenges
CISOs and their teams should keep in mind as
they secure their cloud environments:

« Cloud misconfigurations remain the Achilles’
Heel. Open storage buckets and over-per-
missioned identities continue to be leading
vectors of attack. The tactic Exploit Pub-
lic-Facing Applications (T1190) remains
prevalent across breaches.

« APl security is now a top priority. Attack-
ers increasingly abuse cloud APIs to move
laterally, escalate privileges, and extract
sensitive data. APIs exploited for identity
compromise are mapped to Cloud Instance
Metadata API Exploitation (T1556.004).

« Multi-stage cloud attacks are the new norm.
Instead of single-vector attacks, adversaries
now combine credential theft, reconnais-
sance, and APl abuse to maximize impact.
The tactic Valid Accounts (T1078) continues
to enable attackers to bypass traditional
security controls.

Our analysis using FortiCNAPP underscores the
urgency for proactive threat intelligence, auto-
mated detection, and resilient identity and API
security strategies. Cyber adversaries are not
slowing down, and neither should we.

By implementing a zero-trust mindset, im-
proving identity security, and prioritizing cloud
workload protection, CISOs can ensure their
organizations remain resilient in an era when
cloud threats are more persistent and sophisti-
cated than ever.
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6. Adversary
Landscape
FortiRecon An a Iy S i S

The threat landscape of 2024 was marked by the
rapid evolution of cybercriminal groups, the rise of
new ransomware actors, the increasing sophistication
of hacktivist attacks, and the ongoing operations of
state-sponsored espionage groups. The FortiGuard
Labs team identified and analyzed these trends to
provide a comprehensive view of adversaries’ tactics,
techniques, and procedures (TTPs).
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Ransomware Landscape: The
Evolution of Digital Organized
Crime

The RaaS ecosystem continues to expand,
with new groups emerging and establishing
double and triple extortion models. In 2024,
RansomHub (13%),

LockBit 3.0 (12%), Play (8%), and Medusa (4%)
were the most active ransomware groups,
accounting for 37% of the 1,638 identified vic-
tims used in our analysis.

Affected Sectors and Geographic Distribution

« The most targeted sectors were manufac-
turing (17%), business services (11%), con-
struction (9%), and retail (9%).

Top APT
Adversaries

Lazarus
21%

Kimsuky
18%

APT28
13%

« The top three countries impacted were the
United States (61%), the United Kingdom
(6%), and Canada (5%).

The ransomware landscape saw the rise of 13
new groups operating leak sites in 2024, in-
cluding RansomHub, HellCat, Argonauts Ran-
somware, InterLock, Bashe (APT73, Eraleig),
Termite, Sarcoma, Nitrogen, Lynx, Ransomcor-
tex, and Valencia. This indicates a fragmenta-
tion of the cybercriminal ecosystem and diver-
sification in attack methodologies.

RaaS on the Darknet

At least six major RaaS services were adver-
tised in underground forums, including Play-
Boy, Rape, Medusa, Wing, BEAST, and Cicada
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3301. This trend towards hand-holding ser-
vices lowers the technical entry barrier for cy-
bercriminals, allowing less-skilled adversaries
to execute sophisticated attacks.

Hacktivism and Ransomware: A Dangerous
Convergence

Hacktivist groups such as CyberVolk, Handa-

la, and KillSec started leveraging ransomware,
marking a strategic shift towards more disruptive
attacks. This development blurs the line be-
tween ideological activism and financially moti-
vated cybercrime.

The Ikaruz Red Team (IRT), previously known for
web defacements and nuisance attacks, transi-
tioned into small-scale ransomware operations
using leaked LockBit 3.0 builders to target orga-
nizations in the Philippines.

Hacktivism: Geopolitical Targeting and Cyber
Wars

Hacktivists adopted more aggressive tactics in
2024, using Telegram as their primary coordina-
tion platform. RipperSec (20%), Z-BLACX-H4T
(14%), and DATABASE LEAKS CYBER TEAM

INDONESIA (11%) were the most active groups.

Over 60% of hacktivist campaigns focused

on geopolitical causes, with hashtags such as
#SavePalestine, #Oplsrael, #0plndia, and #0OpU-
SA dominating the narrative.

Around 300 vulnerabilities were discussed in
hacktivist Telegram channels:

182 (61%) have publicly available PoC exploit

code.

« 95 (32%) have fully functional exploits avail-
able.

« 89 (30%) were exploited by ransomware and

APT groups in public campaigns.

Espionage: The Quiet Cyber War
State-sponsored actors continued to operate
with high levels of sophistication. China and Rus-
sia led cyber activity, with groups like Lazarus
(21%), KIMSUKY (18%), APT28 (13%), Volt Ty-
phoon (12%), and APT29 (10%) conducting ad-
vanced campaigns. Not surprisingly, government
institutions remain the primary focus, followed
by organizations in the technology and educa-
tion sectors.
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Conclusion:
Helping CISOs
Defeat Adversaries

A static security posture is a failed security posture. And
the evidence clearly demonstrates that attackers are
accelerating their reconnaissance efforts and rapidly

exploiting vulnerabilities, moving and adapting rapidly to

create an environment where the time between vulnerability
detection and exploitation is rapidly shrinking.
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CISOs must act swiftly and decisively to min-
imize risks and strengthen their defenses. To
do this, they need immediate, strategic action
that can close exposure gaps before attackers
can strike. CTEM can transform security from
reactive defense into dynamic risk reduction,
enabling CISOs to simulate real-world adver-

sary actions and eliminate security blind spots.

Implementing an adaptive security strategy
anchored in CTEM is essential for confronting
the next wave of global threats.

CISO Playbook for Adversary Defense:

1. Simulate real-world attacks with adver-
sary emulation

« Conduct red and purple teaming exercises
mimicking threats like LockBit ransomware
and APT29 espionage methods.

« Utilize MITRE ATT&CK for accurate, behav-
ior-based attack simulations.

. Reduce attack surface exposure

Deploy attack surface management (ASM)
tools to detect exposed assets, leaked cre-
dentials, and exploitable vulnerabilities.
Continuously scan darknet forums for
emerging ransomware domains and phish-
ing infrastructure.

. Prioritize high-risk vulnerabilities

Direct remediation efforts toward those
vulnerabilities being actively discussed by
hacktivist and cybercrime groups.

Use risk-based prioritization frameworks
like Exploit Prediction Scoring System
(EPSS) and CVSS for effective patch man-
agement.

. Automate security testing with breach and

attack simulation (BAS)
Regularly test endpoint, network, and cloud
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defenses against real ransomware pay-
loads.

« \Valiidate a zero-trust architecture (ZTA) by
simulating malicious lateral movement.

5. Leverage dark web intelligence and threat
attribution

« Monitor darknet marketplaces for emerging
ransomware services (e.g., PlayBoy, Rape,
Medusa).

« Track hacktivist recruitment and coordina-
tion efforts to preemptively address threats
like DDoS and web defacement attacks.

Additionally, organizations must adopt ad-

Wicke

vanced threat intelligence and real-time de-
fense tools such as FortiRecon for compre-
hensive attack surface monitoring and employ
advanced IPS solutions for immediate exploita-
tion blocking.

Cyberthreats no longer wait for vulnerabilities
to be patched, they strike rapidly before most
organizations can respond. To successfully
navigate this escalating threat landscape, CIS-
Os must anticipate threats at machine speed,
automate defenses, and continuously manage
exposure to stay one step ahead of adversar-
ies.

Get the latest intel on Fortinet Threat Actors
and their unique attributes at Fortiguard.com/threat-actor

For questions related to this report, please contact pr@fortinet.com

If you're reading a physical copy of this report, you can download the digital copy
at Fortiguard.com/ThreatLandscapeReport







