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A B S T R A C T

Phishing has been the most common type of cybercrime in recent years. The fact that successful phishing at
tempts require victims to collaborate with their attackers highlights the importance of identifying factors that 
influence users’ avoidance behavior. Drawing from evidence that mobile users process information differently 
than personal computer (PC) users, this research suggests that the device used may influence users’ risk- 
avoidance behavior, as manifested in their tendency to avoid clicking on potentially risky messages. Indeed, 
three studies suggest that mobile users are more risk-avoidant than PC users. Specifically, analyzing data from a 
cybersecurity company regarding ~500,000 URL requests in a sample of household networks, we show that 
mobile devices are less likely than PCs to access unsafe URLs. Next, in two online controlled experiments in 
which device and URL risk levels were randomly assigned, we show that mobile users are less likely than PC users 
to click on a URL in a phishing-like message. Notably, this difference is observed for lower-risk URLs, whereas PC 
and mobile users display similar risk-avoidance tendencies in the presence of highly risky URLs. This work 
contributes to the mobile use literature, as well as to developing information systems theory regarding 
technology-threat avoidance, by showing that the device used is a contextual factor influencing users’ suscep
tibility to phishing attacks.

1. Introduction

According to the 2024 FBI Internet Crime Report, the total number of 
reported internet crimes that year reached a record number of 
859,532complaints (FBI Internet Crime Report 2025). This increase 
continues a trend that has accelerated in recent years. According to this 
report, estimated losses due to internet crimes reached a record of 16.6 
billion US dollars, which is 33 % higher than the estimated losses in 
2023. Phishing was the most common type of cybercrime in 2024, and 
the number of phishing incidents (193,407) was more than double the 
number of the second most common type of incidents (FBI Internet 
Crime Report, 2025).

Phishing is a form of online fraud in which an attacker, 
masquerading as a trusted entity (e.g., a financial institution), dupes a 
victim into opening an email, instant message, or text message (Goel & 
Jain, 2018; Gupta et al. 2017; Jakobsson & Myers 2006; Pienta et al., 
2018; Thakur et al., 2015; Wright et al. 2014). The recipient is then 
tricked into clicking a malicious link, thereby triggering undesirable 
processes such as malware installation or a system freeze as part of a 

ransomware attack; most commonly, the victim is induced to reveal 
sensitive personal or account information (Thakur et al., 2015). Phishing 
attacks can be quite sophisticated, making it difficult for spam filters and 
other cybersecurity tools to defend against them (Pienta et al., 2018), 
and they can result in substantial financial loss for individuals or orga
nizations (Goel & Jain, 2018).

Given the prevalence of these attacks, coupled with the fact that they 
require the victim to collaborate with the offender, cybersecurity experts 
are increasingly seeking to raise public awareness of the nature of 
phishing attacks and the risks involved (Gallo et al. 2024; Goel & Jain, 
2018; Gupta et al. 2017; Li et al. 2019; Pienta et al., 2018; Wong et al. 
2022). Information systems (IS) researchers have likewise devoted 
considerable efforts to characterizing phishing attacks and identifying 
ways to prevent them. For example, studies have investigated the effects 
of overconfidence on phishing detection (Wang et al. 2016), 
attention-reallocating techniques to prevent phishing (Jensen et al. 
2017), the role of gender and other individual characteristics in phishing 
avoidance behavior (Verkijika, 2019), and cybersecurity compliance 
behavior in organizations (Li et al. 2019). Particularly relevant to these 
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efforts is an IS theory called technology threat avoidance theory (TTAT), 
which aims to understand users’ risk-avoidance behavior in technolog
ical contexts (e.g., Liang & Xue, 2009). This theory posits that in
dividuals’ perceptions influence their awareness and, consequently, 
their motivation to avoid risk (Carpenter et al. 2019).

Herein, we contribute to this stream of IS research by examining a 
potential determinant of users’ online risk-avoidance behavior that has 
received little attention to date: The device on which the user is 
browsing, i.e., a mobile device, and specifically a smartphone (“mo
bile”), versus a personal computer (PC). In general, research has 
demonstrated that the decision-making behavior of mobile users is 
different from that of PC users. For example, studies have shown that, 
compared with PC users, mobile users (i) perform more poorly on 
cognitive tasks that demand high cognitive load (Ilany-Tzur & Fink, 
2022); (ii) rely more extensively on recommendation systems in retail 
(Lee et al., 2020); and (iii) exhibit less exploratory behavior when 
browsing commercial websites (Raphaeli et al. 2017). Furthermore, 
research has also demonstrated that decision-making behavior or styles 
have an influence on risk-avoidance behavior (Donalds & Osei-Bryson, 
2020). While researchers have investigated phishing attacks in a mo
bile context (e.g., Goel & Jain, 2018), there remains a gap in the liter
ature regarding the unique implications of the mobile context for 
risk-avoidance behavior, and how device usage (i.e., mobile vs. PC) 
relates to vulnerability to cybersecurity attacks in general, and to 
phishing attacks in particular.

To narrow this gap, between existing knowledge on how mobile 
usage impacts decision making and understanding of how contextual 
factors influence risk-avoidance behavior, we addressed the following 
research question: How do mobile users differ from PC users in terms of 
their risk-avoidance behavior in the context of cybersecurity and, spe
cifically, phishing? By addressing this research question, we advance the 
understanding of how an important contextual factor in contemporary 
use-environments, specifically the device being used, affects risk- 
avoidance behavior, specifically susceptibility to phishing attacks.

In terms of the research design, our research comprises three studies. 
Study 1 is based on an analysis of field data from a cybersecurity com
pany that provides security solutions for internet service providers 
(ISPs). We analyzed anonymized data about online user behavior in a 
sample of households, including data about the device being used and 
the level of risk associated with each click performed with these devices. 
Our results suggest that risk-avoidance behavior differs significantly 
between PC users and mobile users—specifically that mobile use is 
associated with more risk-avoidant behavior compared with PC use.

As the findings of this analysis are limited by the endogeneity of 
device choice, and to address the limitations of the nonexperimental 
methods of Study 1 in providing a causal explanation of the behavioral 
effects of the device (Fink, 2022), we subsequently conducted two 
controlled online experiments (Studies 2 and 3), wherein users’ device 
and risk levels were assigned exogenously for a certain task, in which 
users were exposed to a simulated phishing attack. Results support the 
findings of Study 1, indicating that mobile users show a stronger ten
dency than PC users to avoid clicking on a potentially risky link. 
Notably, this difference was observed primarily for lower-risk links 
(where risk level was determined by a pre-test). In the presence of 
higher-risk links, mobile users and PC users showed similar levels of 
risk-avoidance behavior. Overall, these findings inform our under
standing of how risk-avoidance behavior of users varies across devices, 
thereby highlighting important boundary conditions for the suscepti
bility of users to cybersecurity risks.

2. Theoretical background and research hypotheses

2.1. Phishing attacks and privacy behavior

Information security research and practice have provided a general 
understanding of phishing attacks and ways to defend against them 

(Birthriya et al., 2025; Pienta et al., 2018). Research efforts in this re
gard, among other aspects, have focused on detection strategies (Zahedi 
et al. 2024) and identifying phishing attacks with high accuracy (Berens 
et al. 2024), characterizing attack techniques, and identifying appro
priate defense mechanisms (Goenka et al. 2024; Gupta et al. 2017). Most 
phishing defense techniques rely on enhancing users’ awareness of such 
attacks and their ability to avoid clicking malicious links by offering 
various sets of rules to follow (Davis et al.2025; Goel & Jain, 2018; 
Gupta et al. 2017; Pienta et al., 2018; Wong et al. 2022). Cybersecurity 
research has also focused on improving individuals’ security compliance 
behavior, showing that users’ decision-making style significantly in
fluences their cybersecurity behavior (Donalds & Osei-Bryson, 2020). 
Recent research suggests that employees exhibiting excessive optimism 
are more likely to engage in insecure behaviors (Owen et al., 2024). 
However, research is still in its early stages concerning how people 
actually behave when exposed to a phishing attack, and which defense 
mechanisms they might deploy. An understanding of these behavioral 
elements is important because, in many cases, a phishing attack is suc
cessful only if users (unbeknownst to them) collaborate with the attack 
and provide some personal information (i.e., if information disclosure 
takes place).

Notably, extensive IS research has focused on users’ information 
disclosure behavior, albeit outside the specific domain of phishing. 
Much of this research adopts the framework of the privacy calculus 
model (Smith et al. 2011), which conceptualizes information disclosure 
behavior as an outcome of a cost-benefit analysis. This model assumes 
that users faced with an information disclosure decision compare 
perceived risks—also mediated by perceived trust and perceived privacy 
concerns—against perceived utilities, and, on the basis of this compar
ison, they decide to disclose or withhold private information (Dinev 
&Hart, 2006). When the perceived risks are lower than the perceived 
utilities (which may occur in the presence of low privacy concerns or 
high trust in the entity requesting the information), the resulting 
behavior will be disclosure. When perceived risks are higher than 
perceived utilities, users will withhold information.

Research in this vein has also described a phenomenon referred to as 
the privacy paradox, in which users’ stated risk preferences are incon
sistent with their information disclosure behavior (Acquisti & Gross
klags 2012; Pavlou, 2011). Three main factors have been suggested to 
explain the privacy paradox (Acquisti et al. 2015): (i) users’ uncertainty 
regarding the consequences of their privacy-related behaviors and 
regarding their preferences over these consequences, (ii) context de
pendency of users’ privacy perceptions and behaviors, and (iii) 
malleability of the privacy calculus—such that users’ considerations can 
be influenced by commercial, governmental, or even criminal interests. 
For the purpose of this study, the notion that privacy-related behavior is 
characterized by uncertainty and malleability seems particularly rele
vant because deception is an integral part of phishing attacks.

Applying these ideas to a phishing scenario, we can say that phishing 
entails fraudulent manipulation of a user’s privacy calculus. That is, the 
attacker elicits a false expectation of utility (e.g., a promise of a mone
tary benefit that will never materialize), while simultaneously inter
fering with the user’s perceptions of the risk—by actively taking steps to 
hide malicious intentions and to enhance the user’s trust (e.g., by 
sending a message from an address that appears to belong to a trusted 
institution). Differences in individuals’ tendencies to fall victim to such 
attacks may thus be explained by various individual characteristics such 
as detection ability, response bias (i.e., basic tendency to assume that 
any given message is a malicious attack), confidence, and perception of 
consequences (Canfield et al. 2016). In particular, the current study 
proposes that the decision to comply with a fraudulent request relies on 
users’ likelihood of perceiving a phishing message as risky. Crucially, we 
suggest that an individual’s tendency to perceive and avoid risk is 
influenced, among other aspects, by the device he or she is using. In 
what follows, we further discuss the notion of risk avoidance, particu
larly in technological contexts, and the potential role of devices in 
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risk-avoidance behavior.

2.2. Risk-avoidance behavior

Risk is a multidimensional construct (Ou et al. 2022). It is generally 
well established that people differ in the extent to which they engage in 
risky behaviors. A key factor driving these differences is inherent risk 
aversion—a term that originated in the field of economics and refers to 
people’s tendency to prefer outcomes with low uncertainty to those with 
high uncertainty, even if the expected value of the latter is equal to or 
higher than the expected value of the more certain outcome (Kahneman 
& Tversky, 1979). The roots of the academic discussion on risk aversion 
date back to 1738 when Daniele Bernoulli published an article 
attempting to explain why people avoid risk and proposing that risk 
aversion diminishes with wealth (Kahneman & Tversky, 2000). Since 
then, risk aversion has gained a central place in economic theory. 
Indeed, economists have a simple and elegant explanation for it, which 
is derived from the expected utility maximization of a concave 
utility-of-wealth function (Rabin & Thaler, 2001).

Whereas risk aversion is a personal tendency or trait, and thus pre
sumably stable across different contexts, risk avoidance—which mani
fests in the actual choices that people make—is a behavioral outcome 
that can vary as a result of contextual changes. For example, previous 
findings have indicated that the extensiveness of information in one’s 
environment is positively associated with trust (Furner & Zinko, 2017), 
and that trust is negatively associated with perceived risk (Hansen et al., 
2018; Yang et al. 2015). Thus, people’s perception of the risk associated 
with a given action, and thus their likelihood of avoiding that action, 
may depend on the amount of information at their disposal pertaining to 
that action.

In IS, the above-mentioned theory called TTAT has emerged to 
explain users’ divergent responses to risks in technological contexts. 
This theory posits that users are motivated to avoid malicious infor
mation technology (IT) when they (i) perceive a threat and (ii) believe 
that they can avoid that threat by taking safeguarding measures (Liang 
& Xue, 2009). According to TTAT, avoidance behavior depends on risk 
appraisal, a process in which users assess the risk of malicious IT based 
on their perceived susceptibility to it and the perceived severity of the 
malicious IT. Risk appraisal is affected by risk tolerance (a main inde
pendent factor that affects risk appraisal and can be understood as 
essentially the complement of risk aversion), which, in technological 
contexts, can be understood as the minimum discrepancy between the 
undesired end state (to be attacked by malicious IT) and the current state 
that users can tolerate (Liang & Xue, 2009). Users’ risk tolerance has a 
negative effect on their threat perceptions, such that, when facing the 
same malicious IT, a more risk-tolerant user will perceive a lower degree 
of a threat than a less risk-tolerant one (Liang & Xue, 2009). Notably, 
though studies adopting the lens of TTAT have addressed personal 
characteristics—such as risk tolerance—that affect overall threat per
ceptions and subsequent risk-avoidance behavior (Carpenter et al. 
2019), there is a gap in the TTAT literature regarding the role of 
contextual variables in these outcomes. The current study addresses this 
gap by focusing on device usage as a contextual factor that might in
fluence users’ risk-avoidance behavior. Clearly, the device is a critical 
contextual factor in understanding the tendency of users to avoid tech
nology threats, particularly if they vary in their responses to similar 
threats on different devices.

2.3. Device usage and user behavior

In the past two decades, there has been a momentous shift from the 
PC to the smartphone as the device of choice for various online activities 
(Ghose, 2017; Levi-Bliech et al. 2019; Piccoli & Ott, 2014; Pousttchi 
et al. 2015). Researchers have devoted considerable attention to mobile 
devices, investigating the determinants of mobile use (Gerpott & 
Thomas, 2014, Liu et al. 2019), mobile users’ commerce behavior 

(Pavlou et al., 2007), and mobile users’ privacy concerns (Degirmenci, 
2020). Several studies have compared different devices to investigate 
how the physical characteristics of a device (e.g., screen size and 
interface design) affect various user-related outcomes, including navi
gation behavior (Chae & Kim, 2004); satisfaction, trust, and loyalty to 
the device manufacturer (Lee et al. 2015); effectiveness of video-based 
learning (Maniar et al. 2008); effectiveness of information search 
(Sweeney & Crestani, 2006); and effectiveness of recommendation 
agents (Ravula et al., 2024).

Several works have directly compared the behavior of mobile users 
with that of users of non-mobile devices, particularly in consumption- 
related domains (e.g., e-commerce browsing and purchasing behavior: 
Raphaeli et al. 2017; Xu et al. 2016; electronic word of mouth: Burtch & 
Hong, 2014; Piccoli & Ott, 2014). Studies in this stream suggest, for 
example, that mobile users exhibit less exploratory behavior than PC 
users when browsing commercial websites (Raphaeli et al. 2017). Other 
studies have shown that mobile users make less accurate consumer 
choices (Fink & Papismedov, 2023). Recent findings suggest that such 
discrepancies may be attributable to the fact that mobile users are prone 
to more heuristic information processing, leading to lower decision ac
curacy, particularly under conditions of high cognitive load (Ilany-Tzur 
& Fink, 2022).

Notably, findings of a study by Ghose et al. (2013) suggest that, 
compared with PC users, mobile users may be more responsive to digital 
cues. Specifically, the authors found that mobile users (i) are more 
responsive to ranking effects (i.e., they have a stronger tendency to click 
on messages or search results that are closer to the top of a list), sug
gesting that mobiles have higher search costs; and (ii) have a stronger 
tendency to click on messages from geographically close entities, sug
gesting that “distance matters more” to mobile users. The authors sug
gested that, because of these features, “the mobile Internet is somewhat 
less ‘Internet-like’” (Ghose et al. 2013, p. 499). This suggestion can 
imply that the “mobile internet” can be interpreted as a different 
context. Applying these findings to our context, we suggest that mobile 
users might have a more powerful response than PC users to digital cues 
indicative of risk—an idea we expand on below.

2.4. Hypotheses

Here, building on the theory (put forward in TTAT) that users’ risk 
perceptions are malleable (Liang & Xue, 2009), we propose that device 
usage is likely to influence users’ risk-avoidance behavior in response to 
risk cues. In particular, we suggest that, when faced with similar risk 
cues, PC users are likely to engage in riskier behavior compared with 
mobile users. These differences in behavior are the consequence of dif
ferences in users’ ability to engage in accurate risk assessment across 
devices. Specifically, mobile users should find it more demanding to 
accurately assess the risk associated with a specific cue relative to the 
assessment of the same cue by PC users. This view is consistent with the 
notion of higher search costs in mobile use (Ghose et al. 2013). This 
notion that information search costs for mobile users are higher than 
information search costs for PC users suggests that there are higher 
payments or demands for mobile users in comparison to PC users and 
that it is costlier to accurately assess the level of risk associated with a 
cue when the screen with which the user interacts is smaller and less 
information is presented on a single page (Fink & Papismedov, 2023). 
This view is also consistent with the notion that the environment typical 
of mobile use is more constrained in terms of the ability of users to 
devote substantial cognitive resources to the task at hand (Ilany-Tzur & 
Fink, 2022). Both the smaller device and the more constrained envi
ronment serve as contextual mechanisms that increase the difficulty of 
risk assessment for mobile users. Because these users are more likely to 
feel that assessing risk is a costly and demanding task and that they are 
in an environment wherein they are unable to adequately assess the risk 
associated with a specific cue, they are more likely to revert to the 
default behavior of avoiding the risk, typical of their behavior in cases of 
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high risk. In contrast, PC users are more likely to feel that they can 
adequately evaluate the risk, given that they are interacting with a 
larger screen and are in an environment that is less cognitively con
straining, culminating in a greater likelihood of accepting the risk. 
Consequently, we expect mobile users to be less inclined to take risks in 
their browsing behavior and more inclined to opt for avoidance as a way 
of mitigating potential risks. This depiction is consistent with findings of 
greater perceived risk in mobile use relative to PC use according to 
subjective data collected in the Canadian Internet use survey (Cozzarin 
& Dimitrov, 2016). It is also consistent with findings that mobile users 
display less exploratory behavior than PC users in browsing commercial 
websites (Raphaeli et al. 2017). Moreover, it is also consistent with 
research on the antecedents of risk-avoidance behavior (Donalds & 
Osei-Bryson, 2020). Based on this reasoning, we hypothesize that mobile 
users are more likely than PC users to display risk-avoidance behavior. 

Hypothesis 1. (H1): Mobile users are more likely than PC users to display 
risk-avoidance behavior.

An important implication of H1 is that mobile users are more likely 
than PC users to display avoidance behavior typical of the way users 
respond to risky cues, irrespective of the actual risk of the specific cue 
they encounter. Because mobile users find it more demanding to assess 
the risk of a cue, they are more likely to display risk-avoidance behavior 
not only in the case of higher-risk cues, but also in the case of lower-risk 
cues. In other words, because mobile users perceive higher search costs 
in estimating the risk associated with a cue, implying that they are more 
likely to revert to the default behavior of avoiding the risk, these users 
are also expected to be less sensitive to the risk level of a cue, and their 
risk-avoidance behavior is likely to reflect this lower sensitivity. By 
comparison, PC users, who find it less demanding to engage in risk 
assessment, can be more sensitive to the risk level of a cue, thereby 
displaying greater risk-avoidance behavior with higher-risk cues than 
with lower-risk cues. PC users perceive lower search costs in estimating 
the risk associated with a cue and, therefore, are better positioned to 
estimate the risk and adequately respond to it. This reasoning suggests 
that risk-avoidance behavior is affected by the interaction between de
vice usage and risk level. According to this interaction effect, the risk 
level is expected to have a positive effect on risk-avoidance behavior (i. 
e., greater avoidance when the risk is higher) only in PC use. In mobile 
use, by contrast, risk-avoidance behavior is expected to be relatively 
high, with little effect of risk level on risk-avoidance behavior. Conse
quently, we expect the effect described in H1, according to which mobile 
users are more likely than PC users to display risk-avoidance behavior, 
to be more evident for lower-risk cues, for which PC users are expected 
to be less risk avoidant. Conversely, for higher-risk cues, mobile users 
and PC users are expected to display more similar risk-avoidance 
behavior, consistent with the actual level of risk of the cue. This dif
ferential response to higher-risk versus lower-risk cues as a function of 
device usage is described in our second hypothesis. 

Hypothesis 2. (H2): The differences in risk-avoidance behavior between 
mobile users and PC users are greater for lower-risk cues than for higher-risk 
cues.

To empirically test these hypotheses, we conducted three studies. 
Study 1 was a field data analysis aimed at testing H1 to confirm the 
fundamental effect of device usage on risk-avoidance behavior with real- 
world clickstream data prior to engaging in the design of controlled 
online experiments and the resource-consuming development of online 
platforms for these experiments. Study 2 was a controlled online 
experiment aimed at testing both hypotheses in a setup in which the 
device was exogenously manipulated rather than self-selected by users, 
thereby providing the methodological foundation necessary to infer 
about the causal effects of device usage, either as a main effect (H1) or as 
an interaction with risk level (H2), on risk-avoidance behavior. Study 3 
was a conceptual replication of Study 2 and aimed at establishing the 
robustness of the effects observed in Study 2 with a different 

experimental task.

3. Study 1: field data analysis

3.1. Methodology and data collection

To test H1, we collaborated with a cybersecurity start-up company 
that develops security solutions for small (“home” or “domestic”) net
works. The company provides business-to-business (B2B) services to 
Internet service providers and communication companies. As part of its 
service, and with the purpose of detecting internet crimes, the company 
monitors all URL requests originating from all devices connected to each 
of the domestic networks it serves.

The company provided us with access to anonymized records of URL 
requests according to the following procedure. First, we randomly 
selected 30 domestic networks from an anonymized list of networks 
monitored by the company. Then the company provided us with all 
available records of the URL requests that originated from these net
works during one week in 2020, from August 30 to September 5. (We 
note that this data set is a random partial sample of the complete set of 
requests that the company received from the focal networks, as the 
company randomly deletes some of its data due to storage issues. 
Furthermore, we note that we obtained Wi-Fi traffic generated by 
network devices; not cellular traffic). Because the company monitors all 
URL requests originating from all devices connected to each specific 
domestic network, we excluded all requests originating from devices 
that were not PCs or mobiles, including Internet-of-Things (IoT) devices, 
tablets (our data indicated a low volume of tablet use), smart televisions, 
and so on. Next, we randomly sampled about half a million URL requests 
from the remaining requests. Ultimately, the data set analyzed in this 
study included 499,781 observations, constituting a random sample of 
the stream of URL requests made by PC and mobile devices connected to 
the 30 focal networks during a period of one week.

For each URL request, we obtained data about the following five 
variables: 

I. Safety level of the target URL—a binary variable with “0” indi
cating an unsafe URL address and “1” indicating a safe URL 
address. Classification of a URL as unsafe or safe was based on 
safety scores calculated by BrightCloud Threat Intelligence, a 
company that provides safety ratings for URLs based on forecasts 
of their security risks, producing a safety score on a scale from 
0 to 100. Because the distribution of these scores for our URLs 
was multimodal, we transformed this scale into a binary indica
tor, with the cutoff determined based on industry common 
practices (values below 40 were considered unsafe).

II. Device—a binary variable with “0” indicating a URL request that 
originated from a PC and “1” indicating a URL request originating 
from a mobile.

III. Network size—an integer that represents the number of devices 
connected to the network from which the URL request originated.

IV. Mobile percentage—a number between 0 and 100 representing 
the percentage of mobiles out of the total number of devices 
connected to the network from which the URL request originated.

V. Use frequency—a binary variable with “0” indicating a URL 
request that originated from a device that was infrequently used 
(two days or less during the week) and “1” indicating a URL 
request originating from a device that was frequently used (more 
than two days during the week).

Descriptive statistics for these variables are presented in Table 1.
This dataset of URL requests captures the real-time stream of 

browsing activity, reflecting dynamic user behavior as manifested 
through actual interactions with URLs on domestic networks.
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3.2. Results

To test H1, we estimated a mixed-effects logistic regression model, 
with the safety level of the target URL as the explained variable. The unit 
of analysis was the URL request. The model included fixed effects for the 
device, network size, mobile percentage, and use frequency, as well as 
for all two-way interactions of the device with other variables. The 
model also included a random effect for the network. The results of the 
model estimation are presented in Table 2.

The model estimation results show a positive and significant rela
tionship between mobile device and the safety level of the target URL 
(p < .001); this effect is also the largest in size of all tested effects. 
Specifically, the effect size implies that the odds ratio of clicking a safe 
(rather than unsafe) URL address for a mobile is 4.02 times that for a PC. 
This result supports our hypothesis that mobile users display a higher 
level of risk avoidance compared with PC users (H1). It is also note
worthy that the size of the network is significantly negatively associated 
with the safety level of the URL address requested (p < .001), implying 
that devices on larger networks are more prone to accessing unsafe 
URLs. Finally, it is also evident that all two-way interactions are sig
nificant (p < .05 in all cases), showing that the positive relationship 
between mobile device and target URL safety is stronger for networks 
with more devices, for networks with a smaller share of mobile devices, 
and for devices that are frequently used.

4. Study 2: a controlled experiment

Study 1 provided initial support for our proposition that mobile users 
tend to be more risk-avoidant than PC users, as reflected in their greater 
tendency to access safe (vs. unsafe) URLs. Yet, a notable shortcoming of 
Study 1 is the endogeneity of device choice, as users in our field setting 
were able to self-select the devices with which they made URL requests. 
A complementary approach for non-experimental methods is the use of 
online controlled experiments, which provide the methodological 
infrastructure necessary to infer about causal effects (Fink, 2022). In 
Study 2, we sought to address this concern about self-selection in Study 1 
by performing a randomized online experiment to test the causal effect 
of the device on risk-avoidance behavior in a controlled environment. In 
this experiment, we also tested whether users responded differentially to 
high-risk versus low-risk links as a function of device use (H2).

4.1. Methodology

4.1.1. Participants and design
For Study 2, we designed and developed a designated platform that 

facilitates controlled online experiments. Participants entered the plat
form remotely, from their own environment using their own devices, 
and were asked to perform a digital task while their performance and the 
entirety of their behavior as manifested in their clickstream and the 
corresponding timestamp for each click was measured and monitored. 
We recruited workers (n = 257; 43 % female) from the Amazon Me
chanical Turk (AMT) platform. After entering the website using a unique 
code they received from AMT and signing a consent form, the partici
pants were asked to perform an image tagging task. Given the high 
popularity of such tasks in AMT, this task simulated a natural environ
ment for these AMT workers. Each participant was assigned a particular 
version of an image tagging task. During the task, we simulated a 
phishing attack: Participants received a popup message asking them to 
click on a certain link. The dependent variable was whether a participant 
avoided clicking on the link (indicating risk-avoidance behavior).

The version of the task that each participant viewed corresponded to 
one of eight experimental conditions, to which they were randomly 
assigned in a 2 × 2 × 2 between-subjects design comprising the device 
type used by the participant (mobile vs. PC), the risk level of the link in 
the popup message (high-risk vs. low-risk), and the complexity level of 
the task (high-complexity vs. low-complexity). Task complexity was 
included as an additional independent variable to explore whether the 
effects described in H1 and H2 were sensitive to the cognitive demands 
of the task, particularly because our hypotheses are based on the 
reasoning that mobile use represents a more cognitively constrained 
environment. User behavior was recorded by the website, enabling us to 
compare risk avoidance between mobile and PC users, contingent on the 
risk level.

4.1.2. Procedure
Each participant was sent a message on the AMT platform that 

indicated which device he or she should use to access the task. Device 
assignment was random, thereby ensuring that this variable was exog
enous. The participant then accessed the designated website from a 
device of that type. The website automatically verified that participants 
were using the devices corresponding to their assigned conditions using 
the unique code they received from AMT. For example, if a participant 
was assigned to one of the four mobile groups, the system identified this 
assignment via the code and then verified that each of their HTML re
quests originated from a mobile device.

After accessing the website, each participant was presented with a 
picture-tagging task with a level of complexity corresponding to his or 
her complexity condition. In this task, the participant viewed 12 pic
tures, one after the other, and was asked to identify or count the items in 
each picture. For each picture, the participant had to choose the correct 
answer in a multiple-choice manner. Table 3 shows examples of pictures 

Table 1 
Descriptive statistics for Study 1.

Variable Mean Median Mode St. 
dev.

Quartile 
1

Quartile 
3

Safety level of 
target URL 
(unsafe = 0, 
safe = 1)

0.974 1 1 0.159 1 1

Device (PC = 0, 
mobile = 1)

0.785 1 1 0.411 1 1

Network size 
(Number of 
devices on 
network)

8.245 8 10 4.082 6 10

Mobile 
percentage 
(Percentage 
of mobiles 
per network 
devices)

64.570 62.5 50 17.551 50 75

Use frequency 
(low = 0, 
high = 1)

0.979 1 1 0.143 1 1

Table 2 
Mixed-effects logistic regression model results for Study 1.

Target URL safety (unsafe = 0, safe = 1)

Intercept 3.687 *** 
(0.152)

Device (mobile) 1.393 *** 
(0.132)

Network size − 0.156 *** 
(0.027)

Mobile percentage 0.002 
(0.004)

Use frequency (low) 0.014 
(0.052)

Device (mobile) × network size 0.197 *** 
(0.007)

Device (mobile) × mobile percentage − 0.007 * 
(0.002)

Device (mobile) × use frequency (low) − 0.449 *** 
(0.108)

N = 499,781; Unstandardized coefficients are shown, with standard errors in 
parentheses; + p < 0.1; * p < 0.05; * * p < 0.01; * ** p < 0.001.
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and questions used in the simple and complex versions of the task.
After participants were shown the twelfth picture (and without being 

informed that they had reached the end of the task), they were shown a 
popup message containing text and a link, i.e., a URL. All popup mes
sages had the same text, but the featured URLs conveyed different levels 
of risk (i.e., high or low), in accordance with participants’ assigned risk 
conditions.

To select the URLs corresponding to the different risk conditions, we 
relied on a pre-test. Specifically, in this pre-test, we used another 
designated website that featured a rating task of 20 popup messages 
resembling the ones used in our main study with identical text and 
different URLs. Participants (n = 30) were recruited via the AMT plat
form and were asked to rate the risk level of each message on a scale of 
1–100. We then used a t-test to compare the average ratings of the top 
four and the bottom four URLs, and found that the differences between 
the two groups were statistically significant. Thus, we categorized the 
four URLs that had received the lowest risk rate as “low-risk” and the 
four URLs that had received the highest risk rate as “high-risk”. To avoid 
any effects that might be caused by a specific URL, we used the entire 
pool of eight messages, and randomly presented each participant with a 
specific message among the four in the risk category s they were 
assigned to.

The popup message—shown in Fig. 1—was deliberately framed to be 
unrelated to the task. The code was designed to make sure that the 
popup message destination (browser tab) would be identical for all 

participants. Participants who clicked the link were transferred to a 
webpage containing the following message: “Oops… This link is broken. 
Please go back to the source.”

In a final step, participants filled out a demographic questionnaire 
containing items such as gender, age, education, and device literacy.

4.2. Results

To test H1 and H2, we estimated a logistic regression model, with 
risk avoidance—i.e., avoiding clicking the link—as the explained vari
able (0 = participant did not avoid clicking, 1 = participant avoided 
clicking). The unit of analysis was the user. The model included fixed 
effects for device (1 = mobile; 0 = PC), URL risk level (1 = high; 
0 = low), and task complexity level (1 = high; 0 = low), as well as for 
the two-way interaction of the device with the URL risk level. The model 
also included fixed effects for mobile literacy and for PC literacy as 
control variables. The results of the model estimation are shown in 
Table 4.

The results show that the effect of device on avoidance behavior was 
positive and significant (p < .05), with a coefficient of 0.985, implying 
that mobile users were 2.67 times more likely than PC users to show risk- 
avoidant behavior, i.e., to avoid clicking the link presented in the popup. 
This finding lends support to H1 and is consistent with the findings of 
Study 1 regarding mobile users’ heightened tendency (as compared with 
PC users) to access safe (vs. unsafe) URLs.

While URL risk level did not affect avoidance behavior on its own, 
the interaction effect between device and URL risk level was significant 

Table 3 
Examples of tasks with different complexity levels for Study 2.

Task complexity level: Low High

The picture presented:

The question: What is in the picture? How much money is in the picture?

Fig. 1. Popup message example.

Table 4 
Logistic regression model results for Study 2.

Model term

(Intercept) 0.545 
(0.527)

Device (1 = mobile; 0 = PC) 0.985 * 
(0.407)

URL risk level (1 = high; 0 = low) 0.334 
(0.373)

Device × URL risk level − 0.915+

(0.550)
Task complexity level (1 = high; 0 = low) 0.041 

(0.280)
PC literacy 0.177 

(0.162)
Mobile literacy − 0.304+

(0.171)

N = 257; Unstandardized coefficients are shown, with standard errors in pa
rentheses; + p < 0.1; * p < 0.05; * * p < 0.01; * ** p < 0.001.
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at the 0.1 level. According to Fig. 2, which depicts this interaction effect, 
in the high-risk condition, mobile users did not substantially differ from 
PC users in terms of their risk-avoidance behavior. However, in the low- 
risk condition, mobile users showed a stronger tendency towards risk- 
avoidance behavior than did PC users. Indeed, the results of pairwise 
comparisons, reported in Table 5, show that the difference between 
mobile users and PC users was not significant in the high-risk condition 
(p = 0.852), whereas it was significant in the low-risk condition 
(p = 0.015). (Similar pairwise comparisons between low-risk and high- 
risk conditions for each device showed that these differences were 
nonsignificant.) These findings lend support to H2 about the differences 
in risk-avoidance behavior between mobile users and PC users being 
greater for lower-risk cues than for higher-risk cues.

Finally, the effects of task complexity level and PC literacy on risk- 
avoidance behavior were not significant. The effect of mobile literacy 
on risk-avoidance behavior was negative and significant at the 0.1 level, 
implying that participants who reported using mobile devices to a 
greater extent were more likely to click on the link in the popup 
compared with participants who used mobile devices less extensively.

5. Study 3: a second controlled experiment

To lend further support to the results of Studies 1 and 2, we con
ducted an additional controlled online experiment, similar to the one in 
Study 2—but with a different picture tagging task, as elaborated below.

5.1. Methodology

For this experiment, we recruited 256 participants (30 % female) 
from AMT. The experimental design and procedure were identical to 
those described for Study 2, except that, in this study, we used an image 
recognition task inspired by Shane Frederick’s (2005) cognitive reflec
tion test, in which image complexity was manipulated in a different 
manner. Specifically, in this task, participants were asked to identify 
whether each picture contained a dog or a cat. Participants in the 
low-complexity condition viewed a clear version of the picture, whereas 
participants in the high-complexity condition viewed a blurred version 
of the picture (see example in Table 6).

5.2. Results

We estimated the same logistic regression model described in Study 
2, with the same dependent variable (avoidance behavior, i.e., avoiding 
clicking a link) and explanatory variables (device, URL risk level, 
interaction of device with URL risk level, task complexity level, and 
device literacy variables). Again, the unit of analysis was the user. The 
results of model estimation are presented in Table 7.

The results of model estimation once again reveal a positive and 
significant effect of device on risk-avoidance behavior (p < .001). The 
coefficient of 1.490 implies that mobile users were 4.43 times more 
likely than PC users to avoid clicking the popup link. This finding is 
consistent with the results of Study 1 and Study 2, and lends further 
support to H1.

We further observe that, as in Study 2, URL risk level did not 
significantly affect risk-avoidance behavior. In this study, however, 
unlike in Study 2, the regression coefficient for the interaction of the 
URL risk level with the device was not statistically significant (similar to 
the coefficients for the task complexity level and both device literacy 
variables). The interaction effect of the URL risk level with the device on 
risk-avoidance behavior is depicted in Fig. 3. Though this interaction 
effect was not statistically significant in our model estimation, the figure 
reveals patterns similar to those observed in Study 2. Specifically, the 
differences in risk avoidance between devices are smaller in the high- 
risk condition than in the low-risk condition. Notably, the results of 
pairwise comparisons, presented in Table 8, are consistent with those in 
Study 2: The difference between mobile users and PC users was not 
significant in the high-risk condition (p = 0.195), whereas it was sig
nificant in the low-risk condition (p = 0.006). These results of Study 3 
provide evidence in support of H2.

6. Discussion

6.1. Key findings

This research aimed to empirically investigate the effect of device 
usage (mobile vs. PC) on users’ risk-avoidance behavior and, specif
ically, on the tendency to avoid potentially risky links similar to those 
deployed in phishing attacks. In Study 1, we analyzed field data, cor
responding to half a million URL requests in a sample of home networks, 
to identify associations between device usage and users’ risk-avoidance 
behavior, operationalized as the users’ tendency to access safe (vs. un
safe) URLs. This analysis showed that, in line with H1, mobile users 
displayed a higher level of risk-avoidance behavior compared with PC 
users. This counterintuitive finding seems to challenge the prevailing 
belief that the increased cost of risk assessment associated with mobile 
device usage would cause users to act more recklessly and take on 
greater risks. In contrast, our results reveal the opposite effect: The 
higher cost of risk assessment on mobile devices prompts users to adopt 
a more risk-averse behavior, seemingly relying on a "better to be safe 
than sorry" heuristic and embracing a more cautious, risk-avoidant 
approach.

To establish the causal nature of this association, as well as to explore 
users’ sensitivity to risk cues of different severity levels (H2), we con
ducted controlled online experiments in which device usage and risk 
cues were randomly assigned. Both Studies 2 and 3 showed that, in line 
with H1 and the results of Study 1, mobile users showed stronger risk 
avoidance than PC users did (as reflected in users’ tendency to avoid 
clicking on a link featured in a popup resembling a phishing message). 
Notably, in these two studies, we can infer causality and conclude that 
device usage is responsible for the differences in risk-avoidance 
behavior. Furthermore, we can conclude that, in line with H2, sensi
tivity to differential risk levels is dependent on device usage. Specif
ically, Study 2 showed a significant interaction effect of risk level and 
device on risk-avoidance behavior (though this effect was not Fig. 2. Effect of URL risk level and device on risk-avoidance behavior; Study 2.

Table 5 
Pairwise comparisons for Study 2.

Contrast Risk level Estimate Standard Error Z-ratio p-value

PC - Mobile Low − 0.989 0.407 − 2.427 0.015
PC - Mobile High − 0.072 0.385 − 0.187 0.852

Results are averaged over task complexity level. Estimates are given on the logit 
(not the response) scale.
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statistically significant in Study 3). Moreover, in both Studies 2 and 3, 
pairwise comparisons showed that mobile users exhibited a higher rate 
of risk avoidance than PC users only when the risk level was low. When 
the risk level was high, both mobile and PC users were similarly reluc
tant to take the risk of clicking on a popup message. This interaction 
effect provides further support for our conclusion that mobile users 
address the higher cost of risk assessment by avoiding the risk rather 
than by succumbing to it.

The findings of all three studies provide empirical evidence in sup
port of the contextual nature of risk-avoidance behavior, suggesting that 
mobile use settings may constrain the ability of users to engage in risk 
assessment, possibly causing their behavior to be more avoidant than 
necessary when links pose no significant risk. In contrast, PC use settings 
may be more suitable for engaging in risk assessment, allowing users to 
respond in a manner that is more consistent with the actual level of risk. 
This pattern of greater risk-avoidance behavior in mobile use, particu
larly for lower-risk links, is observed in real-world clickstream data 
when users self-select their devices (Study 1) and in the behavior of 
participants in two different image tagging tasks when the device is 
exogenously determined for users (Studies 2 and 3). The robustness of 
these findings across the different studies and setups strengthens both 
the internal and external validity of our findings.

6.2. Theoretical contributions

This work makes important contributions to IS research on mobile 
use and on risk-avoidance behavior. First, we advance the literature on 
mobile use by revealing important behavioral differences between mo
bile users and PC users. We propose, and empirically confirm, that 
mobile users are more likely than PC users to avoid risk in their web- 
browsing behavior. Notably, mobile users’ tendency towards risk 
avoidance may constitute a plausible explanation for prior observations 
that mobile users exhibit less exploratory behavior than PC users when 
interacting with commercial websites (e.g., Raphaeli et al. 2017).

Second, we contribute to IS research on risk avoidance, and specif
ically to TTAT, by identifying device usage as a contextual factor that 
can influence risk-avoidance behavior. As discussed in previous sections, 
TTAT posits that avoidance behavior is determined by a risk appraisal 
process in which users assess the severity of the risk and their suscep
tibility to it. Though TTAT research has explored personal characteris
tics that might influence the appraisal process, few studies thus far have 
considered how contextual factors might play a role. Our study begins to 
address this gap. Notably, our findings may suggest that context, and 
specifically the device used, may shape the manner in which users assess 
threat severity. Although TTAT suggests that the severity of risk should 
generally have a positive effect on users’ avoidance behavior, the results 
of Studies 2 and 3 did not support this proposition. Rather, the results 
suggest that the effect of risk severity on risk-avoidance behavior was 
contingent on the device used. In particular, whereas mobile and PC 

Table 6 
Examples of tasks with different complexity levels for Study 3.

Task complexity level: Low High

The picture presented:

The question: Is it a cat or a dog? Is it a cat or a dog?

Table 7 
Logistic regression model results for Study 3.

Model term

(Intercept) 0.312 
(0.770)

Device (1 = mobile; 0 = PC) 1.490 * ** 
(0.546)

URL risk level (1 = high; 0 = low) 0.611 
(0.433)

Device × URL risk level − 0.785 
(0.768)

Task complexity level (1 = high; 0 = low) 0.066 
(0.353)

Mobile literacy − 0.091 
(0.233)

PC literacy 0.295 
(0.213)

N = 256; Unstandardized coefficients are shown, with standard errors in pa
rentheses; + p < 0.1; * p < 0.05; ** p < 0.01; *** p < 0.001.

Fig. 3. Effect of URL risk level and device on risk-avoidance behavior; Study 3.

Table 8 
Pairwise comparisons for Study 3.

Contrast Risk level Estimate Standard Error Z-ratio p-value

PC - Mobile Low − 1.490 0.546 − 2.730 0.006
PC - Mobile High − 0.705 0.545 − 1.295 0.195

Results are averaged over task complexity level. Estimates are given on the logit 
(not the response) scale.
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users responded similarly to high-risk URLs, mobile users were signifi
cantly more likely than PC users to avoid lower-risk URLs. This result 
might suggest that PC users assessed the specific risk levels of the popup 
messages they observed—avoiding clicking messages with high risk 
levels more than messages with low risk levels—whereas mobile users 
perceived all messages as risky and thus avoided them to a similar 
extent.

This difference in risk-avoidance behavior between mobile users and 
PC users is also grounded in the work of Ghose et al. (2013), suggesting 
that because of the heightened search costs associated with mobile de
vices, mobile users simply click on links less often. Yet, this explanation 
cannot account for the fact that mobile and PC users’ clicking behavior 
differed only in the presence of lower-risk links, whereas it was similar 
for higher-risk links. Moreover, it cannot account for the results of Study 
1, in which risk-avoidance behavior was evaluated according to the 
types of URLs users accessed rather than by the frequency of access. 
Therefore, our findings suggest that the mechanism at play involves 
contextual differences beyond those related to search costs.

Summing up, our findings expand on TTAT and show that (1) the 
device of use is a contextual variable that influences users’ appraisal of a 
risk, and (2) the effect of the severity of the risk on the tendency to avoid 
clicking on a link is moderated by the device used. With regard to our 
focus on phishing attacks, we suggest that users may respond differently 
to such attacks as a function of the device they use. If users’ behavior in 
the presence of a risk is indeed affected by the device being used, then 
we are able to identify the device as a boundary condition in the context 
of security and privacy behavior, thereby offering a theoretical contri
bution to this literature.

6.3. Practical implications

This work has clear practical implications. In an age of increasing 
internet crime, particularly phishing attacks, our work adds to the 
growing understanding of risk-avoidance behavior. Furthermore, given 
the plethora of devices available to users, our findings advance the un
derstanding of device-related behavioral differences. These novel in
sights can help cybersecurity companies design solutions that better fit 
the device being used and the desired user behavior. These companies 
should realize that risk-avoidance behavior may be device-dependent, 
implying that the security mechanisms that may prove to be most 
effective may be contingent on the device being used.

Our findings also have implications for web companies that seek to 
elicit various user behaviors that may involve risk appraisal processes (e. 
g., signing up for a new service, or providing contact or payment in
formation). Specifically, when developing mobile and desktop apps, 
these companies should take into account mobile users’ stronger ten
dency (as compared with PC users) to engage in risk-avoidant behavior, 
and incorporate these considerations into their user experience (UX) 
design. For example, for mobile users, it might be particularly important 
to provide cues indicative of trustworthiness, given that these users may 
be more prone to perceiving their environment as risky.

In terms of policy, understanding device usage and the impact on 
behavior outcomes, specifically in the context of security and privacy, 
can be useful for policymakers to better form regulations. Specifically, 
considering the evidence that users’ perception of risk affects risk- 
avoidance behavior contingent on the device of use, policymakers 
should take into account these insights when creating policies and reg
ulations. Such policies should focus on raising public awareness of the 
risks associated with using different devices, as well as creating and 
implementing regulation, instructions, and guidelines for companies to 
take different precautions with different devices. These insights 
regarding the importance of the device of use are especially valuable 
because detecting the type of device is not technologically challenging. 
Therefore, a viable way for reducing cybercrime may be take into ac
count the device being used as a predictor of the likelihood of the user 
becoming a victim.

6.4. Limitations and future research directions

Naturally, this research has several limitations. First, as previously 
acknowledged, our capacity to make causal inferences on the basis of 
our field study (Study 1) is limited because of the endogenous nature of 
device selection. We addressed this limitation by carrying out two 
controlled studies in which devices were randomly assigned. Yet, 
controlled lab experiments introduce other limitations, such as external 
validity problems due to the unrealistic nature of the setting. To deal 
with these limitations, we invested a great deal of effort in creating a 
website that mimicked the participants’ natural environment (for 
example, we chose a common task for AMT workers, i.e., an image 
tagging task). Nevertheless, our experimental setup cannot fully mimic a 
phishing attack encountered by a typical user outside the context of 
AMT.

Given these limitations, a viable avenue for future investigation 
would be to take a more granular approach to identifying the boundary 
conditions under which mobile users display higher levels of risk- 
avoidance behavior. Such an approach might entail, for example, 
investigating how cognitive processes of risk assessment differ between 
mobile and PC users. As mentioned, TTAT posits that risk appraisal, the 
process through which users evaluate a risk, is based on the users’ 
perceived susceptibility and perceived severity of the threat. A future 
avenue of research would be to examine whether the device of use af
fects the former, the latter, or both. Such investigations may require the 
measurement of more subjective indicators of risk assessment.

Additionally, future research could propose and investigate different 
mechanisms that may mitigate the higher costs of assessing risk in mo
bile use. Another promising direction, aligned with the growing interest 
in artificial intelligence (AI) in online risk management, would be to 
examine how AI agents might compensate for users’ reluctance to assess 
risks when using mobile devices. Such studies could explore the poten
tial of AI to assist users in making safer decisions in situations where 
their own cognitive capacity to evaluate risks is compromised by the 
device they are using.

Eventually, both cognitive processes and observed behavior are 
likely to play pivotal roles in explaining the variance in the response of 
users to phishing attacks. By examining the interplay between these 
factors, future research could provide deeper insights into the role of 
device type in shaping risk-avoidance behaviors. The findings of this 
study, showing that mobile users are more risk-avoidant than PC users, 
particularly for lower-risk links, provide robust evidence in support of 
the view of the device as an important boundary condition in such ex
planations. Expanding this knowledge by investigating additional 
contextual and cognitive factors would not only refine our under
standing of these behaviors, but could also inform the design of more 
effective security interventions tailored to different devices and use 
environments.
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