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Division of labor

Money has been and remains the main motivator for cybercriminals. The most
widespread techniques of monetizing cyberattacks include selling stolen databases,
extortion (using ransomware) and carding. However, there is demand on the dark
web not only for data obtained through an attack, but also for the data and services
necessary to organize one (e.g., to perform specific steps of a multiphase attack).
Complex attacks almost invariably feature several phases, such as reconnaissance,
initial access to the infrastructure, gaining access to target systems and/or
privileges, and the actual malicious acts (data theft, destruction or encryption, etc.).
This is just one example of a phased attack where each step can be accomplished by
a new contractor — if only because the different steps require different expertise.

Experienced cybercriminals seek to ensure the continuity of their business and
constantly need new data for initial access to corporate systems. It's advantageous
for them to pay for prearranged access rather than spend time digging for primary
vulnerabilities and penetrating the perimeter.
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Screenshot translation

Request for access to corporate VPN. Source: Kaspersky Digital Footprint
Intelligence service portal

In contrast, less experienced cybercriminals are not always able to see an attack
through to the end (malware execution, data theft, etc.), but are proficient enough to
make money by selling initial access. This article deals specifically with this initial
access market.

Types of initial access

These are the most common actions used by cybercriminals to obtain initial access
to corporate infrastructure in order to develop an attack:

o Exploitation of software vulnerabilities. For example, attacks on a corporate web
resource (exploitation of first-day vulnerabilities across website components, SQL
injections, gaining access to vulnerable web app control panels, etc.).

e Obtaining legitimate corporate credentials. For example, use of data from stealer logs
or password mining.

e Phishing attacks on employees. For example, an email with a malicious payload.

You can learn more about these types of attacks and the specifics of gaining initial
access from our analysis report based on data from hundreds of incident
investigations.

A special mention should be made of the method for capturing legitimate accounts
based on stealers. These malicious programs residing in infected devices collect
various account and payment data, cookie files, authorization tokens, etc. that they
save to their logs. Cybercriminals scan these logs in search of data they can exploit
and monetize: some are looking for credit card data, others for domain accounts,
social network accounts, etc. They refer to this stage as processing. After sorting the



logs, they either exchange their finds on forums by making them public or sell them
to individual buyers.
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Malware log offers on a dark web forum. Source: Digital Footprint Intelligence service
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Free malware log offers on a dark web forum. Source: Digital Footprint
Intelligence service

The cybercriminals are literally dealing in gigabytes of logs generated by stealers.
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Screenshot translation

Topic on dark web forum with a request for specific malware logs

Main criteria for initial access valuation

Cybercriminals use a set of criteria when describing which company they sell access
to on dark web forums: company size, revenue, business area, region and so forth.
Yet, from analyzing a lot of posts you could conclude that corporate revenue is the
main criterion: almost all posts mention revenue, whereas the region and business
area of the target company are advertised much less. Some posts also refer to the
level of complexity as a reason for high prices, i.e., how much time and effort the
seller spent to gain access. But this is quite a subjective criterion that depends,
among other things, on the cybercriminal’s expertise.
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Screenshot translation

Announcements on a dark web forum offering VPN/RDP network access to different
organizations

In addition to the target company’s features, the price can also depend on the type of
access offered. Information about a vulnerability (e.g., SQL injection) and legitimate
credentials (e.g., RDP/SSH) will be priced very differently for companies with
comparable revenues, because they offer a different probability of a successful
attack. Selling an account to access remote management interfaces (RDP, SSH)
means that access to a system in the corporate network infrastructure has already
been gained, whereas a vulnerability merely offers the chance to achieve a similar
level of access. Even when it comes to the same issue, such as an SQL injection,
there are many factors affecting the potential development of the attack (vulnerable
host location (e.g., corporate network or cloud server), what DBMS is used, the
intended vulnerability exploitation technique, database volume, etc.) and, therefore,
its cost.

Cost of initial access

To find out how these criteria influence the cost of access, we analyzed about 200
posts published on two popular dark web forums. We identified a set of relevant
parameters for each one:

e Corporate revenue

e Type of access

e Price of data

e Company info (region, business area, etc.)



That done, we screened out from our selection the irrelevant posts — those not
stating revenue or the price of network access data. This reduced the total number to
117 posts.

The following diagram shows the correlation between lot price and revenue without
considering the technical factors:

The correlation between the price of network access data and a company'’s revenue

(download)

As you can see:

o Most offers fall within the $0—$5,000 price range

e Most offers refer to moderately sized companies

e Average price of access data (depicted as a trend line) is between several hundred
and five thousand dollars, and grows as revenue increases

Some of the major deviations from the price range can be explained by lot
characteristics, such as business area specifics. For instance, network access data
for a company specializing in POS terminals and providing internet acquiring services
is valued much higher ($20,000) than other similar offers. The price may also be
increased by “bonuses” attached to the lot, such as an already compromised
database containing email addresses or other sensitive or confidential data sold in
the same package along with the access. The buyer can either process these later or
use and resell them separately.

If we take a closer look at the price distribution across the whole body of offers,
almost half of them (42.74%) are under $1,000.

Offers grouped by price category (download)

If analyzed in terms of access type, most posts offer RDP access or a VPN + RDP
bundle (75.21% of lots). In the diagram below both of these options belong to the

categories “RDP access (without details)”, “RDP access (local admin)”, “RDP access
(domain admin)” and “RDP access (user)".

Offers grouped by access type (download)

To get a clearer picture of the connection between lot price and corporate revenue,
we analyzed the posts offering data for RDP access — the most common access
category and most uniform pricewise — for large businesses with revenue of over
$500 million. The following diagram shows how revenue affects the cost of data for
RDP access.

The correlation between RDP access cost and large company revenue (download)
This diagram doesn’t demonstrate a direct correlation between access cost and

corporate income. However, the selection is quite small, meaning the
disproportionate influence of variable access properties (user privileges, a



company'’s country/region/industry) could skew any remotely objective conclusions
based on quantitative analysis.

One way or another, access to large business infrastructure usually costs between
$2,000 and $4,000, which are relatively modest prices. But there is no upper limit to
the cost either. For example, in the topic below the original lot price was $50,000 (the
lot also covered a number of sub-companies). And even though the price was later
halved by the seller, one of the thread members called the offer overpriced.
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Screenshot translation

Sale of data for remote access to five companies in one network for $50,000
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Price reduced from $50,000 to $25,000
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Comment about the offer being overpriced

Eastfarmer OnyGnKOBaNO: B NATHALLY B 21:51
xunobaitt
oo CwmewHo BugeTs TBoe coobuienme, 8 BUARN Kak /MOAM NPOAAIOT A0CTYN fAe UeHa CToRNa 100xS, A BUAEN Kax NIOAM NOCNE NOKYNKK NoMysani B paskl Gonblue Yem nokynanu, B ToM U
COCTOMT CMBICAN NOKYNKK JOCTYNA, ECNK KyNUTb 4OCTYN Nog " ern  ecnun TeGe onnataT Aaxe Texe 200x$ & 370 MAN0 4NN TAKMX KOMNALLEK,
. cuMTail Thi B OTPOMHOM NNIOCE, f HE FOBOPIO YXe NPo Moaed kotopsie GepyT no 1namy$ 1 Gonbuwe, ecnn Bbl Yem TO HeA OCTaBbTe CBOM y ceba ue Haao
E 3acopsaTh Temy!

NnaTias perucrpayns

Screenshot translation

Response to comment about the offer being overpriced
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Screenshot translation

Discussion continuation. Source: Digital Footprint Intelligence service

Here is another example of a high price being asked for data belonging to a company
with a revenue of $500 million. The asking price is 12 BTC.
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Screenshot translation
Lot price 12 BTC

Interestingly, gaining access to corporate networks is in high demand, with some lots
selling the same day they are published.
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Access data sold a few days after publication

Ransomware auctions: stolen data pricing

Undoubtedly, one of the most important components of the initial access price is the
amount of money the buyer can potentially earn from an attack conducted using that
access. Cybercriminals are ready to pay thousands or even tens of thousands of
dollars for the opportunity to infiltrate a corporate network for a reason. Successful
attacks pay off very nicely. Ransomware attacks are a prime example. In attacks like
that malware usually encrypts a significant amount of data on workstations or
servers, virtually paralyzing the company’s operations or causing material risks to its
business processes. Once encryption is accomplished, the attackers contact the
victim with an offer to buy decryption keys. These often cost millions of dollars. For
example, according to media reports, a European travel agency dished out $4.5
million, and a large American insurer a whopping $40 million in ransom money.

Of late, cybercriminals have tended not only to encrypt but also steal corporate data.
They may later post some of the stolen data in their blogs — primarily as proof but
also as extra leverage —threatening to publish more unless the company pays them
the money they demand within the stipulated timeframe.

Different ransomware groups follow different approaches to publishing stolen data.



e Some of them publish information about the incident (along with the data) only if no
agreement is reached with the victim.

e Some publicize the incident immediately after the attack and state exactly when they
plan to begin disclosing critical data.

e Some set up an auction in which the stolen data will go to whoever is willing to pay
the highest price (presumably a single buyer). In this latter case, the auction price of a
lot — though smaller than the ransom charged for data decryption — can still be
several times more than the price of access to the corporate system.

If we take a look at posts offering stolen data to a single buyer, the lot price normally
starts in the tens of thousands of dollars, often reaching sums of around a million.

< Back to all Auctions
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[USA] H_ E EEOg S SN N S STATUS:
LINKS SCREENSHOTS LEAKED @
Open link Pt
vpen Hnk 123
Minimum deposit 50000 $
Start price 50000 $
Blitz price 3000008
op bet 150000 $
exemplifies that spirit which is the heritage of people
living in the northern plains. saw a need for combine
attachments that helped farmers harvest sunflower seeds. To

Blackmailer blog: auction price of stolen data



< Back to all Auctions

CHINA] TE«

.

LINKS SCREENSHOTS
Open link fppstai -‘_
wRentas 123 %

= O E R "aB ol o

Company Introduction

Il 'l B B N EETEaE N
established in November, 2009, is a company committed to

innovation in semiconductor display. has 4

manufacturing centers in Shenzhen, Wuhan, Huizhouand India, with
6 panel production lines currently commissioned in China, providing
panels & modules of TV as well as mobile products. has
advanced display technologies such as Mini-LED, Micro-LED, OLED,

STATUS:
LEAKED @

Minimum deposit 0s
Start price 500000 $
Blitz price 15000008
Top bet 600000 $

Blackmailer blog: auction price of stolen data along with published data
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USA = STATUS:
T SUCCESSFUL

LINKS SCREENSHOTS
Minimum deposit 50008
~ SECRET DATA LINK f PASSWORD
Locked @ Locked @ Start price 30000 $
Attention! Blitz price 100 000 $
The information is sold and transferred to the owner. All contact
details are closed. Top bet 40000$

USA
T NN e

HEEE BN E EE
S e .

Em
Ph: i n .
Website: pomm m mei-m o Un' Sowcomss sms

The department has 53 sworn police officer positions, and a non-
sworn support staff of 21 full-time members for a total of 74
members.

Amount of information: 2TB
Content: Personal data of employees, data about citizens,
infarmatinn ahnut nffencese nrneaciitinn nerennal data nf ritizene

Blackmailer blog: auction closed (stolen data sold to a single buyer)

!Saudi Arabial o Ry T g sTaTUS:
k ACTIVE a

LINKS SCREENSHOTS
- ) , PASSWORD
} Open link i
> Open link P Locked 8 Minimum deposit 25000 $
Start price 250008
H E'E N N e
Blitz price 100 000 $
IEEEEE =
H HIE I I 'EEENE IEES S Top bet 0s$

Founder and Advocate
Amount of information: 250 Gb

Content: contracts with foreign companies, sales reports, customer data, recipes from personal
devices of chefs, unigue recipes, taxes, income, accounting.

Blackmailer blog: active auction
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(> As long-standing partners of the sanitary trade, we know: No two construction sites
are the same. Here a standard brick solution is required, there a drywall stud wall. T
he next client wants his rental property renovated as quickly as possible without havi
ng to vacate it. No matter what service the client expects from the installer, we have
the right installation system for the respective requirement.

No two construction sites are alike. Clients, on the other hand, agree on at least one
thing: everyone who commissions a specialist craftsman expects impeccable crafts
manship at the best possible price.

Price. Confronted with this contradiction of having to offer the best work at the lowes
t price in order to be competitive, craftsmen are permanently under a price pressure
that sometimes threatens their existence. In order for the installer to still be able to a
chieve the balancing act of being able to do good and at the same time inexpensive
work, we offer the trade industrially prefabricated installation systems with which it is
possible to plan and work quickly and routinely. We are convinced that only with well
thought-out products can productivity and cost advantages still be achieved on the ¢
onstruction site, enabling our installers to deliver a professional and, in the end, cost
-effective job.

& 12/12/2021 ® 4016 (8070 [4.50 GB ]
/ ROOT
i 000250 Dokumentation Excel-Demo 2007.pdf 110.30 KB
i 001.docx 61.61 KB
I 001.pdf 40.40 KB
i 001028_Bieget. - Blattl.pdf 29.37 KB
i 001028_Bieget._.pdf 37.29 KB

Blackmailer blog: stolen data published in parts (one part at a time)



Q Everest ransom team iss

Search Menu

Charlie Hebdo

Dossier Charlie Hebdo :

21 GB
1106 folders
21370 files

Data on sale
Price 1IM$

@onionmail.org

Blackmailer blog: data on Charlie Hebdo terrorist attack stolen from a legal firm are
available for S1 million
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Headquarters:
Phone:
Website:
Employees: 150

Revenue: $109 Million

Greetings!

Please welcome our new "Wall-of-Shamer”, this company is especially greedy guys,
after they was notified they contacted us to ask about the conditions of the deal. When
they received the offer from us, although we said that price is negotiable but they was
totally unready for any constructive discussions and disappeared from Live Chat.

Well, very disappointing position especially in relation to their clients and customers
whom information now will be published according to our rules. We hope this case will
make the management of the International think more about privacy
and safety of information that they gathering and storing.

Blackmailer blog: attackers announce the publication of stolen data after they failed to
negotiate with the victim company



ering company. The

Company provides mecl l, process, structural, and chemica

engineering ServiCes also offers commissioning,

1 days 11:44:7 DOWNLOAD FREE

Blackmailer blog: attackers announce they are waiting for the ransom (1 day and 11
hours left before the publication of stolen data)



specialises in manufacturing and marketing stainless steel

components and fluid handling equipment, process management, and

services for the food, cosmetics, and pharmaceutical industries

major business group with offices all over the world

DOWNLOAD FREE

Blackmailer blog: the attackers published the stolen data because the ransom was not
paid

Conclusion

Demand for corporate data on the black market is high, and it doesn’t always involve
targeted attacks. Attackers may gain access to the infrastructure of a random
company to sell it to blackmailers or other advanced cybercriminals later. An attack
like that can affect a company of any size, big or small, because corporate system
access is often priced moderately on underground forums, especially compared to
the potential damage to a business.

Sellers on the dark web most often offer remote access via RDP. To protect
corporate infrastructure from attacks through remote access and control services,
make sure the connection via this protocol is secure by:

providing access to services (for example, RDP) only through a VPN,

using strong passwords and Network Level Authentication (NLA),

using two-factor authentication for all services,

monitoring for leaks of access data. Dark web monitoring is available on Kaspersky
Threat Intelligence Portal™.




Il For details of the service and test access, please contact us
at intelligence@kaspersky.com

Don't miss any important report check webpage:
https://www.cybercrimeinfo.nl/rapporten




