
ALEXANDER LEFTEROV 
Conspiracy to Commit Computer Fraud; Intentional Damage to a Protected Computer; Unauthorized 

Access of a Protected Computer to Obtain Information for Private Financial Gain; Aggravated Identity 
Theft; Conspiracy to Commit Wire Fraud 

DESCRIPTION 
Aliases: Aleksandr Lefterov, Alexandr Lefterov, "Alipako", "Uptime", "Alipatime" 

Date(s) of Birth Used: December 26, 1986 Hair: Brown/Gray 

Height: 5'10" Weight: 180 pounds 

Sex: Male Race: White 

NCIC: W755473290 

REMARKS 
Lefterov is a citizen of Moldova and last resided in Chisinau, Moldova. 

CAUTION 
Alexander Lefterov is wanted for his alleged involvement in cyber-related crimes.  From approximately March of 2021 through November of 2021, Lefterov, 
using the online monikers "Alipako" and "Uptime" among others, allegedly conspired with others to profit from his operation and control of a botnet comprised 
of thousands of malware-infected computers.  Lefterov and his co-conspirators allegedly used malware to steal victim credentials to online accounts, including 
accounts at financial institutions, payment processors, and retail establishments, as well as other personal information, from infected computers within the botnet. 
Lefterov and his co-conspirators allegedly used an online dashboard or panel to monitor the infected computers, access victim credentials, and access victim 
computers.  Lefterov and his co-conspirators also allegedly sold access to the botnet to other cyber criminals, allowing cyber criminals to gain unauthorized access 
to victims’ online accounts by fraudulently posing as the legitimate account holder. 
 
On December 29, 2021, a federal arrest warrant was issued for Lefterov in the United States District Court, Western District of Pennsylvania, after he was charged 
with Conspiracy to Commit Computer Fraud; Intentional Damage to a Protected Computer; Unauthorized Access of a Protected Computer to Obtain Information 
for Private Financial Gain; Aggravated Identity Theft; and Conspiracy to Commit Wire Fraud. 

If you have any information concerning this person, please contact your local FBI office or the nearest American Embassy or Consulate. 

Field Office: Pittsburgh 

https://www.fbi.gov/contact-us/field-offices/pittsburgh
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