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We are continuing to track ransomware groups operating
the hack and leak double extortion tactic, this is achieved
by actively monitoring the leak sites used by each
ransomware group and scraping victim details as they are
released.

By recording this data and classifying the victims by
sector, we are able to derive additional insights such as,
which sectors are being targeted this last month, and how
do these insights compare to previous months?
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Analyst comments

This month we observed a 52.89%
increase in ransomware attacks
compared to January, with the number
of incidents rising from 121 in January,
to 185 this February.

This increase may represent a marked
exit from the seasonal reduction in
ransomware behaviour we observed
across December and January.

In addition, this pattern is mirrored by
our 2021 findings, where a 55.1%
increase was observed between
January 2021 (127 incidents) and
February 2021 (197 incidents).

As such, we may begin to observe
ransomware campaigns increase as
the year unfolds and threat actors get
back to ‘work’.

Threat actors

Though there was a significant
increase in total cases from January
to February, the top players remained
consistent (Lockbit 2.0 with 42.2% of
all attacks, and Conti with 17.8%).

The third largest contributor in
February however was BlackCat, as
opposed to Snatch in January.

In February, BlackCat accounted for
11.4% of all attacks as opposed to
the negligible 5% that they exhibited in
January, showing a steady increase in
their activity.

In fact, BlackCat were well publicised
in February, being attributed to
high-profile attacks such as the two
German oil companies that had data
stolen on the 1st, and the Swissport
ransomware attack on the 4th.



With their heightened frequency in our
data as well as their recent infamy, NCC
Group expect this trend to steadily persist
and propose that BlackCat will remain
within the top 3 aggressors in March. As
such, we will continue to closely monitor
their activity.

Lockbit 2.0's most targeted sector
remains to be Industrials, accounting for
a sizeable 30.77% of their total attacks in
February.

Interestingly, this February sees their
specific industry targeting within
industrials displaying an indiscriminate
approach for the most part, except for
one industry that remains high on their list
of priorities: Professional & Commercial
Services, accounting for 37.5% of them.

In the last threat pulse, we described
how this industry presents itself as a

profoundly attractive target to extortive
ransomware groups, which can provide
some insight into why Lockbit 2.0 have
continued to concentrate their resources
on this industry.

Conti appears to be mirroring this same
behaviour in February, with their most
targeted sector equally being Industrials
(48.4%).

Their specific targeting of industries
within these sectors, however, is also
largely indiscriminate, implying that they
are not currently focusing on specific
organisations but are selecting victims
within these sectors opportunistically.

Therefore, any organisation (especially
those residing within either the Industrials
or Consumer Cyclicals sectors) should
secure their systems with the assumption
that Conti have them within their sights.

Last month we mentioned that although
Conti had exhibited a 65.6% decrease in
victims from December to January, they
should not be considered as less of a
threat, and we predicted that this number
would rise once again in the coming
months.

In February, our suspicions were proven
to be correct with a mammoth 200%
increase in their victims from January —
February (from 11 to 33).

As we move out of the lull of the 1st
quarter and into the 2nd, we may begin
to witness what could be the baseline for
ransomware activity that we can expect to
see this year from all ransomware groups,
if the pattern we witnessed in 2021
repeats itself.
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Sectors

Overall, our analysis of this month’s
ransomware victims revealed similar
findings to those observed in January.

Once again, the Industrial (35.68%) and
Consumer Cyclicals (21.62%) sectors
placed first and second as the most
targeted sectors. Interestingly, both had
suffered the greatest increase in number
of attacks and thus were responsible

for the overall growth we observed this
month. Specifically, Industrials spiked
from 30 to 66 incidents, revealing a
106% percentage increase, whilst
consumer cyclicals rose from 27 to 40, a
48.15% percentage increase.

By consequence, their leading positions
continue to reflect our wider observations
from the last 7 months, supporting

the trend in which they continue to be
perceived as highly attractive targets.

In third place was the Technology sector
(8.11%) which has moved up in the ranks
from fifth place (6.03%) in January.

The growth in the number of targeted
incidents is however not unusual as, prior
to January, the sector had placed within
the top three most victimised throughout
the last 5 months of 2021.

This is not to say that ransomware
campaigns targeting the Technology
sector are not a cause for concern, but
that these findings were not unexpected.

If anything, they stress the importance for
continued hardened security measures
within the sector itself and demonstrate
that a decline in incidents in any sector,
for even a short period of time (January),
cannot justify any respite.

While our analysis reveals a rather
persistent pattern, certainly with regards
the prominence of the Industrial and
Consumer Cyclicals sectors, it is will

be critical to monitor and observe any
changes over the upcoming months.

As the West delivers its plethora of
economic sanctions targeting Russia for
its ongoing invasion of the Ukraine, it will
be interesting to observe if, in the context
of Russian retaliation, there are any
modifications to the sectors targeted, e.g.
geared more towards the financials.
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Regions

This month, the highest number of
ransomware incidents were identified
in North America (42.16%) and Europe
(42.16%), followed by Asia (10.27%),
South America (3.24%), Oceania
(1.62%) and Africa (0.54%).

Last month, we identified the rather
unusual finding that North America

and Europe had suffered a roughly

equal number of attacks, with 53 and

51 incidents respectively. This proved
abnormal as up until then, North America
had adopted a clear leading position.
Hence, we questioned whether this
closing of the gap was a by-product of
the overall decrease in attacks in January,
or something more.

This month, we observed an equal
number of ransomware incidents
recorded in Europe and North America
(in our database) since pre-2021. The
data suggests that both continents
suffered 78 incidents respectively,
together accounting for 84.32% of total
incidents.

This is a possible turning-point, one that
may be the result of the current political
crisis and heightened threat towards the
EU. As such, NCC Group will continue
to closely monitor if this pattern persists,
and what this means for the wider
European threat landscape.

A closer analysis of the countries
revealed the UK to be most victimised
(26.92%), followed by Germany
(14.10%), with France and ltaly in

joint third (10.26% respectively).
Unsurprisingly, the most targeted sector
in Europe was the Industrials with 29
incidents, 37.18%. Again, this was
succeeded by Consumer Cyclicals with
22 incidents, 28.21%.

These were noticeably far removed from
all other sectors, as the others concerned
6 incidents or less, again reinforcing

the notion that both the Industrials and
Consumer Cyclicals sectors remain
highly attractive targets.

With respect to North America,
Industrials took an undisputed lead
accounting for 29 incidents (37.18%),
with all other sectors accounting for
under 10 incidents. Unlike the EU,
consumer cyclicals was much less
prominent (11.549%). The US remains
the top target accounting for 93.59%
of incidents in North America, whilst
Canada contributed 5.3% and Cost Rica
1.28%.

In sum, the change in direction with
regards what appears to be a growth

in targeting of EU organisations, raises
questions as to whether this reflects a
shift in threat actor targeting that may
reshape the threat landscape. As such,
we will continue to monitor the data
and its evolution to assist us with better
advising and supporting prevention
measures according to regional needs.
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Threat Actor Spotlight: Conti Group Leaks.. again

Summary

There has been significant activity across the security
community this week in relation to Conti Group, the ransomware
gang also known as Wizard Spider, TheTrick or TrickBot.

On 25th February, the group posted a ‘Warning’ message on

its public facing blog site, officially announcing its full support

of the Russian government. It is clear that this declaration

was hastily made in light of the crisis in Ukraine and without
considering both the heightened interest from the wider security
community, and the allegiance of some of its own employees.

"WARNING"

' The Contl Team is officially announcing a full support of Russian government. It any
body will decide lo ur?anlza a cyberattack or any war activities againsi Russia, we a
re-going to usa our all possible resources to strike back at the eritical infrastructures
afl an anemy.

i 2/25/2022 @ 35 q0{0.008B]

Within a short time after, the group amended this declaration to
state that they are not allied with a government, or support the
current war situation. Conversely, however, the group has stated
that they will retaliate against any targeting of Russian critical
infrastructure in the face of a war generated by the West.

"WARNING™

(2 As a response 1o Western warmongering and American threats to use cyber warfa
re against the citizens of Russian Federalion, the Conti Team is gfficially announci
ng that we will use our full capacity 10 deliver retalialory measures in case the Wvﬂ
tern warmongers altempt 1o target critical infrastructure In Russia or any Russian-
peaking region of the world. We do not ally with any govaernmeant and we E‘ﬁr'lﬂE’l'ﬂr‘l
the ongaing war, However, since the West is known (o wage [ts wars primarity by t
nn]t‘*:lnfj civilians, we-will use our resources |n order 1o strike back it the well being
and satety of peaceful citizens will be at stake due to American cyber aggression

W 2272022 @ 10501 M0[0.008]

This intention, and confirmed support, suggests that the leaders
of the group are either sympathetic to the Russian government,
or have their hands tied. The latter, of course, would certainly
align with Conti's previous backtracking following the Graff
jewellers hack and leak episode, whereby the group apologised
for leaking the information of individuals with close ties to the
Russian government.

In response to this latest incident, it would seem that an
anonymous member of the group has spoken out, by releasing a
significant amount of internal communications, screenshots, and
tactics used by the gang.

This is not the first time that Conti has suffered internal issues.
In June 2021 a 55-year-old Latvian national called Alla Wiite
was arrested and charged by the US government for her

role in Conti Group, targeting organisations worldwide and
stealing information . Another event during August 2021

saw a disgruntled member leak internal training manuals and
IP addresses of the infrastructure utilised by the gang. It is
believed this was in response to the employee not receiving a
sufficient salary for their efforts.

M BE
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With regards to the recent Conti leak, it is understood that
a number of security vendors, journalists and researchers
received the tip-off directly with the following message.

Greetings,

Here is a friendly heads-up that the Conti gang has just lost all their
ghit. Please know this is true.
https://twitter.com/Contileaks/status /1498838708736873734

The link will take you to download an 1.tgz flle that can be unpacked
running tar -xivf 1.tgz command in your terminal . The contents of the first
dump contain the chat communications (current, as of today and going to

the past) of the Conti Ransomware gang. We promise it is very interesting.

There are more dumps coming , stay tuned,
You can help the world by writing this as your top story.

It is not malware or a joke.
Thi=z is baing sent to many Jjournallists and ressarchoers

Thank you for your support

Glory to Ukraine!

Although the identity of the recent internal leak remains
unknown, we can deduce that they are likely to be a Ukrainian
national, based on comments within the Twitter leak page.

canti leaks

rom the bottom of my heart which is breaking

1wy people. Looki what 1S nappening 1o it

While NCC Group analysts and members of the wider security
community race to analyse the data, looking for hostnames, IP
addresses, tools, bitcoin addresses and so forth, we will review
some translated snippets to understand how the organisation
operates and the politics that take place within the group.

The leaked communication logs are dated from early 2020 until
the February 2022. As has long been known, the group make

reference to the use of free and commercial tooling to conduct
their operations, such as Cobalt Strike, hydra and MSFVenom.

They are frequently seen to guide new joiners by referring them
to online training videos and popular blog posts by security
researchers.

Comments within the chat logs indicate that the team have
managed an office location from at least 2020.




Threat Actor Spotlight: Conti Group Leaks.. again

Followed up with a comment in July 2021, it appears that the
group may have enquired about alternative office space to
house employees.

Internal politics

Additional communications during this time indicated that there
were at least 62 members within the group, made up of coders,
reverse engineers, and OSINT researchers. The following
translated snippet also gives an indication around the salaries
each member receives.

e "I0R1-07-18TL8 12 4B.2T4803",
rframT: "mangofqimccolbauwestmt.anion™,
"o "starnfgimccolSauvcetmt .emion®™;

body™: *dmango> Samg =alary hare belgemyvS8tipaldhiyradirggirkjunkdranid fdf

total total OS5k

B5494T main team 62 pecple, I gert salazy 54
3847 - zeverse team, 23 people
2500 = naw odder team, & people, while only 4 zalaries resslve

12500 revermes, 6 peaple

10000 CSINT dapartment 4 peopla
00 for expenses (wervers\\spagersi\test tasks for new pesopls)

164.8k total per menth

The currency referred to here is not known, although if USD
are used as a point of reference, the salaries for each employee
is not significant given that some members have mentioned
working 12hr days.

The working schedule of the group is often references, but the
specifics currently remain unknown.

As already highlighted, historic leaks from within the group
were thought to be due to salary issues. The following excerpt
between members Pumba and Tramp within the last few days
indicate that this remains to be an area of concern.




it “H0RR-01-17TH0:5R:27. 1B0T5ES,

“fronT: TpunbagaiaccolSavacitet, palonT,

o™ “rybergengsterigincecibaiuestat.enlon”,

“boy=: =

[23:43: 48] «punbor well, nat the whole weount

[]!}:ﬂ-:dﬂ] dpumbay holf only

[28:84:15] cpushiad trump, 1 thought you homest man

[#3:28:05] atramps -0, 256645

[23:44:30] epumtioy why?

[23:48:35] «trumps yeu, but no more 1§

[28:44:46] atromps will be 0.5 fo= blogs

[23:124:5%] <pumbay but 44 not, let’s start with nme companiss than

[25:44:57] «tramp> trimp, 1 thaught you were an BOoesT parenn - what Bs thisl?

[#5142:58] dpumbor and I drove these

[23:45:07] epastins with you

[23:45:3@8] <tramps no, s you typed T don‘t Hks it

[28:45:37) «traeps 30 [ made a decizfon Llke this

[N @5:44] dtramp> do you want to discuse JTF

[23:4B:08] apumbar you're wroejl teump, you klcked me out just Before the payment of thews o companles

[23:46:26] spumbor and In the 1ast one IT was me who Egresd on the ssount of S850

[23i26:30] ccrampr you've learned how to plog nocsally, oo keep dolng It.

[28;45:52] <pumbar be honest troms, poy at least the last one for this company

[EI;IF:HH dpumbay and then we will sork for 8.5

[#3:47:10] «trymp> and In the latter it wan | who sgreed on the aoount of 4850 - well,
who agked wou te gl thes such diacountal they would huve taken more from them

[35:4T: 28] cpumbiad yuud put =3

[Z3:47:29] dpunbipr It was Skk

[2%:£7:35] dpombay I throw off 158k

[28:47:41] spumbad ax you and 1 decided

[23:47:49] atramps Friend stop mme

[2¥:@¥:57] atrampr or s1op a1l work oW

[25:48288] «trampd I can blog mynelf

[25:15-:1'9] Ctrompd you scresed up there a couple of tlses, s0 1 declded 0.5

[#3:28:24] ¢tramps this is not dlscussed

4f;d6] atramp> §n general, another word and all exponass. Detter Mot g0 o0 that’s the lase

S:08] ctrampr alR39hal6Bel? P10 cof i bReccalind MH 24D T Ende o dalioS0aEn i Jcaia

[2M:55:00] dpumbas whyd

[23:55:23] <trampr 1%

[2%:35:29] «trampd conswmption aften that

[20:55:42] dpumbed whatever you put

[23:55:58] atrampr This s the and of the job.=

Back in May of 2021, members Mango and Stern were
discussing contacting a judge and lawyer within the Russian
Diaspora in Brooklyn, and refer to ‘her’ lawyer. In this instance,
‘her’ is thought to relate to Alla Witte, the Latvian national
arrested by US authorities.

=ty PEO2L408-08TITI 00N, 1407000,

i "mamjuigincooifauvesrtat .onicaT,

“tof: Msteralglmccsdbauwcetnt (. onion”,

“body™: "<mahgor Based on Alka, I found contacts theotigh relarives.

Wy guys have exeellant contact with the Russisan disgpoza in Brooklyn,

e hate cur swn chief judge thers) what is the chairman of the court —

she ismediately gave us her lawyer whe Lt moves,

All wrtates have thHeir own lawe and, accordingly. lauyers.

Thisz one is specifically from Florida, he ism local thers, he toeams to RRUY averyons.
At 5 in the sorning hée was Blown up) they gave him all the data he L8 alieady engaged in,
He told them this: we poed to clariiy the mituation with sveryone che latest paww,
find out whe her Lawyer is and dhat clalms ge to ber, ete., in gobecal, fof oo,

intelligencs will ey o get all the official papsrs that we have and we will continue co think,
I didn't know I¥ the guys didn®z let us down — we'll pull it out or get the minimum posmible.

211 kesp you pusTed”

T il

il

This legal issues do not not appear to escape the group, and
by October of 2021 we can see that members continue liaison
with an investigator.

somissted et Lawpess

spary day. T glvw Tl w

Subsequent communications in early November regarding their
legal case suggest that members of the group were concerned
for their security having noted unfamiliar cars within the yard.

Again, we can see that a single office acts as their primary base
of operations. ‘Pendos’ is believed to be a slang term used for
Westerners.

“ta®r TI0F1-11-0aTIL
"Lt "kaganlgd

b - | ’
=pody = ¢ . itta e 13k, In the RobRing (B Sesmed oo @8 Ehal ve wece Seing- Sl loved,

ax thors wers unfamiliar cape in the yard, two bodiea weie mitting in the car. 5o a» nof To opb anypone up, Bot o eod not Gn.
T and doritua decided to go ous for a wedk, all the devices sre temporsrily at Readguartors. Me will be sway for about & wesk.
IE 1= battws to pldy. Lt safe; how e chse lias beedl extejded uatll Hojresbasr 13,

By Novisdar 13, evesyihing will be dscided, wu hops € ks stopped. nething.

Tha' oply annoying thing iz that the pondza I hops we are pob op the Disk. )"

422 41 DEF LT,
L

Fratwsatat T

!

“te®1 TA0F1-11-03T8L =

"frea™: "kaganiy i L™,
"to®1 "sterndiin arcHtat
“body™t *Yax, and lawjperr say it'e betver we mit acill and do nothing uneil che E3vh,
Eive a normal Eife. Rnd then we®ll ews wiiat happans™

LY O H
warned wivs 1 woerk with thae I won't b thure™
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Threat Actor Spotlight: Conti Group Leaks.. again

Vacations r

1 "L 06 -DATOD 2T (40, R 10",

“from” '-qrt:rl\l;:lnr.tl_.;::ulmnnt i,
H 1 H 1 - biod 1'9:4!_'\:-113'4:1:::: :I:;:i:ﬂl'i:f:l:“-:-m yaCHtson®
It appears that vacations and flexible working are just as P ail aal et A
. oy i
important to the group as any legitimate company. One B A Sl et U
member mentions to their team leader Mango, that they will R ot | e g e g L R T IR PP
. . . . 1.
be attending a doctor’s appointment during the working day,
however, they will resume work upon their return. However, as with many organisations the need to close a deal
before Christmas and New Year creates additional pressure
! for the team.
“ra®: "2021-0T7-36707:15:32.8€0471",
"from': “wartudgImoccciSavwestme.onion®, . . .
“to": “mangoBqimcco3Sauvestmt.onion”, Here we can see members Pumba and Skippy discussing a
Thodyts N la). = ca dri aff fo amEort =18 for uple of houars,; ‘At H 1 1
i he e ater iiny faw T ToT L nioT L TPRUAmImeRt fo | compie et BSSSS negotiation with a ransom discount before Christmas.
b
From the two following snippets we can deduce that “euts =2031-12-21720:53
members of the group also have access to communications bton: *skippyliqinceodtauventat. o
remotely, even when on vacation. Extended breaks away from CEan e WA NG 1 Lamunt OF B RETERON, 45 Hetl Ches Thy metoe MIIT e Bagk G680 WA3ALN:
work are frequently seen by members of the group throughout 15 ve dn's start pesting Lhe datey 1€ memns wn'ie Fethere sadidon'e Keap 4 Nl B
the summer monthS. :: we post the date, then focked up. we'll Zope tho Jook and not a lieclsa) wwe'll have a dilomms
E't-.-'- “IN2L-00-25TLL %6 12. SR4R2T=
*from®*; “storngiscenlSarscstst  onion™,
et "van@gimccolnsitstmt . onlon®,
“body*: “Hello®
'i‘t'l."' "EOI) 00 -ISTIL 56 13 . S91673"
“Trom®; “sterviqgisceoelSapecs et  onian®,
*pat i fyaniMIsccolSarecd tet onion T,
"body=: “are you thore?-
E'I:!." "2HIL-06- FSTIL ST 10 ARSATG™
*from™: “vaniginccoIDaucsTmt . onion®,
"to" . TaternidqisccoalSsunscatat . onian® |
*hody=: “Mi! I'm on yacation, retyrning to work June 20th.~

#




The future of Conti

Like many organisation’s within the tech space, the gang

have been looking into additional areas with which they can
develop. This extract from June 2021 shows a desire to develop
capabilities in blockchain technology.

i

Tta™:; "A021-0E6-00TO9:-3ic4F.32T3IST",

“Efrom®: “sterniglmcoodSauvocstot .onion”™,

“to*i “tunrifginccolSauwcetmt.onion®,

"hody™: “Whe has fdeas on blockchain? and '::Ypi'}:ur:ﬂ'ﬁ:iﬂ'!- whore to go and what to develop.
Ahe congiders himself a gury in cryptoe tronds?™

By early February 2022, the desire to develop their capabilities
has not waivered. Additional technologies such as the Rust
language and NFT's have also piqued one members interest.

me blockohain, I
Opmen. Heo spike
» dizappoine

Eo the O
a rransactii
Way to AT and 1

L=

snd and pacen pant, then there will be

H sabile ie written sntively in je.0B is mysgl
sliant, Yo need 5 SVET, Hing &n L%,

for S8L.Hecwirh commun of L8 via hoips.

runaing the ciisnt through an apopymously cbrainsd sezver.

get &' € ig
Aithough 3 had the idaa af
I'm thinking about Lt.

Z:Bocauss I

still don't decided oo whar principle Chchain stoep. scarted watching
peliads =

ockchair im written in Buamt: The languags
livw. Rt I nesd to deal with the b

ckchaln, @0 I

Hewn Lo 1, installesd the complilss and b wan. studying for the thicd day.
Puek e claibed to he very suitable for chain development. We'll ses. 1T that's tous,
and THis JARgUAgE isproved programsse procustivicy, Ehen Wy nBoT.

3. NFT has &los surfaced, W mowt Lok,

4, What I hayy detor=ined for myself.
Blockchain should be done on DAG, The upit of recosd Ia the DAS will oot be & block with a bunch of transactions;
but & single transaction. Any sntity can be in & transaction: transfer of coinm,

sime kind of

makt © token (MFTH. Ax a myugl DB, probably. Haven't sesclved the lssce
with o spending yet, Bystanders. Deyvelopers [ww) can act s wiTnsees i i
At the T ETade,: Without shanding, I vhink we Wwill do it. Let it be for mow.”

= I'm mctually & conmarvative in programming languages

However, a message dated 21st February by one member to
the wider group on Rocket Chat indicated that there continues
to be problems internally. Senior members have been missing
and deemed to be laying low, while other members are advised
to rest for several months. Although the group have amassed
significant sums from their ransomware victims, this member
insists that there isn't enough money to pay the salaries for all
staff.

Conti Group are certainly going through a turbulent phase after
significant successes. Regardless, they are a large entity and
continue to target organisations from around the world.

Since the gangs warning message on 25th February, and at the
time of writing, they have declared 30 new ransomware victims,
indicating that operations continue in the face of disruption.
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About the NCC Group Monthly Threat Pulse

NCC Group’s Strategic Threat
Intelligence Practice has been working
tirelessly to develop various software
solutions for a broader, more insightful
look at current threat landscapes and the

Our technical team has developed a web

way they impact businesses around the victims.

world.

scraper, which we use to gather data on
ransomware data leaks on the dark web
in real time to give us regular insights into
who are the most recent ransomware

i B

By recording this data and classifying the
victims by sector, we are able to derive
additional insights highlighting the sectors
that have been targeted, and how current
ransomware threats compare to previous
months.
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