


TABLE OF CONTENTS




EXECUTIVE SUMMARY

of all ransomware
attacks for the year

increase

New
Ransomeware Groups







Q4 FUELS RISE IN RANSOMWARE ATTACKS

ACTIVE RANSOMWARE GROUPS

The fourth quarter of 2024 saw the highest number of ransomware attacks globally, with a
staggering 1,827 incidents—a significant increase of approximately 30% compared to the
previous three quarters. An intriguing observation is that the LockBit group, which ranked as the
second most active ransomware group in 2023, did not even make it into the top 10 list for Q4.
This decline can be attributed to law enforcement operations that significantly disrupted the
group’s activities throughout the year.

Additionally, it is notable that half of the top 10 ransomware groups of Q4 emerged in 2024,

highlighting the rise of new players in the ransomware landscape. This shift underscores the
dynamic and evolving nature of ransomware threats, with new groups quickly making their mark.

Top 10 Active Ransomware Groups in Q4 2024
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TARGETED COUNTRIES

Unsurprisingly, the United States remained the most targeted country in the fourth quarter,
experiencing 936 ransomware attacks within its borders. India, this quarter accounted for over
50% of the ransomware activity recorded throughout the entire year.

Top 10 Targeted Countries by Ransomware in Q4 2024
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TARGETED SECTORS

As expected, the business services sector maintained its position as the most targeted industry
in the fourth quarter of 2024, with 451 recorded attacks. The Q4 top 10 list closely mirrors the
annual overview, with the notable exception of the automotive sector, which experienced 50
incidents during Q4 —accounting for over 30% of all ransomware activity in the industry for the
entire year.

Additionally, the manufacturing sector, that ranked third in both the yearly and Q4 lists, saw a
significant surge in ransomware activity during the last three months of the year. With 201

incidents in Q4, this accounted for approximately 35% of all attacks on the sector in 2024,
highlighting the increasing focus on this industry by ransomware operators.

Top 10 Targeted Industries by Ransomware in Q4 2024
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THE UPCOMING LOCKBIT4.0 - NEXT LEVEL RANSOMWARE

The LockBit ransomware group appears to be staging a comeback after months of diminished
activity following its February 2024 takedown. On December 19, LockBitSupp, a persona
allegedly linked to the group’s Ransomware-as-a-Service (RaaS) administrators, announced the
upcoming launch of LockBit 4.0. The announcement, posted on their website, included
promotional messaging: "Want a Lamborghini, Ferrari, and lots of *$%" girls? Sign up and start
your pentester billionaire journey in 5 minutes with us.” The post also revealed a dedicated
website, lockbit4[dot]com, five TOR links, and a release date of February 3, 2025.

CLOP RANSOMWARE RESURGES WITH MAJOR CLEO EXPLOIT
AND FRESH EXTORTION CAMPAIGNS

The Clop ransomware group, also known as ClOp, has reemerged after a period of reduced
activity. Active since 2019, Clop has historically targeted a wide range of industries, including
healthcare, retail, energy, and finance. Following a series of large-scale attacks in 2023, which
included 384 breaches, Clop’s activity slowed in 2024, with only 27 victims reported until
December. However, on December 24, Clop escalated its operations, targeting 66 companies
impacted by a recent Cleo attack and giving them just 48 hours to comply with ransom demands.
The group directly contacted victims through secure chat links and email, warning that
unresponsive companies would have their names publicly disclosed. The above alleged victim list
likely represents only a portion of the total victims, as some companies may not yet have been
identified.

The resurgence is tied to Clop’s exploitation of a zero-day vulnerability (CVE-2024-50623) in Cleo
LexiCom, VLTrader, and Harmony products. This vulnerability enables remote code execution
through unauthorized file uploads and downloads. Although a patch (version 5.8.0.21) has been
released, researchers warn it may be bypassed. Clop confirmed its involvement in the Cleo
attack and announced plans to focus on current extortion efforts by deleting data from previous
breaches. With Cleo’s software reportedly used by over 4,000 organizations globally, the scale of
the impact remains uncertain. This incident highlights Clop’s persistent reliance on exploiting
zero-day vulnerabilities to execute large-scale data breaches and extortion campaigns, raising
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BEYOND THE STATS

2023 2024

Active Groups

48

Average Active
Groups

The Quarter with the most
active groups was Q4, with
48 active groups on
average per month.

The month with the lowest
number of active groups
was March, with 35 active
groups.

MAR 2024

3 Active
Groups

The Average
Number of
Active Groups
per Month

JUL 2024
NOV 2024

4 Active
Groups

The months with the
highest number of active
groups were November and
July with 48 active groups.

2023 2024
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UP 50%

The construction industry
was the target of 50%
more attacks in 2024 vs.
2023.




TOP FAMILIES

While it was a successful fourth quarter, and year for the entire ransomware industry - three
families rose above all. RansomHub was the most dominant ransomware group, with 531 new
victims, claimin 9.8% of all ransomware cases.

The second spot was saved for last year’s winners, the LockBit group. Although the group had
major struggles this year with law enforcement operations against it, the group affiliates still
managed to pull off a large number of attacks with 522 successful ones.

Coming third was the Play ransomware group, which claimed a significant number of victims
355, 7.5% of all ransomware cases. Play continues to be a dominant power in the ransomware
landscape.

Ransomware as a Service (RaaS) is a business model where affiliates pay to use ransomware
attacks developed by operators. It mirrors the software-as-a-service (SaaS) model. This
approach significantly contributes ti ransomware attacks’ global proliferation and persistence.
The rise of RaaS models has notably impacted the ransomware landscape, exemplified by the
RansomHub group, which claimed the first spot this year, while the runners up LockBit are also
managing a wide Raa$S program for their affiliates.

In the current landscape, where ransomware groups are closing their operations more rapidly
than previously observed, a group that consistently executes dozens of successful ransomware
attacks every month and sustains its activities for over a year can be deemed a veteran.
Therefore, the fourth and fifth places are also reserved for other veteran groups: the Akira group,
with 315 victims this year, and the Hunters group, with 227 victims.

Top 10 Active Ransomware Groups in 2024
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RansomHub

Since RansomHub started its operations in February, the Cyberint (now a Check Point Company)
research team has closely monitored the group’s operations and uncovered interesting insights
about targeted organizations company size and revenue.

The RansomHub ransomware group has claimed the top spot in the ransomware landscape for
2024, with an impressive 531 published attacks on their Data Leak Site (DLS). Emerging as a
major player following the FBI's disruption of ALPHV’s ransomware operation on December 19,
2023, RansomHub is widely considered the “spiritual successor” to ALPHYV, potentially involving
former affiliates of the dismantled group. Operating under a Ransomware-as-a-Service (RaaS)
model, RansomHub enforces strict adherence to affiliate agreements, with non-compliance
resulting in bans and termination of partnerships. Affiliates retain 90% of ransom payments,
while the core group collects the remaining 10%.

According to their About page, RansomHub is composed of threat actors from various global
regions, unified by a shared goal of financial gain. The group explicitly avoids targeting certain
countries, including CIS nations, Cuba, North Korea, and China, as well as non-profit
organizations. However, despite their claims of being a global hacker community, RansomHub’s
operations strongly align with a traditional Russian ransomware setup. Their avoidance of
Russian-affiliated nations and overlap with other Russian ransomware groups in targeted
companies further highlights their likely connections to Russia’s cybercrime ecosystem.

On one of our reports this year on the Ransomhub group, we found out (August 2024) that 160 out
of 190 victims chose not to pay. Of the remaining 30, ten victims are still in negotiations. This
means that, out of the 180 victims who have either resolved or refused payment, only 11.2%
actually paid the ransom. Additionally, negotiations often result in a reduction of the original
ransom amount demanded.

For the group’s admin operators, the focus isn’t on the payment rate but on volume. The more
affiliates that join, the more attacks are launched, leading to increased revenue over time. Even
if only 1in 10 victims pays, the operation remains profitable, generating millions of dollars.
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Malware, Toolset & TTPs

Notably, the group’s ransomware is developed in Golang and C++ and targets Windows, Linux,
and ESXi instances. One of its distinguishing features is its fast encryption speed compared to
other Raa$S options.

The group’s ransomware program is like other ransomware groups such as GhostSec, indicating
a potential trend. The group promises to send victims a decryptor for free if the affiliate fails to
provide one after payment or if an off-limits organization is attacked. The ransomware used by
the gang can encrypt data before exfiltration.

It was also observed that RansomHub, based on their past ransomware attacks, could somehow
be related to or a rebrand of the ALPHV ransomware group. Therefore, tools and TTPs could be
like those used by ALPHV.

According to Sophos research, RansomHub is also being compared with Knight Ransomware,
where there are similar indicators being used by both ransomware groups, such as:

1. Ransomware Payloads are written in Go Language. These payloads are obfuscated using
GoObfuscate.

2. Ransomware Payload command line menus are the same.
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Lockbit

The phrase "Nothing else matters” perfectly encapsulates the relentless activity surrounding the
LockBit ransomware operation.

In February, an international operation led to the arrest of at least three individuals associated
with the notorious LockBit ransomware group in Poland and Ukraine. Despite this disruption to
its infrastructure, LockBit remained highly active, ranking as the most prolific threat actor in May
and the second most active in July. However, some of this activity may have stemmed from other
groups using its leaked ransomware builder. By October and November, LockBit had dropped out
of the top ten most active threat actors.

Nevertheless, the group managed to attack hundreds of victims in 2024, recording 522
successful attacks published on their Data Leak Site (DLS).

The group now appears to be staging a comeback following months of diminished activity after
the February 2024 takedown. On December 19, LockBitSupp, a persona reportedly linked to the
Ransomware-as-a-Service (RaaS) administrators, announced the upcoming release of LockBit
4.0 on its website. The announcement included promotional language such as, "Want a
Lamborghini, Ferrari and lots of **f65=% girls? Sign up and start your pentester billionaire
journey in 5 minutes with us.” They provided details about a new website (lockbit4[.Jcom), five
TOR sites, and a planned release date of February 3, 2025.

Play

In 2024, the Play ransomware group targeted over 350 organizations globally, surpassing their
previous record of 301 victims in 2023. Notably, January 2024 saw the group attack only three
victims, marking their lowest activity in two years. However, activity quickly surged, with the
group averaging 30 attacks per month since then.

Emerging in 2022 as a significant cyber threat, the Play ransomware group, also known as
PlayCrypt, has targeted a wide range of sectors, including business, government, critical
infrastructure, healthcare, and media, with a focus on North America, South America, and
Europe. Operating as a closed group, Play employs a double-extortion strategy, exfiltrating
sensitive data before encrypting victims' systems. This approach pressures victims to pay
ransoms under the threat of data leaks.
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FAMILIES WORTH NOTING
Akira

Since its discovery in March 2023, Akira has already compromised at least 300 victims.
Interestingly, Akira is offered as a ransomware-as-a-service. Preliminary research suggests a
connection between the Akira group and threat actors associated with the notorious ransomware
operation Conti.

In 2024, Akira reported 315 successful attacks published on their Data Leak Site (DLS), securing
fourth place among the most active ransomware groups of the year.

This ransomware, identified as having an impact on both Windows and Linux systems, operates
by exfiltrating and encrypting data, coercing victims into paying a twofold ransom to regain
access and restore their files. The collective responsible for this ransomware has already
directed its attention towards numerous victims, with a primary focus on those situated in the
U.S. Furthermore, the group operates an active leak site for the Akira ransomware, where they
publish information, including their latest data breaches.
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Hunters

Amid the disruption of the Hive ransomware group by law enforcement agencies, Hunters
International emerged onto the cyber scene in Q3 of 2023, displaying notable technical
similarities with Hive, hinting at an evolutionary progression or branch-off from the dismantled
group. This transition underscores the adaptive nature of cybercriminal networks, persisting in
their illicit activities despite law enforcement actions. The inception and modus operandi of
Hunters International underscore an ongoing threat in the realm of cyber extortion and data
breaches.

2024 proved to be a highly successful year for the team, with 227 organizations targeted globally,
taking the fifth place in top active ransomware groups list. They showed no preference for
specific countries or industries, capitalizing on a wide range of targets to maximize profits.
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Medusa

Operating under the Ransomware-as-a-Service (RaaS) model, the Medusa Ransomware group
collaborates with global affiliates, significantly expanding its reach and impact.

In 2024, the Medusa group carried out over 200 attacks, earning the sixth position among the
most active ransomware groups of the year. Building on their operations from 2023, Medusa
maintained a high attack volume, targeting organizations worldwide and demanding substantial
ransom payments.

Medusa Ransomware distinguishes itself as a multifaceted threat, akin to the serpentine tendrils
of Medusa's hair. Each encrypted file, marked with various extensions, mirrors the numerous
snakes that adorned the Gorgon's head. The prominent ".MEDUSA" extension serves as a
distinctive hallmark of this ransomware’s destructive touch.

Analyzing the countries where Medusa has targeted companies indicates a concentration of
attacks in North and South America and Europe. The United States is the primary target, followed
by the United Kingdom, experiencing more attacks than any other country.

Killsec

The KillSec group emerged as one of the most notable surprises among newcomers in 2024,
targeting over 130 organizations globally. Interestingly, India ranked as the second most affected
country by their ransomware attacks, with 20 reported incidents.

The group’s activities appear to have commenced in October 2023, as suggested by their
Telegram channel. In their first public announcement, they openly sought individuals with
expertise in areas such as "network penetration,” "web penetration,” and "malware creation,”
signaling a strong focus on offensive cyber operations aimed at compromising networks and
websites. These recruitment efforts suggested that the group intended to operate beyond mere
hacktivism, despite initial allegations to the contrary.

These indications proved accurate by June 2024, roughly a year after the Telegram channel's
launch, when the threat actor officially unveiled their new Ransomware-as-a-Service (RaaS)
operation.
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NEWCOMERS

Lynx

@ Lynx News

W News

Press Release

E::] L.E’.'Ei kS Lynx Ransomwara core motivation s
grounded in financial incentives, with a clear
intention to avald.

B Report

More detailed




FOG




ArcusMedia

Eldorado




APT73/Bashe

BrainCipher

brain cipher

Viaia sy find

Wealcome to Brain Cipher]

On this page we publish information about companies that are negligent in

storing and protecting nal data.




Sarcoma

’E& ramp.onion - Thread View

Looking for reliable initial access

Channel Details
brokers for long term cooperation!

MNov 24, 2024 SARCOMA
08:06:25

GED: US.CAALLIT.DE preferably rev. <S0kkS.
What we offer:

-Trensparent leems of coopenation
-Fixed profit or percent of deals.
‘Expenienced SLupport team.

Access to negotiations in spactotor mode.
-Live repaort in CRM

First touch PM

Maw 24, 2004
161650 Rivka
Barammbyb

o e your tow

Dec 1,200 SARC
05:53.58 _r

IFrn still bookineg for partners




ARRESTS

FBI DISRUPTS DISPOSSESSOR RANSOMWARE OPERATION,
SEIZES SERVERS

On August 12, 2024, in a significant international collaboration, the FBI successfully disrupted
the Radar/Dispossessor ransomware operation. The agency seized servers and websites
associated with the group, marking a major victory against the cybercrime network. The
takedown follows a thorough investigation involving law enforcement agencies worldwide, as
they continue to target organized cybercriminal groups. This operation highlights ongoing efforts
to dismantle ransomware organizations that have been responsible for numerous attacks
globally.

GERMANY SEIZES 47 CRYPTO EXCHANGES LINKED
TO RANSOMWARE GANGS

German authorities successfully seized 47 cryptocurrency exchanges used by ransomware
gangs for laundering illicit gains. This move was part of a larger effort to crack down on
cybercriminal networks exploiting digital currencies to obscure their financial activities. These
exchanges were found to have facilitated the laundering of funds linked to ransomware attacks,
further highlighting the increasing use of cryptocurrencies by threat actors for illicit
transactions. The action comes as part of a coordinated global initiative to target platforms that
provide ransomware operators with the financial infrastructure needed to hide their ransoms
and profits. This effort demonstrates law enforcement’'s growing focus on digital currencies as a
critical part of disrupting cybercriminal operations.
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LOCKBITSUPP IDENTITY REVEALED - $10 MILLION REWARD
FOR HIS ARREST

The UK, US, and Australia have revealed the identity of Dmitry Khoroshev, a Russian national and
the leader of the once-notorious LockBit ransomware group, following an international
disruption campaign led by the National Crime Agency (NCA).

Dmitry Khoroshey, also known as LockBitSupp, who previously operated in secrecy and offered a
$10 million reward to uncover his identity, is now facing sanctions announced by the FCDO in
coordination with the US Department of the Treasury’s Office of Foreign Assets Control (OFAC])
and the Australian Department of Foreign Affairs.

These sanctions include asset freezes and travel bans. Additionally, the US has unsealed an
indictment against Khoroshev and is offering a reward of up to $10 million for information
leading to his arrest or conviction.

These actions are part of an extensive investigation into the LockBit group conducted by the NCA,
FBI, and other international partners forming the Operation Cronos taskforce.

1) Hacker arrested: Wanted Russian Hacker Linked to Hive and LockBit Ransomware Arrested
2) https://thehackernews.com/2024/02/lockbit-ransomwares-darknet-domains.html
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THREAT ACTOR LINKED TO THE SCATTERED SPIDER GROUP
ARRESTED IN SPAIN

A 22-year-old British national allegedly linked to the Scattered Spider hacking group and
responsible for attacks on 45 U.S. companies has been arrested in Palma de Mallorca, Spain. The
suspect is believed to be a leader of a cybercrime gang focused on stealing data and
cryptocurrencies from organizations and extorting them to prevent the publication of sensitive
data. Investigators report that the group stole $27,000,000 worth of cryptocurrencies using this
scheme.

The arrest followed an investigation initiated by a tip from the FBI, which led to the issuance of an
International Arrest Warrant (OID). The Spanish police arrested the suspect on May 31, 2024, at
Palma airport as he was about to depart for Naples, Italy. During the arrest, his laptop and mobile
phone were confiscated for forensic examination.

Authorities have not yet disclosed details about the specific threat group, but VX-Underground
alleges without confirmation that the suspect is "Tyler,” a SIM swapping specialist from the
notorious Scattered Spider group.

Scattered Spider is a loose-knit collective of English-speaking cybercriminals known for
accessing their targets’ networks through social engineering, phishing, multi-factor
authentication (MFA)] fatigue, and SIM swapping. Some members of this group have also acted as
affiliates with the Russian-speaking BlackCat ransomware gang.

In September 2023, Scattered Spider breached entertainment giant MGM Resorts, deploying a
BlackCat/ALPHV encryptor, stealing data, and causing significant operational disruption.

POLICE ARREST CONTI AND LOCKBIT RANSOMWARE
CRYPTER SPECIALIST

The Ukraine cyber police arrested a 28-year-old Russian man in Kyiv for collaborating with the
Conti and LockBit ransomware operations. He specialized in making their malware undetectable
by antivirus software and conducted at least one attack himself.

Supported by information from the Dutch police, the investigation linked the man to a ransomware
attack on a Dutch multinational. He was arrested on April 18, 2024, as part of ‘Operation Endgame,’
which targeted various botnets and their operators.

The suspect developed custom crypters to make ransomware payloads appear as safe files, selling
these services to Conti and LockBit. The Dutch police confirmed his involvement in a 2021
ransomware attack using a Conti payload. During the arrest, authorities seized computer
equipment, mobile phones, and handwritten notes. The investigation is ongoing, and the suspect,
charged under Part 5 of Article 361 of the Criminal Code of Ukraine, faces up to 15 years in prison.
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NEW TRENDS

THE DECLINE OF MAJOR RANSOMWARE GROUPS FUELS A SURGE
IN SUSTAINABLE EMERGING THREATS



RANSOMWARE GROUPS TARGETING LINUX AND VMWARE
ESXI SYSTEMS AND DEVELOPING NEW CAPABILITIES







RANSOMWARE LANDSCAPE PREDICTIONS FOR 2025
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