
CVE Vendor Product Type Description Date DiscoveredDate Patched Advisory Analysis URL Root Cause AnalysisReported By
CVE-2022-21882 Microsoft Windows Memory Corruption Win32k Elevation of Privilege ??? 2022-01-11 https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21882??? https://googleprojectzero.github.io/0days-in-the-wild//0day-RCAs/2022/CVE-2022-21882.htmlBig CJTeam of Tianfu Cup & RyeLv (@b2ahex)
CVE-2022-22587 Apple iOS Memory Corruption Memory corruption in IOMobileFrameBuffer??? 2022-01-26 https://support.apple.com/en-us/HT213053??? ??? Meysam Firouzi (@R00tkitSMM) of MBition - Mercedes-Benz Innovation Lab, Siddharth Aeri (@b1n4r1b01), & an anonymous reporter
CVE-2022-22620 Apple WebKit Memory Corruption Unspecified use-after-free ??? 2022-02-10 https://support.apple.com/en-us/HT213093https://googleprojectzero.blogspot.com/2022/06/an-autopsy-on-zombie-in-wild-0-day.htmlhttps://googleprojectzero.github.io/0days-in-the-wild//0day-RCAs/2022/CVE-2022-22620.html???
CVE-2022-0609 Google Chrome Memory Corruption Use-after-free in Animation 2022-02-10 2022-02-15 https://chromereleases.googleblog.com/2022/02/stable-channel-update-for-desktop_14.htmlhttps://blog.google/threat-analysis-group/countering-threats-north-korea/??? Adam Weidemann and Clément Lecigne of Google's Threat Analysis Group
CVE-2022-26485 Mozilla Firefox Memory Corruption Use-after-free inXSLT parameter processing??? 2022-03-05 https://www.mozilla.org/en-US/security/advisories/mfsa2022-09/??? ??? Wang Gang, Liu Jialei, Du Sihang, Huang Yi & Yang Kang of 360 ATA
CVE-2022-26486 Mozilla Firefox Memory Corruption Use-after-free in WebGPU IPC Framework??? 2022-03-05 https://www.mozilla.org/en-US/security/advisories/mfsa2022-09/??? ??? Wang Gang, Liu Jialei, Du Sihang, Huang Yi & Yang Kang of 360 ATA
CVE-2021-22600 Google Pixel Memory Corruption Double free in packet_set_ring ??? 2022-03-07 https://source.android.com/security/bulletin/pixel/2022-03-01??? ??? ???
CVE-2021-39793 Google Pixel Memory Corruption Out-of-bounds write in mali_base_mem??? 2022-03-07 https://source.android.com/security/bulletin/pixel/2022-03-01??? ??? ???
CVE-2022-1040 Sophos Firewall Logic/Design Flaw Authentication bypass allowing RCE??? 2022-03-25 https://www.sophos.com/en-us/security-advisories/sophos-sa-20220325-sfos-rce https://news.sophos.com/en-us/2022/06/15/sophos-uncovers-how-apt-groups-carried-out-highly-targeted-attack/??? ???
CVE-2022-1096 Google Chrome Memory Corruption Type confusion in V8 2022-03-23 2022-03-25 https://chromereleases.googleblog.com/2022/03/stable-channel-update-for-desktop_25.html??? ??? ???
CVE-2022-22674 Apple macOS Memory Corruption Out-of-bounds read in Intel Graphics Driver??? 2022-03-31 https://support.apple.com/en-us/HT213220??? ??? ???
CVE-2022-22675 Apple iOS/macOS Memory Corruption Out-of-bounds write in AppleAVD??? 2022-03-31 https://support.apple.com/en-us/HT213220??? https://googleprojectzero.github.io/0days-in-the-wild/0day-RCAs/2022/CVE-2022-22675.html???
CVE-2022-26871 Trend Micro Apex Central Logic/Design Flaw Arbitrary file upload remote code execution??? 2022-03-31 https://success.trendmicro.com/dcx/s/solution/000290678?language=en_US??? ??? Trend Micro Research
CVE-2022-24521 Microsoft Windows Memory Corruption Windows Common Log File System Driver Elevation of Privilege??? 2022-04-12 https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24521https://www.pixiepointsecurity.com/blog/nday-cve-2022-24521.htmlhttps://googleprojectzero.github.io/0days-in-the-wild//0day-RCAs/2022/CVE-2022-24521.htmlNational Security Agency, Adam Podlosky and Amir Bazine of Crowdstrike
CVE-2022-1364 Google Chrome Memory Corruption Type confusion in V8 2022-04-13 2022-04-14 https://chromereleases.googleblog.com/2022/04/stable-channel-update-for-desktop_14.html??? ??? Clément Lecigne of Google's Threat Analysis Group
CVE-2022-26925 Microsoft Windows Logic/Design Flaw Windows LSA Spoofing Vulnerability??? 2022-05-10 https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26925??? ??? Raphael John with Bertelsmann Printing Group
CVE-2022-30190 Microsoft Windows Logic/Design Flaw Microsoft Windows Support Diagnostic Tool (MSDT) Remote Code Execution Vulnerability??? 2022-06-14 https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30190https://doublepulsar.com/follina-a-microsoft-office-code-execution-vulnerability-1a47fce5629e??? crazyman with Shadow Chaser Group
CVE-2022-26134 Atlassian Confluence Server & Data CenterLogic/Design Flaw Unauthenticated Remote Code Execution2022-05-31 2022-06-03 https://confluence.atlassian.com/doc/confluence-security-advisory-2022-06-02-1130377146.htmlhttps://www.volexity.com/blog/2022/06/02/zero-day-exploitation-of-atlassian-confluence/??? Volexity
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