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The exponential boom
In cybercrime will outlast the
pandemic. In a post-COVID era,
businesses and organizations
must adapt to a permanently
changed threat environment.
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Auf das Thiiringer Terminvergabeportal fiir die Corona-Impfungen
hat es laut dem Gesundheitsministerium einen Cyberangriff gegeben.
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Industries under Heavy DDoS Fire LNK 1=
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A Growing Range of Vulnerable IT in Companies |_|NK11E
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3 Attack Trends are Emerging LNK 1=

The number of Attack volume DDoS attackers
attacks continues remains high stick to their
to increase target, even if

unsuccessful



DDoS Threat Landscape in Key Figures
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Developments in Attack Numbers before and during COVID-19 Pandemic |_|NK11E
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Top 10 Source Countries for Reflection Amplification Attacks
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USA 31,8%
Germany 9,6%
China 6,5%
Great Britain 5,6%
Brazil 5,5%
Russia 5,3%
Ukraine 3,40/0
Netherlands 3,4%
Vietnam 2,5%

Argentina 2,4%



Hosting Providers Targeted by DDoS Attacks LNK 1=

4 7%

of all registered attacks in Q1 2021
were targeted at data center operators
and hosting providers

The most common attacks included:

» Carpet Bombing attacks
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About the Report
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Methodology

The Link11 DDoS report Q1 2021 is based on data from the monitoring of Link11's
global network. The staved-off attacks targeted websites and servers protected against
DDoS attacks by Link11. The data was collected from January 1 to March 31, 2021.
Due to a change in the methodology used to identify and count attacks in 2020, the data
is not comparable to statistics cited in previous reports. Besides network analyses and
evaluating DDoS attack data, the Link11 DDoS report also utilizes open-source
intelligence (OSINT) analyses.

About Link11

Link11 is the leading European IT security provider in the field of cyber-resilience
headquartered in Germany, with sites worldwide in Europe, North America, Asia
and the Middle East. The cloud-based security services are fully automated, react
in real-time and defend against all attacks, including unknown and new patterns,
in under 10 seconds. According to unanimous analyst opinion (Gartner, Forrester)
Link11 offers the fastest detection and mitigation (TTM) available on the market.
The German Federal Office for Information Security (BSI) recognizes Link11 as a
gualified DDoS protection provider for critical infrastructures.

To ensure cyber-resilience, web and infrastructure DDoS protection, Bot Management,
Zero Touch WAF and Secure CDN Services among others provide holistic and cross-
platform hardening of business' networks and critical applications. The 24/7 operated
Link11 Security Operation Center, which is located at sites in Germany and Canada
according to the follow-the-sun principle, provides the reliable operation of all systems
and manages the expansion of the global MPLS network with 41 PoPs and more than
4 Tbps capacity. Guaranteed protection bandwidths of up to 1 Tbps provide maximum
reliability. International customers can thus concentrate on their business and digital
growth. Since the company was founded in 2005, Link11 has received multiple awards
for its innovative solutions and business growth.
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