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Introduction

Human risk is a growing component of organizations’ attack surfaces, especially in the age of
user-centric perimeters, hybrid work models, and digitalization. Combine these new risk points
with an evolving threat landscape where threat actors are all too eager to exploit users for access
to launch both simple and sophisticated attacks, and a concerning picture comes into focus.

A- MXAX3 A«TX3 0J«T | -C -32J« EJ4-<« JBX ITT3X"" «z J«T N-2MI/1«z |ARI« 37} C O] «°|X 3 -C«

X</ 3-«@X«O || CX “ASEXEXT —£X3 &IUAA ABXITXZ J«T X«T A“X3" J3-A«T O X C-3}TI FX XEJ2 «X | -Ci

J«T | -C =xX«i | AR I«@X§IOXT MIXIN| X~ -NNA3I J71ATX” °©-CJ3T |A2J« 37! C O] « -32J« EJ-«"]

X<l 3-«@X«®” J«T NEMX3”XNA3 OF “0330Xz X"ii J«T O X 3X§I4-«" | © MXCCXXec N=«~ TX«NX JecT 3XJ§ OF <« 3XI4-«
o_ |A=RJ«c 371 XTANA -«

ALX " «T «z” 3XEXIXT C-33E «z 2J° 1 +J°7 MXOCXX« J« ATX3 0J«T «z -7 §J3zX §J«zAJzX 2-TX§ 1322573
©-OX AT AIBAX J«T J 3XN-Zz« 41—« =Z°| X 3371 D gAsy -7 AXITX® J«T 0&Uy -Z X«T A" X3" C|- IJT-°°
O AN J7 BI04 A «©A0 N—c TX«AJp TIOI #XOCXX« O] X MX§ X2~ -2 Ugsy -2 AXITX C|- "JE°|X3
-32)« EJ -« C-«l® ZIMf -3 3 °| 7| «z JAINDI J«T O X 3XIY °E ©| J° 8Osy -2 AKXITX | IEX N NIXT -« J § «}
O|XE °]-Az]° N-AKT MX °| | «zI

A] 7 3X°=%0 J &% o Xt N= X O] X X 2J°" ME BAR «J4«z O X 3=§X -7 | AT MX | IE =3 J«T |ARI« 37 «
NEMX3"XNA3 OF G| IX TXR=« 93] 4«z | -C §XJIT «z -32J« EJ1-«” NI« MX™© “A®© =30 JT MX«X 0 73-22 0| X 3
Z3XJOX"© NEMX3 TXZX« X J77XO" D ©| X 3 °X-°4Xi
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Country of Residence
20 o United Kingdom
Ireland

Switzerland

200 e

Austria
2 o o Australia
New Zealand
1 5 o Belgium
Netherlands
1 o o Canada
5 o o United States

Norway
1 50 Sweden
Denmark

Finland

150 -
60 s

The values shown are based on an even split of
50% IT leaders and 50% end users.
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Methodology

AC- °J3JHXE “ASEXE” CX3X N-«TANXT J2-«z

855 IT and security leadersi 3-2 SXEX) XEXNA4EX
J«T T 3XN°-3bE ; 3-§X"i J«T 855 end users C|-"X
3K «NEATX 2 TTEX J«T "X« =3 RJ«JZX 3K«
B-ATX°JAKO «NJAT «z -°X3I1-«il | AR«
3X”—ASNX i~ X~ «J<NXil J«T B3 XA« z]

;J34N °J«® CX3X 73-= SMBs with more than

50 employees °- [J3zX X«®X3°3 “X" J«T NJ&X 73-2
17 countries 3 “OXT °- O X IXxaf A| X «OX3E XC~ CX3X
N=«TANOXT —cdh «<X ME 2J° = >X"XJI3N| « OAJE TATO
A «z J« X&) § «E -« J«T Je« —«f «X “ ASEXEY

1IXJ7 X «=OX C| X« N=2°J3 «z °] ~ EXJ3" J«T
K370 EXJ3L 3X"AR” 0] J°0J°J« J«T 2 «zJ°-3X J3X

JTT A-«J§ N-A«®2 X~ 7-3 TATOI J«T 2AEX3M-A3z
|J7 «=°MXX« «NBATXT ©] ~ EXJ3
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Job Role
BC2XAX) (EXNAAEX

& 3XN°-3b E;

End Users

17%

* «J«N Jb “X3E NX
14%
>X°J §

14%

BJ«AZINCAS «z

40%

SA °- Ot
33%

GAA - Tiitil

28%

TIAAAD

46%

P« =3 AJ«JzX3”

54%

5 TTHX &J«JzX3”
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Baseline Context - Security Maturity

FX J7IXT J «AZMX3 =7 2AX" 4=« 0= A«TX3 0JeT A3 3X” ©=«TX«® I MI"Xf «X =32J« EJ4-«Jf “XNAS °F @JoA3 °F
J«T JZOATX T A]X 3 J«” CX3" J3X «NBATXT | XX 0= | X§° E-A MX«N| 22! E-A% —32)« EJ1-« I~ E-A 3XE XC °] X
S«T «z” °|3-Az | -A° o] X 3x° -39

A]3-Az]-A° 0] X 3X°-30 CX A"X blue to represent IT leaders J«T orange to represent end usersi A] ~ £ “AJj
T IXXe«AI A=« C B | X4 E-A XI™ HE Z--C O X TIOJ J«T “XX | -C X3 *XNAAX" £I3E MX°CXX« O] XX °C= z3-A°"]

Do you have security awareness training in place?

e I 97%
. |

l 2%
N 7%

- [ 1%
“ B 5%

,—Cl-«z |37 E-A3 -32J« EJ4-« | IT “XNA3 °E JCJI3X«X™ " 93] « «z « °KINXy

g =-c]” I 19%

=5 [ 10%
teaT e I 2%
=K
I 15%
P 24%

T EXJ%”
i I 19%

Tnio> T 32%
A 18

1%

o o

&-E-A JIEX 2] 7| «z” 2AKI1-«"y

e I o1
e 1%

_ 9%
" I 15

Do you know how to report an incident?

axacax T 92
&-«l° j«-C - 6%
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SECTION ONE:

When Overconfidence
Confronts Reality

Even as cyber incidents rise and threat actors increasingly target senior
leaders, IT leaders remain overly confident in their organizations’ defenses.

OTATO 3NN F-IZ 6X°C-31i .«Ni 3z 3X"X3EXTV b ;AM§N
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The Number of Breaches Continue to Rise

5-3X 0] J« °C-°| 3T /U1 -2 AXITXZ "I T O X 3 =32« EJ A=< | IT XE®X3 X«NXT I M3XIN| «O]X °J"°

12 months — an 8% increase from last year.

AIX «A2MX3 -7 =32J« EJ1-« XE®X3 X«N «z 2-3X O] J« “EX «NTX«®” C O] « O|X§I 7 &T @-«°]” |J™ 3 "X«

01 0= 23X 0] J« —«X « 8AI C| §X O] =X 3X° =34z EX3= M3XIN| X~ | I~ T3-°°XT 3-2 Tk °- TAN

ABXITXZ CX3X J7IXT | -C 2I«E MIXIN| X O] X 3 =32J« EJA-<« XEOX3 X<NXT « 0| X §J7© &T 22—« ¥

6ox [ | 36%
— 30%
| 15%
_ 19%
| 19%
_ 19%
| 14%
_ 14%
) B
° s
. | 7% 2 the average number of breaches
_ 1% in the past 12 months
L 13%
. E
[0 TATO M TATS
4 N\
The Human Risk Factor
T OIX NEMX3 BI«T NI®X N J«zX it A"X3" J3X —<«cX =7 O X 23X 3X} IMX CJIE~ 7-3 ©| 3XJ° IN°o-3" o
2J « <« AP INNX"" = ERAIMEX I XO7il J° 2§ NJ4-«il J«T M3-JTX3 «X°C-31"{
L ARI NI« MX «E-HEXT « MBXIN]X™ <« J «ARMX3 -2 CIE i «NJAT «cz N3XTX«cAJf N-2°3-2 X
« TX3OP3XJi 7 =N J§ Xz «XX3 «Zzii J«T ©==3 NEMX3 | Ez X«XI
. J
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Australia, New Zealand, United Kingdom, and Ireland
See Highest Rise in Breaches

A70334 3 3T BXC IXII«T “IC I 7 J2° «N3XI X « O X «A2MXE ~Z MIXIN|X” O X 3 —32J« EJA—” XEOX3 XeNXT
EXJ3¢-AX3EXJ3 from just over half (56%) in 2024 to more than three-quarters (78%) in 2025. FX !«-C
0] J° «N TX«O «E-fEX |AaJ«' I{)Aﬂ, Lo X A3XE - |AaJ<< 371 A 42—« LINO-3" N—AlﬁT 3XTANX °l - Z3—(;°|Y

832J« EIA-«" « O] X CI1! I«T 2X4I«T XEXE XNXT J~ 2 §I2 ASANT « MIXIN|X 7§ G| N| 3="X WO EXJ® -EX3

EXJ3 .« O] X "°3 «z ~Z TATOI O] X CI1 "JC I "X3 X~ -ZJAIN!" —« ©3-3 «X«O© 3X0J kX3

ABXITXE 0] J0 XEOXS XNXT —«X ~Z 2=3X MBXIN| X~ « O X §370 AT 2-«2|

AosJIN | | 56%

exc xan«T | 78%

| 71%

#X«XJAE
‘ — 2%

| 52%

J«JTI
B _ 56%

| 71%

— 70%

| 77%

[
6-3TN
T 1%

| 57%

CLN T — 7%

| 57%

C« OXT 20J°X”
_ 58%

What’s behind the U.K. breach increases?

>J« =ACI3X INK OF °J3zX4«z CILIMI XT 3XCJ §X3" ~ «N3XJ™ «zl $-«03 MAA«z ZINO-3" «NEATX O] X “XNO-3["
| 703 NJ§ 3Xh JNX —« §XZINE “E"OX37 "X =«Jf “© IX" « N=«” ARAX3 INAE il J«T ©| X N-2°YXE °F -7 2J«cJz «z
NA“0—2X3 TJOJ JN3-"" T "3 MAOXT X«/E 3-«3X« | SXNX«® «N TX«®" «E-HE «z CXYicl «~C« CI1Y 3X0J §X3”

“AN] J7 5331 N 2°X«NX3 $-¢-°0l I«T , JB-T" | IEX z X« «” Z|© «O= O] X XE-HE «z OCINN" =Z ©] 3XJ° INO-3"
§1X &3Jz-«*=3NX J«T PNJAXXT 2° TX3 &3Jz-«*-3NX |J” MXX« J°7 =N JOXT C °|] 3« -2CI3XcI" I X3k NX
3>3378 =°X334-<«"i G| N| |37 §=CXXT O X O 3X” | -§T 0= X«3E 7-3 NEMX3NE 2 «Jb" J«T XecIMIXT 23X 73X2AX«O
J«T C TX °3XIT JAIN! T F X 0|x X JAIND” J3X “X3 —ATi O] XE J§ = 3XVXNO J M3-JTX3 | X « °]3XJ° IN°o-3
MX | JE =3 °0-CJ3T @-3X —°°-30h« "N J«T "NHIMX X -T"i &I} «z 3X°J § J ©3 &X 2J3zX°

&l TATO EX3 E-« &J°J #3XIN| .«fX 42—« >X°-30

OTATS NN F-IZ BX°C-31"i .«Ni 3 2] 3X" X3&XTI b ;AMEN 8
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Leaders Are Targeted in Phishing Attacks

ALX B A OX JeT "X =3 IXITX3 I3X Jec JASINAEX 0J3ZX0 7-3 NEMX3NZ 2 «Jf™ 0] J«}” O~ O] X 3 INNX"" °- | z||¢
EIBAX TIOJii ©X32 7" il J«T XEX« ZA«T i "= o1 °X3]J°" «= "A3°3 "X 0| JO WUy | JEX MXX« °J3ZXOXT ME
°| 71 «z I«TYOsME J 2HCI3X T-Cef-JITI

ARXITXE CX3X J7IXT ZOIX 3EXITXS | © OXJI2 -3 $¢ A OX | IT XEXE MXX« O X <« 4§ N4 -7 J«E ~Z°] X
1-8-C «z NEMX® «N TX«™ I XEXNA«cz Jg ©] J° J° 4 XTe

Phishing Download malware Social engineering
’ \

69 0/ of IT leaders have been the
O « AJ§E N4 —ZNEMX3 «N TX«O

Phish First, Scam Later

NN=3T «Z O O X *#. .«OX3c«X? $3 A $-2°4] «©
starts with leadership. BXCOK? LET 23X O] Jec 24T MY -« 3C2&8 G
T 03] IX3BXT J7 ©J3° —ZMA” «X™~ X2 N-2°3-2 "X
S S SIS (S NI « TATOW 5-3X ©] J« J °| 5T 7618
cybersecurity a priority, it -1 =323« EJM-« TR]X3XT J #($ JAIN! « TATO¥
X0 O X O=«X Z-3 O] X X« A3X (S JAIN! —XXc 0J32X0 " Xee =3 IXITXE C O] « Jec
-32J« EJ1-« J«T MAKT" J -32J« EJ -« TAX - 9| X 3 INNX T F| §X °] | «2
NABOASX C | X3X °3-9XN4«z T XX« XX« I Jec 2-ME ~A7Z NI © NJe §XJT o
X« AEX TJJ J«T “E oxa” “X3 =A” N=«"X2AX«NX" J«Tb-3 &-3X "] "4NJ°XT
" XEXSE—<Xl” 3X" =" M} OFll JAINYT 5] 7] «z HUTYDJ'LSJ«T °3XE -A"IE
N-2°3_2 “XT NSXTX«cA ™ IR IX O X IXIT «z
TI2511$.28 ° NaN F-iL 3__0 NJATX™ =7 #($ NI X0 ©- ««z 0= X2§-EXX
03] « «Zil N3XTX«AIf 2J«IZXZX <O J«T M ==X N¢
S3OLTTXTT —«OMIXT 5% J7 XIXNAEX TXZX« X

A

"A strong security posture

16 3NN F—fZ A|3XJ° >X° -3
T6 3NN F-Z A|3XJ° >X°-30

OTATO 3NN F-{Z 6XOC-31i .«Ni 3 Z ] 3X"X3EXTY b ;AM§N
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The Perennial Phishing Threat

2]l «z TMzMA” «X77 Z-393XJ0 INO-3"i G| N| &XJ«” O «=0 z- «z JEC | X3X “=—« D X" °XN JHE Z
ARXITXZ J«T X«T A'X3" IXX® NYNY <z

of end users have clicked a
of end users say

5 o o / link they thought could be 1 9 o / thev never receive
0 phishing. Of those, 15% say 0 Y

oy - 77 aAJJl_ -
they didn’t report it |71« §I41-«

(«T A7X3" CX3X J7IXT ZOIXE |IT XEXE NENIXT Jf«b « Je X2 §OIXE O] Az | N-AJT MX ° " «z!

. 4%
523X 0] e —«NXil JecT . | JEX<cl® 3 °~30KT O X L] 4%
N 6%
, 14%
53X 0] J« —<«NXil MAC . 3X°-30XT 0| x& | | 14%
P 16%
‘ 6%
8«NXil J«T . T T«l®3X°-30 © I:l o
PN 9%
0
8«NXi MA® , 3X°-30XT © | | 19%
L RELY
[ 8%
BXEX3 J«T . T-«®3K°-30 0| X= >
P o
0
BXAX3 J«T . 3X°-30 0| Xx= | | 43%
_ 34%
0
iy ] 5%
N 5%
[ TATO M TATS

OTATS NN F-IZ 6X°C-31i .«NI 13 2] 3X X3EXTI b ;AM§N
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Nearly Two-Thirds of IT Leaders Have Clicked on
Phishing Links

Almost as surprising as the fact that 65% of those in senior IT roles have clicked on phishing links is the
ZINO 0] J° J§2-"0 —eXc™ X | 38U T TwlC 3X°=30 Of 7| X O X3X ~ <@ NEXIZNAC 3XJ " —« «z MX| «T ] ~ $IN} -Z
INN=-A«CIM § %Fi J° CXIfy T "NA™" MX§-C “ =X N-22°J«E NAPASX™ *X<«Jf EX =3 XX« OX32 «JOX XRY-EXX 7-3

NEND «z =« @] 7| «z b T §XEX) =2 XBMIZBI™ " 3K« 3-3 IXJ3 =2 ] X 3 ~C OX32 ««J 4 N-AFT MX °3XEX«A«z
EXITX3 Z3-2 «—AZE «z -°|X¥" -2 C|J°T -NNA3SXTY

ARXITXE CX3X J7IXT ZOIXE | IT XEX® Ac «OXaA-«IPE NfNIXT Jh «! « Ja X2 § O XE ©| -Az | N-AT
MX °] | «zf

| 1%

5-3X 0] J« —«NXil J«T . | JEX <[P 3X°-30XT o] X= |
N 9%

0,
5-3X 0] J« —«NXi MA? . 3X°-30XT o x=& | | 27%
T 30%
: 10%
BeiXi JT . T Ted® 3o o | | 10%
N 5%
SeXi MAC . 3X°-30XT © l | 16%
. 18%
[ 169
BXEX3 J«T . T-«f0 3X°-30 0| X2 6%
N 5%
BXEXE J«T . 3Ko-%0 o] x= | | 29%
e 28%
C« A3X L_]2%
B 2%
O TATO M TATs
( A

Spear Phishing

2°XJ3 °| 7| «z «E-HEX" O]3XJ° INO-3" N3IX «z | Z|§E N3XT MEX 22X JzX" MI“XT -« TXOJ §XT
«-33J -« O XEMEX zJP| X3XT —« | z| EIBAX 0J3zX°7i "AN| I7 ABXITXSTAIX Xt «T” -2°] 7| «z
JAINE” J3X MXN-2 «z 2-3X N-B2 -« D « ©J3° TAX 0= O| X 3X"XIN| °-CX3" -Z . D J«T N«

MX TI2Jz «z Z-3 ENART «JWE” " -2 OA MK —« X2 Z-AcT °]J° G| IX “°XJ3 °] 7| «z -«fE
INN-AOXT Z-3§X"" O] J«c Al -2 X2 §il © J§ = §XT ©= g1 -2 “ANNX""ZA§ MEXIN| X"

O TATY 2°XJ3 ;| 7| «z AeX<«T i #J32INATJ 6X°C-31

OTATS NN F-IZ BX°C-31"i .«Ni 3 2] 3X" X3&XTI b ;AMEN 1
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Phishing Overconfidence Exposes Organizations
to Risk

C«Z-A«TXT N=«  TX«NX =« O] X ©J30 =7 AKXITX3 | © ~ =X« «z =32J« EJ1-<«" A° °= JAIN!"| While 65% of IT
EXITXZ JecT OASY -2 X«T A"X3" INE«~CIXTZX N NE «Z —« ©=OX«AIPE TI«czX3-A" § « 1 il Uy -2 LAKXITXZ” J3X
N=«~ TX«C O X 3 =32« EJ -« G-« ZI7-3 T °] " | «z JAINH

+ X« | =C O3XEIX«O | 7| «z °|3XI° I3Xi J«T | -C —XXee Xe««T A7X3" J«T LAIXITXZ NENE —« @] 7| «z §« b7l
O © —EXN-« TX«NX ~ M= | «TX3 «z J NARASX -7 “XNA3 O J«T N3XJ4«z AcaXNX""J3E 3 711 5 ~4INXT

N—«~ TX«NX NI« §XIT O= fXITXZ” «=0 X A«z « NX3°J <« OXN | «—§-2zEil T-C«}JE «z O] X O|3XI° -2 °| " | «zi -3
MX «Z X" —« ZAJBT 7-3 © %A | | «z XBIF « O] X2 «M-EX"T

ABXITXE CX3X J7IXT | -C N=«” TX«® O] XE CX3X ] JO O X 3 =32J« EJA-«« C-AfT«® 23 7-3J °| | «z JAINY

2024 2025

80%

N-« "~ TX«®

76%

N-« "~ TX«®

, . ? H 2
USENX3" XNAS OF 3XIT «X™~ 2XJ’ Who's most confident:

INNX®4«z ©F «=°J &JAX3 -7 &X7° OX O X WS “A3ZX «« —EX3IH MXIN|X™ «
Zi MA® C Xl AlX -3z« EJA-« A7033§ 3 J«T B6XG IXHJ«T 23-2 TATO °- TAT6I
that succeed are those that IXXN-A«3 X" D Jf-«z G °] °|X CI? D JX
“OJE £ 7 §¢@ JT N-ccA«AIYE T fX = AN TXE MR e

. " o 71 «z JAINY” 1101 8°] X3 z3-A°” C O] | z]
strengthen their response. N TN KEXE JX O] — X C - [8X - XNAS O
TI2 5331 $.28 J° 3NN F-iZ JCI3X«X™” 93] « «z CXXME Tl J«T N-2°Jec X
C °] MXCXX« TAAACOIUUT X24-EXX” 10180

OTATO 3NN F-{Z 6XOC-31i .«Ni 3 Z ] 3X"X3EXTY b ;AM§N 12
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91% of IT Leaders Send Phishing Simulations
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WHEN OVERCONFIDENCE CONFRONTS REALITY
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https://www.cybersecuritydive.com/news/what-we-know-about-the-cybercrime-group-scattered-spider/756312/
https://arcticwolf.com/resources/blog-uk/uptick-in-ransomware-threat-activity-targeting-retailers-in-the-uk/

A ARCTIC WOLF | 2025 HUMAN RISK REPORT

SECTION TWO:

Al Uptake Exposes
New Risk Points

With Al adoption increasing among end users and IT leaders,
organizations are enhancing governance efforts as many users
acknowledge sharing confidential data in LMM tools like ChatGPT.
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Nearly Two-Thirds Use ChatGPT at Work
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Over Half of Organizations Fear Al Will Create
Unintentional Data Leaks

Most IT leaders have concerns of some nature about Al, as only one in 10 say the technology poses no
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SECTION THREE:

Culture and
Communication

While end users feel comfortable reporting security incidents,
leaders are taking a punitive approach to this honesty.

OTATO 3NN F-IZ 6X°C-31i .«Ni 3z 3X"X3EXTV b ;AM§N
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More Leaders Consider Terminating
Scammed Employees

More than three-quarters (77%) of IT leaders say they either have or would terminate an employee for
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Most Feel Comfortable Reporting Incidents
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SECTION FOUR:

A Roadmap
for Human
Risk Reduction

Building a strong security culture starts at the top, yet with a quarter of
leaders bypassing security measures and training often lacking impact despite
being widespread, many organizations face challenges in fully establishing.
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A ROADMAP FOR HUMAN RISK REDUCTION

Basic Security Measures (Intentionally) Overlooked
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Only Half of Organizations Implement Multi-Factor
Authentication (MFA) for Everyone
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Frequency of Training Matters...

IT leaders and end users who receive security awareness training at least quarterly are more likely to to
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.but Training Content Could Be Improved
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Effective Training: The Arctic Wolf View
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Conclusion and Recommendations

As threat actors continue to target users, and as the IT environment shifts further emphasis onto
mobile endpoints, user-centric perimeters, web-based applications (including email), and hybrid

or remote work models, human risk increases.

As such, equipping your users (e.g employees, third parties, etc.), with the needed defenses and
reducing organization-wide human risk requires a comprehensive strategy that incorporates

multiple strategies.

Lead by Example
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Build on the Basics
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Communicate Clearly
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Educate Rather Than Punish
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About Arctic Wolf
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