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FOREWORD

This Arctic Wolf® Threat Report draws upon the first-hand experience of
Arctic Wolf’s security experts, augmented by Arctic Wolf Labs research into
the cybercrime ecosystem and additional credited sources.

#E TX§MX3IOXJE Z-NA" «z —« NEMX3 JAIN!” ©] J° X" NIJIOXT O— J IXAXf ~Z 3X2A 3 «z J« «N TXe« 3™ ° =« X
1.9 «EX 4zI4-« ME 3NN F-{Zi CX J &0

, ZI5Z]° G NJ JAINE CE°X” J3X 3K ©—<«” MEX Z-3 “XEX3X «N TX«®

C«N-EX3 O X OINAN"ii OXN | « 2AX” il J«T °3-NXTA3X" JAA ;"3 2| J° Jg§-C ©| 3XJ° INo-3" o
XEITX TXOXNA-« f-«z Xe=Az] 0= A3 AX INA-<«" —<« ~MIXNAEX Xzl TX°§-E «z 3]«” -2CI3Xi
03N} «z -3zJ« EJ1-« «O- 93]«"7X33 «z IA«T iN-«TAN«z «O3A" —«il XONi3

>J "X IGIX«X"" =L O] X NEMX3 XNA3 OF ©3INANX" «XXTXT O= 3XAX<«®) TXOXNOi J«T 3XN-AX3
B-27AN] «N TX«®”

EX3E M3-JTHEI CX “XX XE TX«NX ©] J° ] 3XJ° INO-3" J3X JTJ®4«z O 0J3ZX° “93-«zX3 NEMX3” XNAS °F
©-"Of3X" ME h—-1 «z 7-3 «—/X§ 2XO| =T -Z JAIN} =3 X3M3IN «Z §-CcoXN| D MA® XIXNAEX D &XJ«” -7
ME®J™" «z | ] XN “JZXZAJST' ©°]X “J&aX 42XiN-2°X44-« C °] « O] X 3 -G« 3J«c}” J«T MXAX3
3XT f X«NX =« O] X ©J3° —ZO| X 3 ENAR" |J7 3J«” =FCI3X -°X3J°-3" X«zJZ «z « &-3X Jzz3X"" EX °INAN”
J«T 0J} «z J ~33X3 "0JuNX —« 3J« =2 P JEAXO T #A” «X™” XAI hN-2°3-2 "X W ($ N-«A«AX” 0= MX J
X« INXi X XN JHE Z-3 -3z« EJ1-«” ©] J° 3-A4«XHE 93]« ZX3 ZA«T” J«T A”X X&J § 0= N--3T «JOX °| X" X
INME XY «T IR -Az| BI«E «%3A" —«” CX «EX 4zIOXT J°°XJ3 0= MX ZJ IXT 3J«” =2CJI3X JAIN! i
—O] X37 J3X 33X § IXHE 0= MX «N TX«® —Z “OXJIC|E NEMX3 X™© —«JzXi

» —C T- —32J« EJA-«” O3-OXNO O X3 XYEX ™ <« O] X N-«A«A «z NEMX3 XNA3 OF J32” 3INXy #E Z-NA™ «z -«
O X ZATIZX I i «NKAT «zj

o« JTJ°OIMIX “XNAS OF °-"0A3X
o &XOXNA-<« J«T 3X ® =" X “°Jecc «z O] X ZAl JAINY “ASZINX
o «.>°3-NX"" J«T °J%0«X3 °] JO X« IMIX™ 2370 J«T XJXNAEX 3XN-EX3E

Our hope is that reading this report will equip you with insights and actions
to bolster all three of these elements.
1(>>. 2, *(h; +(
E NX ;3X” TX«O .«N TX«® >X"°-«"X
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832J« EJ4-«" °E° NJWE 3X"X3EX °] 3TC°JE > X«zIZXBX«®” 7-3 ~E O] X 2-"0 T “3A°4EX J«T

T2z «z «NTX« i "= O Ol «cz O] J° ~A3NI X" J3X T-= «JOXT ME 3J«” -~2CJI3X 3001 -ZNJI“ X 3

MA™ «X™” X3 fN-2°3-2 "X TTUS0 J«T «23A" —« ITO/W F | X O] X 3 N=2M «XT N-« MA4-« ~ 2A 9X
N-< “OXe® EXJ3 ~EX3 EXJ3 Jc «N3XJI X « O] X «O3A" —« ©3-°-34-« ~ §I3ZXIE -] XO ME J TXN3XJ X «
3]« —ACIX 7| I3XT &XCIIXT J«HE™ | «© °]I°°] ~ ~ «= XX N- «N TX«NXi G °] ~ z«” °] J° &J«E
3]« —ACJIX JAINE CX3X "0=°°XT ©3 -30_ TX—«J4-« D «T NJ4«z °] J° -32J« EJ 1<« J3X A°3_f «2
O] X 3 TXOXN--« NJ°IM § 4X” |

kN 8*> 6785F >(3$ ?2(?.6$2C&(&& A A, (Al ?A,>( A $A8>?
& ;AA87?A>86+(# $1C; 6&>(?A8> A86% ; #2A.(?

T O_OX«AJYENART BPXAKOXT 23X 3X§ IMX MINIA® JecT 3X0-3]4-« °3-NX""X il 3J«” ~2C I3
—°X3J0-3" «O3-TANXT TJOJ XE™103]4-« I~ J @XJ«” O= J°°E JTT A-<cJf ©3X "A3X J«T °3-OXNO O] X 3
3XEX«AX “03X IR T A-TJEI°] ~ T-AMIX XEO-34-« = A«TX« IMIE O] X «=322 3" Uy 23]« —2CJI3X
N TX«® CX «EX"4ZIOXT «NEATXT O] = XEXZX«Ol BXEXF XEX™ il ©3X°J3XT X =« O X ©J%° -7
-32J« EJ-«” XA« A°-30Jc% ~ASNI X J«HE™ " |-G °|J° « gy -2 3J«” -ACIX «N TX« i
MINFAS” J TXT « O] X 3XN-AX3E °3-NX""{

A,(> 6?85F >(2 6&?% ;(.? 58&(>6A& H ,H&>

AX CXHEXCIM ™ | XT 3J«” =2CI3XCI " ¢Ie” X3 NX 353328 2-TX | I~ TX2-N3JEXT INNX™~ °= 3J«” -2CJ3X
TXCINi «BA” —« O——f 1 J«T DA « A INNX"" M3=1X3" D .A X«cfE 3—«@X® | 8eX 3X AR ~ J AX3E f-«z
0J § =Z ©]3XJ° INO-3" JH £E «z 7-3 J © XNX =Z | X NEMX3N3 2X © X{ J” “ANJil CX =M X3EXT &-3X | J« OA
A« 2AX 3" ~ACI3X O 3XJ0 INO=3" << /£ NA2 X< 3—«PXe® [ 2 IX O] X, ET3J -7 +3XX} 20| —§-zEi C | X«
J3J«” —ACIX -°X3J4-« NXJ"X™ 0= XE "0 D C| X X3 TAX °- JICX«Z-NXEX«® =°X3]4-«i| «”z|A«zi
©—f AN"ii 3XA3XEX % XNI D =] X3 z3-A°" 3XC J«T T8 “§ O X £- TV

->8+%(22.86 2.6$.&(6A>(?;8672(45.>); H? 8**

€O X «=00=~(T "0J«® °J %) A-"03]" ~ACIX IN-3" | -CXT J°IXJ© =X C I «zecX” ™ O «Xz-4I°X
GO O] X EN42 0= J33 £X 30 J C-3LIMIX “—$A4—cd 6-CITIE i O] ~Az [l | J3I" K@ J«cT J “°JOXT 3XZA" I
O «XZ=4JOX J3X N=22_RINXT (E°X3 «cN TXe® 3K ©=«TXZ" | JEX XeN—-AOXXT I O XX CINAN" MXZ-3X]
&X"° OX JAINIX3] °X3™ “OX«@ O] 3XJ0” J«T Jzz3X™ ™ X CINAN"i A3 > °3-2X"" —«J§” CX3X IMIX °- reduce
aggregate ransom demands by 64%/ ;X3]J°” 2&-3X &°_30J«fFj -A3 > XE°X34'X CJ~ J AJ-3 3K —«
CIE UAS -7 -A3 Nj Xe® G- A"XT -A3 «Xz=AJ4-« “XENX" T T «=0 *JE O] X 33Je” ~TA|X 3NN

F—4 .«N TX«@ SX =" X OXIR «NJATX" J A 3XJ° 6XZ-4J1-« OXI2 J«T T-X" «~C fXEX3IZX O X A"X -7 J
©J30X3 -3 EX«T =3 0= N=22hXOX O X" X INAE X"
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3]« ~ACI3XT BIXI3HEN -3z« EIA-<«" ©] J° 3XZARIZHE XEN| J«czX 2-<«XE J«T °3-NX"" °JERX«®
TXOJ | —AX3X2AJ §I3K « O XN3=""|J 3 -Z#($IJAIN! T

AA $1(>? (5#> $(28FIA(S, F H?A8 #H; 27 ,.+,IA(S, &(*(62(?

FE ! N! T-C« X T-=3 C| X« E-A JBXITE JIEX O] X IXEi -3 NI« ~«T “=3AX-«X = =°X« © -«
E-A3 MX | J§2i -3 D MX™© -2 Iy D E-A ~«T © Ach-N}XT o= MXZ « G °]y C«” XNASXT >X2-0X &X” 1°0-°
;3-0-N-§3>& ;9 J«T N=-R3-2 "XT E ; 6 N3XTX«AJ§" I3X O X fXIT «z 3--°NJA" X" -23]«” -RCIX
J«T «O3A” I G| IX °] 7| «z J«T °3XE —A"§E N-223-2 “XT N3XTX«AJp J3X MX] «T O] X £J"©
AJ0-3%F -7 W #(S NI X T NNX"" N-«3-f" J«T “JZXZAIST" «NIAT «z “93-«czil ©| 7| «z¢3X” "°J«®
AAAZIN-3 JAC X«<ANIA-« I5* § NI« «=0 —<E | Xh® O= "°=° JAINIX3" 13-2 2] « «z « A}
JNNX”7i MA® J3X J§" = XIXNAAX BXJI«” =Z°| CI34«z «O3A” —<« INA-«"ii «NKAT «z 3XN-««d =~ JNXY

:>8>A1(&; A$,.6+$ 6 ;>(E(6A.6A>C?.86?

l UBsy =2 «@3R7 =« NJ™X i 0| 3XJ0 INO-3" X&°Y-EXT JO§XJ© —«X ~Z A “ XN ~N EA§«X3IM § 4X i
«=«X =L C| N] CX3X EX3-CTJIE™ J«T XX« ~Z C| N] CX3X J”" =N JOXT C ©|] 3X=-°X INNX"" 0§’

-3 0| X3 XEOX3«JHE ZIN «z “X3E NX T EA§X3IM § OF 2JJZXBXK«O NI« “XX2 § 1X J «XEX3IX«T «Z
2J3X -1 | ] PIIX FINC ¢5-5X D MA® J § AX ©3 =3 4EJ4-« NI« °I X JCIE JAINIX3]

LIE-39X AXJ«” =1 « §P3J4—<dl A= «Z-322 0] J° 3 _3 AEJ4-«il =32]« EJA-<«” A0 ATX3 0T O X
N=2PXE 4X™ 2O X 3 «XOC=3}i O X «XXT 0= ©JON| N3 4NJf «Z3] °3ANCASX X" XN JHE E ; 6 “X3E NXii
SIXCI i I«T =O] X3 XTzX TXENX § MI“XT —« SE( " XEX3 %E 37 1~ Gl J«T O X J” CX3™ 0= O X
2AX -« i ZF | X3X 7~ =A3 TIOJYZ I«T zF | X3X ~ -A3 NA“o-ax3"] TJoJyZ

A,>( A $A8>?7? E(A, (> 1(>8i& H(G;28.A?*8>2A( 2A,H .6A>C?.8:¢

F | §X EX3=CTJE XE®f- © Jf2-"0 «XAX3 J°°XIXT « 3J«” -2CJI3X JAI0N, -Z NI X3 -3 #($ IAm

«N TX«O i O] XE 3X 23X XeOXT O X ~X | ¢§XJIT «z 3--° NJA'X « «%3A" ~«” D INN-A«A«z -3 gs -7
TAN] NI XTA] ~ 70338 N-«©3]70 “AzzX 0 0] 3XJ° INO-3" J3X “X§XNAAEXi 3X X3k «z “AN| IN4-«" 7-3
OIX &-70 "X« AEX J«T 0J3zXOXT INAAE AX” C O] O|X | Z|X“© ©3-MJIM } °F -Z “ANNX""¥
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INTRODUCTION

ghts and data presented are drawn from

ds of global digital forensics and incident

se (DFIR) engagements conducted by the
MNolf Incident Response team from October 1,
hrough September 30, 2024.

AIX > NI'XTIOJ ~ JAZ2X«OXT G O] OXEX3XO3E
B-20IX NN F-iZ A3-3] ;§3%-33 J«T 3X X3N]
13-3 _[30]3XJ° «OXfh ZX«NX OXIRXi T z 03§ 7-3X«” N
XECX397j «N TX«® 3K ©=«TX3"ii J«T ©3-7X"" <}

3]« ~ACIX «Xz-4J0-3"]

Data sourcing and methodology

To enable the holistic analysis within this report,
all data is aggregated without any identifying
characteristics or attributes.

AIXEI© 2Ju-3 0F -7 0| X X .> X«zJZX3X«®" CX3X
« AJOXT J” ©J30 -7 NEMX3 «” A3J«NX ©-§ N X i
O3-Az| -A3 °J0X3 | ©° CO| « A3J«NX °3-£ TX3
J«T ©3 EINE BIC °3IN44-<«X3 | $-«” X2AX«YEi

O] X" X «N TX«® °E° ZE NEMX3 JAIN!” ] J° CX3X -
“XEX3X 31X TIRJz «zil T 3R 4EX3 ©] J° O | XE §XT

O «ABJNX NJJ & D &J} «z O] X2 TXJ} “°ATE
“AMIXNO” « —A3 J 20— MXAX3 ATX3 0J«T O] X &-"0
TJ«zX3-A" °]3xJ°¥

F | IXNEMX3 « A3J«NX ~ J EJBAIMEX 3 7§ 03]« 2X3
-9 -« 7-3 J«E -32J« EJ4-«i O] &°-30J«0 0
3XN-z« EX 0] JO NX30J « «TA"03 X~ J3X 23X § IX4E °-
| JEX N-EX3JZX ©] Jec =0 X37i J«cT O J° — A8 ~ Jaeyx
NI"X" C f 3XVXNC O] ~ T "3 MA -« >X° |33 XTi

OX “ JRCIX 3K Xe® ~A3 XICC-3T XEX3 X<cNX
TX) EX3 «z «N TX«O 3K © =<« X "X3E NX™ J«T = «-0
«OX«TXT 0= 3X°3X" X«© Jf NEMX3 JAINE™ IN3-"" JH

AJ3IXO” J«T “Xz3X«OY

$I XN “NIA-«

FXN§J™" ZENJ" X" ME O] X Z-NJ§ ©= «° =Z°] X «N TX«%
—30X MX™© J«” CX3 0= O] X 2AX -« ZF | J° ~ °| X
a_ro & gNyAf J7 XN -2 0| X JAINyZ

) three incident types collectively accounted
6 of all IR cases.

NN-3T «Z§Ei CX C i XEJZ «X O] X X O 3XX °E°X" «

TXOJ §°= °3-F TX Jec ~EX3E XC ~Z O] X °|3XJ0% J<cTj

o SXEXJKC|N| «TA3X JoX &0 2o J\oxT
o C«TX30J«T 3--° NJA" X~
o & X «°- 3X§JOXT °-° N

. —CXEX3 2J<E NEMX3 «N TX«O™ «NIATX 2A§4 kX
XEXBEX<®7i J7 0| 3%J° INO-3" 3J3XHE XEXNACX J ~ «zfX
INA=cf *=3 «0J«NXii J« JAINIX3 BJE X&§-E “-N Jj
X«z «XX3 «z = =M°J « N3XTX«AJ§" C| NJ I3X O X«
A“XT 0= INNX"" O X X<k 3-«2X«® £ J JE ;6 “X3E NXi
I-§-CXT ME §J°X3Jf 2-EX2X«® J«T 3XN-«ced ~ JNXi
JHy I °3XNAZ™ -3 0 XE 193] 4«z TJ°J J«T Aj122JOXKE
TX®§-E «z J &GN -A" ©JE§-JIT O= X«N3E0 x|

2O 7~ JAINY ©3-z3X""XT °|3-Az| Jgo]-"X “°X°7i
CX C-AfT N|I™" ZE°]X «N TX«® J" J 3J«” -2CJ3Xb
TJOJ XEO-34-« NI X! | -CXEX3i Z O] X §I°X3J4
S_EXAX«C CJ” TXOXNOXT J«T N-«°J «XTi © C-AT
MX NEI™™ “XT J7 J« «BA” —«f

Incident Response Cases by Category

I8NO-MX3 &il TATY ©|3-Az| 2X°oX=MX3 TAI TATO8

44%

>J«" -2ACIX b

&J°] (E°-34-« )
8°| X3 (e.g., Insider

Threat, DDoS)

27% \ 2%

B U1 BHCIX «DXNA-

$_a°3_a “X

(BEC) 2%
&J°J] .«N TX«®”
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PART 01: RANSOMWARE & DATA EXTORTION

Highlights

F >(>(5 .62A,(#++(A&.E(>8*.>$ 2(?)005n -1.>NJI X TA3 «z°|X
3X°-34«z °X3 =T °X3°J «XT 0= 3]« =ACI3Xi «T NJ4«z tA™® | -C °3XEIX«® “AN] «N TX«® J3X O
N4 EXT -32J« EJ4-«"¥

C; 6&>(?A8> A.86% ; #.2A.(?.5;>8E(i&8C#2( (GA8>A.86 .? 68F

5§ .« UBsy =233« =ACJI3X > NI X i O] X JAINIX3 J§" = XE“§03JOXT TJoJ - J°°fE °3X™“A3X
J«T XEO-3° ° JEax«of

6(+8A. A.86 .2 F8>A,F,.2(J °]-Az] XEXSENI X ~ A« 2AX 0- “—2X TXz3XXi 3NN
-2 XE°X3 X«NXT 3J«” —RCJI3X «Xz-4J°-3" CX3X IMEX = “XNASX J 50s1 3XTANA-« « JzZ3X2J°X
3)«” A TXRIT |

SA.5? 3 HCB6($(?? >.2Hj F| §X °3 -3 ASEXE” “AzzX °°]J° A°CIT” -7 1An -Z

ENA2 APA2JOXHE N| =" X O- °JE J 3]« -2 -A3TJO) " |-C~ —-«dE WA -Z 3NN F—Z .> NJ"X" 3X"AfoXT
« J 3]« -A PJEAX® D J«T « X &Ji-30F —7°] =X «N TX«®"ii O] X £ NA2 ©J T o= XE°XT °X 3XN-EX3Eil

330 X3 0] J« —A® -7 «XNX~~ OFf

>2 >(2(AA.6+ A, (52(2E(? .6) C« XNAXT >X2-0X &X " 10-° :3-0_N—{1>& ;9 J«T
N-2°3_2 “XT [ 394J4 °3 £JOX «X°C-21 IE ; 69 NSXTX«AJY J3X O X IXJIT «z 3=-0 NJA X~ -7 33« ~ACIX
>NIX DGO &3 Jf—«cX MX «z O] X NAE®3© « Wy =2 “AN| «N TX<®|

For the 12-month period covered by this report, Ransomware / Data Extortion cases accounted for 44% of
our IR incidents.

Al ~ ©3-°-34-« 3X°3X X«® J T§Z|© TXNY «X Z3-2 §J70 EXJ3" 3X°-30 07115 s18% MAC «XEXO | X§X™~ AccTX3 N-3X"
3J«” -ACIX T-2 «J<NX I I JAINIC-ZON| - NX Z-3 BJ«E 0] 3XJ° INO-3"{
C«Z-3°A«JOXIEI I~ 2« «T NJPX 0] J° 3J«” =CI3X J«T TJOJ XEO-34-« C I 3X2J « XAXSETJIE 0 3XJ°” 2-3
O X Z-3X" XXJIMEX ZAPABXT .« ©J3ANAKI3 O] X 3 7} EX3"A” 3XCJI3T NINAJI -« ©3-F TX ™ “%3—«z «NX«AEX" 7-3
JAINIX3Z 0= z— 0] ~ 3-A0X| $-«” TX3°|J%
o &X ° oKX -AX | z]°3- kX $IC XZ-3NXEXK«C OJIXT-C i O X N| J«NX™ =Z °X3°X03J0-3" ZIN «Z §XzJ}
N—<«” X2AXGNX" 3X3 « §=C X XN JHE C | X< O] XE Xea—E O X ©3-OXN4-« ~Z O] X 3 Z-EX3«P2K 0™ -3
“XNA3 °E JzX«N X3

o >J« -3 °JEAXO | —« JEX3IZXI 3K « | z]| -3K -« °] Til « J =A%«

o A|X3XI” HCJIE °|X °="" M§OE -ZJ &I~ EX °JE-A° D 7-3 N-«°XE% TATO “JC °| X §J3zX 03]« -2
a

©JEAX«® -« 3XN-3T (200 & §f —« C?& 73-2 J *~30A«X OA N-2°J«Ei °J T °- O X &3}  «zX| z3-A°}
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Lower barriers to entry have led to a crowded landscape

During this reporting period, we observed more than 50 unique threat actor groups operating in victim
environments.

Al ~ XE2J«” EX N=fXN4-<« = CI° |I°°X«” C X« ~«cIaN Jf «NX«AEX" «OX3 XNO C °] O] X TX2-N3J4EI4-« -7
3J«” =ACINXi O X BIAXZ -ZC| N| ~ O X 3X" AR -7 O] X XE-HE «cz NEMX3NZ 22X XN-"E"ox=&{

KO X XIBE | “O-3E -7 3« —RCI3Xi O] 3XJ° Z3-A°" AT« JZXT O X X«cA3X JAINY § IXNENEX «c] -A"XT A] ~ EXJ«®
O XE «XXTXT O] X " 1§ 0= TXEXp-° 3J«” -RCI3X “=XCI3Xi TX«AZE =X« AJf £ NA2ji “ANNX""ZARE <« 40330
0J3ZXOji OX37-32 «O3A” —« INM-«” IXJIT «z O= 3]« =G I TXJ-E2X<«® J«T TXO-«J4-il J«T «Xz-A4JX ° JE2 X«
A-TJEI 3]« —2CJI3XI ¢J¢ X3ENX 3>3I?8 ~ I CXHeX My~ | XT &-TX§ « C| NIj

o >« ~ACIX TXEX§- X3 1 «T £ TAIY J«T =323« EJ1-«"§ C3OX O] X 3 =G« “=XxCJI3Xi O X« EXI "X © 0= -0 X3
«T ETAY I«T z3-A°" A AME I~ J °XNX«PIZX -2 X 2Je” -2 °J T3

o .« AJFINNX"" M3-1X3" 3, #78I C|- "°XN JEX « zJ « «z INNX"" J«T X OIME " | «z °X3" “OX«NXi "Xt INNX™" «°—
A XGE 3-«@X«® J3-A«T °| X z§-MX

o «TETAI J«T N2 2 «Jf —32J« EI-i =°X3J4«z I JH§IOX” 0= O X 3]« ~BCIX z3-A°"il N-«TAN® O X
INCAJY JAINY” J«T «Xz-434-<«"

6-Cil J«E J7° 3 «z NEMX3NZ 2 «Jh NI« ~ 2°4E °AN] I X INNX™" «O= J« =32« EJ -« 3-2 Jac . # J«T O X«
TXOP-E 0| X 3J«” =2CIXI 7 °J30 70X 3 J i § IOX 3X§I4-«"| © C °] X 3J«” =2CJI3X JAC| -37ii ° X IN°AJ}
JAINIX3 2JE 3XNX AX zX<«X3Th ZA TI«NX 3-3 XX« "3 NO 3A§X "8 IM-A° | -C O= N-«TAN° O] X «Xz-4J41-«"1 °| XE C #
J§" = MX IMEX O= BXEX3JZX °| X JA| -31" 3X°ACT4-«il J™ «XXTXTI

JATIOX «T ETAJY -3 z3-A°" §IACN] «z JAIN'” J3X 3J3XUE 4AXT ©= J ~ «zX £J3 XOF -7 3]« -2CJI3XI (ENJA” £ °F
JZ3XX3X«O™ J3X 333X 1T T NAJ 0= XeZ-3NX8i "= JAINIX3" NI« © N¥ J«T N|=="X C| N|XEX3 "93] « O] XE °3XIX3
D CXO] X373 "=2X OXN| « NJ§ 3XJ"=«ii =3 ©X3] J°" MXNJA"X O XE “0J«T ©= XJ3« J M zzX3 NA® -7 0| X °JETJES

‘Innovation’ in Action ~

Although it’s certainly possible to have file encryption or data extortion, rather than both, 96% of the ransomware
cases to which we responded included both elements.

A]X 370 1~ Cec ZT-AMIX XEO-34-«Z «N TX«® -NNA3SXT « TA&UI C | X« O] X 5IEX 3J«” —~ACI3X —°X3]4-« JAINIXT
“XNA3OFE “0J i «z “32  XT Cec AXZ I .« ITT 4= O= X«<NBE® 4z kX il SIEX XEHO3JOXT "X X TI°J JcT

O 3XJOX«XT 0= “AMY | © AckX™™ i XT Cec BX I °J T O X 3J«” -2

AIX 2-TX) ZANME NIAZ|© —« J«T ~ «=G O X «=32 TAX 0= O X ©3X""A3X © XEX30" D «MAT «z JzJ « © EN42" G 0]
3X§ IMEX MINTA® J«cT 3XN-EX3E ©3-NX" "X

G-CIMEI 0| 3XJ° IN°-3" N=c«cA«AX 0= JTT «XC XEO=34-« hIEXZ il «NAT «z N=«PIN4«cz MA™ «X” ™ ©J30eX3” -7 EN42”
J«T ZI2HE BX2NXZ -1 XEXNAEX™ D J«EC] «z 0= N-22°Xh J 2A Nt J«cT §332X °JERX ]

2XJ3« A-3K « -A3 My-Zil A| X &J«zX3” -1 &-AMIX J«T A3 X (E°-34-« « >J«” -2CJI3X



https://arcticwolf.com/ransomware-explained-understanding-the-ransomware-ecosystem/
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Ransomware actors continue to target organizations with no tolerance
for downtime

To extract a payment, ransomware operators apply pressure, typically by taking operations offline or
threatening to release sensitive data.

«T G X CX f==1 JOO X TIOJi X “XX O] J° “EX «TA93 X" ©]J° J3X | z|4E “A“NXSAMEX °= M=°] ] X" X
OINN" INN—-A® 7-3 10 X3 °C-(°] 3T -7 3J«” ~ACIX > NI X |

Ransomware & Data Extortion IR Cases by Industry
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S5J«AZINOA3X3 J3X | “°-3 NIWE J ZIE-3XT 0J3zX° 7 ©] 3XJ° INO-37j1 J™ J«E —°X3J4-«J§ T “3A°4-« °] 3XJX« ©O-
TX3J § ©3-TANA - 37§ N=<«O3INOAJY X< J§AX il N3XIOX MINEE-2"il J«T TIRIZX | X 2 I«AZINOASKS] 3X°ACTA -«
BRI RIAZINOASXZ” —x X< | =§T ABAIMEX «Z-3J4-« IM-A° «TA™03 J§ ©3-NX""X" J«T NA“0-2X3"j &J1 «z

O X3~ A YIHE “A'NX°AMEX 0= O] X TIOJ XEO-34-« J™ °XNO -7 B-TX3« 3]« ~ACJ3XI

Given this context, it’s unsurprising to see the manufacturing industry accounts for the largest share of
ransomware IR cases, at 18.6%.

L XIPINIBX [37 O X " XN-«TehI32X© * | J3Xi 30 ETTAS Z-H~CXT ME N-«”3AN4-« G °] ATyl A|X 9=° “X J3X
3_A«TXT =A° ME §XzJ§ J«T Z-AX3«@X<O J«T XTANIA-« J«T «—=«3="9) XIN| J° aaiUn

2 'X « 2J<AZINOAS «zil “ X3 NX =3 ©3-TANA-« —AJzX" 7-3 -32J« EJ4-«" « J«E -7 X "X «TA 93 X~ MXN-2X
Q2T JOXIE XE TX« JeT [IEX~ Za “NIe® Nec” X2AXNX |~ 2 §I3E e “AN| —32J EJA—< C Hf I¥ = X

T Nz —« B-FX" =1 X« AEX J«T °3-°3 XOJ3E TJoJi
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Ransoms: demands, negotiations, and
potential payment

From an outside perspective, ransomware incidents
can seem like fairly simple transactions: an attacker
severely disrupts an organization and threatens to
release data, the attacker states a ransom amount,
the organization pays to expedite recovery or refuses
to pay.

#X] «T O] X "NX«X i O] -Az i °] «z” I3X N-«” TX3IMIE
A_3X N-2°f NJOXT

A, (5(& 6 ++>(+ A(

> 6785 &(5 6& >(5 .67 A

$600,000 éC?&Ll

O ZX«X3IME AccTX3 O==T ] J° NEMX3N3 2 «J§” MI"X
OIX 3 « 43§ 3]« - TXRJ«T -« J 2AR°ATX -7
ZINO-37ji «NKAT «zf

o AIXENAR -32J« EJA-«” " EX J«T ~«J«N Jf
°-" 4-«il G| N| °]3XJ° INo-3" A”X 0- X 420X
O|X =32J« EJ4-«I” IM§°E °- °JE

o AIXENAR -3zJ« EJA-«l” «TA 93EI C| N|
QVAXGNX™ O] X 3 "X« 4L OF O= T “3A° -« J«T
«XZJAEX °3X" 70 J«T G| N| N-AKT °3-£ TX
3XYXEI«O | “O-3E —« I3X2AX«NE -7 °JE-A°”

o AJX N=°X -Z°|X JAINYi C| N| °E° NJHE
QVAXGNX” O] X ENARL IM § OF = 3XN-£X3 J«T
O] X &°JNOO- O X 3 —°X3J4-«”

o AIXENARL « A3J«NX N-EX3JZXi I~ “-2X
3J«” —ACJI3X z3-A°" INMEXIE “XXI —A° NEMX3
& ABINX °—fN X" « JENARL Xk 3-«cBXO O
MXAX3 «7-320]X 33]«” -2 TXAJ«T”

o AIX Xz-il 2==Ti J«T 3X°ACI -« -7 O X JAINIX:

K] Ok

F o] - 2J«E £J3 IMIX” JO 4JEi O] X3X NI« MX

N—«” TX3IMEX £J3 J4—< I3-2 EXI3C-AXIEXI3 C °] «
XIN| «TA O3E] «TXXTi N-2°J3 «z O] X ~zA3X MX§-C
0_ O X —«X « §J O EXJRL 3X°-30 3XEXIY —«hE J IXC
"03_«z N-«” "OX«N X§

* PXIEIT X X«X3ZE J«T «JOA3J6 3 _A3NX"
“XNO=3 —«NX JZzJ « ZINXT °|X I ZIX'O ayT J«
3J«” =R TXRIT”

o , XJHOINIZX N-«A«AXT = 3XNX £X ©| X “XN-«T
f-CX 03]« -2 TXRIT”

o 5JI«AIINOA® «z J«T OXN | «—h-2zE CX3X JzJ « «
O|X M-A-2 | iz

AIX3XBI «TX3 =70 X§7° ~ | XIE §E 3X-3TX3XTi
N-2°J3XT 0= {370 EXJ3] 3X°-39 C °] °| X &-"°
«=OIMX N J«zX™ MX «Z§

o $-«BAN4-«i C| N] CJ” °] 3Tch-CX ° §37° EXJ3i
|37 tA=eXT 0- 0] 3T | z|X"°

o * «J«NX J«T « A3J«NXi CIN|CY Z_A30|C
| Z|X °§I7 O EXJ3 |J7 T3-°°XT o~ 4J"°

P]-Az| T °X&°4«z °- °-" ° XEpJ«I -« Z-3
M=2] O X N=<« “OX«N X~ J«T N|J«zX il °3-MIMKE ©| X
C "X70J°°3-IN| =~ 2&°E o0— —M XEX O] IO X3X ~
03X AX«T-A" £J3 J1-« IN3-"" J«T C O] « «TA %3 X'
J«T 0] J° “°XN "N 3]« =3 JA_A«0” 3XA] « §I3ZXIE
A«®3XT NOIMEXY

« O X JZZ3XZJOX 3 IXIi IN3-"" Jff «TA™93 X78i °| X
A3 JT -7 £33 IMEX” §I3ZXYJE N-«3—f -3 O | X3 XYEX i
BXIT «z 0= §X77 VANCAJ -« J«T “93-«zX3 °3XT N4EX
EHAXT .« ZINOI TX© OX I O] X ™ JAwv «zil °| X
Jz73Xz2J°X AXT Je « 4Jf3J«” -2 TXRI«T ~

3X31I°7 OIX B’ -ACIX «TAELI JC-4X
XIN| «z “=2X°| «z -1 J “OXJITE “°J°Xi «-C °| J°

ENAR” J3X MXAX3 ©3X°J3XT 0- 3XN-EX3 J«T «-C
O] JO O X NEMX3 « A3J«NX &J3IX0 ~ AJOA3 «zf
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Median Initial Ransom Demand by Industry (usp)
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* «Jatix N« Asgx |

(E°X3° «Xz-41J1-« °JE" -]

Many victims— especially those who choose

to respond to an attack on their own without
professional support — may not be aware that the
ransom demand can be negotiated down.

.oZ' C_sol MXJ3 «Z « & «T oIJo olx Q_g’o —AoN-a2X
7-3° X JAINIX3 ~ O] JO O XE T-«l0 zX° °J T¥

3J« A TXRIT I - | 2] -3 J« A% z]|°
3XZA” Jh O «XZ-4JX NI« M=C] «N3XJ X X -TT”
—2°] “ XA - 3]« —ACI3X INO-3" | IEX “93-«z
A_AFJA-« 0= N-BX O— O] X «Xz-4J4«z CIMIXi “ -
o_ “exJ M

©]-Az] «Xz-4134«z CO] N3 & «Jf ~ J°MX"°
A< JE-3EIO|X | I3 | MA” «X™~ 3XJ§OE ~°]J° T- «z
"= NJ« °JE -] «J” z« “NJ«® CJIE .«T £ TAJ}
NJ“ X" £J3Ei =2 N-A3"Xi MA® A3 > NJ“X TJ°J 3XAXJY
01 3% « Jzz3XzJPX D 3NN F-fZ 3J« -&CJ3X
«Xz-4J°-3" CX3X IMEX = 3XTANX O] X 3]« -2
TX2J«T ME 50N/

2rlol

HAO «Xz-1J4«z C ] J 3]« ~ACI3X INO-3 ~ MX O
(XX 0= O X XECX307) C | - ZX«X3IWE | JEX 2AN]i
AAN| 2-3X XE°X3 X«NX C °] T- «z "= °| J« J«E
«C]-A"X °X3 —«caXf  O3-IX"" -« b 3« —ACI3X
«XZ-430-3 C §f C-31 —« O] X £ N42T" MX | Iz O-
N-22 A« NJOX C O] O] X © 3XJ° INO-3) O MXAX?
A«TX370J«T O] X~ °AJA-«il J«T ©- 93F 0 3XTANX °| X
JR-AC TXRJ«TXTY

TBA”I CXZEX =M X3EXT ©] J° JAINIX3™ J3X MXN-2 «z
Aa_3X Jzz3X"" EX C O] ° X 3 XEO=34—-« °INAN" J«T
JT-°4«z °©-Az | X3 "0J«NX 1 .« O X «=0¢C-~(T "]«
°J70j &_"03]¢” ~ACJI3X IN-3" " | -CXT JO§XJ°
T-EAX CHf «z«X 0= «Xz-43°X C °] | X ANA=O-

J33 EX J° J C-31IMIX “ —fAA-«H

6-CJITIE i O] -Az]il |J33""@X«® | I~ MXN-2X 2AN]

A_3Y N-A&_j J«T "X JAINIX3" XEX« 3XIN| -A°
O_ O X ANAR =3z2J« EJA-«l” MA™ «X”” ©J30«X3” J«T

OIXZIR X" 2O X ENAR —32]« EJ4-«l” XEXNAAEX"
D I C| IX 3XIA” «z O- 3XTANX O] X 3 TXRJT |
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(E°X0 N TX«O 3™ =«TXZ" | JEX XN-AcOXXT Ji
O XX CINAN" MXZ-3XI

2444 O X3XI” I M 2zX3 2AX” 4-«j C| X X3 -3 «=° ]
O3%J° INO=3 XTANX" O] X @ TX&J«Ti T £ N42 EXT
—32J« EJ1-«” XEX« «XXT 0= °JE OIX3J« -2y

>J« =3 °JEAX«O” J3X -xX« IMA™ «X~ TXN ™ -«
330 X3 0 I« J 3XN-X3E «XNX™~ O

At Arctic Wolf, our position aligns with the general
recommendations of the FBI, other law enforcement
agencies, and governments: If possible, ransom
demands should not be paid, as starving the
perpetrators is the only way we can collectively hope
to eliminate these attacks.

BXEXO XEX I O X TXN ~ =« —«« G XO X3 0= °JE ~
—«X 0] Jo AA o MX AJTX ME "°JIX|-kTX3" C °] «
OIX ENAR -32J« EJ4-« —«NX °3X"X«OXT C °] JH
°TTMEX «Z-3RJ -« J«T =° 4=«

Calling in the Experts

K] Ok

" N-«°XE% 3N4N F-fZ" The State of
SEMX3"XNAS °Fj TATO ASX«T~ >X° -39 3XEXIIXT °] J°%
C °] «°]J03X°-39" ZTc™-«°] 3X"XIN| C «T-Ci
T -23)< ~ACBX ENAR” °J T J 3« -2
& N=«93J7%) « O] X 3« =BCIX .> NI'X” A'XT «°|X
3X°-30 E-ABBX 3XJT «z «~Cil —«{E TAs} -7 £ N1~
XEXNOXT ©= °JE D @XJ« «z UASN|-"X «=0 i
GXJHE O] X «EX3 X =7 O] X “ASEXEC -ANXT «A2MX3

F]J% MX] «T°] ~ 331 T JX3X«NXy

2N} «Z E7 MYOE «®= O X «N TX«® 3XVXNOXT «

O X “ASEXEi CX NJ«l® " JE 7-3 “A3XI , ~CXAEX3I CX

MX§ XEX © 2J 3 °- “JE ©] J° J« -32J« EJ4-<« IN4«z
-« O] X 3 -C« JF2-"0 NX30J «hE KINI~ O] X XE°X3 X<NX
O ATX3 0J«T JH 0| X =° -« JEI BIMX J«T 2JE
“ANNAZW 0 °3X" 7 A3X 73-& 0] X ©X3°X03]J0-3" 0 JN°
2A NIE D MA® NI «z « J ©3-ZX"" —«Jf .> OXJ2 NJ«
Ach-N1 &-3X —°4-«"{

Employing the services of a professional IR organization can have many benefits, including:

o ;3XEX«A«z IR X3 O3-MIXR | .« “=3X N NAR 0 JNX i O] X ©] 3XJ° INO-3 TXRJ«T «z J °JERX«® N-AfT
MX J ~ JeNA=«XT X«A%E =3 | JEX AX™ 0= J O0X38-3 "0 _37J«c EJ4-«f .« O] X X NI X il J«<E °JERX <0 O— “AN] J

73-A° N-« PAX" J N3 32X -« MX | IKZ -Z O] X ©IEXX]

o .« Z]° «®=°X " OAJA-« J«T XE§I«I A=« ~Z G| I° =° -« JX IEI hIMIX] A] ~ NI« «NSATX 73
CJEAX« ~ XX« «XNX ™" JBE I =2X42X" TXNES4-« IXE™ J3X IRXITE J«~Ced J«T O] X 3X°ACI4-<c -7
O X O 3XJ0 INO-3 ;3-IX"" —«Jf «Xz=AJ0-3" NJ« "=BXARX" ZX0 «Z-33J 4~ 3-2 O] X ©| 3XJ° INO-37
Kizli C13° TIPT CI™ “0—fXecd O] J° NI« EXIT O= MXAX3C «Z-32XT TXN ~ =«

o 2AJYX3 °JEAX«O | | §X XEX3E 3J«” ~2CJI3X J W § IOX J«T z3-A° ~ T IXX«O) °3-2X"" —«Jf” '«-C C| -
T A3 IXHE - §-CX3 O X 3 TXRJ«T il J«T ME |-C 2AN|Y
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A Matter of Priorities

Detailed examination of our IR case data suggests that paying a ransom was the victim’s only viable
recovery option in a mere 12% of cases — meaning that some organizations chose to pay when they didn’t

(strictly speaking) have to.
AIX 3R] « 2=ARI-«" I-3T- «z "= CX3X °-
o ;3XEX«O AMY NIA-« -7 “O—fX« TJOJ

o 2°XXT A° O] X 3XN-AX3E °3-NX""

01

Let’s first confront the reality that the majority
of ransomware attacks include data theft.

« O X=3Ei °JE «z A° ~ O] X —«bE CJE °- °3XEX«®
©AMY NI -« J«cTii “A® =" XTHEI 0= X" A3X TXIXA-«
e -Az i °X3 o] X NIg-A° MX§-Ci ZMAEX3
MXCJI3XZ J°°f X 4

. —CXEXSI J« > OXJ2 AJE °3-F TX N-2°XHf «z
XE TX«NX 0] J° ©JE «z °| X 3J«” -3 C| X
°X3]J°” °3XEX«A«z °AMYNIA-«i C-«l®
ZAJBIOXX TXEXA=«f A] ~ ZIN® J§-«X & Z|° NJA"X
J« =323« EJ4-<« 0= 3XN-<«” TX3

83 AJEMX O] X .> OXJI= | X§°” O] X -3zJ« EJ1-«
MXAX3 ATX3 0J«T °| X 3XzAJO-3E 3]2 “NJ4-«"
-3 NJ« AcN-EX3 «Z-33J1-« “AzzX 1«z °| X
XE~H03JOXT TJOJ "« J” "X« AKX -3 TRz «z
J” Y370 ZXJ3XTI BIEMX O] X ©3X"X«NX -Z O] X .>
OXJ& ~ A°YE MAE™ 43Xi J«T D «— f-«zX3 IXX§ «Z
A7 XT 2= IN° D O X -3zJ« EJ-« 3XN-«" TX3”
J«T AfARJOXE TXN TX™ «=00- °JEfA] “§7° ~
«=0 «OX«TXT °= MX XE | JA” 4EXi MA® 330 X3 °-

| zl§z]° ==X °="" M§ XY

OTATO 3NN F—{Z 6X°C-31 i .«Ni 3 z]°" 3X"X3EXT! b ;AM§N

02

The second major aspect is recovery-

centric ransoms — that is, paying to receive

a decryption key.

& O] TNIXiO]X > oXJR & z]° 1«-C -ZJ
VIC « O] X X«N3E®4-« Jhz-3 O 2 0] J° 3X«TX3"
TXNSE® /-« C °]-A° J IXE °-"" MgXV 83 @JEMX
O] X TXNSE® -« 'XE™ J3X JRXJITE }«-Cu« 13-2
©3 _3 «N TX«O™ =3 §JC X«Z-3NX2X<«® INA-<"|

«C=31 «z CO] O] X .>OXIA °X3|J°” °| X
ENAR -32J« EJA-« ~«T~ °]JO O] X 3 MINIA® J«T
3XN-AX3E °3-NX""X" J3X “"A W N X«® 0= «Xz2J°X
Aa_"0 79X | B2iN|J«z «z °| X =J°] °| J°
TXOX32 «X” O X tEJBAXL -2 AJ} «z O] X °JERX«O
2-i G| X XEX3E ~ °AJ4-« ~ T XX« J2Z3X2I°X
NI"X J«JBE™ ™ «T NJOX™ °] IO M3 «Z «Z « J
237X —«Jf > OXIR T C-|C| §Xi
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“Can we trust a ransomware group to be true
to their word?”

of the most common questions ransomware victims ask our
onals when considering whether or not to pay the ransom/
[T ELTR

8A3 MX %) @-70¢ «7-33XT J« CXB ~ 3-Az |§Ei 2+ X«X3IHEI EX il MAZZ

“Generally, yes...”

ZJ°|3XJ° INO=3]" INA—<” BXJIT 0= J 3X° AT« ~7 «=0 TXh X3 «zZ —« o|X3°3-a"X" D ME 7J § «z °- TX}§ £X3
3 TXNRE® - IXE -3 3X§XJ” «z TI0J IXX3 J 30« =2~ 23 T D O X 0] 30 AcTXIZ <X O] X XecAX XEO-34-
MA™ «X™~ 2-TXyl

“But...”

FX JJEX [I«TIXT @A NI X" « G N| -A3 JJiE 01 =3 IzXeN X C O] C]-2 CX | IEX N-HIM-3JOXTi
JIEX X« EXEE 2] INIXT MINIZ Iz « @ O X O] 3XJ0 INO-3 J«T T “N-EXXT TJ0J 0] JO £ N4 [ JT MXX«
J77ASXT CJ” TXEXOXT D £ —hJ4«z O] X OX323 70| X 3]’ =3 JZ3XX 3K <]

F | X O] X ©3XJ0 INO-3 2JE «—0 | JEX 3XEXI XT O] ~ TIOJi O XE At 1X°0 of FF|Jo O °3XEX«P O X2 73-2
N-2 «z MIN? §3°X3 J«T TX2J«T «z JTT 4-<«Jf *IJERX«C ZO|XE ~«T O X XIEX" « J ™ °AJ4-« C | X3X

O] XE «XXT &-3X @—«XEy

THATH ZOX 33« —ACI3X INO-3 Xeci—E~ O] X ©J%3-«JzX -3 3-OXN4-« -7 J Z-EX3«BX«® «OXHf ZX«NX JzX«NEi
0" 3XJ" —«JMfX 0= °3X"AZX 0| JO XE“03JOXT «Z-3]4-« ~ BA&XT JOXJE ©J°"XT {A° O X N|J «I

.« ZX<«X3Thi ° JERX«® AJE MX 3XzJBTXT J° J ©J°] O- 2J7°X3 3XN-AX3E J«T J AXJ«” 0= °3XEX<«® °AMf NI4-«
-2 TJOJ MA® " | -ABT «~° MX N-«” TX3XT J° J ZAJ3J«OXX ©] J° «Z-33J4-« C-«® MX T “°3 MACXT °3 £JOX|E -3
XEX<« O] JO O X X N3 2 «Jp” C fff “°JE 93AX °- 0| X 3 C-3Ti
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K] Ok

Unsecured RDP is the root cause of the largest portion of ransomware cases

External exposure is the root cause of 93% of our ransomware and data extortion IR cases, with two varieties —
external remote access (59.4%) and external exploits (33.2%) — accounting for practically all such incidents.

HX] «T O X “NX«X i O] ~Az [ °] «z” JX N-«” TX3IMIE S-3X N-22f NJOXTY

Root Causes of Ransomware & Data Extortion IR Cases

33.2%

(EoX3«f (E%-© 4.4% SHN-A 2-xCIX &-Cd-IT

ouion
(EoX3«Jp >X2-0X 0.4% ;1 1«2
NNX" (e.g., RDP,
VPN, RMM, etc.)

& 72 «z TXXOX3H JAINIXZ IXEX3IZXT Ac” XNASKT
SXE_OK &X10-° ;3-0_N—f 35& 3 JuT N-Bo3-2 T
£ 39435 ©3 £°X «X°C 31 IE ; 68 NXTX<cAJ§ J7 °]X 3
°3 AJSE QYO T'i C O] >&; Ji-«X MX «z O] X NA§®3 0
« TN -ZNJ XY

A= PROO| © « OX3 OXNAXI © AXJ«” JAINIXS
IMA”XT O X X3E 0= —f -323« EJ A=< | JEX
RUXAXOKT 0- X« IMIX J«T “XNASX ©] X 3 3x&-0X
CENX J«T G-317-3NX" D —xXe ME ~ 2°UE §-77 «z

« 9= A«®3-OXNOXT “ X3/ NX"{

F o] 2J«E -32J« EJ4-«" | JE «z - ENX" T "93 MAOXT
ZX-233° | NJWEI J«T C ©] 3X=-°X D J«T |EM3 Tc
C-31 2-TXy" | X3X °- “0JEi 3X2&-0X JNNX"~ °--§" D
«NIAT «z >& ;i E ; Bil J«T 3XR-0X @« 0-3 «z J«T
AJ«JZXEX«C >553 A4 AX" D IBX C-3} | -¥'X" -Z
A_TX3« A «Z3] °3ANCA3X]

«Til A IX 2J<E =] X3 XXEX«®™ C O] « O] X °XN]|
TOINEI O XX O=—§" ZX«X3IHE | IEX 0= MX XEOX3«JIHE
JNNX” Mgx{

0.4% 1X3-¢&JE (E%4-°

CATEGORIES

UmfAn
P (on3(<J5 (Eo—'A3X
Rirt o XE-ATHE $-209-27XT
ALY " s $HTX Ay bYﬁﬂ
. ?-N J§ («z «XX3 «z (e.g., Tech Support 2 4
ALY oygai w-Ae $3XJ -« XONig s AFJ«>")

ABATOXT >XgI-« | ©

0.4% A] 3T ;JI3F I«T 2A°°IE $]J «

C«Z-3A«IOXYEI IM" X« Je« ITTXT BIEX3 -7 ©3-OXN- -«
“AN| 7 98-«zi O] | «z@X” 70J«® AAYACZINO-3

JAC X«cANIA-« I5* 3 O] X" X “X3ENX" J§ - °3-£ TX
J N-<«/EX« X«® CJIE Z-3 ©] 3XJ° INO-3" O §J37XKE
ME®J™" J« =32J« EJA-«d” TXIX« XY

B I JAINIXE «XXT™ 0= T= "= 7 =M°J « J “X°
-2 INMAEX N3XTX«A i G| N| NI« MX ~-ANXT
EJ 2] 7| «zi °AN]JI"XT C °] « J NEMX3NE 22X
2AJ3IXOYINXI ~3 1T “N-EX3XTL £ J J« TX«AEC
MJ“XT JAIN! § 1X N3XTX«AJf Al «z -3 °J " C-3T
“°3JE «zi
AIXAX =13 EI§T INN-A«® 2J1X" 0o a_3X T §NAfP
7-3 -32J« EJA-«” = TXOXN® O] X INME °E J” MX «z
AN -ATI | N| z EX” I JAINIX3 42X 0 °A3” AX
O X 3 ~MoXNAX"|
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Trending Up: RMM Abuse

During this report period, we observed malicious usage of 32 different RMM tools.

AIXEXT I = I T 7 A«No A°CI3T 93X«Ti C 0] >55 - MX «z A'XT «Tgs1 -2.> NI X" C O « O] X §37° 24303
F]J° 2J0°33zX0 T-X"«l® |JEX J« >55 0——§ IBXITE « §INXy FX =M X3EXT “XEX3Jh « °J«<NX” CX3X O] X
O3XJ° INO-3 C-AfT "X«T J °| "] «z X2I§ C °] J« AcIAC| -3 EXT N| J3zXb AN | J"X °3XOXEC]

A]X3XN © X«®” Q—ABT MX T 3XNOXT 0= J °] "] «z ~ Xi°|Xz-Jf-ZC| N] ~ O= JIAX | XZ T-C«f-IT J«T « OJf
P« XN~ X PN3XX«P— e XNOY

=B NI X i O] X £ NA2 C-AFT XEX< NI J “A°°=30 © | —ecX «ABMX3 3°3- TXT ME O] X JAINIX JecT INCAIHE MX
ZA TXT O|3-Az] O] X T-Cef=JT J«T « OIBIA-<c *3-NX""{

ALX #IND #370J 3]« —RACIK 23-A° ~ 1«-Ca 0= XAY-E J 7 @433 Joo3_IN|| XX I-H§-C «z A° J« X2J §

M-2M «z JAIN} ME 2°X3" —«J4«z .A X3 —«e«Xfi O] X z3-A° C-MTA'X F «T-C~ =AN} 77 700 _MoJ « « 4}
INNX™7 J«T O X« OA3« 0= J N=3M «J-« -7 >B55 0——f" 0= &J «°J « X3 “OX«NX{

C«Z-3A«JOXIEI J™ XE°§I «XT «°]X 3NN F-4Z 2IM” TATS ;3XT N4-«” >X°-3% CX XESXNO °] 3XJO INO-3" 0
N—«4«AX 0= 0J3ZX0 °X3 AXOX3 TXZX« X” A” «z O X" X “J=X OINAN"Y

A- |X§° C O] 0J«T °X3 &XOX3Z-NA"XT JAIN! i =32J« EJA-«” 7~ | =AIT "NJ« O] X 3 X«fE 3-«@2X«®” 7-3 Ac” XNASXT
>&; J«T 7| -A§T ©JE °I3ANAKIZ JAX«A -« 0= N3XTX«AJ) 2I«IZXBXK«C 1« JTT 4-« 0= @YX A« Az J«T
X«Z-3N «z °| 7| «z3X” 03« 5* o
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Backing up to bounce back

> most effective ways an
tion can increase resilience
ansomware attacks is to

proper backup practices.

F | X MINIA®T T-«® JTT3X” O] X ~“AX™ J3-A«T
TJOJ XE™§03J4-«cli MX «z IMEX ©= 3X 0=3X MA” «X™~
-°X3J4-«" NJ« MAE E-A3 -32J« EJ1-<« 42X J«T
fE00 X 3 X XIXNO -Z O] X JAIN}

8AINI X J«JE™ " | -C” °]J° « g/l -Z

3J«” =ACIX «N TX«O i 3X§ IMX MINIA® J TXT «
O X 3XN-£X3E °3-NX"" D « &I«E NI X X2~k «z
O X «XXT Z-3 J ©JE-A° ME ®3-£ T «z J« J§°X3«J°X
©J°] o~ “A BN X«© 3XN-EX3E

2—-1 «z MXE-«T 3J«” —ACJ3Xi 3X -3 «z I3-2

3Xg IMEX MINTA®" CJ7 3§ = O] X «A2MXE — X 3XN-EX3E
A0 -T 7-3 «BA” -« | F | X« I« JAIN'X3 |J°

2J «XT A«JAC| -3 EXT INNX"~ 0= Jec X<k 3-«@2X«
OIXEXI" I | Z| §IXE | -=T O30 O XE | IEX X OIMy " |XT
ARE4OPX OX3 “OXNX XN [J« "2 0] JO C-AT J-C
O X2 0 3XzJ « INNX"" ~ | ~AKT O] XE MX XECXYXT
AIX3XZ-3Xil O =X X« XN-B&X«TXT ©- 3X"0-3X XAX3E
“ETox@ INNX™“XT ME O X JAINIXE JecT “0J30 —EX3
3J0IX3 0 J« I AR «z I °X37 TOX«NX EXN| I« " &7
CX3X Z-A«T J«T 3X2-EXT D J” XEX« J ™ «zZX

A 7XT MINIT--3 NJ« ©3-EX T “J793-A"Y

SA% «XT MX§=C JeT « O X 3 Z]° N-piZe ~2°] ~ °JzX
J3X “-ax MJN:AO MX"© S3INANX™ O] J° & z|° 2JIX J
axJ« «ZZAB T XXX —« J TJ3! TIE

AIX Nj-ATb2JJ? °3-F TX3 J«T °| X 2JJ? NA 0-ax3
3IXH E-A§ XIN] I A2X —~C«X3" | © -7 °J34NAJ3
3K 2 - M§AX" C O] 3X °XNO O— TJOJ “XNAS OF #X
“ABX 0= A«TX370J«T O X 0X32” -7 XIN| -7 E-A3
N-«O3INO"ii MA® « ZX«X3JH

o AIX?2JJ? °3-ETX3 ~ —«fE 3X"°—«” MIX Z-3°| X
A«TXUE «z J°°h NI4-«di —°X3J4«z "B oX2A
[ 3°AJ) EJA-«il | IBTCI3Xi J«T «X°C-34 D
«NAT «z | IBTCI3X ZI BASX i =X CJI3X ZJ bASX i
«JOABJE T ~J7OX37i °-CX3 -A°JzX i J«T °|E” NJ§
«@OBA” —« «O- O] X TJOJ NX«OX3”

o AIXNA"O-3X3 ~ 3K °—«” MEX Z-3 A" X3"ii TI°Ji
JTR « 7934 -l | AR I« X33-37) °3-z3]AAJ4N
X33 AJN -A" « TX3i3J«” -ACIX JAINY i
J«T -3 AHCIX D « -°|X2C-3T"iiJ
“XNASOE «N TX«® =3 Z «J«z I3-2 C °] « E-A3
-32J« EJA-« O] JO TX 03-E" -3 T "3A°0" E-A3
N§-AT TJ°J ~ E-A33X °-«” M} °E

AIXTCTca ©3 «N °§X “JE™ °J° J« —32J« EJ4-«
“1-BT 1 IEXG
o TN-°X -7TJ0J 34 °3aJ3E J«T T MINIA®Y
o TT]IXX«PCOEX -73XTJ
e A -]¢ °XN-CEITXIMHE «J “XNA3X °3 £JoX
N§-AT?

XIMCC-3HT «N TX«® = «=C O X 422X
O AN-/EX3 3-MIX&" C ©] °3-NX""Xii ©3 =3 4EJ4-«i
—30|X MINFA®” O] X2 XpEX™ D MX ~A3X °- 3XzAYIE
1«T °X3]J°" 3]«T-SME) OX " E-A3 IM § OF °— 3XN-EX3
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Spotlight: The usual suspects

We observed 50 unique ransomware threat actors in victim environments.
AX 33« =BG I3Xc"¢ICX3E NX 3§ OF 2JIX” ©=" X JA3 MA-« 7 Jec <« TXe® N=«” TXIIMIE 23X
T ENAP °|J« « EXJ3 °J7f

However, such attributions can be informed by a combination of:

é@f SJCIX I

C) «Z3]7O3ANOABX -EX34J° -3 3XAX

T 5= ook A TR

>J« —A AKX JzX I«T §XJ} ~ °X °="A«z”

| = | 6Xz-1J41-« N3 °° °JAX3«”

3 © AN -A3 OXJ2 —Z 3K XIN X3 JIEX TX«AXT O X ~EX &Ju-3 3]« -ACI3X
42% z3-A°" ©] J° CX3X MX| «T O/ -ZO X NI'X" CX «EX 4zJXT «°|X§J7° &T &-«°] |

OTATS 3NN F-iZ BXOC-31il Nl §3 2] 3X" XXTI b ;AMEN

18




HKIEH

& >1F(# & A j F > & A b aATTaaAlo)
_ * 370 GM” X3EXTY ;X3NX«JzX -Z 8A3 $I°X7§

s .I-:l ¥

57:N] TATY v
aon
5 —OX«® Jh 2 «XJzX§

SEAY N $-cA cch } 2 A <

2T 10IAAA C?&

6C5#(> 8* E.$A.57f

Téé * §X (EOT =7 («N3E°OXT * §X”§

Listed on their leak site* * X XEOX«” —« =7 X«N3EOXT X7y YJ: 3) =2
{°-CX33J«zX” 15XZIE-3T £J3 J«% -3 {33 1]

6C5#(> 8* ;87A7 CIX«O]X33]«"=ACIX = 773X b ~IX

7 N-33A° -« -« | -7

au

EX3IZX ©-" 0z’ XIN| 2-«] -« O] X3 TI0TiXJ! ~ oXff

A8; T .6&C?A>.(?Y 6(+8A. A8>I? A 1(§

A&l 5I«AZINA3 «z 411} 5 18] ToX' @ -0k “ORJE -0 X 3

ATI $-«"93AN° —« +&ar O3XTXNX =3 °3-NXTASK | -xX« 12X~ CX “XX

AT AXN | «-k-zE #Un N-«" “OX«® 12 «z -1 N-22A« NJ -« X °XIXT

A IZX N I«T ~ I3 INa-«” IN="" “XEX3JH

. NI X1 A XE 2-H-C J 2A «oX" X«caJh °JIEM--1i
. >, (? A g ’
AB; 6 $8CBA>. (7Y "~ CX XECXNO J 2J 3iE “°J«TJ3T MIN!II«TIZ-|

AéY C« OXT ?0JoX” 'l'éél'], «Xz-1d0-« g oI olxa‘['
AT $3«ITI 40Un

AYI C« OXT 1 «zT-2 401

AQT #3JE § 40

Adl +X322J«E 401

f&A3 «z 3X°-30 7 2AXT3I2X / _

[FEAZMXE -2 £ NG2 ©]J° | JEX «-° °J ThaXz-5JOKT /

OTATO NN F—iZ 6XC-31"i Nl 32| 3 X3EXTI b ;AMEN ()



1l

REPOR

N
‘m I!:LT ACTOR
i
l
& >1F(# & A j F > & A b aATTaaAloj
* 370 GM” X3EXTY s X3NX«2JzX -Z 8A3 $I7 X7
0J«AJ3E TATA ~
us
5 —OX«® Jh 2 «XJzX§
#$8& 0 2-N1#0 n 2-Nj#o T SAT J« 72020 2ic
2-N1# O WIA i 2-N1# © +3XX« h 2-N1#© OIA 8éWAAAWAAA C?&
* \ S 9 z
6C5#(> 8 E$A57y * §X (EO -2 («N3E°OXT * §X§
Uud i-N¥M © =3 et 3J«T-2 J§° | J<AZX3 N N[ J3INOX3”
Listed on their leak site*
6C5#(> 8* ;8?A7 ,
K0 6(+8A. A8>I?A 1(§
EX3IZX °=" 1<z’ XIN| 2=« -« °|X3TJ°J IXI! ~ oXff 2A| " z8-A° C\]’ X" OIMi ¥ IXT J (;I Ix MJN:W aJ: «z
OIX& J «-0-3 -A" °JJEXS « O] X “°INXI &AX °-
A8; T .6&C?A>.(?Y “Ja= N * X 82X -« 3= f
A&l 5I«AZIN°A3 «z #4TAN M3_,:X3' i J? M‘.]?ZX e
s ] . CJERX«O” 0= O] 7 03XJ° Z3-A°IIXIE «z °| X2
—« O3ANO —« 43 L " 3 _y .
Al $-«"BAN® —« FaAn, “03iz7] «z 0= 1XX° A° O] X 3 JAINY” JeT J Wi JoX'Y
ATV 2XZJg N +-EX3«2X<«° $UsY 2 «NX O] “ T “3A° a-«l O NiXJ3°]J° «-° Jfi 2-N!M©
0 3XJ0 INO-3" J3X Jo o X “J&X kXX -2 "} i -3
A8; 0 $8C6B6A>.(?Y XE©X3 XelNX « 33« =BCI3X J«T O X 3 «Xz-1J a-«
A&l C« OXT 2°J°X” +0an NN IK O N- "Xl
ATV C« °XT 1 «zT-2 40N
e = fFF8°X3) a-« $3-«~" BIPXI*XMBAISE ANJATy «E-IEXT O] X
AT *3J«NX +071 "X BASX ~ZO|X Z3-A°T «Z33793ANOASX i «NIAT «z °| X 3iXJ! ~ oXgi
A A a7 E AN AT “X3EX3 O X Ni="A3X -2 njTININNj 3-zAX INN-A«®”ll J«T °] X
AOr +X3=2J«E $07 I3XXE «z -1 ANNj N3E°°-NA33X§<NE INN-A« | JaT ~X «T NoRX«©”
Aol $I<ITI F1in JzJ O XA -7 °]X z3-A°Y
f&A3 «z 3X° =30 pAX3I=AX / 1
ffEARMX3 -2 £ Na=7 0] J° | JEX «=° °J TheXz-2J°XT ‘T[ ‘ |
v

OTATS NN F-IZ 6X°C-31"i .«Ni  #3 2] 3X"X3EXTI b ;AM§N

20




THREAT REPORT

THREAT ACTOR

R

BLACK SUIT

& S1F#& A

* 370 GM"X3EXTY

SJETAIY

5 —OX«® Jh 2 «XJzX§

SEA! A $-«4 B IX-« N >-EJf 0 #INI2A ©

6C5#(> 8* E.$A.57)
aay

Listed on their leak site*

6C5#(> 8* ;8?A7
aA
EX3ZX °=" nez” XIN] 2=« -« O] X3 TIOT IXI} ~ OXff
A8; T .6&C?A>.(?Y
A&l 5I«AZINOAZ «z 4300
AT $-«"O3ANC —« 440617
AT, XJKeINJI3X 4&T 1

A8 ; 0 $8C6A>.(?Y
A&l C« oXT 203°X” #Uan

ATV C« °XT 1 «zT-24Un
AT $3«JTJ 461

AQT #x4z A= 41N

AdT 6XO|X3I«T” 411

[&A? «z 3°-2 pAYRIAX
[FEAZMXE -2 £ NGB ©]J° | JEX «-° °J TheXz-1JOKT

F > & A b aATTTaaAmo)
s X3NX«2JzX -Z 8A3 $I7 X7
KT
BXT J« ?°J3° «z &X&J«TJ
2K GAIAAA C2&

* IX (EO =7 («N3E°OXT * §X7§
IMINE“A©

6 (+8A. A8>I1? A 1 ¢

2.« ~A3 XE°X3 XXi O] ~ z3-A° ~ | z|IE | *XIE °-
3" -300_ J X3 “°XN N "NJ3X °INaN C NIl «z J
ENIR -« O|X °|-«X G O] J« -2 «-A" 2X"" IzXi
©J3NAIJSIE 3 2| © JO O X MXZ «« «z ~1J
«Xz-1da-«I FIXO] “OINaN T-X" « all 2X33
CX X<N-A3JZX ENg2” 0= 3XA] « NJf& }«-C «z
O] © 7 O] X 3 70J«TJ3T °3INaNXI 2 «NX O XE 3XIE
"= |XJIENE -« ©] ~ “NI3X CINsNI O] XE JE «-°
3 C-«T TIIE « INCAJN «Xz-12da-«"I C O]
TXIJE™ « N-22A« NI -« A° 0= “XEX3II TIE”
—« O] X 3°J%0F

/ /

OTATS NN F-IZ 6X°C-31"i .«Ni  #3 2] 3X"X3EXTI b ;AM§N

21




A ARCTIC WOLF | 2025 THREAT REPORT

r THREAT ACTOR

& >1F(# & A |

* 370 8M” X3EXTY

SJE 1AIO

5 =X« Jb 2 «XJzZXy
SEAN A $-«A N ! 3]cch *-z

6C5#(> 8* E.$A.57j
E

Listed on their leak site*

6C5#(> 8* :8?A7)
U

EX30zZX °=" 1<z’ XIN] 2-<«@] -« O] X3 TIOJ IXJ! ~ oXff

AS;: T .6&C?2A>.(?Y
A&l (TANJ® -« #7711
ATV BI«AZINCA3 «z +aun

AWV *——T N #XEX3JzX 410
19XT C ©] N-«"93AN -«

A8; 0 $8C6A>.(?Y

A&l C« OXT 203°X” 46U

ATV $J«JTJ #3AN

AYT 6X0| X34J«T~ 4un

A0l A7°334J 4un

Adl +X322J«E 40

f&AS «z 3X°-30 pAXBIAX

ffEAZMXE -7 £ Na2 0] J° | JEX «~° °J TB«Xz-1JXT

F > & A b aATTTaaAmo)
1 X3NX«CJzZX -2 8A3 $I7X7§
on
BXT J« ?°J3° «z &X&J«TY
2KaAIAAA C?2&
* IX (EO =7 («N3E°OXT * §X7§
i7-z -3 W-NIXT

6(+8A. A8>I1? A 1(§

7? «NX CX ~370 X«N-A«OX3XT J«T M3-Az|°°|
73-A° «°|X "°-% z]°XJ3 X3°] ~ EXJ3 *-z

|7 °3-AX« 0= IN° J” J «XC } T =« O] X Mi-N}
I--"XIE 2-H-C «z « 133 1--0"0X°"{ *-z 0| 3XJ°
INO-3" XX« -0 “XX20- | JEX O X ZAl 1 3]
2°lIEM--1Z 2A X EXO C ©] N-«EX3 J -« °J} «z
JAAN] X ©3-2X"" —«Jl O=eX J«T «=° MX | JE «z
X CJIE J &-3X X"°Mi “ | XT z3-A° C-AITE
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6C5#(> 8* E.$A.57f
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6C5#(> 8* ;87A7
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EXRIZX °- ¢z’ XIN| 2-@] -« O X3 TIT IXI! * OXff
A8; T .6&C?A>.(?Y
Aal B5I«AZINOA3 «z +aun
ATV $-«93ANC —« 4aJ111
AT AXN | «-§-zE 4511

A8; 0 $8C6A>.(?Y
A&l C« OXT ?03°X” 400N

ATV $I«ITI 40N

AYI C« OXT 1 «zT-2 401
AQT +X322J«E ¥T 1y

AT 6X0 X34I«T” 411

[&A? «z 3°-2 pAYRIAX
[FEAZMXE -2 £ NG2 ©]J° | JEX «-° °J ThaXz-1J°KT

F > & A b aATTaaAmo)
I X3NX«JzX -Z 8A3 $I°X7§
on
BXT J« 70730 «z &XFJ«TY
20I0UGIAAA C?&

* IX (EO7 =7 («N3E°OXT * §X7§
f°4JE

6(+8A. A8>I? A 1(j

7« XEOSXAXIE “OAMM-3« J«T MAHD | XITXT z3-A°

- «Xz-1J°X C O] A|XE "°J%° C °] 3 T NAI-A"IE

| z] TX2J«T" JT I3 «-0 f IXIE O MATZX MXZ-3X
3" =374z - "NIBX CINAN I 1X © | -«X NI J«T -0 X3
N-23/« NI 3-«” 0= ENZ2T &X ™ OX O] X" X °IN ANl
O] X3X J3X -XX« TXIJE™ « N2« NI -« B-22 0]
73-A° « «Xz-nJn-«"1

7
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PART 02: BUSINESS EMAIL COMPROMISE

Highlights

(6A? >(A,(?2($86&12 >+(?A$ C?2(8*.>3$ 2(?)TUn -7.> NI X" TA3 «z °|X
3X°-34«z °X3 -T °X3°J «XT 0= #(PBilN-« “°X«® C ] §37° EXJZL" 3X°-3° TTuiUrdf

$A8>? *8228F A, ( 586 (Hj A]X ~«J«NX J«T « A3J«NX «TA 93E INN-A«OXT Z-3 Tyios
~Z#($ > NI X 3-Az |§E T-AMEX O] X “XN-«TC¢®HINX «TA"3E ¥XzJh J«T z-EX3«2X«05 J° NTHl

F >(6(?? 6& $$(??$86A>82? >(?A>86+ ;>(E(6A AE(5( ?C>(7
3] 7| «z 0TI J«T ©3XE —A”§E N-22°3-2 “XT N3XTX«AJY™ I3 I3X O X §XIT «z 3--° NJA' X" -7 #($
NJ“ Xl ©= «A«z 0= XR2Y-EXX 93] « «zil NSXTX«AJf 2I«IZX 2K« J«T M =2X8 N¢ =3 °=""X"" ~«cMI XT

5% J° XIXNAEX TXZX« X T

Business email compromise (BEC) is a type of

email-borne phishing fraud in which a threat actor
attempts to trick members of an organization into
transferring funds, sensitive data, or something else
of value.

<« AJHEI O] X 0X32 703 NOJE 3X7X33XT 0— JNN-A«®
OJIX-EX2] ABY «NTX«® « G| N| J°3XJ° INo-3
2J «XT INNX"" °= J §Xz 4223°X X&J § INN-A«°® C °] «
Ja« =323« EJ-<« J«Ti &3 2AX3IT «z I~ °| X INN-A«®
| -§TX3 N=«fE «NXT —«X =3 &-3X °X-°§X C °] «°]J°
-372J« EJ-« 0= °X37-3a " _AY IN4-« MX«X ™ /1«z
O X JAINIX3 D A”AJME 93J«” X33 «z IA«T” - J«
INN=Ac® N-«O3—XT ME °] X ©| 3XJ° INo-3]

] EXOIXOX3& o7 XiZ |J7 “CANJi © XJ« «z |J°
«—C XE-HEXT O «N|ATX 31XTi « IJTT 4-« °- °]X
A8 "NX«J® -

o «NTX« « G| NJ J°3XJ° INO-3 N-«kE «N «ZhE
AOXIT—«JOX” J O3A7OXT X3J § N-«PIN® 3J°
T 7N B-FN-R3_A 7 «7 0| X 3 INN-A«%i Z-3
«OJNX ME A” «z J T-2J « °] 3% J° J z§J«NXi
f=—17§ 1X J« =323« EJ1-« }«=C« O= O] X 0J3zX*0

o f«zX3§70 -7 NI -3 TX" KT -AN-3X" 7' XX
O] X NJH—A° —« O X «XE® ©JZX9

A Worrying Trend

We have observed some BEC threat actors
conducting activities that go beyond email
trickery.

*-3 XEJ2°pXi AKX | 3XJ° INO-3" | JEX A XT
JOOYNIA-<” § 1X ; X3IXNC&JCJ O- «OXZ3J°X C °]
5 N3-"-X TKO D X«IMj «z O] X2 0= XE~§03J0X °| X
XA3X N=«OX«®” =20 X «M-E J«T «N|ATXT TJ°J
AN 7 X2 JAIN| X« i NIIX«T I3« X
J«T N=«@INO"Y

R

Financial services organizations are
the prime targets

During the 12-month reporting period, BEC was the
primary impacting factor in 27% of our IR incidents
— consistent with last year’s report (29.7%).

AlX «TAT93E C O] O] X &-"03X°3K" X«®J -« «
A3 H#(S > NIX 7 T «J«NX J«T «” A3J«NXi G| N
AJTX A° Tyiosy -2 O] X NI X N-A«Ol .« ZINoi #($
INN-AOXT Z-3 5T -2 .> NJ'X™ °X30] « «z °-

S «JNX J«T « A3J«NX D O] X -« «TA 93 7-3
C| N| #($ -Ao<ARMXXT 3]« -2CI3XI
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P1-Az] #($ NI JIEX XECITXT MXE-«T “XX} «z O- « 4J°X Z3IATAIX«C 03]« 2X37i1 ©] J° °E°X -7 JAIN!
T ©3K X« O] X ©="" MKOE -7 J $I3zX ©JETJIE 7-3 N-2°J3J4AXKE § AlX XJ-301 $-<« X2AX«OYEil ~32J« EJ -«
0] JO 3XZAKIHE “ | X B-«XE J3-A«T J«T XEN|J«zX °IERX«® TXOJ | —EX3 X2 § C K § IXIE N-cc4AX 0= JA3INO J
T 7°3-°-34-«JX " | J3X -2 JAX«A—< 13- #(P °| 3XJ° INo-3]

Sutton’s Law

\
As the story goes, a reporter once asked bank robber Willie Sutton why he robs banks.
6-°3 77 «z JMXJ% 2AA-« ~ "I T O= JIAX 3X°h XTi Z#XNIA X ] I CX3X X 2-«XE ¥
©]-Az] 2AA-« | & X4 NgJ 2XT O X XEN| J«zX «XEX3 | I°X«XTi © 0== z--T Z-3 | “°-3E 0= 7-3zX% .0 J} -
72 JC«XT 2AA-«” 2JCI G| N] 72J°X™ 0] J° C | X« XX} «z Jec J«" CX3i =X " | -A§T ~370 N—a” TX3 O X -ME -A"{
J

Business Email Compromise IR Cases by Industry

2XzJh N +-EX3«P2X«® 13.3%

BJ«AZINCAS «z

12.0%

$-« O3AN4 -« 11.4%

(TANJ4-« N 6-«°3-"0 7.8%

- XJPINI3X 6.0%

>X°J 6.0%

#A™ «X” 2XENXT

8o X - 3.6%
AXN | «-§-zE - 3.0%

(«X3zE N 6J°A3J) >X" -A3NX - 3.0%

6.0%

?] °° «zN2-z AN l 1.2%

25



A ARCTIC WOLF | 2025 THREAT REPORT

BEC is more than money transfers and more than

account takeovers

comes in many forms (some of which overlap), all of which abuse

t trust placed in known contacts and authorities.

0 °3X" X« O] XX 7 E %E°X” 3X°3X X«@ O X =707 7« “NJ«© O 3XJ°7f

«O] TN Z-32 G N| I -
Z X 37X 0= O X #($ "E«—«E=
X2 INN-A«® N-2e3-2 7

-3 ( B3I X3 I« ~ AU
AJ72AX3]T «z I~ J °3A7OXT
X2J § INN-Ac J« JAINIX3
“ANNXXT™ « 2 « «z INNX™~

O— Ju X«A3X Xz 413J°X X2 §
INN=-A«® J«T A"X" ©0— XEXNACX
OIX "NI= ME “X«T «z J«T

KU «z O- XA B-2°|X

| 2INIXT INN-Ac0i “-2ax42X”
A" «z TIX3 «z O-—f J«T -°| X3
OXN | «« 2AX” 0= °3XEX«® O] X 3XJ§
INN=-A«® | -kTX3 3-2 «~N «z
O X INAE °Ff

« JAINIX3 °=" «zJ" ]
L«—Cu« EX«T-3 -3 "A°°p X3
X2J4 J« «TETAJCO|
oIX JAOI —3 OF 0_ 03]« 7X3
ZAT i193J¢” IX3 °= J INN-Ac
N-<«O3—ffXT ME ] X JAIN ! X3

« JAINIX30J3zX0" >
J«T ™ «JNX X2§-EXX” O
-M°J « ©X3 -« Jf -3 "X« AAX
«Z-33J4-« IM-A° «T ETAJ
C ] «°|X N-2°J«Ei “AN| J°
$(8” I«T XEXNAMEXTA] ~
TJ%J NJ« O] X<« MX EXAEX3JZXT °-

X«IMEX ZAPA3X NEMX3 JAIN! ¥

<< 3J3K3 «0JeNX il J« JAINIX3
AJ72AX3IT «z J~ JNA"o-2%3
-3 EX«T-33JE J7} J 3XN © X«
izl « J §XzJf =2 OXN | <« NJ§
3-kX8 0= “X«T <«OXHXNCAY
©3_OX30E _3 0| X3 "X« X -3
©3_93 XOJ3E «7-3AJ-«f

IXUIVEXIE «XC °C "0 «
C| NJ J« JAINIXE &0J4«z
JNA-0—ax3 03 NI~ g
-32J« EJ -« «®= "Xl «z VT
| °° «z8 J§J3zX 2RI« -7
©3_TANC —« N3XT ©f

« JAINIX3 &) 2AX3]T «z
J OIX $(8 -3 -°|x3
"X« =3 XEXNAHEX C °] «
Je =32J« EJ1-« XA J«
«T ETAJ G °] °]X JA°] -3 °F
0- 03]«" X3 ZA«T il 3X2AX " 1«z
J 93J«”7X3 °= J« INN-A«®
N=<«3-iXT ME ] X JAIN!X3

« JAINIXZ &°X3"—«JOX" J
BICEX3 =3 §XzJf 3X°3X" X«°J4AX
Z-3 O] X N-2°J«E J«T XAJ§
Ja XBY-EXX 3X2AX 1«z
IAGT” =3 "X« 4EX TIOJ
2-C XXX X24-EXX J3X
N-2&_E 0J3zXXT °|3-Az|
O] X X OE°X" ~Z #($ JAIN! Y
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Social engineering (phishing in
particular) drives BEC cases

Unsurprisingly, given the email-borne nature of
the threat, phishing was found to be the primary
root cause of BEC cases, accounting for 72.9%

of such incidents.

3] 7] «z =1X3 °]X °J°] —ZKXJ©3X” T0J«NX «°]X
#($ N-«OXE% I~ J CXHEN3IXXT X2 § NI« °3 N} J
ENAR 0= °X37-33 «z INA-«” °] J° MX«X 0O X
JAINIX3 D C X0 X3 T 3XNYE ZAK W «z °| X z-J§ Xizli
03J¢"7X33 «z IA«T 9 -3 XEXNA4«z J« «OX32XT J3E
“ox° Kz ©3-F T «z N3XTX«4J§" 0] J° O] X JAINIX3
NJ« “AM”X2AX«E IMA” X8

#AO «~OXil J§ =i O] X 7 z« “NJ«© N-«°3 MAA-« ~Z

O3 —ATJE N-22°3-2 “XT INN-A«ObNXT XA} |
AIX X IXNI X « C| NJ J°]3XJ° INO-3 “0Xii
M-Az | % =3 Z-A«T NSXTX«AY" J«T AXT O] X" X °-
-z « 0= "=AX J°°hNI4-« -3 "EOXR C O] «°|X.A
X 3=«@XO] .« =X NI X1 O XE = °pE §-z2XT «
O_ O X XAJ§ X3ENX O Xl CX «=OX X§ XC | X3Xi
“03_«z 5% 7| -AT MX N-«” TX3XT “0J«TJI3T °3IN4NX
«=CJITIE 1J" © NI« T3I2JANIHE 3XTANX XE°-"A3X
O_ N3XTX«AJBXIIOXT ©|3%JI0 1 832J« EJ4-«”
T]-AET Jf = @A« "3z TX«ACE J«T INNX
AJ«JZXBX«C 3, 58 O3INANX" 0= ©3-OXNO N3XTX« 4§
J«T 7| -A§T 2« °-3°| X TJ3} CXM 7-3 TA=°" 0] J°
«T NJOX N3XTX«AJY" | IEX MXX« N-2re3_a “XTy

$ 3N «z MIN! 0= | 7| «zi X2I§IAX" « O] X
XJ3E TIE™ -7°] ~ °]3XJ° —xX« M=3X 3XN-z« EIMIX
NJJ3INOX3 “AN” § IX ©==3 7-332]/1«zil A JOA3J}
§I«zAIZX izl 73-2 «—«CaJAEX “OXIIX3” —3 °__3
AN] «X 93J« §IA—<cil =3 ATZE « O3ANA-< |

, ~CXEX3I °-TJEL 432X hJ«zAJZX 2-TXY 122573
J3X JW-C «z JAINIX3™ 0= 2ANME J«T X i N X«4E
ZX«X3JoX | z] 2AJ40F °X3"AJ” EX °] 7| «z bASX”
0] J° J3X «XJHE «T “A«zA ~ | IMX 23-2 JAO | X< AN
X2J KT FX XECXNO N-«A«AXT XE-§A4-< «
JAINIXETIMBOEO= MECJ™™ °| 7| «z “1X3" J«T
03 N: 3XN © X«O” Col M_oly

o +X«X3IHHAK I MI“XT -« | 2] ¢°3-"X C-3T -3
«TA 93E «XC il =3 =« ZX«X3N MA”™ «X”~ 2JAX3”
Xizli 26XC £INI4-« °-§ NEZ3

o AJBZXOXT “°XJ3c°| " | «z fXEX3IZ «z -°X«C
“—ANX <«OXHh ZX«NX 382.6A9 J«T «I-33J4-«
ZJO| X3XT 23-3 °3KE A" M3XIN| X 3-Z °| X °J3zX°
-3 -7 -32J« EJA-«" C O] Ni="X 4X"8

Root Causes of Business Email

Compromise IR Cases

U\ﬂéﬂ ;17 «z

T3XE -AIE $-acs-axT
NN-A«® b $3XTX«AI}

0651  (®I§2°--"«z

anian

2.3% ?-N J§ («z «XX3 «z (e.g., Tech Support
PO IR NN-Ac® $3XJ -l XONig

0.8% BJN-A" .« TX3

Uit A==t Al BIN-A .« TX

Outlook NotSoGood

Microsoft continues to have strong market share
among businesses — and especially among enterprises
(prime targets of cybercriminals).

NN=3T «zfEil 2J«E °] 7| «z NJ2°J 2« XB°§-E Nj—«X” -1
OIX 8 ENXTKO -z « °JzXi

*_3 XEJAXi MXZ «« «z « OAJE TATOI 3NN F-{Z
TX«A™XT J «XC J«T «—Xf N3XTX«AJf O Xx NJ=°J z« °] J°
OF° NJWE MXz « C O] J ©] 7| «z °3XOXEC 0- 03 NI o] X A"X3
- =X« «z I «} Kizli Ja« XBJ § °3-2° 4z A"X3" 0= "NJ«
J => N-TX 0= “X° A° 0C-cZINO-3 JA° | X«cINJ A<l A] X § «}
—°X«” J °=-IXT 8 ENXTKO ~ z«C « °JzXi «°- C| N] °| X
ENA2 XOX3™ O] X 3NXTX«AJY I«T 5*  °J"N-TXI A]X
JAINIX33XIT” O]~ «Z-33234-« D IN2A 3 «z O] X N3XTX A}
J«TB* °J 'N-TXD J«TAX" E-" 33 0JEI?N3 °° § M3J3E
ATXT 0= &J1X Nj XeOb” X3EX3 3X2AX 07§ 0 7-3CJ3T 3X2AX "0
JT 3K C=«”X™ MXOCXX« O] X 7@ ==IXT J«T §Xz 422J°X 8 & NX
TKO ©JzX i 7= °] O O X £ N4= T-X"«l® MXN-2X JCJI3X ] J°

J«E| «z 3277
2O TIOX —2°] © 3X°=30 0] © NIECJ 7« © “ Y —«cz— «zZ]
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Combating social engineering

y social engineering attack may differ in the specifics, each follows
four-part process:

I3 230 X3 «zf A X O 3XI° INO=3 3" XIN|X” O] X 32X 0= ~T C[I° CXI ' X" T BT A=
C i =31 MX“© 2-3 0| X JAINI] PNJRAKS N-AA_ff A"X 82.6A J«T =334« 2O X3KT 23-2 °3 _3
@OBA” —«” 0= IXJ3« I 2AN| IM-AC O] X 0J32X° —-3z2J« EJ -« J«T «T ETAIY J” ="~ Mgxy

COIM | «z I 3XEIA-«" | 2§ A]X °]3XJ° INo-3 ©3X°J3X" O X Z-A«TI4-« ~Z O] X JAINI © N-AT «E-4EX
0J8zX4«z J XN "N TX°J02X G O] J ° | «z X" JzX Kizli X2 fi £= NXii °XE% -3 &°X3" —«J4«z J«c
«TETART JEIO]X I~ "0J«® 0= O] X $(85 D C|JIXEXE ~ TXXSXT &-"0§ IX4E 0 ~ANNXXTI

(E°h- 234-« A]X JAIN} O Xpzi 2 2IEMX J | z] 3K~ ASX X2 | ©A3°-30XTHE 73-2 J °X3 -« « JA°| -3 °Fj
AJTX JHh O] X 23X MX§ XEIMEX ME 3XZX3X«N «z J 3XJf NA“0-2X3 3X§J4-«" | © 3°X3]I°” §XI3«XT ME 3XJT «z J
@377 BXIXI X =3 °X3A” «z 2 « IXT .«

(EXNAA- A]X "NIR2XET -MiXNAEX” J3X IN| XEXTI

& JTT A=« 0= OXN |« NIy 2XI"ASX” f X °] 7] «z®X™ "0J«® 5* i °3XEX«A«z “ =N Jh X«z «XX3 «z JAXE=0" 713-2
“ANNXXT «z 3X2A 3X™ —«z- «Z 93] « «z D «=° —«NX J EXJ3 D °- | X§° E-A3 0XJ& 3XN-z« EX “-2X42X" “AMX
2« J«T 0= § "X 0= 0] JO - NX =3 « AN O J° “AzzX 0" “-3X°| «z “«f® 2A °X 3 ]|

urity awareness training includes:

e C°O-CTJOX N-«OX <« 3XIXEI«® 0= E-A3 -32]« EJ4-«l” «TA 93E

o (B°-CX2 «z fJ«zAJZX °] J° 03XJ0" A X3 J° J IXE X§XBX«® -7 °| X —3zJ« EI4-«d” NEMXZ” XNAS OF ~03J0XzEi
330 X3 0] Je J CXI <!

o ;|| «z” BAYIA-« O O3IN! °3-73X"" J«T OX O "I i
o 5 N3-§XJ3« «z 7-3 MXAX3 3X0X«A -« J«T A«TX3 0J«T «z
o (TANJA-«°]J° MA KT Je -32J« EJ4-«cC TX NARPASX -7 “XNA3 °F

TXIHE O X EXITXE | © OXIR C B “XO J«c XEJRIX ME ©J} «z NEMXZ" XNAS OF “ X3 —A”§Eil XAM-TE «z MX"©
SINNX il J«T JE= T «z O] X OE°X 1 43X¢ X« AEXi | Z]¢°3X"“ASX OINAN" 0 J° “NJBaxe™ X&-
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PART 03: INTRUSIONS

Highlights

2 >(A,(A, >&2( &6+* $A8>#(,.6&.>$ 2(?) 10 -1.> NI X TA3 «z°|X
3°-34«z °X3 =T °X30J «XT 0= «X°C-3} =3 | ="0MI XT «BA" —«|

(& ; A$,.6+$ 6 ;>(E(BA.BA>C?.867) .« Uksy -2 NI X'ii °] 3XJ° INO-3" XE§-EXT —«X
-3 3.3 -7 3A “°XN N EAX3IM § X "Il “XEX« =Z G| N| CX3X J°" =N J°XT C °] 3X&-°X INNX"~ °-—f~ -3 -0 X3

XEOX3«JHE ZIN «z “ X3 NX |

Intrusions were the final leading cause of incident
response, accounting for 24% of our IR cases —
a significant increase over last year’s 14.8%.

.oz" A©_30]0 0_ «_0X oIJo olx 7 «O3A” _«’z
A2MEXHI «NJATX” °C- “AMNIOXzZ-3 X7§
® BX°C-31 «93A” —«ii « C| N] JAINIX3 XE®§-©
EARX3IM AX™ <« «XOC-3} «Z3] 93ANOA3X D
0J3zX4«z °3] & Nil ©3-0=N-§"ii J«T XTzX TXE NX~
XizZli ~3XC I i 3-A0X3 i J«T zIPXCJIE 8 °- zJ «
INNX™7i T "3A°0 033 §N v-C il =3 «OX3NX°° TJ°J
® - "OMIXT «93A" -« i C| N| Z-NA" -«
X«T®= «® "E"oX&" D XE°)- 1«z ~-XCJI3Xi
-°X3J1«z “E"OXA7ji -3 A”X3 INN-A«®” Z-3 T 3XN°
TEoxA N-Aes_ A X AJRCIX « 0PI A-«i -3
TJoJ o] Xx

Intrusions, the first step towards
greater threats

Compared to ransomware and BEC, the industry
breakdown of IR cases for intrusions isn’t as
top-heavy.

>JO X3 CX “XX O 3XX «TA™3 X" D ~«J«NX J«T

«” B3JNXi XTANIA -« J«T «—«°3="9) J«T §XzJ§ J«T
Z-EX3«2X«® D XIN| -Z G| N| INN-A«®” Z-33-Az|4E
&0,y -2 X NJ"Xy-JTi

COX3X A«ZIBI O] X X0 —Z O X 0-° " E «TA"03 X" 7-3
B3R —«” TO X TJAX I O|X “XO -Z°|X°-° " E -3
3]« -ACIXi IMX © « I T PX3X«© —3TX3

Key Terms

Intrusion (/in'trooZH(a)n/)

«—Aej A|X AcJA| -3 EXT INNX™" -3 XE°}- 0J g-« -7
JCXINX”” ME JOJ3XJ0 INO-3 2-3 O] X °AS®-"X" -
23 « «z INX™" 0= J «XOC -3 "E"oxaj 3 7303

Vulnerability (/ valn(a)ra ‘biladé/)

«=A«] CXJI'«X" CO| « JEOX&A -3~ -xCJINi
CIXOIX3 O ©J%° 20X “-ANXN-TX -3 J

A N-« zA3J a-« -1 " XA«z 1] I° N-AIT MX

XE®l- OXT ME J ©]3XJ° INO-3 JH-C «z O] X& °- zJ «
A«JBO -3 EXT INNX"" =303'X @JiN -A” INg-«

F| X AN —EX343° N-AfT SXEXIE «T NJ°X °] J°
-372J« EJ1-«” CO «°XX «TA™93 X" J3X 3XzJ3TXT
J” EJRAIMEX ©J3ZXO” « zX«X3Thi © N-AKT J§ - “AzzX"°©
013037 z« “NJ«® ©3-°-34-« -7 «%3A" —« NJ'X" C-A§T
| JEX ©3-23X""XT - 3J«” =R JI3X TX§-E2X«® J«T
TX0-«cJA-« ZOIX «93A" —« | IT«l® MXX«« TXOXNOXT J«T
N-<«©J «XT D “93-«zlE AcTX3 N-3 «z °| X &°-30J<«NX
=7 3XINEX NEMX3” XNAS OE NJ°IM § 4X§

A Trio of Targets

Three industries appear in the top 5 list (by case
count) for each of our three main attack types:

o (TANJA-« N 6-«°3-"0
o 2XZI§ N +-EX3cAXP
o 5J«AZINOA3 «z

)
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Intrusion IR Cases by Industry

* «JNX N .« A3J«NX

- (o) f21
di1-« N e-«=s-" [ " aofmn
2N +-pe=x [ 14.7%
s« [ N 11.3%
Saenex I 8.7%
s-<oiv-« [ 8.7%
#A < e [ 6.0%
s'p¢ NN 60%
2o | 5751y
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Intruders disproportionately leverage a small number of vulnerabilities

Like many clichés, the threat landscape being described as dynamic, ever-changing, or ever-evolving is rooted in
real-world truth.

BXC EAX3IM b 4X" J3X N-< OJ«OE MX «z T “N-AEX3XTi «XC XE®- ©" D «NJAT «z °-OX«AIHE TXEI °J4«z EX3-C
TJE™ D J3X JCIE™ MX «z C3 AX«il J«T O] 3XJ° INO-3" J3X JYCIE™ 3X ™« «z 0| X 3 J°°3-IN| X'V , ~CXEX3i IN3-"" JH

> NI X0 42X J«T Iz «il CX =M X3EX JAIN'XZ™ §XAX3IZ «z J 1IE-3XT “AM X0 -7 AA; 7Y
*_3 XEJA°hX] A] “ 3XJ§°E ~ M-°]§
o .« Urs1 -Z NI X0 0] 3XJ° INO=3" XZY—EXT —«X o, A2MY «zi MXNJA X °JON| X~ XE “© 7-3 Jty SAT J«T
—3a.3X 7 A “OXN “N EA§X3IM § AX” IC | X X3
0_ 7J « « AJfINNX"" =3 0- °X37-3a ~ AM"X2AX«°
«O3A" —« INM-«"9

o (B°-CX3«ZiMXNJA"X °"|-C" °|J°J "&JH
JA-A«0 -7 °3 -3 4EXT °JN| «z NJ« ~ z« “NJ«OJE
TXN3XJI X J« =323« EIA-<«d” N|J«NX™ -Z MXN-2 «z

o .« OA -I NI X"i 0] 3XJ° INO-3" XRY-EXT —«X -3 JENARY
A_3X ~7 O X °-° I-A3|

Al-Assisted Vulnerability Discovery ~

The number of known vulnerabilities continues to climb rapidly, from just under 6,500 in 2015 to more than 40,000 in 2024.

F o] JTEJNX « . D 3XJ =« «z XN« 2AX i « ©J34INAIZ D CX XECXNO 0] 3XJ0 INO-3" 0~ TX«AZE «—/Xh 3-A%X™ 0= « 4Jf INNX" "

AJA” 233 XEX« O X 2=70 JTEINXT . 2=TX§™ | JEX ZJ §XT 0= 3§ NIOX | AR« X =« «z NIZIM b AX il MAC ©] J° RJE “ -«
NJJeczXi B«NX © T=X"i 0] 3XJ° IN°=3" C K A«T-AMOXTIE [ J3¢X”” O] ~ «XGI-A«T ®-CX3 - AcN-EX3 «XC CJE” o= M3XJ} «O-

O3_OXNOXT X«efE 3—«cB2X«OY

2XJ3« 23X IM-A0 G0 CX O] «! O] X «XJ3OX3R ZACAX | 4T « ~A2  3NAN F—4z 2IM” TATS ;3XT NA-«” >X°-,
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Vulnerabilities keep increasing Al " N=ccA<RXT 22-COi ZAXIXT ME [EMS T G-}
A_TXP I «N3XJ™ «z 3Xf J«NX -« CXM J°°h NIA-«i

In another record-setting year, over 40,000 JCTO XA X =2 . ME °]3XJ° IN°-3"ji AcTX3"N-3X" °| X

vulnerabilities were recorded in 2024. A°_30J«NX -7 R°fXEX«A«z J 3-MA"% 37 IeMI"XT

< JTT -« 0= ©] J° JhJ32 «z «A2NX3 TATO CJ° FAJX3IM § °F 2J«JZX3X <0 3732

I = 3 3XN-3TeMXT} «z EXI? « 3Kz 3T °- °| X E-fA=X (E°4-3X O] X TATO EA§X3IM § °F bJ«T NJ°X «cTX°0]

~ZNB NI J«cT | Z] ¢ XAX3 O EAJ3IM § AX7T #-°] J«T X3« |-G °= MXAXZ ©3-0XN® E-A3 -37J« EJ4-«]

=
b~
Q)¢
©
m
~
(]}
=(
S
=
C«¢
CR
xR

SonicWall SonicOS Improper Access Control Vulnerability

VAT  SE(CTATICOUKK — $ 3 E 6XONIX3  &$ N +IXCJIE #A]X3 8EX3V-C EA§«X3IM | °F

VAT SE(TATOCAUAL  $-««XNOF "X 2N3XX«$—«aXNO A  X«ANIA-<« #E°J" " EAJ«X3IM § °E

vAO  SE(CTATOCTOAA ;0= o= BX°C-31" ; 60872 $-2AJ«T .«iXN4-« EAf«X3IM § °F

vAd  SECCTATTCONUM]  *-34%) X« (5?2 >X2-X $-TX (EXNA-« EAj«X3IM § °F

VA SE(CTATICIOAU  $BE &$i$ 3 E +IXCIED $ 03 E #XXT >X2-0X $-TX (EXNAA-« EA§X3IM § °F

K =1 2X«< X SX2-0X $-TX (EXNAA-« EA§«X3IM § °F

U $'N- ? *3XCHE;6 Ao X«ANIA-« EAfX3IM § °F

VAU SE(CTATACTATAU  ;3-EEA-!X«f 8«(;3X3 "X 5 N3-"-x (ENJJ«zX A°| X«ANJ4-« #E°J"" EAj«X3IM k °E
VA  SE(CTATICTUSTT  EXXJ2 #INTA® J«T >X°f NI4-« A X«ANI4-« EAKX3IM § °F

YoY Vulnerability CVSS v3 Severity Breakdown M2C E5XTAS W .,z| H AN
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Protecting your organization against vulnerabilities

ty remediation is the act of removing a vulnerability through patching
process.

HE 1-NA™ «z -« XAXT JA-«i ~32J« EJ A=« NI« Z3XIOUE 3XTANX O] X 3 NEMX3 3 "1 JecT ©3XEX<c O] 3XJ° INO-3"
13-2 A E «z EAKX3IM b OE XE§= ©” J7 Je JAINY EXNO-3]

AIXEX J3X 7-A3 AT « 2AX 1-«” J«« =32J« EJA-« «XXT" 0= 374 9°XfZ " © X" -AC 0= N-«TANC EA§«X3IM § °F
SXAXT J1-«f

F | NJ BAKXCIME AX™ ~ | -A§T . 3X3XT JoX ~37oy
2 ~C NI . XN X<OfE 3X3XT JoX O] =" X EA§X2IM § 4X "y
L-C T . °3 =3 4EX EAKX3IM § AX™ MI“XT -« 2E 3" =ANX" JeT MA™ «X™” 371 0-fX3JcNXy

L=C T— . X0 3XJ§ AN TXITH «X” Z-2 2E EA§X2IM § °F 3XBXT J4-« °§J«y

$-2°_A«T «z O X N| IgXezXii 7 T W NAKC 0= TXOX32 «X C| N| EA§«X3IM § °F 0 3X3XT JOX 370 7E-A

T—<® | IEX I NEXJI3 ATX3 0J«T «z ~Z E-A3 ~EX3JH5 JAIN ~“ASZINXT ;HA"1 X BN X« 3X3AXT J4-« = Jff MAC
2277 MIX C O] -A° N-«@XECATY EJA-< 7 E-A3 X«c43X X< 3—«P2X

C«Z-3°A«JOXEi ©] J° N-«OXECAJY EJ1-« D «NIAT «z E-A33 71 ©—f N X il J7XO N=«OXECi J«T “ X3 NX EXEXY
~MiXNAEX” 322878 D ~ «=° XJE °= IN| XEX C | X« E-A | IEX b 2 OXT 3X" —ANX" J«T J« ~EX3C | XF2XT .A
OXJR 60 0= AX«A-« O] X 42X J«T 3X =ANX" «XXTXT 2= N-«TAN® “XNA3 °F "NJ«~ Je«T T- ©| X IN°AJ}
XAXT J«zl

AJJOT CE 3XBXT J4—c ~ | =AFT 370 MX — <X ©J3° -7 J ZA EAKX3IM § °F SJecJZXEK<© °3-73J24 C| N|
©3 _3 AEX" N-«A«A-A" EA§«X3IM § OF 3XAXT J4-« J«T I X" 32X« C O] =°] X3 N=2°—«X«®” -7 9| X
©3-73]JR N-AYXAX«4«z J«T J°" " A«z —EX3I 3X3XT J1-« J«T & 12J1-«l
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External exposure is the root cause of the vast majority of intrusions
Over half (60%) of intrusions were ultimately traced to external exposure. Like the ransomware cases examined
earlier, most of these are attributable to:

o (EOX3«Jh 3X2-0X INNX"" O=—f J«T “X3E NX~ TWT38

o (EOX3«Jh XE®H-© ITT18

ALX "X zX«X3If J«IE™ ™ J«T 3XN-BX«TIA-«” HBXITE T NA""XT 1« 0| X 3J«” ~RCI3X “XN4-«d C °]
3X” ©XNO 0= XEOX3¢«Jh 3XZ-X INNX"~ 0=~ J«T “X3E NX~ J°°HE | X3X{

Root Causes of Intrusion IR Cases

6.0% 1X3-c&JE (E°p-° CATEGORIES

1.7% #BBoxc*-aNx  AINY UBYén
EOoX3«J (E°-"A3X
1.7% 5 N-« zA3J4-« ( B 5(
| 1T
NI6ry BAN-A 2-XCIX &-Ct-T e >11

40.2%

(E°X3«Jf >X2-0X 6.8% 1’1«
NX™ (e ?2-N J§ («z «XX3 «z (e.g., Tech S t
P4 - «Z « «Z (e.g., lecn suppor
VPN, RMM, etc.) OIEST Sy o S ez 168 JEC SUPP
MNIRY NN-Ac® $3XJI -l XONTp

3.4% ;3XE-AfE $-=2°3-2 XT  NN-A«® b $3XTX« A

= | X« XEOX3ecJ§ XE®H- 0 CX3X O] X NA§®3 % O X 0 3XJ0 INO=2 XE§— OXT J EA§«X2IM § °E 2-3 G| N| J °JoN| CJI°
JEJRIMEX ©3 30— O X« TX<«® D «=ANX O] JO “XfEX<c ~Z O] X ©=° HA EAJX3IM § 4X” § “OXT IM-AX °X20J « 0= X O X3
R0 INNX ™" O-—§ -3 XEOX3«JHE ZIN «z “X3E NX T

Interestingly, intrusion cases have by far the highest attribution to zero-day exploits (6%, versus only 0.4% for
ransomware and no BEC cases).

=B OJeNX” CX3X BXB=0X INNX"~ O=—F" CX3X IMA”XTil JAINIXZ 0=t JTEIIZX -7 & "N-«~ ZAJ -«
izl - X« ©=307j XEOX3IYE ZIN «Z «OX3ecTf XM OX it JTZ « “03J4EX INN-Ac®” EAfXBIMEX = MBACXZ-3NX
OINN 8 0= 2J « X<«O3E]

O J§ = C-30| @X«A-« «z °]J° A X3¢ « 4JXT @JYN -A" =X CJI3X T-Cef=IT" J§" - INN-A«® 2-3 J §J3zX3
OXNX«JZX -7 «%3A" —« NI X™ 618 O] I« O] XE T Z-3 X 0| X3 3]« -2CI3X 101013 -3 #($ A/ A XX

3" —«” AJE CXf MX —°°=3A« “ANi « 0] J° J ©3XJ° IN°-3 | J” M=-MEc®3]°°XT J« J°°§NI4-« J«T ~

T AE CJ A«z O- MX J§X3OXT C X« O INMEIOXT C °] « J« =32J« EJA-« A] ~ J°°3-IN| N-A§T MX “-2XC | J°
0J3zXOXT 0- ©J34ANAKIZ «TA 93 X™ ME N-2°3-2 " «z °J3ANARI3 OE°X" -7 " =X CJI3X -3 X2Y-E «z CIOX3 «z | -X
OXN |« 2AX” = JABIN® T-Cef-JIT" Z3-2 NX3J « «TA 03 X" -3 ©3-7X"" —«Jf 3-§X Y
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How to manage the risks associated with credential theft

| theft is the stealing of passwords, usernames, or other information
vs for access to networks, applications, assets, or accounts.

SEMXANE 2 «J§™ X24=E “XEX2J CIE™ = IN2A 3X NeXTX«AI il «NKAT «zj

21 7 «z Xizii X33 §i £- NXi 2524
2= OXIXE RHHCIZX I«cT NEXTXcAJ§ TAR® «z 0——f Kizli >XTh «X 20XIX3 5 2= 1J°Fj 23" E3

SIXTX«AT§ OA | «z J«T =O] X3 MBACXZ-NX JAINY” JzJ « © O X -z « M-E =3 ;

BXEX | XEX™ i O] X3X J3X 3-INAEX J«T 3XINMEX 2XJ“ASX™ J “XNA3 OF 0XJ2 N« °J1X 0= 2°3_fX N3XTX<«<AJ}
“XNA® O JeT 0= MA KT 3X” § X«NX JZJ « @ O] 3XJ° IN°-3" X2A ©°XT C °| £J§ T NXTXccAJY |

APX X XTI A" «MATX]
o Ao AX«A«z VT XeZ-N «z8 “B-«zil °| “| «ze3X 0J«® 5* [ I-3 XEJRYX A" «z *.&8  f J<NX’
* &8T “°XN “NJ4-«” Xizli FXM A°]«d

o 3-INAEXE [J5TX« «z  NAEX & 3XNO=3E A™ «z O——F § IX 5 «z$I X I-2 £~ M °F «°= N-«zA3J1-«
CXJt "o-o

o C «z JP-A«TO XNI-N1i SXHCARX B ©=3 «z D § IX O X § «T —JXXT ME J 2J«IZXT TXOXNA-« J«cT
W °— X I5&>H —fAA-« D = KN-z« EX AcA Ay A”X3 MX | IE -3

o &X§EX3 «z N-3°3X | X« X XBP-EXX “XNA3 OF 93] « «z

o (CA3«zh-z « XENX «NATXEIEXS 2~ °XN Iy EXT TXIXe X i «MIAT «cz M=0 TXOXNA-<«c NJ°IM § 4X i °-
ZAJRT JzJ « © TX«H°E JAINY

o (BMBIN «Z O] X °2 «N ®§X ~Z §XJ© °3 £ fXzX INNX"~ 35 -h; 8 “A°°-30XT ME J EX3- 03470 INNX"~ 2-TXfi 3-kXc
MI“XT INNX™ "~ N-c@3—§ 3>#  $9i J«T ©32 £ XZXT INX "~ RJedZXBKCT; 54

o $-«TANA«z 3-3 "AM"N3 M «Z °-§ TJ3} CXM 22—« °-3 «Z
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PART 04: MANAGING & MITIGATING THREATS

3-MA"© NEMX3"XNA® °F “02JOXZE ~ —«X °] J° ~ «=0 —E °J §=3XT °= XIN| -32J« EIA-«d” «XXT i MA® —«cX ©] J°
If = «NBATX” M=C] ©3-INAEX J«cT 3XINAEX XEXEXO™ O f R 0 O X «AZMX3 J«T “XAX3 °F -7 «N TX«®” C §X
3£ T «z J "%3-«z 3XN-EX3E NJ°IM § °Ff

ALX 22°-30JNX ~Z 3X§ IMEX MINFA® ©3-NX""X"il X™ XN JHE 7-3 3XN-EX3 «z 13- 3]« - ACI3X J«T «%3A” —«”
» —C 0= MA T 3X” § X«NX JZ2J «”© "N Jf X«z «XX3 «zi C| N| 3X3J «” J RJn-33--2NJA"X -7 .> NJ'X~

F | E °3 -3 4EXT £AJX3IM § °F 2J«cJZX3X«® NJ« 21X © @AN| [ J3TX3 2-3 JAINIX3™ °= IN| XEX °] X 3
—MeXN4EX”

,—C 0= AJJZX O X371 J7 =N JOXT C O] N3XTX«cAp O Xxii C| N| ~ N3AN J§ J7 ©3XJ° IN°-3" «N3XJ”~ «zhE
OA3« O N3XTX«AJ IMA“X J™ J BXI«” -2 JE- T «z TXIX« X

Here are some additional recommendations to help safeguard your
organization in 2025.

Develop a solid understanding of your IT environment and attack surface

One of the most important pillars of an organization’s security posture is understanding the full breadth and
depth of the attack surface.
Al ~ TJOJ X«IMIX™ =32J« EJA-«” 0= ©3 =3 4EX J«T 3K~ «X O X 3 “XNA3 OF ©3-73]2 C ©] °3XN ~ -« J«T TXEX}-° J
703_zX3 EA§«X3IM § °F J«T “XNAS OF ©-"0A3X @]« JZXBX«P °3-73]2
@ $3XIK J«T A «©J « I J°O3-fXT =X CIX G Al ~ |X§°" E-A3X « « " |IT-C .AJ«T IC°]
A« 0-3 «z) TXAZE «OBA" " *~3 XEJRYXi 7 -XCJI3X «=0 ~« O| X J°°3-fXT § "© ~ T-Cef-JITXT
C O] « O X X< 3=«2X<0) JPX30 J«T 93 JzX O] X ~«T «z D X XN WE 7 % J« >55 o0
@ $3XIK Je« «X«C=3E =2 J" X" J«T O] X 3 XE®-"A3Xj #E T- «z “—i E-A NI« 2J « J MXAX3 A<TX3 0J«T «z
~2 O] X —EX3J§ JAIN? “ASZINX J«cT NI N=33XN® «”OJeNX™ C[X3X J°°h NIA-«” J«T TXE NX™ J3X & “0J I X<E
XE® =" XTI
D &- «-OXE°-"X AJ«IZXBX«C «OX3ZINX™ O= O X .«OX3«cX%) FX | JEX “XX« I 2APMPATX -7 EAKX3IM § 14X
0130 C-A§T |IEX I~ z« “NI<YE B-CX3 2°2IN® 7 AT« JZXBX«O «OX3ZINX™ CX3X<«l® XE® =" XTV
@ AINXN-«O3—f -7 X N§-AT) FX I IXT Je«  JE-« FXM 2X3E NX~ XECX3 7-3 0| X 3 JTE NX -« |-C °- MX"©
OJ !X N-«©3-f 7 E-A N§-AT X<k 3-«2Xf
x3-3 A °X3" XN IEXI 2J«E NI-AT “XNA3 OF «N TX«®” J3X «=0 3--OXT « EAIX3IM | 5X™ MA® « OXJIT
NJ<c MX O3INXT MIN} 0= & “N-«> zA3] -« J«TB-3 —EX3IE °X32 ~~ £X INNX"~ -k N X1 H-A " | -AIT
IXEX3JzZX . 5 IXJI7© °3 FiXzX ™ °=kN X" J«T @-« 0-3 N-«~ zA3] -« T3 X JCJE I3-2 E-A3 “XNA3 °F
MI Xk «X” 37 J °J30 -2 E-A3 "0J«TJ3T -°X3) 1-«"1
D >EJ« 8% i FF $§-AT *~A«TJI1-«" ;J30«X3 2°XN Jj "°
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Ensure you have broad visibility (monitoring) into your environment and
assets, and create a baseline of normal behavior

Arctic Wolf has consistently recognized that a lack of visibility allows security threats to go unnoticed for
far too long.

(E°JI«T «Z X< 3=«@2X«@Ih £~ M} OF MXE—«T X«T®= «© Jh=«cX «N3XI X" O X § 1X§ | -=T -Z TXOXN4«z ©-X« A}
O3XJ0” J° J« XJHE “0JzXii W—-C «z Z-3 | =" X °3XJ°” O= MX “0-°°XT MXZ-3X O| XE | JEX I N| J«<NX = <cv NO
© 2z« TNJ«© TJ&JzXY

B 5-«°-34-27)2-7 2=« 2-3«z "~ N3 ANJ§ 0= TXXNC RJi-3°|3XJ° T A| ~ «NIATX” -2 3-F «3A" —«
TXOXNA -« "E" X3 3.&28b«XOC-31 TXOXNA-« J«T 3X"°-«” X 36&>8 "E X2 X«T° - «© TXOXNA-« J«T
3 ° <« X I(&>Y " —§AA-«"i “IXCI il TX«<AE J«T INNX"" 2 J«JZX2X«C 3, 5§ "E X&) XA § “X3% NX
Kizli 0= A-« 0-37-3 N J«zX” « INNX"" J«T O X N3XIA-« =Z ~§OX® «z 3ARX 8 J«T O] X Nf-ATc| -"OXT

“X3ENX" ©] JO XEOX«T E-A3 -3z2J« EJ4-<«l” X« 3-«@2X«® MXE-«T E-A3 ~C« «Z3]7O3ANOAX]

@ B-«9%-3X«T°- «o’y AP «A«Z X«T = «® R-« 0-3 «z IN3-"" °|X X« 3-«2X«C C ff |Xb° E-A 3XE XC
CAMEN ©=397i T~ IMIX AcceXNX™ " J3E ©=307ji J«T 3X 93 NO ©-30 TX 44—« | A] “ OE°X - &-« °-3«z ~
N3AN J§ 0= ©3-F TX £~ MEOE «®= IN4-«” 03 ' X< ME ©=X«AJh 0| 3XJ° IN°-3"T = | IX O X3 °E°X" -7 §-2
T R3NX" NI« N-22§XEX«L O] “ %E°X =7 £~ M § OFil © | XE NJ«ee=2 3X°KINX ©f

@ $3XIOK IMIXh «Xj A X MXAX3 E-A3 A«TX3 0J«T «z -1 E-A3 X« 3-«@X«0 O] X MXAX3 ©=" 4-«XT E-A J3X
0_ 7°_0 TXE J4-<«” ©] JO N-AT MX ~ z«" =2 J NEMX3 JAIN}i «NIAT «z TJOJ XE 03] -«

Enforce strong identity controls

Identity is becoming a major battleground in modern cybersecurity, and today’s threat actors are adept
at finding and leveraging credentials that allow them to log into services and move unnoticed around
victim environments.

DAY« J«T 3X2A 3K 93—zl °| 7| «z@X™ 0J«@ B* | 0°] 7 o=« 7] §«Z 0= R°AX«C 5* NI«
MX “XX« J7 Jec AcceXNX""J3HE 3 " FE TXN ~ —«f 2 2 §JI34EI 3XKE «z -« IXZINE 5* OXN|« 2AX" «23-TANX"
ZRSO X3 AcceXNX™"JBE3 "} C| X Z £ «z I ZIF X "X« X =7 ©3-OXNA-«f 2IZIXZAJ3T «z E-A3 -32]« EJ1-«
3X2A 3K A_TX3«i | 7| «z®X” "°J«® 5* Kzl MI'XT =« O] X *.&8T "X° =7 “°XN “NJ4-« "8

@ (B°§-E JEX3- 03470 “XNAS OF “03J0XzEj 1X3- 03470 &0 Ji INNX"~ AchX™ ™ TX«AE J«T “XNAS3 OF ©-"0A3X
NJ« MX X3 “XTV A] ~ “93J°XZE NJ« 3XTANX O X JAIN! “ASZINX J«T 2 © Jec JAINIXSL IM § OF 0©— 22X
KIOX3IYE °]3-Az| J« —32J« EIA-<«l” «X°C -3}
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Establish and continually foster a culture of security

Positive security outcomes don’t happen by chance — they result from a culture in which security is ingrained
and embodied within and by everyone.
@ 2XJIT ME XEJ2°4X) (EXNAAEX" ~ | -AfT «=° MX XEX&©0 73-@ 0 X “XNAS3 OF 3X2A 3X&X«2” 0] J° J°°fE °- °| X
3Jech J«T “HX D JAINIXZ™ 3-A4«XE 0IIX ITAI«CIZX =2 " AN| XENX®4-«Jf 03X JO2X O
@, 5T XB§=EXX i O | X XEOX«TXT C-31Z-3NXi J«T ©] 3T °J34X" 0= °| X "J&X | z] °I«TIT) «E-«X
Cl- |37 INNX"" 0= J«E ©J3° -7 E-A3 A X</ 3-«@X«® ~ | -A§T MX “AMXNO = O X “J&X INNX™~ N-«3-§" J«T
“XNA3 O °—§ N X"¥
@ AYXAX«C I N-2°3K | X« EX “XNA3 OF JCI3X«X™ ™ ©3-z3J A| ~ | X4°” AX3" A«TX3 °J«T | -C °| XE
NJ« MX 0J3zXOXT J«T | -C | XE J3X I N3 AN} § «X =Z TXZX« X JZJ «”© O 3XJ° IN°=3" J«T M3XIN| JAXZ=0"|

@ AJ§} IM-A° “XNAS OFj A| X «XXT Z-3 “XNA3 O ~ | -A§T MX A«TX3 0=~T ME XEX3E-«X J”~ Je« XEX3ETJIE 3XJ§ °F
—1T- «z MA™ «X™ 7T $3XIOX Z-3A2" CX3X °X-BX NI« I ¥ 2AX" A-« 1 TX™ 2«JOX XE©X30" C |- NI« MX
N—<” APXT =« “©XN N TXN = =<1 3XE XC “XNA3 °F @X03 N” J° Jc | I«T~ @XX4«z” D C | IOXEX3 ©0JIX" o-
IXX© “XNA3 O 0-° _7 & T

Consider an IR retainer with an organization that staffs ransomware negotiators

The hope is you will never need to activate this retainer or employ these professionals, but if you do, you'll be
relieved that they are available.

@ 33 -3 EX «N TX«®@3XJIT «X 71 ;3X°J3X 2-3 " XEX3X NEMX3 JAIN!” ME N3XJ4«z J« «N TX«P 3X™ ° =« X ®hJ«i
AHEX «N TX«® 3AcM-~17il J«T 3XIX3X«NXbASTIOX ©3X°J3XT X~ &JOX3 J§™ —x X«

D * «TJ°IXIE-ANI« 93RO ZABC X3E NX «N TX«O 3X™° =« X 3.9 OXJ2 " | -AT °3-£ TX XEX3E?| «z
XXTXT 0= 70-° Jec JAINY JecT 2A NME 3X70-3X E-A3 —37J« EJ4-<« 0= °3X0 «N TX«® MA™ «X™" =°X3]4-<«{

@ XX J« > OXIR C O] «Xz-AJ -« XECX34" X F [ X« ~«T «z J O3A7OXT > ©J30«X3 XEJR «X 0| X
«XZ=AJ4-<« " X3ENX" J«cT XEOX3A"X D “ XN “NIYEI TIOJ 3XZzJ3T «z 3XTANXT 3]« =" -3 «-0 °JE «z °| X

3]« =2 JO JH

D, IEX « ABJNX J«T §XzJh J° 3£ SI«E NEMX3 « A3JeNX J«T TJ°J ©3 EINE N-AcN b | JEX ©3XZX33XT
«N TX«C 3K =’ X ©3-F TXZ G- |IEX 232§ I3 °F C O] §XzJh ©3-NX""X J«T °—f NE 3X2A X2« ©] JO
X" ABX I N-HIM=3JEX X«zIZXBX«® G O] J«E ~32J« EI =« J«T O] 3T °J24X” 0= JTTX"" §XzH D J«T

« ABJ«NXCBXBIOXT 3X2A 33X« |
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CONCLUSION

ting and evolving, together.

FX |-°XOIX « z]° J«T 3XN-2@&X«TJ4-«" | X3X « C I I-C E-A 0= 031X J °3IN4NJ}i ©3 -3 4EXTi J«T
«Z=-33XT J°°3-IN| °- 3XTAN «z 3 "1 J«T «N3XJ" «z 3X” § X«NXI

AT} «z IMB=JT EXC -Z°]X ~ PAJA-«ii O] X ZINC ©] JO “AN| «N TX«® N-«cA«AX O -NNA3 D °] J° il TX" ° °X
a7 X X] -3 J«T XE®X« X T 3XNXT 0=CJ3T” °3KEX«A-« D “°XJ}” 0= 0C— &°-30]¢0 3K} 41X C °|

CINJ °-TJIE -32J« EJA-«” A0 N—cOX TV

* 370) JTEX3 J3 X~ J3X N-22& AXT 0 0| X 3 iNaJxil
ITI® Az J«T XE-4E «z I~ «XXTXT °= IN| XEX
o|X 3 z-Jy

F o] "98-«z " «J«N JyW«T "=2XA2X" °-f INIKp
A_AEIA-«" il J«T AcX«NARMX3XT ME $IC i

NX30J « X NJb “"°J«TI3T il -3 «” 4°AA-«Jf

Y« «z | -3 E-«<i JAINIXZ -7 JH°E°X" |-G J
C B «zeX” O

e ?24N! C°| C|J°C-3}7) 03 XTcI«TeOX OXT
JOO3IN|X" «NAT «z ZIE-3XT XE°h- i
“OXN N «O3A” < O——f il J«T ©3XZX33XT
“0330X7 X~

o B« OJ«OE TXAXE-° «XC AA; | 13-=2
—-COXN| @X°]-T" -ZME°J"" «z | z|°XN]
03 °©C 3K 0 O] X &-"0 JTAJ«NXT EX3-cTJIE
XE®H-°" D J«T XEX3E®| «z « MXOCXX«

PXN=-«Tii ®3XEX«CIAEX 32X AX” Jh—«X J3X

« AN X« HX i TXZIX«TXS” @A MAKT J«T
A «°J « J I-A«TIA-« -1 IATIZXIY J«T
N-<«c«AIHE JTIC J«T XE-HEX O X 3 “XNAS3 °E
©-"0A3X “AN| °] 0 -/EX3 43X O] =X «—FEX}
TXIX« X I3 «OXZ3JOXT «°- °| X «XC «-32J

#AC TXIX«TX3” B4 Ji - JAZ=X«C 0| X" X
O3 INMEX 2XJ"AX” C °]§
o SXINAEX NI°IME AX™ TX™ z«XT °- 2ANHE J«T
XIXNAEXEE TXOXN® J«T 3X” ©—«T °= JAINY”
0] J° M3XJ1 °|3-Az| -A°X3 TXZX« X
o > 71033 X3 AXI A i «NAT «z IXEX3IZ «Z
CIBI«AX” J«T «" ABJ«NXil « 3X™ =« X = O] X
3XJYOE°]I°D J °] “3X°- |J” “|-C« D
&N TX«O” T- | J° X« XX« O— CXHe3X°I3XT
-32J« EJ-«"}

« X«43X NEMX3” XNA3 OF N-2@&A« OF 0J«T” C °] E-A J«T ~ N-2& AXT o= "] J3 «z J«T §XJ3« «zi § X «Z
J«T | X§° «zil J«T G314 «z °-zX°| X3 2= C °] "°J«T JAIN}" J«T «%3A" -«

ZE-AIT § 1X 0= JAzBX«@ E-A3 «OX3c«J§NIIME AX" G O] XEOX3ccJ§ XE°X34" Xil CXIEX 3XITE 7-3 E-A O 1- «

OIX ;NI

OTATS 3NN F-IZ 6XOC-31il «Nl 3 2] 3X"XAXTY b AMEN
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How Arctic Wolf can help

The outcomes you need, the convenience you’ll love.

When we speak with organizations around the world, we're often asked for three things:

« XIXNAEX NEMX3”XNA3 OF “—fA4-« 0| J° C H ©3-F TX X«TcO-cX«T ©3-XN4-« JzJ « © NEMX3
0]3XJ7 | J° C B MX XJ“E 0= &J«JZXil J«T 0] J° C 1§ «®Xz3J°X C ] ©| X “XNA3 OF ©3-TANO" © | XEIEX
JRXJITE TX§-EXT

CJIEO- ~«Ju«N JHE -] XOO X 3XAT « «z 37}

(E°X30 37" 70J«NX O | X§© XE-HEX O X 3 “XNAS3 OF ©-"0A3X —£X3 42X J§ z«XT C °] ©]X 3 “°XN "N
©3 _3 4X” J«T —°X3J41«z N-«OXE®

In response, we've created the Arctic Wolf Security Operations Bundles.

These bundles provide the full suite of technology, security expertise, and risk transfer options to end your
cyber risk.

FXOX3 o ©3-JIN4EX “XNA3 OF X3 «z” § }X X2Y-EXX ICI3X«X™ " 93] « «zil AAIX3IM § °F “NJ«ee «zil J«T
&N TX«@ 3XIT «X™” °fJac «zil =3 SKINAEX TXOXNA -« SXEXT JA-«il J«T INAEX 3X™©=«" X NJ°IM § 4X™ °-
A« AEX O] X “XEX3 OF -7 J« «N TX« O] X 2XNA3 OF 8°X3]4-«” #A«TIX™ °3-F TX ZAl N-EX3IzX IN3-"" I
E-A3 JAIN! “ASZINX'{

#X7O -7 i T =X ~LO X XA « «z 37} AJE MX ~«J«N JHE 93]« ZX33XT - 3NN F-fZ °|3-Az| -A3

«TA OSEXIT «z ?2XNA3 °F 8°X3]4-« FJ3J«E FF °] A° 0- 2310 2§ —« IC?&3 « ~«J«N J§ N-EX3JzX
J«T O X IM § OF °- ZA«T E-A3 NEMX3 « A3J«NX TXTAN-MEXi E-A3 —A0C-7¢°-NIXO N-"0" IxX3 J “XEX3X NEMX3
JAIN! &JE MX & 4zJoXTY

If you aren'’t getting the outcomes you're looking for from the solutions you have today — or if you just need
some support in putting your existing investments to work — we would love to help.

*_3 23K (-3 1-« IM-A® NN F-{Zi £~ © JNANG-ZIN-=

Arctic Wolf and its employees are not licensed producers and therefore are not engaging in the sale, solicitation or negotiation of
insurance and are NOT offering advice regarding insurance terms, conditions, premium rates or claims. Customers interested in purchasing

Cyber Insurance coverage should consult with an appropriately licensed insurance broker.

OTATO NN F—iZ 6XC-31"i Nl 32| 3X X3EXTI b ;AM§N 39
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About Arctic Wolf

AN =22 ~ J Z§-MIFEXITXE « “XNAZ OF —°X3J4-« il TXY X3 «z O X 270 N—ATcJ4EX “XNAS OF
—°X3] -« °hI¥s-322 0 X NEMX2 2“1

- ~CX3XT ME O 3XJ0 OXEXAXOIE ~© Jace «z XecT = «0f «X°C =34 TX«A%E) JecT N§=AT “=ANX i O] X 3NN F-§Z

A3-3] 83¥5-32 «zX O J«T J«JWEEX O3 ff —«” =7 “XNA3 OF XEX«®™ XIN] CXX} 0= X« IMEX N2 ANJ} ~AoN-2X~
7-3 @70 “XNA3 OF A X NJ“ X1 #E TXY EX® «z JAO-2JOXT ©3XJ0 ©3-OXN4-cci 3" © =« Xii J«T 3X3KT J4-«
NICIMEAX i 3NN =42 TX§ EX3” C-3TeNid™™ “XNA® OF —°X3J4-« C O] °|X °A"| -2 I MAA-« ~= NA“0-ax3"
NJe TXZX«T O] X 3 Z3XJOX 0 37" X0 JO O X “°XXT -Z TJoJi

*_3 A3 «Z-3AJ1-« IM-A° 3NN F-{Zi £~ © JNINC-$zZIN-2]

~— -:C(?A &(58

OTATS NON F-fZ 6X°G-31 i .«Nli f§>2Z]0" SX XIEXTI NN F-{Zi 3NN F-{Z ;§3°Z-32 3NN F-Z 2XNA3 °F 8°X33° ~«” $§-ATi NN F-fZ 5I«IZXT &XXN ~« J«T >X” =« Xi
3NN F—Z 53«JzXT > "4 3NO N F-iZ 5J«JzXT 2XNA3 OE  CI3X«X il 3NON F—fZ .« TX«® >X" = Xii J«T  3NO N F—4Z $-<N X32X PXNA3 OF AXJZ J3X X ©| X3 03JTXZJ3! " 33Xz “OX3XT
03JTXAJ3” -7 3NON F-fZ 6X°C-3}"i .«Nf =3 3NON F—fZ 6X°C-31" $I«ITIi .«Ni J«T J«E “AM” T I3 X" «« $I«ITIi O] X Cec OXT 203K i J«cTb-3 ~O| X3 N-A«3 X"
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