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1 Introduction

Exploit kits (EK) are typically used to distribute malware and other malicious programs to
large numbers of victims using existing vulnerabilities in commonly-used browsers. Once a
user visits the exploit kit's web page (landing page), multiple techniques are used to identify
the browser version and operating system. With this information, the system picks a suitable
exploit that might allow for command execution on the victim's device. Subsequently, this
action is, in most cases, used to install malware on the computer.

This report explores information related to the victim statistics, operation, C&C server, and
technical aspects of one of the well-known exploit kits, RIG EK. Most notably, the RIG EK
manages the software distributing exploits and collecting victim data in their control panel
called RKIT. This name can be seen in the HTML page's title and occurs in the control panel's
top-left.

Many reputable sources have already provided valuable analysis into the inner workings of
the RIG EK and taken action against them via organized take-downs of their landing pages.
However, RIG has recently resurfaced and continues to distribute malware to hundreds of
victims daily.

RIG EK is a financially-motivated program that has been active since 2014. Although it has
yet to substantially change its exploits in its more recent activity, the type and version of the
malware they distribute constantly change. The frequency of updating samples ranges from
weekly to daily updates.

In general, this report aims to provide insight into how RIG EK operates, what kinds of
malware it distributes, and how the distribution happens. The PTI team has identified and
gained visibility of the control panel of RKIT, which revealed threat actors’ inner workings
ond identities.

Please note that this report has two versions. The “Private Release” is provided to
law enforcement agencies, applicable CERTS / CSIRTS, and members of our U.STA.
Threat Intel Platform (with appropriate annotations and reductions). Likewise, the
"Public Release” is publicly disseminated for the purpose of advancing the global fight
against high-end threat actors and APTs.
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2 Executive Summary

Even though we like to think that the amount of machines running software with O-day
vulnerabilities has significantly declined in the past decade - thanks to rolling security
updates and better security research - that is, sadly, not the case. There still remains a
considerable amount of machines worldwide running outdated and vulnerable software -
especially Internet Explorer.

RIG EK uses this untapped goldmine by exploiting machines that run outdated versions
of Internet Explorer. Threat actors pay the RIG EK administrator to install their malware on
victim machines. So far, this has proven to be a very profitable business model for the RIG
administrator and the threat actors.

The operators of the RIG mainly use malvertising to ensure a high infection rate and
worldwide coverage. Victims' initial infection occurs when they visit a site that has been
compromised or when they visit an advertising page that RIG EK controls. Once they access
the landing page, the site determines whether the browser is vulnerable. If not, the user
remains unaffected. However, if a vulnerability is detected, they are then redirected to one
of RIG's proxy servers which communicate with the exploit server that sends the exploit for
that browser version.

Since the exploit server tracks every request sent to it and synchronizes the victim data with
the C&C, the system stores the connection time, IP, OS, Browser version and information on
whether exploitation was successful or not for each user. All of this allowed the PTI team to
conduct an extensive analysis of the logged data.

The artful design of the Exploit Kit allows it to infect devices with little to no interaction from
the end user. Meanwhile, its use of proxy servers makes infections harder to detect. These
two features combined turn RIG EK a significant threat to corporations and end users.

RIG EK has been observed dropping multiple types of malware, including stealers, RAT,
cryptocurrency miners, and banking malware. The C&C server allows for auto-updating
the malware by providing a download URL. Because of this feature, the server samples
get updated frequently, ranging from daily to weekly updates. Moreover, RIG EK also has
an integrated Antivirus testing feature which controls for malicious software whether any
popular antivirus software caught it.

One of the most prominent types of malware that RIG has been observed dropping is Dridex.
After close inspection, it appears to be one of the most well-maintained malware with the
most regular updates, with a new version being released daily. Moreover, when the PTI team
analysed extensively, they observed that the RIG administrator had taken additional manual
configuration steps to ensure that the malware was distributed smoothly. Considering all
these facts, we assess with high confidence that the developer of Dridex malware has a
close relationship with the RIG's admins.
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3 The RIG Timeline

RIG is a very old exploit kit with a journey that went on for several years. Even though it
went through several ups and downs, it is still going strong. A very general overview of what
happened during its lifetime can be seen in Figure 3. In this section, we will be going over the
key points in more detail.

3.1 First Release

RIG EK was initially released in 2014, on several forums. It promoted several exploits in its
arsenal, including but not limited to CVE-2012-0507, CVE-2013-0074. The screenshot of an
advertising forum post can be seen on Figure 1.

T del

By TakeThat, June 18, 2014 in [Software] - malware, exploits, bundles, crypts

2 3 4 5 6 NEXT » Page 1 0of 20 *

TakeThat Posted June 18, 2014
gigabyte
YY) Jabber:

rig_exploit_pack@limun.org

support_rig@xmpp.jp
I *OTP

User We Accept English Speaking Users, You can Pay Only bitcoin
o7
123 posts
Joined . . .
06/18/14 (ID: 55928) [py3ba, xaba support_rig@jabbim.cz Ham He NpUHaaNEeXUT byabTe 6aUTeNbHLI! He f0BEPAiTE MOLIEHHMKY!
Activity Friends, jabber - support _rig@jabbim.cz not US not send you money to scammer!
BUADvVCONOrug

Figure 1. A forum post promoting RIG EK.

3.2 Takedown Operation

After operating for a year, its source code is leaked and started getting distributed across
forums. Two years after this major blow, it got hit by Operation Shadowfall, a coordinated
takedown operation organized by the RSA organization. [2] This led to RIG EK significantly
downsizing its operations for a period of time.
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3.3 A Change of Malware

During this time, RIG EK was mainly distributing Racoon Stealer. However, after the death
of Raccoon’s maintainer due to the Russian advances on Ukraine, it was forced to switch
into distributing Dridex [4]. This was one of the main events that caused the PTI team to be
interested in RIG EK.

A short while after continuing its operations despite this event, RIG EK's operator announces
the shutdown of the kit on the very same forum it was announced. The post of the
announcement can be found in Figure 2. It translates into "We are pausing our RIG3 operation
for an indefinite amount of time."

TakeThat

gigabyte
Prr Y Mbl 3aKpbIBaeM CBOI NPOEKT puUr3 Ha HeonpeaeneHHoe Bpems.

User
o7

Joined

Activity
« PREV 15 16 17 18 19 ﬂ Page 20 of 20 ~

Figure 2. A forum post announcing RIG's shutdown.

3.4 Resurfacing

A year after the closing announcement, RIG EK resurfaces with a new and more modern
set of exploits. The source code leak has raised some concerns among the PTI team on
whether the person operating the RIG EK before and after the shutdown was the same person.
Those concerns were addressed after the discovery that both new and old instances of the
RIG EK uses the same VDS server. This conclusion was also supported by the connections. In
the new RIG instance, the exploit kit was packing two shiny new exploits : CVE-2021-26411
and CVE-2020-0674. With this new technical advance, its successful exploitation skyrocketed
and reached an all time high of 30% in 2022.
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RIG v1.0 First Seen

advertise.

o,

Source Leak

The source code of the older
version of RIG 1.0 was leaked after
2017 the release of RIG 2.0.

O

Operation Shadowfall

RIG receives a major blow due to
an organized takedown operation.

Switch to Dridex

O

Due to major blow SmokelLoader
took, RIG starts actively distributing
O Dridex.

Shutdown

RIG's owner announces that he will
be seizing the operation.

It is back!

o,

RIG 2.0 resurfaces after a long
O hiatus, with a new exploit arsenal.

Q OH Q O

Better Exploits

RIG EK reaches an all-time high
successful exploitation ratio.

@)

Figure 3. A timeline of RIG pertaining to the most important points during its life.
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4 Technical Analysis

This section contains a technical analysis of the RIG Exploit Kit. Exploit kits are used for
spreading malware by using predefined exploits. The RIG Exploit Kit is known as a dropper
helping the spread of the malware [3] such as RTM banking malware [5], Dridex [4], Raccoon
Stealer [6], CryptoBit ransomware [7], and AZORult malware [1] since 2014. Recently, it is used
as a dropper for SmokelLoader and Ursnif.

4.1 Profiling

Since the main purpose of RIG EK is to gain access to victim computers and hand that
access over to other threat actors, it makes use of Resource Development, Initial Access and
Execution TTPs.

4.1.1 Resource Development

RIG EK uses already known vulnerabilities in browsers to execute commands in victim
machines. The exploits used for these vulnerabilities do not appear to be custom developed
by the RIG author or anyone else. Rather, they appear to be slightly modified versions
of publicly available exploits, usually (but not always) obfuscated to hide the code. This
behavior falls under the T1588, Obtain Capabilities ' TTP. Moreover, RIG EK uses malvertising
and compromised welbsites to redirect worthy users into its landing page. This correlates
with the TTP T1584, Compromise Infrastructure *.

4.1.2 Initial Access

The exploits of RIG EK are delivered to unsuspecting victims in two ways. Either via
malvertising, where users are redirected to online advertising pages that are tricked to
execute the RIG exploits on their browser. Or when they visit sites that were compromised
and the exploit kit's javascript was injected. In either way, the users hardly every notice that
anything malignant has ever occurred on their systems and go on with their daily browsing
activities. Due to the very limited interaction and non-disrupting nature of this process, this

technique can be deemed T1189, Drive-by Compromise °.

4.1.3 Execution

After the exploit kit is successfully executed on the victim machineg, it runs an obfuscated
powershell script that fetches a malware from the RIG EK C&C infrastructure. This falls under
the T1059, Command and Scripting Interpreter “ TTP. Meanwhile, since the script was initially
executed via the exploitation of a known vulnerability in the victim's system, it can be said
that the TTP T1203, Exploitation for Client Execution ° is also made use of by RIG EK.

https://attack.mitre.org/techniques/T1588/
https://attack.mitre.org/techniques/T1584/
https://attack.mitre.org/techniques/T1189/
https://attack.mitre.org/techniques/T1059/
. https://attack.mitre.org/techniques/T1203/

ar N
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4.2 CG&C Infrastructure

The threat actors that maintain the RIG exploit kit modernized and changed their
codebase but did not change their infrastructure [8] since their source leak in 2015. Also, it
is discovered that they did not update their configuration constants like XOR keys and APl keys.

The infrastructure had three keystones. These are the Virtual Dedicated Servers (VDS) (a.k.a.
the exploitation server), the proxy server, and the API server. The API serves the exploit in an
iframe or an under pop through the proxy server. (Figure 4)

o

Victim

requests the

<«
latest proxy servers

API Server

Malicious Website

0]

classifies the victim
and suggests to an exploit

Proxy Server VDS Server
(Exploit Server)

Figure 4. The infrastructure of the RIG exploit kit.

The proxy server is d reverse proxy to the exploit server. The proxy server uses a pre-shared
protocol with the VDS. In that protocol, the first step is serializing the HTTP request with the
referral site's information. Then it redirects the exploit server's response to the victim's browser.
The referral sites information is stored for statistical presentation in the management panel.

The exploit server detects user's browser by parsing the "User-Agent” header. If the version
of the browser matches the pre-defined vulnerable browser versions, then the exploit kit
returns the suggested exploit code encrypted with custom version of RC4 algorithm.

The exploit server had six different exploits. Based on the PTl teams analysis, every exploit
inside the RIG exploit kit, are weaponized versions of publicly available proof of concept
(PoC) exploits codes. According to the exploit statistics, the actors are only using two of
these exploits actively.
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These exploits are :

CVE-2013-2551
CVE-2014-6332
CVE-2015-0313
CVE-2015-2419
CVE-2016-0189
CVE-2019-0752
CVE-2018-8174

Since RIG EK has resurfaced, the group has expanded their arsenal with two new exploits
that are used actively :

o CVE-2021-26411
e CVE-2020-0674

4.3 Management Panel

Multiple users use the management panel with various privilege levels. The PTI team
monitored the management panel and its users cautiously, and the below table shows the
active users and their respective roles in the system.

Username | Privilege
admin admin
vipr admin
pit/pitty | subadmin
lyr user

ump user

testl user

Since the user admin is a dummy user used for creating other users, actors used the pitty
user for managing the panel. The management panel works with a subscription model. The
subscription of the only existing user, pitty, ended on the 5th of June, 2022. (as shown in
Figure 5)

RKIT @& sStatisics [ Files & Proxy Flows " ™ Subscription [F%% Options™ ¥ 1P Whitelist

Subscription

The end of the subscription period is

2022-06-05 23:59:59

Figure 5. The actor pitty’s subscription information.
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The main page of the management panel shows the exploit kits statistics (as shown in
Figure 6). The panel lets the actor filter the statistics by time, exploits, countries, browsers,
the operating system, referrer welbsites, and the panel users.

= vbs |k Files & Proxy @ Exploits i Flows Subscription € Options % Users Y IP Whitelist

® Exit

Statistics

l#* Overview @ Exploits @ Countres & Browsers = oS % Referers & Users

Downloads Exploits %

98649 27560 27.9 %

Clear all stats

Figure 6. The management page welcomes the actor with the statistics page.

The panel lets its users run multiple flows (campaigns). Each flow had a revocable unique
token (Figure 7). The tokens are used for identifying the flow when serving the relevant
exploits to the victims. Some of the flow names found during the investigation are :

DanFuz Buba TOP 43k
DanFuz Buba

TEST MAGMA RIG
/\Whttp

godf WW 10k

DanFuz WW 42k
ANKL JP
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API token

Token link:

FGMeDebmtF_FXPAzaGUyZxluam7zaVZSpcST2jezRIESNSFabQFjXB_YmYA

Dont forget to Whitelist your TDS ip!

Close

Figure 7. A flow created by the threat actor and the flows key.

The "Files" page on the panel allows uploading, managing, and scanning files. Files could be
uploaded in two ways. First way is to upload files directly from a disk or an URL. The second
way is to define an auto-update URL. With an auto-update URL, the panel will fetch the
URL in intervals and update the file periodically (Figure 8).

Filename Size Upload time Check time Hash AVCheck AutoUpdate Actions
masKLrolvgb.exe 830.02kB 2022/02/22 1970/01/01 6d326df12a372fe285h8fbe14{43ba68

16:02.09 03:00.00
dAntopu90t34xh.exe  B856.00kB 2022/04/04 1970/01/01 12125a0497d251f4c65048610b876b07 http://195.93.173.44:53491/e

23:10.03 03:00.00

danWwetwXHhRS.exe 856.00kB 2022/04/04 1970/01/01 30300d63bd64e697aeed07a8f089f307 hitp://195.93.173.44:5349 /e
23:10.03 03:00.00

ankqJdbGliD.exe 241.00kB 2022/04/04 1970/01/01 606af3265a7590725c17969380f3e152 hitp://most-whtonlyfunns.rufs
23:10.02 03:00.00

il g

Upload local file Upload file from URL
Autoupdate URL http://
9y3IPs3e.exe OQNT7HEZ2.exe

browse & upload

Figure 8. The malware upload page of the system.
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The management panel allows managing the reverse proxies as well (Figure 9). These proxies
are used for hiding the exploit server from being exposed to the public.

Proxy Settings
Automate @ / Manual proxy fill @D
Delete last in list? @ @D
Proxy IP is: ¢
#  Host name (with path) description Last check Action
1 http://188.227.107.3L... I: n ﬂ n n

Mass adding (one url at line)

o

Export proxy to file Delete all proxy

m

Figure 9. Proxy management page.

The panel allows the admin users to download the exploits from the exploit server (Figure 10).

Exploits export

Select VDS server to export code from:

http://195.16.88.28/vdslcore_rig.php v

Select PROXY server to export code from:

- Select PROXY - v

or enter manually

Check code you want to export:

Proxy firstDetectjs.php
[ Whole html

2551 + js wrapper
2551
2551 + js wrapper + obfuscated

€2419 + js wrapper
c2419

c2419 + js wrapper + obfuscated
0313 + js wrapper

0313
0313 + js wrapper + obfuscated

Figure 10. Exploit export page.
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4.4 Malware Distribution

RIG has been used to distribute different types of malware, mainly stealers, overtime. A
list illustrating the malware the PTI team has observed is portrayed in Table 1.

Filename Hash Classification
Alx2vSWmfMzV.exe 4Lcbh932064047e4aa3bc3fblbcd?6521e Gozi
anKLpKggmOgb.exe | e44992408aa04fa2e032511cf86d2482 SmokelLoader
deATop5N2riMx0.exe | 12fbb4571b89a9f143750b69c/1723834 RaccoonStealer
KartOJeghpcZL exe b6a06875808f59fdaaebOedaS6fe?asb PureCrypter
mMrKT46PWXuW.exe a48b99060695e584be29e2b816e53318 RedlineStealer
NMIsYSYmédJIK.exe 8bc77b7338da0b?041a488f185355e84 RecordBreaker
thm9KeCpkS.exe b300ff2b8a0a2ba3130f92507e3c2b2a RedlineStealer
vUPGMCwp.exe cbbbd22aaaaelbbeddOb52ead/c32a5e | IcedID
myRFF6ZaFeo.exe 3e2332c5740e88f8fbf6a?fc?e007e65 Raccoon Stealer
YoNFQmMhF.exe 7f8020b842948elb70133fa34fOcfe’72b ZLoader
AbaTTgla.exe 602f114a8995dbeb?1f766ac2390086e TrueBot
6Dyn1/5nal.exe def3951faab3701d65322838%fc/b5fc RaccoonStealer
DanfUz8YgFw/Ee.exe | 6b6db262e0ac/c36a449692894d12ed] Dridex
DANnFuzAoX9JE4n.exe | d43fa3957b4004ebdbe5073f99a32¢c%e Dridex
mag5SWip3lde.exe cbech2bh29c26e68deec’/7eedbaclid Dridex
GerxlflwewM.exe 4Led2076ec15170d68a88d8b4db34fff1 UrSnif
gErVP6ZddBw.exe 6b3d119e8c22e8670deb3a4f79646495 Royal Ransomware
DVgj6UhQ.exe 6cbba59dc12494d5¢5224fc03ebl2ece Royal Ransomware

Table 1. Malware samples RIG EK was observed distributing

This is only a small glimpse into the myriad of malware that RIG EK has been observed
distributing. It is also used to distribute other types of malware from various groups. A more
complete list of hashes can be found in Section 8.

5 De-Anonymization

This section is intentionally redacted for the public and is only available for law
enforcement officers and trusted partner companies. Feel free to ask for a copy
of the private release of this report.
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6 Statistics and Observations

It is interesting to point out that the exploit kit got traffic from the 207 countries. The
following chart (Figure 11) shows the exploitation attempt count per country (and dependent
areas) for two months.

Figure 11. Exploitation attempts per country.

Exploit kit had 22% (17647/81220) success rate in the last two months before its shutdown in
2021. The following chart (Figure 15) shows the successful exploitation attempts by country.

Figure 12. Successfully exploited machines per country.
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Analyzing the exploitation attempt rates per day of week and percentage of successful
exploitation also reveals some interesting trends. Taking a look at the chart below :

Friday WARCES VARKE]
Saturday RElNGGES 21,953

Figure 13. Exploit attempts and successful infections per day of week.

The RIG EK receives traffic from thousands of victims per day thanks to its malvertising
campaigns. Nonetheless, what is most important for an exploit kit is the rate of successful
exploitation. During its resurfacing at the end of 2022, it has consistently achieved a 30%
exploitation rate among its victims. Even though throughout its lifetime, it has used numerous
exploits, it has achieved the highest successful infection rate with CVE-2021-26411.

-2014- %
CVE-2020-0674 (6%) CVE-2014-6332 (4%)
CVE-2018-8174 (9%)
CVE-2021-26411
CVE-2019-0752 (10%) ——_, — (45%)

CVE-2016-0189 (29%)

Figure 14. Successful exploitation rate per discovery date of exploit

9 PRODAFT USTA. 16/ 23

DISCLAIMER : This document and its contents shall be deemed as proprietary and privileged information of PRODAFT and shall
be subjected to articles and provisions that have been stipulated in the General Data Protection Regulation and Personal
Data Protection Law. It shall be noted that PRODAFT provides this information “as is” according to its findings, without providing
any legally applicable warranty regarding completeness or accuracy of the contents. Therefore, neither this report nor any of

its contents can be used as admissible proof before legal authorities.



TLP:CLEAR RIG : In-Depth Analysis

As RIG EK is being distributed as a service model, it can distribute different types
of malware, whilst all of them belong to different people and serve various purposes.
However, statistics have showed us that most of the distributed malware are stealer examples.

IcedID (1.4%)
Truebot (1.8%)
Zloader (2.5%)
Unclassified (4.7%)

/— Testing/Benign (8%)

Gozi (1%)

Dridex (34%)

RaccoonStealer (20%)

SmokeLoader (26%)

Figure 15. Distribution percentages per type of malware.

Overall, RIG EK runs a very fruitful business of exploit as-a-service, with victims across the
globe, a highly effective exploit arsenal and numerous customers with constantly updating
malware. There are only a handful of countries that has managed to stay untouched by its
campaign and it receives a considerable amount of victims everyday.
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7 Conclusion

This report focuses on researching and analyzing detailed information related to one of
the most prominent exploit kits - the so-called RIG EK. As this exploit kit recently increased
its activities, the report presents the reader with relevant data related to the C2 panel, new
developments, threat actors in charge, technical evaluation, victim targeting and other
operational details.

RIG EK has been on the scene since 2014 and due to its long-lasting activity, the type and
version of the distributed malware are always changing. With Dridex being observed as
the most common malware that is being dropped, targets are predominantly vulnerable
machines that run outdated versions of Internet Explorer, making it easier to install
the malware on them. The infection mainly happens through malvertising and visiting
compromised sites and without any further action on the user side. Thanks to 2 new exploits,
CVE-2021-26411 and CVE-2020-0674, the exploitation rate reached 30% in 2022. Financially
motivated, the operators of RIG EK have the goal to gain access to victims' computers and
further distribute and sell that access to other threat actors.

Furthermore, they managed to intercept victim traffic from 207 countries, with the most
successful campaigns coming from Russia, Mexico, Brazil and the Middle East. Interestingly
enough, the exploit try rates were the highest on Tuesday, Wednesday and Thursday - with
successful infections taking place on the same days of the week. It is also noteworthy to
mention that in addition to Dridex, the other popular types of distributed malware were
stealers, such as RaccoonStealer or SmokelLoader. The report also highlights the advanced
features of RIG EK, such as its use of proxy servers which makes infections harder to detect,
and its integrated Antivirus testing feature, which controls for malicious software and
whether any popular antivirus software caught it. The report assesses, with high confidence,
that the developer of the Dridex malware has a close relationship with the RIG's admins,
which further emphasizes the sophistication and evolution of RIG EK over the years.

In conclusion, the RIG EK exploit kit is a significant threat to corporations and end users. Its
ability to infect devices with little to no interaction from the end user, coupled with its use of
proxy servers, makes it harder to detect. The report highlights the need for organizations
and individuals to remain vigilant and keep their software up-to-date to protect against
this exploit kit and other similar threats.
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8.1 Proxies

188.227.106.162
188.227.106.81
188.227.106.83
188.227.57.93
188.227.58.144
188.227.58.1562
188.227.59.562
195.16.88.28
45.138.26.51
45.138.26.89
45.138.26.93
45.138.26.94

8.2 White-listed IPs

188.225.75.54
45.132.226.177

8.3 Exploit Servers

195.16.88.28

8.4 Distributed Samples

0773d5b2b39b964d5cdc4883e249564c697b6fee222caced2ead3b0c7dad13c4
078ca38607£f24£d21a563fa5189843734677b98d5017d5ebb03b2960053b25b5
0a59f083b2e7e919ad75c38df302283deace71ad4106fe22685e290b504e860f
11ad03c89b363353ce776edaal00cb52a71f37e6e189bce97d56859b72ecaldl2a
148c2c5b82b22f83365e60b3494a42b1bldef3a19e086bal15a409¢cc2fbd50£01
1d3440fb24a7347ce312d135f138e829acc8b41£94a9491d1d195a257557f4a9
leff4bb4clc2efclel10fd49ef41386ab918c1c2e2¢c296221a85b812a7adb2e43
30f025e2a0b486f8al61lecadbdcaldf721cblefabeab97ecd7e78afd0894faba
3c0145066c3eb5b65134f6a157e26b1d6£49b2690f7aa684c70015e605a4f67£0
3c0£15094521a8677c186664573964cf9e0ab6d45c0540ee005a816465b1deb1
3db1507069c0251f8a38ebacb572798ecfc01856cb5febcb3f1b2fc9593b5bblf
41a78aadb442254b6£68805375a3¢c7de630cd784aa739e51390da7b7f£a7fb83
49600d1fcbe50d40816e1588eacbf4b013b2951b55¢c9dfbf47735f1c868d72c0
4eab43e3a45ed569a9f4f4bfa7c396a0e49¢c360£8ed304045£7799¢c73d5d915a
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5958a682ac3dc146b53e4bcb80£8c250ecc9ecchb73e292b465de2b8daf2¢c8a96
5963424£5de77627224de02039d01e6693b8e267fc04£914e82c52b492e7c794
642511ccfe08d4dbcc2d7056278642d5ed9f9fb93dabeeed42e28abf969691bb
69313a6cf63eafab288b2e1d23767243887568b5f10a55e128426£62938£8405
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ac1dd32c41£6002bdf2eb564653ff23e069594ce55f9e22093355084ee28a6fd
ada01d4123accf798ba38ee21dd2dd5a813255f9a5143acb714d390ae03e967c
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Today's security professionals face a constant flood of
“partially relatable” threat alerts and notifications from multiple
vendors. The non-stop flow of unverified alerts creates an
extremely demanding workload for security teams.

PRODAFT's threat intelligence platform reduces the time
and energy spent on analysis, interpretation, and verification
of potential threats. It gives security operatives on-demand
insight into threat profiles on an individual basis.

CCES AU PONTON INTERDIT <} _ : -
Le proprisaie dicline tout 1o il E For more information, visit www.prodaft.com
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