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Cybercrime is a Growing Threat
As technology advances, cybercriminals are developing more
sophisticated attack methods, increasing the risk of financial
loss, data breaches, and security threats.
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increase of global cybercrime costs, The global cost of cybercrime is expected to
reach $10.5 trillion annually by 2025

Reference: IBM - Cybercrime magazine
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Types of human errors leading to data breaches

e Weak or reused passwords

e Falling for phishing attacks
Sending data to the wrong person (Misdirected emails)
Misconfiguring security settings
Not updating software (Unpatched vulnerabilities)
Poorly managed access control & insider threats

957

of data breaches happens due to human errors

Reference: IBM - Top Cyber Security Facts and Statistics for 2025



Statistical and Fact in 2025

T P— Most cyberattacks are driven by monetary gain, common
= x | ISECUR'TY B R F AC financially motivated cyber attacks are;

= d e Ransomware attacks
' e Phishing attacks

e Cryptojacking

e Selling stolen data on the dark web
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of cybersecurity breaches were financially motivated

Reference: IBM - Top Cyber Security Facts and Statistics for 2024



Statistical and Fact in 2025

Meanwhile, The growth of ransomware-related
malware attacks is expected to rise by 30% to
4% in 26025 compared to previous years.

Malware remains a dominant threat, with over 1.2
billion malware programs in existence,

Reference: Embroker- Cyberattack statistics 2025
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iIncrease in DDoS (Distributed Denial of Service)

attacks in the first half of 2024, totaling over 8
million incidents

Reference: Embroker- Cyberattack statistics 2025



Thailand's Cybersecurity Landscape ™ =~

10.5$ trillion

The financial impact of cybercrime on the economy and
society is expected to surge to 10.5% trillion by 2025

1,843
cyber attacks/week

The global average of 1,843 attacks/week/organisation

47

In average compared with the global ransomware incidents

2.87%

of banking malware attacks

)

0.27%

Thailand spends only 0.2% of corporate revenue
on cybersecurity systems

3,810
cyber attacks/week

The average cyberattacks in Thailand / organization over
the last 6 months (Aug 2024 - Jan 2025)

(o
YA
of ransomware incidents encountered in Thailand

9.57%

of banking malware attacks in Thailand, which revealed
that Thai bank customers suffered losses of more than 60
billion baht to online financial fraud over the last 2 years.

Reference: Fortinet- Thailand Cybercrimbe by 2025
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Threat Detection and Response
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Zero-Touch Services

Key observation -- 96% of business in Thailand are
SMEs, many of them cannot afford advanced
security prevention services

Zero-Touch Services aims to help SMEs the limited
expertise and financial resources constraints, by
providing scalable and flexible security solution for
real-time monitoring and threat detection capabilities
with minimal or no human intervention




Our goat

Contributions

e To develop the “Zero-Touch Services” platform
that enables organizations to analyze security

threats and respond to security events with .
minimal or no human intervention. Keymothodaingies
e To reduce manual workload and shorten time to e Network Functions Virtualization (NFV) enhances

scalability and agility, enabling service providers to
deploy network services on demand
e NFV Orchestrator is a key component to automate
network operations
e Model-driven. management is the use of data model
to define structure of new network services,
unleashing the power of network programmability
to increase operational efficiency

action at the SOC with SOAR
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User plane: serves for two main purposes.
~o e Web portal allows administrators to interact with the system for
creating, configuring, and managing the lifecycle of security services

User plane

System plane: in which log
collection agents are installed
at the endpoint gateway of a
particular enterprise network

* [enant-based threat detection
cdashboard allows allows each
tenant to monitor the detected
malicious activities within their

- enterprise network using our
Victial ietwork Pusctions (VAR | provided security services.

==l s

Cloud infrastructure

Orchestration and enforcementplane =000 S SR

Orchestration and enforcement plane: investigates anomalies by analyzing event data collected

from the log collection agents and examines whether any vulnerabilities have occurred within the ot
target enterprise's network.
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Dashboara

 Tenant view - Tenant-specific threat detection
dashboard, analysis results from the provided
security services (e.g., Snort, Suricata, Zeek)
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Securiy
Orchestration and
Automation and

= Response
Real-time Security I - -
Securiy as a

Mornitoring
SRS Services (SECaa8)

Tenant-based
Threat Detection

Dashboard Operational

Status Monitoring

Tenant-specific

@ Q% Security Use

Cases

Automated Resource

Provisioning

Cost-effectiveness -
Incident Report

Alert Prioritization
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Cost saving Efficiency
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Thank you for your attention

daciodauniu

Dr. Montida Pattaranantakul, Researcher
Email: montida.pat@nectec.or.th

Phone: 02 564 6900 ext 2520

website: www.nectec.or.th



