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Introduction to the Special Issue on Incident Response

Background

The beginnings of coordinated internet security can be traced back to the late 1960s and early 1970s, when the
first computer networks were developed and then further connected to form the ARPANET. In the early days,
there was a relatively low level of security and fewer concerns about malicious users. Not long after, computers
and networks became increasingly widespread. There was an explosion in the growth of connected devices, access
to systems, connected networks, critical services, and sensitive data all being exchanged through inter-connected
networks (the internet). A clear need to protect sensitive information and prevent unauthorized access has
emerged.

One of the earliest recorded internet-wide security events took place in 1986, when a computer virus called the
“Morris Worm” disrupted the operation of thousands of computers. Many network administrators were unprepared
to deal with computer programs or users that deliberately affected file integrity, guessed passwords, or exploited
vulnerabilities to disrupt systems. After the event, the community began exchanging lessons learned and preparing
for the new eventuality of malicious users. This event also demonstrated the need for a coordinated approach to
internet cybersecurity incidents. In the aftermath of the attack, DARPA asked the Software Engineering Institute
to establish a computer emergency response team, which has come to be known as CERT coordination center.

The internet is a different place today. Many organizations now have their own dedicated Computer Security
Incident Response Teams (CSIRT) to help perform cybersecurity operations including managing, responding
to cyber incidents, and helping mitigate the impact of cyberattacks. The cybersecurity threat environment facing
organizations has also changed dramatically [1]. CSIRTs are often responsible for coordinating within their
organization and with outside groups and agencies to share information and resources about the threats they
are facing, the methods they are using to combat those threats, lessons learned, experiences shared, assistance
requested, and much more.

Despite this growth, academic research in the field of Incident Response has been relatively limited. Challenges
to the research include (1) a lack of access to open data for evaluation, (2) overcoming many hurdles (including
non-disclosure agreements) in obtaining and using sensitive security data, and (3) task performance or information
exchange occurring without researcher involvement (if it happens at all).

However, as cybersecurity incidents continue to accelerate in both speed and impact on organizations, there
are growing calls for traditional and interdisciplinary research approaches to the study and improvement of
cybersecurity Incident Response. Research has historically come from the field of computer science and cyberse-
curity, but we feel there is great potential for incorporating and applying perspectives from other fields as well
including philosophy, psychology, human computer interaction, business operations, law, and more. Managing
incidents is the responsibility of the whole organization, and more teams are incorporating talent from traditional
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functions such as legal departments, businesses, supply chain management, and more into their CSIRT and cyber
operational teams.
We have some great contributions in this special issue.

Unveiling Cyber Threat Actors: A Hybrid Deep Learning Approach for Behavior-based Attribution. Attribution
is a common challenge in incident response and can help steer the response. Ertan et al. have applied natural
language and machine learning tools to perform automatic attribution based on the behavioral patterns of these
threat actors. They show the accuracy of their methodology on different types of datasets with different levels of
information, showing some promising results.

Automated ATT&CK Technique Chaining. The MITRE ATT&CK framework serves as a valuable resource for
classifying adversary behaviors across different attack stages. However, it does not inherently provide insights
into what most likely occurred before or after a given technique used by attackers. Eian et al. enhance the
framework by introducing semantic analysis and open source tools that can better link the most likely stages
of an attack, allowing incident responders to hunt for the most likely adversary’s tactics first. By integrating
semantic modeling of expert knowledge with data-driven techniques trained on real-world security incidents,
their approach helps answer critical questions. Given an observed attack behavior, what technical changes most
likely preceded it? and what are the most likely next steps for the adversary? This advancement improves threat
analysis, enabling security teams to respond more effectively to cyber incidents by better anticipating, responding,
and mitigating potential threats in real time.

FedNIDS: A Federated Learning Framework for Packet-based Network Intrusion Detection System. Network
intrusion detection systems have traditionally been an important tool in the toolbox of an incident responder.
Recently, Deep Learning (DL) capabilities have been applied in this context to great success. However, the DL
approach can only be applied in a centralized solution, or at least one where the data processing can be done
centrally. Nguyen et al. propose a decentralized approach based on federated learning, which has the added
advantage that it can be tuned differently for different segments of a network. Different individuals, groups, and
departments in an organization will frequently have different network baselines. There is no “one size fits all”
network baseline. Decentralized network analysis research and new models to perform traffic analysis intend to
reduce the number of false positives for incident responders.

On Collaboration and Automation in the Context of Threat Detection and Response with Privacy-Preserving Features.
Nitz et al. examine the challenges organizations face in cybersecurity defense, particularly in the context of privacy-
preserving collaboration. Through interviews with professionals from eight different organizations, they explore
how privacy concerns impact the adoption of collaborative threat intelligence sharing and response automation.
Their study highlights both the potential benefits and the obstacles associated with implementing privacy-
preserving techniques in threat detection and Incident Response. To address these challenges, they propose a
reference architecture for secure data sharing, aimed at improving collaboration while maintaining organizational
and user privacy. Their findings provide valuable insights by outlining the specific current limitations, offering a
foundation for future research and the development of more effective, privacy-conscious cybersecurity strategies.

Building a Better SOC: Towards the Ontology for Security Operations Center Assistance and Replication (OSCAR).
Security Operations Centers (SOCs) play a crucial role in cybersecurity, yet there is no unified framework
that comprehensively defines the key components required to develop an effective SOC. While various tools,
strategies, and methodologies exist, they often address individual aspects rather than providing a holistic approach.
Novak et al. aim to bridge this gap by proposing the Ontology for SOC Creation Assistance and Replication
(OSCAR). This ontology is designed to systematically outline the critical people, processes, and technologies
involved in SOC development. Leveraging data-driven insights from cybersecurity experts through interviews
and surveys, the research captures and structures decision-making processes, identifying how constraints impact
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SOC implementation. By formalizing this knowledge into an ontology, OSCAR provides a structured and replica-
ble framework that enhances our understanding of SOCs, facilitates more effective discussions, and supports
organizations in building, assessing, and optimizing their security operations.
Samuel Perl
Carnegie Mellon University, Pittsburgh, PA, USA

Jeroen van der Ham-de Vos
University of Twente, Enschede, The Netherlands

Thomas Schreck
HM Munich University of Applied Sciences, Munich, Germany
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Unveiling Cyber Threat Actors: A Hybrid Deep Learning Approach for
Behavior-Based Attribution

EMIRHAN BOGE, Sabanci University, Istanbul, Tiirkiye

MURAT BILGEHAN ERTAN, Vrije Universiteit Amsterdam, Amsterdam, Netherlands
HALIT ALPTEKIN, PRODAFT, Yverdon-les-Bains, Switzerland

ORCUN CETIN, Sabanci University, Istanbul, Tiirkiye

In this article, we leverage natural language processing and machine learning algorithms to profile threat actors based on
their behavioral signatures to establish identification for soft attribution. Our unique dataset comprises various actors and the
commands they have executed, with a significant proportion using the Cobalt Strike framework in August 2020-October
2022. We implemented a hybrid deep learning structure combining transformers and convolutional neural networks to benefit
global and local contextual information within the sequence of commands, which provides a detailed view of the behavioral
patterns of threat actors. We evaluated our hybrid architecture against pre-trained transformer-based models such as BERT,
RoBERTa, SecureBERT, and DarkBERT with our high-count, medium-count, and low-count datasets. Hybrid architecture has
achieved F1-score of 95.11% and an accuracy score of 95.13% on the high-count dataset, F1-score of 93.60% and accuracy score
of 93.77% on the medium-count dataset, and F1-score of 88.95% and accuracy score of 89.25% on the low-count dataset. Our
approach has the potential to substantially reduce the workload of incident response experts who are processing the collected
cybersecurity data to identify patterns.

CCS Concepts: « Security and privacy — Intrusion/anomaly detection and malware mitigation; - Computing
methodologies — Machine learning; Neural networks; Natural language processing; Artificial intelligence;

Additional Key Words and Phrases: Digital forensics, threat intelligence, machine learning, threat actor attribution, deep
learning, natural language processing
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1 Introduction

Cyber threat actor (CTA) attribution, a critical aspect of cyber threat intelligence (CTI) and digital forensics,
thus incident response research, is the process of identifying the responsible party or actor behind a particular
cyber-attack. The significance of attribution lies in determining the origin of past attacks and enabling predictive
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analyses for potential future attacks. One dimension of CTA attribution that enhances its accuracy and relevance
is the incorporation of behavioral signatures and threat actor profiling.

Behavioral signatures refer to distinct patterns of activities that can be associated with a specific threat actor.
On the other hand, threat actor profiling involves creating comprehensive profiles of cybercriminals based on
a range of attributes, including but not limited to their behavioral signatures, tools used, tactics, techniques,
and procedures (TTPs). Profiling not only identifies the actors but also establishes definitive guidelines for
attribution. Thus, a combination of behavioral signatures and threat actor profiling makes attribution more precise
and actionable.

One of the primary problems with cybercriminal attribution and digital forensics is the quality of the threat
intelligence data. Some analysts perceive many threat intelligence feeds to be of varying quality. They may
sometimes lack richness, meaning they may not contain enough detailed information to establish reliable
behavioral signatures or construct comprehensive profiles. Consequently, analysts must put in substantial effort
to process and make sense of the collected intelligence often combing through sparse and noisy data to identify
key indicators of attribution. Hence, integrating behavioral signatures and threat actor profiling could enrich the
attribution process and make it more efficient and effective.

A crucial challenge in CTI research is the need for a professional and automated approach to assigning a threat
to a specific actor or group, using the commands carried out by that threat actor as a basis. Digital forensics experts
can significantly benefit from attributing threats to specific actors based on command analysis. By studying
the unique commands and sequences a threat actor uses, experts can discern distinct behavioral patterns that
act like digital fingerprints. This facilitates quicker and more accurate investigations by offering insights into
the attacker identification. Previously, threat actor attribution was done by various methods, and none of this
research utilized the sequence of commands executed by the threat actors. For instance, a study uses high-level
indicators of compromise, such as TTPs and malware [17]. At the same time, some studies have also used CTI
reports to attribute cybercriminals [10]. In this research, we refrain from being restrained by TTPs or high-level
indicators as CTAs have developed new strategies to make it hard for analysts to detect them [25].

Attributing CTAs using the sequence of commands they have executed can provide valuable insight into their
behavioral processes, which can ease the attribution process. However, detecting CTAs based on the commands
they have executed is not a feasible task to be accomplished by most analysts. This process needs not only
experience but also lots of workload and time. Therefore, there needs to be a study on CTA attribution based on
the actions and commands of the threat actors. We aim to fill this gap by providing CTA attribution based on the
sequence of commands they have executed. Our methodology emphasizes the importance of soft attribution, as
it allows us to profile and categorize threat actors based on observed behaviors without needing the concrete
evidence required for hard attribution. This approach is particularly effective in a landscape where direct evidence
can be elusive, and attackers often use sophisticated methods to conceal their identities. Moreover, an article from
Virus Bulletin draws attention to the method of attack replication, which is an advanced defense technique that
consists of mimicking the attacker completely, including the command that the attacker has executed, and stating
that this is one of the most powerful yet least adopted tool [5]. In our study, even though it is not based entirely
on attack replication, we are leveraging the original commands that the attacker executes not the replica ones.
Our approach empowers a more informed approach to decision-making, providing a valuable starting point and a
strategic direction for the CTA attribution process. Organizations can adapt this research into their infrastructure
to attribute the CTAs that they have encountered.

The dataset used in this study comprises unique identifiers of threat actors. Threat actors and CTA groups use
various frameworks, commands, and malware to facilitate their activities. In our case, a high portion of the data
consists of commands executed using the Cobalt Strike. The sequences of commands executed by CTAs vary
significantly, with the volume of commands ranging from as many as 1,000 to as few as 15 per threat actor. This
imbalance in dataset sizes across different CTAs may negatively affect the performance of the trained deep learning
models due to the potential for both overfitting in data-rich scenarios and underfitting in data-sparse scenarios. To
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address this challenge and overcome its impact on model robustness and generalization, we partitioned the data
into three distinct groups: high-count, medium-count, and low-count datasets. This categorization enables targeted
training and validation approaches that accommodate the diverse data volumes, ensuring that our models are not
biased towards the characteristics of more extensively represented data. The decision to create separate datasets
instead of a single bucketed dataset, which is the low-count dataset, was strategic, aiming to ensure that our
evaluation metrics genuinely reflect the model’s ability to perform well under varied data conditions. By adopting
this approach, we aim to enhance model performance across varied operational contexts, which reflects more
realistic conditions that organizations might encounter. Further details on the methodology and its justification
are provided in Section 5.3, emphasizing our choices to maintain integrity and reliability in model assessment.

Additionally, we have developed a standardization method to simplify the unprocessed commands into a stan-
dardized command language (SCL) for deep learning models, which significantly improved the performance
of the model. This standardization process involves converting variations of commands, which might differ due
to syntactic discrepancies or the unique ways in which different threat actors format their commands, into a
consistent structure. Moreover, this standardization helps in mitigating issues like overfitting, where a model
trained on highly specific command formats might perform poorly when exposed to slightly different commands
in practice. By abstracting the commands to a more generalized form, the models can better generalize from
the training data to real-world scenarios, where the exact wording of commands might vary, but the underlying
intent or action remains the same.

In this study, we leverage natural language processing (NLP) architectures such as transformer [29], which
learns from a sequence of tokens to train a machine learning model. These techniques learn from the positions of
the tokens and can understand the underlying relationship between these tokens. Understanding the relationship
between the sequence of commands and their relations benefits the attribution process as it uncovers their hidden
features. Additionally, we have further included different deep learning [12] methods, merging the strengths of
the transformer architecture with convolutional neural networks (CNN) [13]. This article presents a uniquely
tailored hybrid deep learning architecture that integrates various methods specifically designed for the complex
task of attributing threat actors. We compared our hybrid deep learning architecture against notable pre-trained
models. Namely, Bidirectional Encoder Representations from Transformers (BERT) [4], RoBERTa [14],
SecureBERT [1], and DarkBERT [11].

Our main contributions in this article are:

— We present the first study for analyzing and attributing the malicious commands executed by threat actors
in compromised machines, which is usually an inefficient and time-consuming process that digital forensics
or incident response specialists do.

—We have created a Standardized Command Language Converter (SCLC) that converts unprocessed
commands into a standardized language to improve the efficiency and accuracy of NLP architectures and
reduce overfitting.

—We develop a hybrid deep learning architecture for threat actor attribution, which outperforms existing pre-
trained transformer-based models like BERT, RoBERTa, SecureBERT, and DarkBERT. The hybrid architecture
achieved F1-score of 95.11% and accuracy score of 95.13% on the high-count dataset, F1-score of 93.60% and
an accuracy score of 93.77% on the medium-count dataset, and F1-score of 88.95% and an accuracy score of
89.25% on the low-count dataset.!

This article is structured as follows: in Section 2, we mention the previous studies about the attribution process.
Later in Section 3, we give background information about the techniques we have used. Section 4 explains the
dataset, including its source and content. Section 5 explains the implementation methods for this study, which
are the SCL component that processes our dataset, the proposed hybrid deep learning architecture, and the data

Uhttps://github.com/bogertaNET/Unveiling-CTAs

Digital Threats: Research and Practice, Vol. 6, No. 1, Article 2. Publication date: February 2025.


https://github.com/bogertaNET/Unveiling-CTAs

2:4 « E.Bogeetal

preparation step for experimentation. Lastly, in Sections 6 and 7, we first show the results of our experiments,
explain, discuss them, and point out some limitations.

2 Related Works

Traditionally, manual analysis is the most common approach for attribution [19]. As far as we are aware, our
study is the first to propose a CTA attribution based on the sequence of commands that these actors have executed
using various NLP and machine learning techniques. Nonetheless, there have been several attempts at threat
actor attribution using machine learning and deep learning techniques based on the actor’s behavior.

Recent studies proposed the idea of finding similarities between malware, hence, de-anonymizing the CTA
based on the source code and the behavior of the malware [2, 20]. Moreover, Rosenblum et al. [23] unfold the
idea of authorship attribution of program binaries using stylistic similarities of authors between programs using
machine learning techniques.

Noor et al. [17] conducted a study utilizing NLP and machine learning techniques to analyze CTI reports. Their
main goal was to identify and profile CTAs targeting FinTech based on the specific patterns of their attacks. To
accomplish this, they applied an NLP technique known as distributional semantics. They trained and evaluated a
variety of machine learning and deep learning models using these publicly available CTI reports. Remarkably, the
deep learning model they developed achieved an accuracy of 94%. Irshad and Siddiqui [10] have also focused
on attributing cyber-threat actors using NLP and machine learning techniques to analyze unstructured CTI
reports. With cyber-attackers using obfuscation and deception to hide their identities, the researchers aimed to
develop an automated system for extracting features from these reports to profile and attribute the attacks. These
features include tactics, techniques, tools, malware, and target information. They use an embedding model called
“Attack2vec,” trained on domain-specific embeddings. Various machine learning algorithms, such as decision tree,
random forest, and support vector machine, are utilized for classification. The model achieved an accuracy of 96%.
Perry et al. [19] proposed a method for attack attribution that involves the textual analysis of threat intelligence
reports, employing NLP and machine learning techniques. The researchers developed a unique text representation
algorithm capable of capturing contextual information. Their approach utilizes vector space representation of
incident reports obtained from a blend of labeled reports and an extensive corpus of security literature. Upon the
previous study, a new study by Puzis and Angappan [24] emerged to attribute threat actors based on similar CTI
reports. Unlike the traditional machine learning methods that focus on analyzing malware samples, this research
proposes a deep learning architecture for the task of attribution [24]. The authors use the same dataset as Perry
et al. used in their research [19].

Han et al. [6] developed a method to detect the unique characteristics of Advanced Persistent Threats (APTs).
These threats are notorious for their low-and-slow attack patterns. To identify these anomalies, they leveraged
provenance graphs, which offer rich contextual and historical information [6]. Regarding APT detection, Milajerdi
et al. [16] introduced HOLMES, yet another system for APT detection, by leveraging the correlation of suspicious
information flows that arise during an attack. Moreover, while Han et al. and Milajerdi et al. focus primarily on
detecting APT groups, our approach can detect any threat actor present within our dataset. Notably, we harness
the power of NLP for our detection process, a technique not used by these studies.

There have also been various studies that mentioned the importance of replication of the attack. Guerrero-Saade
presented the idea that attack replication enables extreme opportunities in defense and offense [5]. However, it is
essential to mention that this study does not directly relate to the replication of the attack; instead, it focuses
on the actual attack logs. For instance, the dataset used only consists of the executed commands in an attack,
nothing more; because of that, our model can only learn which commands the actors execute and their style of
execution. Guerrero-Saade also mentions some profiling characteristics that are helpful for actor attribution and
actor profiling. While there is no strict guideline for profiling, and it consists of various aspects including but not
limited to technical aspects and social aspects of the actor, it indeed includes the commands that are executed and
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the execution style of the commands [5] which is the backbone of this research, meaning, our model is already
paying attention to the traits that are important to the profiling.

3 Background

This section of the article is dedicated to providing a foundation of the core concepts and a more comprehensive
understanding of the context of our research while underlining the specific challenges and considerations within
CTA attribution research.

3.1 Transformer Architecture

The transformer architecture was first proposed by Vaswani et al. [29]. They differ from previous NLP techniques
as they are much more capable of handling long-range dependencies. Transformer uses an attention mechanism
that helps the model create global dependencies between the input and output. This architecture is composed
of two main components. Namely, an encoder and a decoder and both of these components have self-attention
and position-wise feed-forward networks. The self-attention mechanism replaces the idea of recurrence, which
was used primarily in the previous NLP architectures such as long short-term memory [9]. This mechanism of
the transformer architecture allows the developed model to address the problem of long-range dependencies by
weighing the importance of different inputs for generating each output in the sequence. In addition, a positional
encoding mechanism was used in the transformer architecture because, unlike previous NLP architectures,
transformers do not have a recurrent mechanism that enables the architecture to take the order of the sequence
into account, which is a crucial aspect of NLP tasks. The positional encoding provides the sequence information
to the transformer architecture by adding a unique signal to each input token, representing its position in the
sequence. This allows the architecture to learn and generalize about positional relationships between tokens.

In this study, transformers can help detect CTAs based on their commands used by attackers. Command
sequences that actors have executed often contain long dependencies where the meaning of a command might
be influenced by a command executed long ago. Therefore, transformer architecture is used in our hybrid deep
learning architecture. The transformer architecture has also been used for training larger language models such
as BERT [4], RoBERTa [14], SecureBERT [1], and DarkBERT [11]. These models have been used as a baseline for
specific tasks as they have been trained on a large corpus of texts. Using these pre-trained transformer-based
models in a specific task requires fine-tuning the model with the new dataset for that specific task’s domain. In
our case, this dataset is the CTA’s command sequences.

3.2 CNNs

CNNs [13] are a deep learning algorithm primarily used for processing structured grid data. CNNs have been
most influential in image and video recognition applications. The core component of this architecture is the
convolution operation, which allows the model to learn spatial hierarchies of features. For instance, features in
the early layers can be edges and textures, and in late layers, features can be parts of objects.

To analyze CTA command sequences, we employ one-dimensional CNNs (Conv1D). This approach captures
local and contextual features from command sequences by sliding filters across the text. Utilizing varying filter
sizes, which correspond to different n-gram analyses, the network becomes more able to extract diverse semantic
and syntactic features that are indicative of threat actor behaviors. In our case, a CTA’s commands can be
considered text. Therefore, these sequences may have patterns that can give insights into detecting characteristics
of the behavior of a threat actor, and 1D CNNs can extract these patterns.

3.3 Residual Connections

Residual connections, introduced by He et al. [7], are implemented by allowing the output of an earlier layer to
skip some layers and be added to the output of a later layer. This is valuable because it mitigates the “vanishing
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gradient” problem that usually arises while training complex models. The vanishing gradient problem refers to
gradients becoming extremely small in deeper layers of the trained model, which can slow down the training
process. Residual connections alleviate this problem by enabling gradients to flow through from earlier layers to
later layers of the model, improving the effectiveness of training in even very deep networks.

3.4 Regularization Techniques

Overfitting is a common problem that must be addressed, which happens when a model learns the training data
too well and performs poorly on the unseen data. This can be mitigated with regularization techniques such as
dropout [26] and weight decay [15].

Dropout is a regularization technique that randomly sets a fraction of input units to zero, which helps prevent
overfitting, leading to a general and robust model. Moreover, spatial dropout [27] is a specific type of dropout
used in CNNs that preserves the spatial coherency of the input data, which allows the model to learn the spatially
local features. In our case, spatial dropout can be beneficial as it is much more capable of helping the architecture
capture meaningful localized features. For example, the pixels in an image may form meaningful patterns in a
local context, which can be edges, textures, and shapes. Similarly, local patterns may have significant meaning in
command sequences, such as command flags, arguments, and their sequential order. Additionally, weight decay is
another technique to mitigate the overfitting problem. This method prevents weights of the model from reaching
large values that may lead to overfitting by adding a penalty term to the loss function.

3.5 Hyperparameter Tuning

Hyperparameters are parameters set before training the model that alter how the model works. For instance, they
include dropout fraction, weight decay, learning rate, number of epochs that the model has to be trained, and
many others. The process of deciding hyperparameters is crucial as it affects the model significantly.

3.6 Cross Validation

Cross validation technique is used for assessing the effectiveness and robustness of a model. First, we partition
the dataset into k subsets. One of these subsets is used for validation, and the rest k — 1 subsets are used for
training the model. This process is repeated k times, each time updating the subset used as the validation set,
and the training set as the rest. Finally, k results are averaged to produce a more robust metric. In addition, the
standard deviation of the performance across the k folds is calculated, where a low standard deviation indicates
that the model is robust and consistent across different subsets of data.

3.7 Metrics for Evaluation

We leverage two metrics for evaluating our model: accuracy and weighted F1-score. Accuracy simply measures

the proportion of correctly classified instances.

Correct Predictions' (1)
Total Predictions

F1-score is a useful metric when dealing with imbalanced classes. It is the harmonic mean of precision and
recall, which are calculated based on true positives, false positives, and false negatives.

Accuracy =

Precision - Recall
F1 score =2 - — . (2)
Precision + Recall

For multi-class problems like ours with more than 2 CTAs, we calculate weighted average of F1-scores.

N
1
Weighted F1 score = N Z w; - F1 score;. (3)

i=1
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Table 1. Command Data

Field Type Example
data string execute_cmd: net group
timestamp | UNIX Epoch in seconds | 1646158272

3 5

@nh
ey

Evil Corp - CTA#1
mmm Wizard Spider - CTA#2
Wizard Spider - CTA#3
wmm Unknown CTAs#4-34

S

1015

1500

1205

Fig. 1. Commands per CTA.

4 Dataset

European Threat Intelligence company Proactive Defense Against Future Threats (PRODAFT) provided
private threat intelligence data collected from August 2020 to October 2022. Commands executed by the attackers
were captured by PRODAFT using various private honeypot servers located in China, Europe, and the United
States. The aim is to lessen the workload of cybersecurity analysts and facilitate progress in the field of CTI.

Dataset contains several attack frameworks, such as the Cobalt Strike. The raw form of the data consists of lists
of commands executed by CTAs along with the exact time that is executed. The data is already clustered with
CTA’s unique identifications, such that the data are labeled with CTA’s aliases. For example, Table 1 shows a
sample command structure and its content. The command execution JavaScript Object Notation data consists of
two fields, namely data and timestamp. The data field contains the information and commands executed by CTAs.
On the other hand, the timestamp field is designed to hold UNIX epoch timestamp data.

The dataset mainly contains 34 CTAs with over 5,000 commands. The number of command sequences that
the dataset contains for each CTA is not uniform, meaning while CTA#1 has 1,500 commands, CTA#25 only has
21 command sequences, as Figure 1 displays. Only one uses a custom malware, called SocGholish, and the rest
of the threat actors use the Cobalt Strike to execute commands. The variety of malware is intended since we
would like to demonstrate that our architecture can predict threat actors that use different malware and can also
predict distinct actors even though they use the same malware. The top three CTAs in our dataset are attributed
to various known threat actor groups. Their details can be seen in Table 2; affiliation of the rest of the CTAs is
unknown, yet it is known that they are distinct.

More importantly, PRODAFT stated with strong confidence that one of the threat actors is attributed to the
SilverFish group. This group has strong ties with the notorious SolarWinds incident and the globally recognized
Ewil Corp group [22]. Moreover, as the Health Sector Cybersecurity Coordination Center (HC3) of the U.S. claims,
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Table 2. Details of the Important CTAs

Threat Actor # of Command Sequences | Malware
Evil Corp—CTA#1 1500 SocGholish
Wizard Spider—CTA#2 | 1483 Cobalt Strike
Wizard Spider—CTA#3 | 1205 Cobalt Strike

Raw Command

-

. Noise Analyzer
Generation

e
Data Generalization Time Feature Generator
) l
Processed Comand ‘ Intermediate Data J‘i

.

Fig. 2. SCLC schema.

Ewil Corp is one of the most sophisticated cybercriminal syndicates in which they developed and operated several
critical malware and ransomware variants, such as the Dridex malware that caused more than $100 million in
theft [8]. In addition, two of the threat actors are also a subgroup of a threat actor group called Wizard Spider
[21], and one of them is affiliated with group Royal Ransomware [3].

5 Methodology
5.1 SCL

Overfitting is a phenomenon used to describe when a developed machine learning model performs well on the
dataset used to train the model but performs poorly on a dataset that the model has not seen before. For example,
cybercriminals may use extremely specific file names, IP addresses, URLs, and dates. This can cause our machine
learning model to learn those particular features and not learn the features that represent the behavioral and
decision-making processes of the threat actor. The commands must be transformed into a more generic form to
prevent this. Therefore, in this study, an intermediate component is created for changing each command into a
more generic form to prevent the problem of lack of generality.

The SCLC aims to simplify unprocessed commands into an SCL tailored explicitly to standardize the command
data. The SCLC entails transforming unstructured and diverse command data into a universal format that
adheres to specific syntax and semantics defined by SCL, for instance, converting different file path syntax into
a universal one. Creating such a language provides a more accurate, scalable, and uniform environment for
language processing, increasing our NLP architecture’s overall efficiency and accuracy. As shown in Figure 2, a
raw command must be passed through four steps before it becomes a processed command.

5.1.1 SCLC—Data Generalization Step. The first place that SCLC is processing raw data. The motivation behind
this step is to create a generic command mapping since different malware that CTAs use work in different
environments and in nearly completely distinct manners. Therefore, we have manually inspected common and
similar commands to create a mapping for similar commands into a single command. Moreover, all file paths,
domains, usernames, and indications for a CTA are being obfuscated by SCLC.

Similar commands such as execute_cmd, run, and start, which have the same meaning, are mapped into
the command execute_cmd. By doing so, our NLP architecture becomes more aware of the context, becoming
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Table 3. Before SCL Generation

Field | Command

data | list jobs

when | 1663713006

data | shell wmic \node:192.168.0.254 process call create “C:\ProgramData\sys.exe”
when | 1663713268

Table 4. After Standardized Command Generation

Field | Command
data | list jobs

‘ data ‘ wait: zero hours four minutes twenty-one seconds ‘
[ data [ execute_cmd wmic \node:IPADDRESS process call create FPATH |

independent of the malware that CTA uses. For instance, two threat actors who use different malware to execute
the same command with different syntax, not necessarily, but probably. However, our NLP architecture should
not distinguish CTAs by the malware they use but by their unique operating style.

5.1.2  SCLC—Time Feature Generation Step. The data includes the timestamp a command has executed, so one
can easily deduce the seconds between two consecutive commands. Then, we calculate the elapsed seconds for
each consecutive command and insert it as a command between them. Hence, we are imitating the wait time
between words an author writes in their book, or our case, the thought process of a threat actor before executing
any command.

5.1.3 SCLC—Noise Analyze Step. In this step, any command execution series with over 32 commands are
separated into sequences with 32 commands. The main reason behind the split is to prepare a uniform execution
series structure, in other words, to handle the unbalanced command distribution over the command execution
series. In addition, without any splitting, the model’s training becomes unfeasible, and the consequences of
splitting are negligible.

5.14 SCLC—Standardized Data Generation Step. In the final step, nearly processed data is prepared; one
can find more detailed information in Step 5.3. The main objective of this step is to double-check the data for
duplicates and noises. For instance, even though a command execution series has only 32 commands, if it has
more than 256 sequences, which is mentioned in Step 5.3, the data point is still dropped from the dataset to
prevent noise. As a result, the intermediate data has been generated and is ready to be prepared for the model.

Sample input and output for the execution of the SCLC can be seen in Tables 3 and 4. As mentioned in Data
Generalization Step, to create a uniform structure, all file paths are obfuscated into the text “FPATH,” and all IP
addresses are obfuscated into “IPADDRESS.” Finally, in Time Feature Generation Step, a new command is inserted
between two consecutive commands that specify the wait time between commands. Hence, unprocessed data has
successfully inherited a new syntax and semantics.

5.2 Architecture

In this study, we use a hybrid deep learning structure that leverages the power of transformers and CNNs
to attribute CTAs. Our architecture is designed to capture global and local contextual information within the
sequence of commands. This is crucial because the significance of specific terms in the commands can drastically
change depending on the broader, global context. For instance, a particular command used in one context may
not help us to attribute the CTA. Still, when the relation between other commands is examined, this specific
command can indicate the unique operational patterns of a particular CTA. Such understanding requires a hybrid
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Fig. 3. Hybrid Architecture.

architecture that can comprehend both the immediate surroundings of a term, local context, and the broader
sequence of commands, global context.
Our hybrid architecture consists of several key components:

— Token and Positional Embedding: These two separate embedding layers are used for encoding the sequence of
input tokens and their positions in the sequence. These embedding layers enable our model to capture both
the semantic meaning of the tokens and the order in which these tokens are represented in the sequence. The
size of the embeddings is controlled by a parameter named hidden size, which is tuned to its best optimal
size in the hyperparameter tuning experiments.

— Conv1D: This layer helps our model to capture local features from the input sequence. The 1D convolutional
layer is used because our input data is in a sequential form, represented in 1D vectors. It uses a kernel that
moves across the sequence to learn and extract meaningful patterns. The size of the kernel is determined by
a parameter named kernel size, and the number of output filters is controlled by a parameter named number
of filters. Again, these parameters are tuned to their best size in the hyperparameter tuning experiments.

— Spatial Dropout: This layer prevents overfitting. We have used spatial dropout instead of regular dropout as
it preserves the spatial coherence of the input data and, as a result, allows a more efficient way of learning
spatially local features. The dropout rate is determined in the hyperparameter tuning experiments.

— Transformer Encoder: This component captures the global dependencies in the command sequence. It consists
of multiple transformer encoder layers with self-attention mechanisms. The parameter number of layers
determines the number of layers, and the number of attention heads is controlled by the number of heads,
as done in the other components; these parameters are tuned in the hyperparameter tuning experiments.

— Residual Connections: These connections are used after the Conv1D and transformer encoder layers. This
component of our hybrid architecture enables the retention of important information throughout the deeper
layers.

As seen in Figure 3, the input command sequence first goes through the token and positional embedding layers.
Later, for local feature extraction, the output of these embedding layers is passed through a Conv1D layer with a
residual connection. After applying spatial dropout, the sequence is fed into the transformer encoder, providing
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Fig. 4. Tokenization of commands.

an enriched new sequence with contextual information from all other positions in the sequence. Another residual
connection is used at this stage. Subsequently, a mean pooling across the output is used for reducing the size of
the output tensor, which concentrates the sequence’s most crucial information. Finally, the pooled output from
this layer is fed into a linear fully connected layer, which performs the final transformation of the data, giving us
the final predictions.

5.3 Data Preparation

We transform the given sequence of commands into numerical tokens to enable our NLP architectures to
understand and learn from the commands. As one can see from Figure 4, every unique word in commands is
extracted and mapped into a number, and then we replace every word in the processed data with the corresponding
number. For example, the command in Figure 4 shows that the command execute_cmd is interpreted as the number
2512. In addition, to make all of our sequences the same length, we are fixing the maximum length of a sequence
into an optimal number of tokens, in our case, 256, and pad the shorter sequences to the maximum length by
appending arbitrary tokens. After the tokenization is completed, our data is wholly represented numerically.

The chosen sequence length of 256 was found to offer the best balance between capturing sufficient contextual
information and maintaining feasible computation times and memory usage. Moreover, choosing a shorter
sequence length than 256 leads to insufficient context for making accurate predictions, as this may cause vital
command elements to be trimmed. Additionally, longer sequence lengths require more padding to more CTA
command data, which thins out the information present in the training data.

To reduce the impact of dataset size variability among the 34 threat actor datasets on model performance, we
partitioned the data into three categories: high-count, medium-count, and low-count. This categorization serves
several purposes. Firstly, it allows a more in-depth analysis of model performance across datasets of different
sizes, which is critical in understanding the model’s robustness and generalizability. High-count CTAs, having
over 1,000 sequences each, provide a dense data environment where models can learn complex patterns without
overfitting. Medium-count CTAs with more than 50 sequences, which includes also the CTAs in the high-count
dataset as they have more than 50 sequences too, represent a more typical real-world scenario where there is
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enough data to train on but not as much as CTAs present in high-count datasets. Low-count CTAs include all 34
datasets, again including both high-count and medium-count CTAs, to examine the model’s behavior in the most
challenging scenario where data scarcity might disrupt the model’s ability to learn effectively.

The decision to include all CTAs in the low-count category and to allow for overlapping between the low-count,
medium-count, and high-count datasets was made to ensure comprehensive coverage and robust evaluation
of our models across the entire spectrum of data availability. Additionally, the choice to combine CTAs with
varying numbers of commands reflects the challenging environments that organizations often encounter, where
they must manage a few datasets with large volumes of data alongside many smaller, sparser datasets. Thus, we
have integrated low-count with medium-count and high-count and medium-count with high-count datasets. By
evaluating models across these overlapping categories, we can more accurately assess their performance and
understand the effects of data volume on learning outcomes. This approach ensures that our analysis extends
beyond ideal conditions with plentiful data, which is crucial for developing universally robust and effective
models.

—High-count: CTAs with more than 1,000 sequences (4 CTAs)
—Medium-count: CTAs with more than 50 sequences (10 CTAs)
—Low-count: All CTAs (34 CTAs)

Lastly, we split each dataset into training, validation, and test sets. The training set, which comprises 70% of
the data, is used for training the model. The validation set makes up 15% of the data and is used to determine the
best set of hyperparameters. Lastly, the remaining 15% of the data is the test set, which is used to evaluate the
model’s performance.

6 Experiments
6.1 Experimental Environment

To construct our experimental environment, we leveraged the deep learning library PyTorch [18]. In addition,
our study utilized several pre-trained transformer-based models, specifically BERT, RoBERTa, SecureBERT, and
DarkBERT. These models are implemented using the Hugging Face’s® Transformers library.

Our dataset consists of command sequences of 34 threat actors. However, the CTAs are not uniformly sized. To
deal with the imbalance in dataset sizes, we partitioned the CTAs into three categories: high-count, medium-count,
and low-count. Experiments are conducted across these differently sized datasets using all of the aforementioned
deep learning models to ensure a comprehensive evaluation. Later, as explained before, the dataset is divided
into a training set, constituting 70% of the data, a validation set comprising 15%, and a test set, making up the
remaining 15%.

6.2 Hyperparameter Tuning

For pre-trained transformer models, the tuned hyperparameters are the learning rate, the number of epochs the
model is trained, and weight decay. Moreover, for our hybrid architecture, dropout rate, the number of epochs,
hidden size, kernel size, learning rate (LR), filters, heads, and layers are the hyperparameters tuned in the
hyperparameter tuning phase.

We employed an extensive hyperparameter tuning process to optimize the performance of our models, and the
best combination of hyperparameters was chosen considering the validation F1-score. The best set of hyperpa-
rameters and its metrics for the pre-trained transformer-based models can be seen in Table 5. Again, the best
hyperparameters and their metrics for the hybrid architecture can be seen in Table 6. The change of performance
across different dataset settings that can be observed in the aforementioned tables, which hints that as the number

Zhttps://huggingface.co/
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Table 5. Hyperparameter Tuning Results—Pre-Trained Transformers AQ15

Model Dataset LR Epochs | Weight Decay | Val. Accuracy | Val. F1-score
BERT High-count 3e-05 | 6 0.05 0.9243 0.9241

BERT Medium-count | 3e-05 | 4 0.01 0.9042 0.9018

BERT Low-count 3e-05 | 6 0.05 0.8602 0.8456
DarkBERT High-count 3e-05 | 6 0.05 0.9307 0.9303
DarkBERT | Medium-count | 3e-05 | 6 0.05 0.8881 0.886
DarkBERT | Low-count 2e-05 | 6 0.01 0.8143 0.7914
RoBERTa High-count 3e-05 | 6 0.01 0.9256 0.9253
RoBERTa Medium-count | 3e-05 | 6 0.05 0.8731 0.8713
RoBERTa Low-count 3e-05 | 6 0.05 0.8060 0.7818
SecureBERT | High-count 3e-05 | 6 0.05 0.9269 0.9268
SecureBERT | Medium-count | 3e-05 | 6 0.05 0.8892 0.8880
SecureBERT | Low-count 3e-05 | 6 0.01 0.7987 0.7739

Table 6. Hyperparameter Tuning Results—Hybrid Architecture

Dataset Dropout | Epochs | Hidden Size | Kernel Size | LR | Filters | Heads | Layers | Val. Acc. | Val. F1
High-count 0.1 100 128 3 0.002 | 128 4 4 0.9628 0.9626
Medium-count | 0.1 100 128 5 0.02 128 16 2 0.9365 0.9350
Low-count 0.1 150 128 5 0.02 128 16 3 0.9103 0.9074

of commands per CTA in the available dataset decreases for training, the models generally show a decline in
validation accuracy and F1-score. Compared to pre-trained models, hybrid architecture with the best set of
hyperparameters performs generally well across all dataset settings.

6.3 Cross Validation

After the hyperparameter tuning process, the optimal hyperparameters for each model with each dataset setting
are found. With the best hyperparameters set, each model is cross validated using a 10-fold cross validation
method, which is explained in the background Section 3. Moreover, in this phase of the experimentation, training,
and validation datasets are merged, leading to a dataset for cross validation constituting 85% of the dataset. The
training and validation of the deep learning models in the cross validation step is done with this merged dataset.

Employing 10-fold cross validation presents us a more reliable performance estimation and shows the robustness
of each model. This process minimizes the risk of the training process becoming skewed toward a particular
division of the dataset. Additionally, by providing mean and standard deviation metrics, we give a comprehensive
view of each model’s strengths and weaknesses. The mean and standard deviation of the performance metrics,
computed across the 10 folds, are summarized in Table 7.

When the results of the 10-fold cross validation are inspected, the hybrid architecture in all dataset settings
consistently outperforms each pre-trained model. Additionally, the standard deviation of the F1 scores are generally
low on all datasets for the hybrid architecture, which again showcases the robustness of the architecture. Moreover,
it should be noted that SecureBERT performed comparably well on the medium-count dataset. Generally, the
standard deviations are observed to be low, suggesting that the hybrid architecture, and the fine-tuned pre-trained
models are relatively stable across different folds of the dataset. This stability is especially important in practical
applications where the trained deep learning model has to generalize and perform well in unseen data.
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Table 7. Mean and Standard Deviation Results in 10-Fold Cross Validation

Model Dataset Mean Accuracy | Standard Deviation Accuracy | Mean F1 | Standard Deviation F1
BERT High-count 0.9197 0.0141 0.9195 0.0142
BERT Medium-count | 0.8811 0.0167 0.8763 0.0175
BERT Low-count 0.8501 0.0107 0.8318 0.0119
DarkBERT High-count 0.9179 0.0143 0.9177 0.0143
DarkBERT Medium-count | 0.8994 0.0153 0.8975 0.0150
DarkBERT Low-count 0.8096 0.0189 0.7834 0.0207
RoBERTa High-count 0.9151 0.0145 0.9147 0.0144
RoBERTa Medium-count | 0.8964 0.0153 0.8943 0.0160
RoBERTa Low-count 0.8264 0.0188 0.8049 0.0199
SecureBERT High-count 0.9133 0.0148 0.9132 0.0151
SecureBERT Medium-count | 0.9000 0.0098 0.8990 0.0100
SecureBERT Low-count 0.8071 0.0246 0.7799 0.0286
HybridArchitecture | High-count 0.9418 0.0087 0.9416 0.0090
HybridArchitecture | Medium-count | 0.9161 0.0129 0.9157 0.0129
HybridArchitecture | Low-count 0.8855 0.0118 0.8814 0.0131

Table 8. Experiment Results

Model Dataset Test Accuracy | Test F1
Hybrid High-count 0.9513 0.9511
Hybrid Medium-count | 0.9377 0.9360
Hybrid Low-count 0.8925 0.8895
BERT High-count 0.9129 0.9126
BERT Medium-count | 0.8824 0.8802
BERT Low-count 0.8696 0.8569
DarkBERT | High-count 0.9167 0.9165
DarkBERT | Medium-count | 0.8986 0.8975
DarkBERT | Low-count 0.8237 0.7998
RoBERTa High-count 0.9180 0.9178
RoBERTa Medium-count | 0.9135 0.9127
RoBERTa Low-count 0.8613 0.8487
SecureBERT | High-count 0.9206 0.9204
SecureBERT | Medium-count | 0.9228 0.9220
SecureBERT | Low-count 0.8206 0.7972

The highest accuracy and F1 values are highlighted in bold.
7 Results

In this section, we delve into the outcomes obtained from the comprehensive evaluation of our hybrid deep
learning architecture. The performance is compared against several established pre-trained transformer-based
models, namely BERT, RoBERTa, SecureBERT, and DarkBERT. This juxtaposition intends to fully encapsulate the
strengths and potential areas of improvement for each model and, importantly, highlight the performance of the
hybrid architecture. In the final testing step, for training, the merged train and validation datasets are leveraged,
which is 85% of the dataset, and for testing the test set is used, which consists of 15% of the dataset.

The results in Table 8 depict the success of the hybrid architecture’s performance on the test set over all
dataset settings after various experimental iterations. The extensive experimentation, including numerous runs
of hyperparameter tuning and 10-fold cross validation, which ensures the robustness of each model, resulted
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Fig. 5. High-count dataset.

in optimal performance settings for each model. Later, with the test set, the models were evaluated using test
accuracy and F1 metrics, providing a holistic view of their performance across all classes of our multi-class
classification problem. These results suggest that our hybrid deep learning architecture is the most effective model
among the other pre-trained models that have been tested in terms of both accuracy and F1-score.

The confusion matrices for different dataset settings offer valuable insights into the model’s performance by
displaying the detection accuracy of the architecture for each CTA. Confusion matrices for hybrid architecture
are depicted in Figures 5, 6, and 7 for high-count, medium-count, and low-count datasets, respectively. It should
be noted that, the number of command sequences for each CTA is in sorted order. To explain, CTAs with higher
indexes have much less sequence of commands compared to the lower index ones, for example CTA#1 has the
most number of commands.

As shown in Figure 5 for the high-count dataset, the hybrid architecture demonstrates good performance across
almost all CTAs. The high values along the diagonal indicate that the model is effectively classifying instances
for each class. In Figure 6 for the medium-count dataset, a relatively balanced performance is observed. While
the diagonal elements are strong, indicating good classification, there is room for improvement, for example,
with the CTA #6. The low-count dataset, depicted in Figure 7 showcases a more challenging scenario. Although
the model performs well for the majority of CTAs, it is observed that the model struggles with CTAs with lesser
sequences of commands.

As can be seen from the confusion matrices, conducted experiments on different sizes of datasets indicate a
correlation between the number of command sequences in each CTA and the performance of the deep learning
models. Specifically, we observe:

— High-count dataset: The models achieve significantly better results, with higher accuracy and F1-scores. The
large dataset size allows the models to learn complex patterns and generalize effectively.

— Medium-count dataset: A moderate decrease in performance metrics is observed, the models suffer from
some limitations in capturing the behavior of the CTAs with lower examples of command sequences.
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Effect of Increasing Dataset Size on Test F1 Score for Different Architectures

Model
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Fig. 8. Performance metrics for different dataset sizes.

— Low-count dataset: The models result in poorer performance, including lower accuracy and F1-scores. This is
likely due to insufficient data, which prevents the model from learning the patterns in the CTAs with lower
examples of command sequences well.

Figure 8 displays the relationship between the dataset sizes and the performance metrics. These findings
exemplify the importance of dataset size for an effective model that detects CTAs. Nevertheless, it should be noted
that the hybrid architecture proves to be relatively well across all dataset settings. This shows the architecture’s
ability to learn essential features of CTAs from their sequences of commands and generalize better in data-scarce
environments. This resilience to data sparsity makes the hybrid architecture much more important as labeled
datasets are often difficult to obtain in real-world applications.

8 Limitations and Future Work

However, it is important to acknowledge that, in cyberspace, actors continuously change their style to hide their
signatures and characteristics, or they even borrow open-source frameworks to hide in the noise [5]. It is still
unclear if this model can predict with high accuracy if Evil Corp switches to another malware, but there is still
much to delve into in this study area. It is also essential to know that the CTA attribution process is not solely
dependent on the sequence of the commands that the actor executes. There are numerous traits and methods
that should be considered during the attribution, meaning that our model should not be the only source for the
process but a guideline that is to be considered.

In addition, due to the nature of our experiments and the fact that we did not have access to real-life victims
but mostly honeypots, our dataset only consists of the commands that the attacker executed. This selective data
collection method inherently introduces a selection bias, as it does not capture commands from legitimate users
typically present in real-world datasets [28]. Consequently, our model has a bias toward attacker commands,
raising concerns about its effectiveness in real-world scenarios. To mitigate this bias and enhance the model’s
applicability to real-world scenarios, further research is needed. This could involve simulating more authentic
datasets by incorporating legitimate user commands or utilizing actual user and attacker command datasets
should such become publicly available.
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We suggest exploring other influencing factors that dictate the behavior and tactics of threat actors. For
example, one promising future research direction could be investigating the correlation between specific command
sequences and the broader strategic goals of CTAs. It would be interesting to identify if a particular type of attack
is more prevalent in the presence of a particular CTA. Additionally, it is beneficial to note that this study will
contribute to coping with evolving threats; by analyzing the CTAs and their unique style, it is also possible to
further research the emergent threats and their relations. Furthermore, it is important to gain more insights
into how deep learning models determine the attribution of a CTA. As future work, we aim to explore the
decision-making processes of these models, which could reveal the distinct patterns and behaviors they associate
with specific CTAs. By interpreting the trained models, researchers and analysts could gain valuable insights that
may not be immediately apparent from manual analysis alone.

9 Conclusion

In our study, we presented a novel approach to attributing CTA based on the sequence of commands they execute.
This research was grounded in a unique intersection of NLP techniques and deep learning architectures, effectively
distinguishing between various CTAs with high performance. We have developed a SCLC for CTA command
sequence data, which effectively mitigates the issue of overfitting by transforming syntactic differences in the
commands into a uniform format. This enhancement significantly improves the performance of our deep learning
architecture.

Our hybrid deep learning architecture has proved to be a powerful solution for capturing local and global
contextual information within the sequences of commands as it outperformed the notable pre-trained transformer
models such as BERT, RoBERTa, SecureBERT, and DarkBERT. Hybrid architecture achieves an F1-score of 95.11%
and an accuracy score of 95.13% on the high-count dataset, an F1-score of 93.60% and an accuracy score of 93.77%
on the medium-count dataset, and an F1-score of 88.95% and accuracy score of 89.25% on the low-count dataset.
These results indicate the potential of integrating CNNs and transformer mechanisms in complex NLP tasks,
specifically within cybersecurity.

Our study resulted in several key findings that provide considerable insights into cybersecurity. First, we
discovered that our approach could significantly reduce the workload of cybersecurity analysts by providing
a systematic and automated means of attributing CTAs. Through the application of our method, the analysts
are spared from manually tracing the origin of the threats. This allows them to concentrate their expertise
and effort on more pressing or strategic tasks. Additionally, this automation not only enhances productiv-
ity but also reduces the risk of human error by providing an initial foothold for the threat actor attribution
process.

With this knowledge, creating more effective countermeasures and defense strategies becomes much more
feasible. Unique defense strategies can be developed based on the commands of the specific CTA. For instance,
understanding a CTA’s penchant for certain command sequences or attack vectors could guide the design of
specific intrusion detection rules or firewall configurations. Similarly, knowing a CTA’s pattern of behavior can
also inform incident response plans, enabling swift and effective action in the unfortunate event of a security
breach.

Furthermore, our research facilitates a deeper understanding of the modus operandi of specific CTAs. This
nuanced understanding equips cybersecurity professionals with valuable knowledge to predict potential targets
and anticipate the type of attack, thus enabling proactive rather than reactive defense strategies. Moreover, our
work opens up multiple exciting avenues for future research within CTI and digital forensics. This includes
investigating a deeper understanding of CTA behavior and the relationship between the sequence of commands and
the strategic intent of the CTAs. These explorations could result in a more nuanced and thorough understanding
of CTAs and their motivations.
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Our research highlights the power and potential of NLP techniques and deep learning architectures in addressing
complex digital forensic challenges. Our work represents a pivotal stepping stone towards an era where automated,
intelligent systems play a central role in fortifying our cybersecurity infrastructure and simplifying digital
forensics, as well as incident response challenges, by introducing a new method for CTA attribution. The pathway
forward is filled with promising opportunities for innovative and groundbreaking research in cyber defense and
threat intelligence research.
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Incident response teams need to determine what happened before and after an observation of adversary behavior in order
to effectively respond to incidents. The MITRE ATT&CK knowledge base provides useful information about adversary
behaviors but provides no guidance on what most likely happened before and after an observed behavior. We have developed
methods and open source tools to help incident responders answer the questions “What did most likely happen prior to
this observation?” and “What are the adversary’s most likely next steps given this observation?” To be able to answer these
questions, we combine semantic modeling of subject matter expert knowledge with data-driven methods trained on data from
computer security incidents.
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1 Introduction

Understanding adversary behavior is important for effective incident response. Incident response teams need to
determine what happened before and after an observation in order to assess the scope of a breach and respond to an
incident. A key resource for understanding adversary behavior is MITRE’s Adversarial Tactics, Techniques and
Common Knowledge (ATT&CK) [12], a taxonomy and knowledge base of adversary behaviors. Adversaries
use several different techniques in computer security incidents, and these techniques are related to each other. One
shortcoming of the ATT&CK framework is that it provides no guidance on technique sequences or dependencies.
Given an observation of adversary behavior, it is therefore difficult to do automated reasoning about what
happened before and about what will most likely happen next.

Our organization has, over the last two decades, responded to hundreds of incidents across all major sectors. We
have observed that machine-readable models of the victim infrastructure are rarely, if ever, available to incident
responders. Methods that rely on such models are thus not applicable to the vast majority of incidents.
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privileges_user_local

access_filesystem

Phishing tool_delivery Exgcsftrion

access_memory

code_executed

tool_available

info_email_address

Fig. 1. Phishing requires information about a valid target e-mail address (info_email_address), and it provides the ability
to deliver an arbitrary payload to a target system (tool_delivery). User Execution requires access to malicious software
(tool_available) and tool_delivery. Once its requirements are met, User Execution provides local user privileges, filesystem
access, memory access, and code execution.

In this work, we present our methods and our open-source tools for generating attack stages from lists of
techniques, as well as generating the most likely technique chain given an observed technique. The tools can help
incident responders answer the questions “What did most likely happen prior to this observation?” and “What
are the adversary’s most likely next steps given this observation?” Furthermore, the tools can automate parts of
the adversary emulation process for red teams. Our key contributions are:

— A semantic model of technique dependencies

— A vocabulary of abilities required by and provided by the techniques in ATT&CK
—Mapping the abilities of all techniques and sub-techniques in ATT&CK

— A data-driven model for generating the most likely chains of techniques

—Open source tools that implement the semantic and data-driven models

The rest of this article is structured as follows: Section 2 presents our semantic model of technique dependencies
and results, Section 3 presents our data-driven model and results, and Section 4 presents related work. Finally,
Section 5 contains the discussion of our results, and Section 6 contains our conclusions.

2 A Semantic Model of Technique Dependencies

A technique requires a set of abilities in order to be executed, e.g., information about network services, access
to credentials, or access to exploit code. A technique also provides a set of abilities, which in turn might be
required by other techniques. A simple example of this concept using the techniques of Phishing (T1566) and
User Execution (T1204) is illustrated in Figure 1.

We apply promise theory [4] to create a formal model of technique dependencies based on subject matter
expert knowledge. Promise theory supports modeling of implicit coordination between autonomous agents,
which we use to automatically generate a set of attack stages from a set of techniques. The use of promise theory
to model techniques as autonomous agents lets us analyze an ATT&CK technique and assign abilities to it without
explicitly considering its dependencies on other techniques. This enables a team of analysts to work in parallel,
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Algorithm 1: Generating Attack Stages from a List of Techniques and an Objective
Data:T C7,0€ O,R P

Result: S
i—1;
Q «— o;
S «— @;
T «— @;
while 3t € T: {a: (t,a) €e R} C Q do
fort € T do
if {a: (t,a) € R} C Q then
Q«— QU {x:(t,x) e P};
T « T' U {t}
end
end
S—SU{(i,T)};
i—i+1;
Te—T\T;
T «— @;
end

where each analyst is assigned a set of techniques to review. When new techniques are added to ATT&CK,
abilities can be assigned to them without reviewing the entire library of techniques. Our application of promise
theory is thus both scalable and maintainable.

We define the set 7~ of techniques and sub-techniques in ATT&CK as autonomous agents. Henceforth, we will
use the term “technique” to refer to both techniques and sub-techniques. In order to apply promise theory, we
also need a vocabulary of promises. We define A as the set of abilities required by or provided by techniques,
and O as the set of adversary objectives. The set of abilities and objectives that we have developed is available in
Appendix A and on GitHub [18].

We use a team of eight subject matter experts with extensive experience in the fields of detection engineering,
incident response, threat intelligence, and threat hunting to review the techniques. For every technique in
ATT&CK, we let one pair of experts review the technique and procedure descriptions and then assign the required
abilities and provided abilities and/or objectives. Then, the other pairs of experts assess their results and suggest
improvements. We record the abilities as the relations R (requires) and P (provides):

RcCc T xA, (1)
PcT x(AUVO). (2)
The relations R and P are also available on GitHub [17]. Finally, we define the promises made by each t € 7

©)
(4)

Equation (3) is a conditional promise, while Equation (4) is a promise to use the abilities required by ¢ if received.
These two equations define the behavior of the techniques t € 7. We use the notation defined in [4]: a|b is a
conditional promise, where the agent promises to provide a if it receives b. The target * represents any agent or
all agents, and the notation U(b) is a promise by the agent to use b if it receives b.

{x:(t,x)eP}|{a:(t,a)eR}
t *

U ({a:(t,a)€eR})
f——————— %
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stage techniques new promises @end-of-stage tactics

Attack stage Develop Capabilities (Resource Development) exploit_available Discovery
Develop Capabilities:Malware (Resource Development) info_domain_trust Initial Access
Domain Trust Discovery (Discovery) infrastructure_certificate Resource Development
Obtain Capabilities (Resource Development) privileges_user_local
Obtain Capabilities:Code Signing Certificates (Resource Development) tool_available
Supply Chain Compromise (Initial Access) tool_delivery
Supply Chain Compromise:Compromise Software Supply Chain (Initial Access)

Attack stage Command and Scripting Interpreter (Execution) defense_evasion Execution
Command and Scripting Interpreter:PowerShell (Execution) execute_code Persistence
Command and Scripting Interpreter:Windows Command Shell (Execution) file_transfer Privilege Escalation
Scheduled Task/Job (Execution,Persistence,Privilege Escalation) persistence

Attack stage Application Layer Protocol (Command and Control) access_filesystem Command and Control
Application Layer Protocol:Web Protocols (Command and Control) access_host

access_network
command_and_control

Attack stage Account Discovery: Local Account (Discovery) credentials_user_domain Command and Control
Dynamic Resolution (Command and Control) [*] credentials_user_local Credential Access
Dynamic Resolution:Domain Generation Algorithms (Command and Control) [*] credentials_user_thirdparty Discovery
Event Triggered Execution (Persistence,Privilege Escalation) [*] info_groupname Persistence
Ingress Tool Transfer (Command and Control) [*] info_process_info Privilege Escalation
Permission Groups Discovery (Discovery) info_target_employee
Permission Groups Discovery:Domain Groups (Discovery) info_username
Process Discovery (Discovery)
Unsecured Credentials (Credential Access)
Unsecured Credentials:Private Keys (Credential Access)

Attack stage Account Manipulation:Additional Cloud Credentials (Persistence) [*] info_cloud_services Collection
Cloud Service Discovery (Discovery) privileges_user_domain Discovery
Email Collection:Remote Email Collection (Collection) target_information Persistence

Attack stage Archive Collected Data (Collection) objective_exfiltration Collection
Archive Collected Data:Archive via Utility (Collection) staged_data Exfiltration
Data Staged (Collection)
Data Staged:Remote Data Staging (Collection)
Exfiltration Over Web Service (Exfiltration)

Fig. 2. An example tool execution, using an ATT&CK Navigator Layer from the SolarWinds incident. There are six attack
stages, and at stage six, the adversary achieves objective_exfiltration. The first column shows the attack stages, the second
shows techniques executed, the third shows the new abilities and objectives added, and the fourth shows the tactics associated
with the techniques in each stage.

Having defined the set of autonomous agents and their behavior, developed the vocabularies of abilities and
objectives, and defined the relations to specific techniques, we implement an open source tool to generate attack
stages from a list of techniques. The tool is available on GitHub [16]. Informally, the tool takes a set of techniques,
an objective, and the “requires” and “provides” relations as input, and returns a list of attack stages with the
associated techniques as output. For each stage, the tool executes every technique where all “requires” abilities
are present in a set Q, then adds the “provides” abilities and/or objectives from those techniques to Q. The set Q is
thus the communication channel where the techniques publish their promises. Note that since Q is initially empty,
only techniques with no requirements can be executed in the first stage. Algorithm 1 shows the pseudo-code for
the core functionality of the tool.

We tested the tool on data from public incident reports and on the techniques associated with the different
Adversary Groups in ATT&CK. Figure 2 shows the output from an example tool execution. Initial results showed
that a significant number of techniques were missing from the Adversary Groups in the ATT&CK knowledge
base, in particular techniques from the Reconnaissance and Resource Development tactics. Based on our tests, we
contributed missing techniques back to ATT&CK [11]. We also found the tool to be useful when planning red
team exercises since it can automate parts of the time-consuming process of developing an operational flow for an
adversary emulation plan [8]. You give the tool a list of techniques, and it will generate the attack stages for you.

Note that our semantic model and tool only provide possibilities; they do not provide any probabilities. Each
attack stage gives you a list of possible techniques, and these stages can result in a large number of possible attack
chains. Thus, the semantic model is not able to answer the questions posed in the Introduction. In order to answer
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Algorithm 2: Counting How Many Times a Technique Has Provided an Ability
Data: 7,R, P
Result: S, counter
S « @;
forl e I do
fort e Ido
fory e {x:(t,x) € P} do
if 3t’ e I: (t',y) € R then
if (y,t) € S then
‘ increment counter for the tuple (y,t) € S by 1;
else
S <=Su{(y.nk
set counter for the tuple (y,t) € S equal to 1;
end

end
end

end
end

the questions, we combine the semantic model with a data-driven model trained on observations of techniques
used in computer security incidents.

3 A Data-Driven Model for Technique Chains

Our data-driven model is based on technique co-occurrences. A technique co-occurrence is a set of techniques that
have been observed in the same incident. Formally, for the set 7 of incidents:

Viel:ICT. (5)

We collect incident reports with ATT&CK techniques from several different data sources: MITRE ATT&CK
Campaigns [13], MITRE ATT&CK Groups [14], MITRE Engenuity’s Adversary Emulation Plan Library [8], Palo
Alto Unit 42 Adversary Playbooks [1], The DFIR Report [21], ATT&CK Navigator Layers from published incident
reports, and data from incidents that we have handled ourselves. A single incident report from a single data source
represents an incident I € 7. We then use the semantic model described in Section 2 to count the number of times
a technique has provided an ability a € A that was required by another technique observed in the same incident
I. Algorithm 2 shows the pseudo-code for counting the number of times a technique has provided an ability.

After executing the tool and implementing the algorithm, we get a JavaScript Object Notation file that for each
ability a € A lists the techniques that have provided the ability and a count of how many times each technique
has provided the ability. Figure 3 shows the technique counts for the ability “tool_available”

We then proceed to use the technique counts to construct a Markov chain, where we define the states as
(TCT,ACA,XC (AUOQO)). Each state contains a set of techniques T, the set A of abilities required by the
techniques in T that have not yet been provided, and the set X of abilities and/or objectives provided by the
techniques in T. Since we model techniques as autonomous agents from promise theory, where each technique
acts independently, the Markov property holds. Given an observation of a technique, this Markov chain can be
used to find the most likely attack chain leading to that observation, thus answering the question “What did most
likely happen prior to this observation?” Figure 4 shows a simple example of Markov chain states, using the
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"tool_available": {
"T1588.002": 59,
"T1587.001": 14,
"T1588.001": 9,
"T1588.003": 5,
"T1587": 3,
"T1587.002": 2,
"T1587.003": 2,
"T1588": 2,
"T1588.004": 2,
"T1588.005": 1,
"T1588.006": 1

3

Fig. 3. The number of times that techniques have provided the ability tool_available. In total, we observed 100 instances of
a technique providing the ability tool_available to another technique observed in the same incident. The most frequently
observed technique is Obtain Capabilities: Tool (T1588.002) with 59 occurrences. We thus compute that if a technique requires
tool_available, then that ability was provided by T1588.002 with probability p = 0.59.

tool_available

User Execution access_filesystem

Obtain Capabilities: tool_delivery access_memory
Tool

code_executed

= = privileges_user_local
User Execution tool_available access_filesystem &

tool_available
tool_delivery access_memory
code_executed

privileges_user_local

Fig. 4. A simple Markov chain example. The initial state to the left shows the observed technique User Execution (T1204),
along with the abilities required by the technique and the abilities provided by the technique. The edges show transitions to
states where the tool_available ability is provided by another technique, as well as the transition probabilities computed
from the training data. In this example, tool_available will be provided by the technique Obtain Capabilities: Tool (T1588.002)
with probability p = 0.59.

transition probabilities computed from the data in Figure 3 and starting from the initial state where the technique
User Execution (T1204) is observed.

In order to find the most likely path to the observed technique, we have to follow every available transition. The
state space therefore increases exponentially for each ability provided. This makes construction of the complete
Markov chain infeasible, so we use Markov chain Monte Carlo simulations to find the most likely path. The starting
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69.77% (n=69769)

stage techniques new promises @end-of-stage tactics

1 Phishing (Initial Access) credentials user domain Initial Access
credentials user local
tool delivery

2 User Execution (Execution) access filesystem Execution
access_memory
code executed
privileges user local

Fig. 5. Markov chain Monte Carlo simulation results for the observed technique User Execution (T1204). The most likely
attack chain given this observation is Phishing followed by User Execution (p = 0.6977). Note that this simulation was run
with pre-seeding of Reconnaissance and Resource Development techniques, since these techniques are rarely observable by
incident responders.

state is one or more observed techniques, along with the abilities required and provided. For each iteration, we
pick the first ability a € A required by the current state and then pick a transition at random according to the
transition probabilities. We continue doing this until no more transitions are possible or until A = @. Finally, we
use the tool described in Section 2 to validate the resulting attack chain. If the chain is not valid, i.e., possible to
execute using the semantic model implementation, then we discard it and start over. If the chain is valid, then we
increment the count of how often this unique chain has been observed. We then repeat this until we have 100.000
valid attack chains and then compute the frequency of each unique chain observed. We have developed open
source tools that implement all of the functionality described in this Section and made them available on GitHub
[19]. The tools also support the identification of choke points, i.e., the techniques most frequently observed in the
attack chains. Figure 5 shows an example simulation output of the most likely attack chain given the observation
of the technique User Execution (T1204).

The tools can also help incident responders answer the question “What are the adversary’s most likely next
steps given this observation?” As an example, given the observation of User Execution, we can also provide the
tool with a candidate target technique, e.g., Exfiltration over C2 Channel. Figure 6 shows an example simulation
output of this scenario. In this case, the probability of the most likely attack chain is very low due to insufficient
training data and the length of the attack chain.

4 Related Work

The literature on the topic of ATT&CK technique chains is sparse. Al-Shaer et al. used clustering methods to
try to learn associations between techniques [2]. Their approach differs significantly from ours in that they did
not capture or use subject matter expert knowledge. Furthermore, they used a much smaller set of training data
than our research, and they categorized Software in MITRE ATT&CK as “attacks,” which might give misleading
results. The Software entries in ATT&CK describe the total set of techniques implemented by a malware or tool
family, they do not represent techniques observed in computer security incidents.

Kim et al. proposed an attack prediction model based on a Bayesian network [10]. Their goals include the
prediction of the most likely next ATT&CK technique given observations of executed techniques in an incident.
Their method is purely data-driven, as opposed to our combination of semantic and data-driven methods, and
their paper does not address bias in the reports used to train their model. They provide a quantitative assessment
of their model’s performance, but the datasets used do not provide the ground truth needed to make such an
assessment. To the best of our knowledge, no such ground truth is available.
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2.02% (n=2018)

stage | techniques new promises @end-of-stage tactics

1 | Phishing (Initial Access) credentials_user_domain Initial Access
credentials_user local
tool_delivery

2 | User Execution (Execution) access_filesystem Execution
access_memory

code_executed

privileges_user local

3 | Abuse Elevation Control Mechanism (Defense Evasion,Privilege Escalation) | access_network Command and Control
Application Layer Protocol (Command and Control) adversary_controlled_communication_channel | Defense Evasion
defense_evasion Privilege Escalation
file transfer
persistence
privileges_admin_local
privileges system_ local

4 | 05 Credential Dumping (Credential Access) access_password_store Credential Access
credentials_users

5 | Remote Services (Lateral Movement) moved_laterally Lateral Movement

6 | Data From Local System (Collection) target_information Collection

7 Exfiltration Over C2 Channel (Exfiltration) objective_exfiltration Exfiltration

Fig. 6. Markov chain Monte Carlo simulation results for the observed techniques User Execution (T1204) and the candidate
target technique Exfiltration over C2 Channel (T1041). The most likely attack chain for this scenario has the probability
p = 0.0202. Note that this simulation was run with pre-seeding of Reconnaissance and Resource Development techniques
since these techniques are rarely observable by incident responders.

Andy Appelbaum presented a method for semantic modeling of technique dependencies at the 31st Annual
FIRST Conference in 2019 [3]. His research only covered a small subset of the techniques in MITRE ATT&CK, but
this presentation inspired our work on semantic modeling of technique dependencies.

MITRE Caldera [15] implements a semantic model of technique dependencies. This implementation is specific
to the tool and cannot be generalized to cover all of the techniques in MITRE ATT&CK, while our semantic model
covers all of the techniques in ATT&CK version 12.

MITRE Engenuity’s Attack Flow provides a language to describe flows of ATT&CK techniques [6]. Attack Flow
does not, however, provide the semantics to generate such flows. We have had discussions with the developers of
Attack Flow on how to use our tool to generate a library of example flows for Attack Flow.

Other related literature describes the use of attack trees and attack graphs to determine the probability of
different attack paths [5, 9, 20]. These approaches depend on a machine-readable model of the victim infrastructure
and security controls, which is rarely available to incident responders.

5 Discussion

We have extensively tested the tools implementing both the semantic model and the data-driven model, and
we have spent a large amount of effort to verify that the results are not erroneous or misleading. However, it is
important to be aware of potential weaknesses and sources of errors.

For the semantic model, the main sources of errors are cognitive bias and human errors. Mapping abilities
to every technique in ATT&CK required extensive effort by human subject matter experts. We addressed this
by letting experts work in pairs and by letting other pairs of experts review the mappings. We also tested the
tool iteratively to validate that the results made sense to a human expert. The iteration loop of developing
the vocabulary, mapping abilities to techniques, and tool testing proceeded until the resulting attack stages
corresponded to what we would expect to observe in real incidents. Furthermore, the tool and all the mappings
are published on GitHub under an open source license, so any interested party can reproduce our results and
suggest improvements.

The data-driven model is also subject to bias. Detection of techniques depends on visibility, detection coverage,
and mapping of detection analytics to ATT&CK. Furthermore, incident reports written by human analysts are
subject to the same biases as described in the paragraph above. As a result, techniques that are easier to detect
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and classify receive a greater weight in the model. In order to address these biases, we need to improve visibility,
detection coverage, and classification of attacks.

Another major issue with the data-driven model is the lack of training data. We decided to use Groups in
ATT&CK as a data source, which is not ideal. Groups represent all techniques that have been observed used by a
specific threat actor, in some cases over a time period of more than a decade. Ideally, the technique co-occurrence
data should be separated per incident, but this is not possible with the Group data from ATT&CK. A newer
category of data in ATT&CK is Campaigns, which is much closer to what we need. Over time, this category will
grow and provide more training data. Currently, if an attack chain is long, e.g., when the initial observation is
a technique from the Exfiltration tactic, then the most likely attack chain has a very low probability. This is in
part due to the lack of training data. We have implemented different aggregation strategies, such as aggregating
sub-techniques to techniques and aggregating equivalent techniques, to alleviate this issue. However, these
strategies are no substitute for more training data. We currently reach out to various organizations to try to
convince them to share their data on technique co-occurrences. Furthermore, we have joined the Sightings
Ecosystem [7] as a contributor in order to get access to more technique co-occurrence data. The lack of training
data also means that using more advanced machine learning methods is not currently feasible since such methods
require much larger amounts of training data than our approach.

As mentioned in the Introduction, a machine-readable model of the victim infrastructure is rarely available
to incident responders. The victim infrastructure and security controls could have a substantial influence on
an adversary’s behavior, and thus on the probabilities of the attack chains. This influence is not captured by
our model.

One of the major strengths of our semantic model is its scalability and maintainability. Since we model
techniques as independent, autonomous agents, an analyst can review a new technique added to ATT&CK
without having to consider its impact on other techniques. New techniques are added with every new version
of ATT&CK, so a model without this independence assumption would require an excessive amount of effort to
maintain.

6 Conclusions

We have presented our methods and open source tools to help incident responders answer the questions “What
did most likely happen prior to this observation?” and “What are the adversary’s most likely next steps given this
observation?” We use a combination of semantic modeling of subject matter expert knowledge and data-driven
methods to achieve this goal. The tools we have developed are readily available as open source software on GitHub.
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Appendix
A Set of Abilities and Objectives

This appendix contains the set of abilities and objectives described in Section 2. Entries with the prefix “objective_”
are adversary objectives, the rest are abilities.

access_filesystem
access_memory
access_network
access_network_infrastructure
access_network_intercept
access_password_store
access_physical
adversary_controlled_communication_channel
code_executed
credentials_2fa_token
credentials_admin_domain
credentials_admin_local
credentials_user_domain
credentials_user_local
credentials_user_thirdparty
credentials_users
defense_evasion
exploit_available
exploit_delivery

fast_flux

file_transfer
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Network intrusion detection systems (NIDS) play a critical role in discerning between benign and malicious network traffic.
Deep neural networks (DNNs), anchored on large and diverse datasets, exhibit promise in enhancing the detection accuracy of
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1 Introduction

The proliferation of digital systems and the increased reliance on interconnected networks have elevated the
significance of ensuring the security of computer systems and data. Network intrusion detection systems
(NIDS) play a pivotal role in identifying potential threats and attacks within computer networks. These systems
employ signature-based [16, 30] and anomaly-based [17, 51] techniques to detect attacks. With advancements
in algorithmic knowledge and the availability of high-performance computing resources, deep learning (DL)
methods have taken center stage in the development of state-of-the-art NIDS. DL-based NIDS are developed
using both supervised [4, 8] and unsupervised [24, 52] training methods. With the assistance of labeled training
data containing attack categories, the supervised learning paradigm has demonstrated superior performance in
identifying previously known attacks when compared to the unsupervised learning approach. The type of data used
for training DL-based NIDS can be broadly categorized into flow-based and packet-based data. While flow-based
analysis provides valuable insights into network activity and has seen advancements through the incorporation
of application metadata, our study focuses on leveraging the rich, granular information available in packet data.
Packet-based analysis allows for more precise and timely detection of security incidents, complementing the
high-level overview offered by flow data [11, 18, 20].

DL-based NIDS rely on the availability of large, consolidated datasets to learn the underlying patterns of benign
and malicious network traffic. However, accumulating and consolidating data across different entities in distributed
computer networks pose challenges in various situations: (i) Different branches within an organization, such
as those in banks, hospitals, or the Department of Defense, often handle sensitive and confidential information
that cannot be shared in a central location to train DL models. (ii) Many regions, like the European Union, and
industries, such as healthcare under HIPAA regulations, enforce strict data privacy and security regulations that
restrict the movement and sharing of data. (iii) Networks can exhibit significant variations in terms of their size
and traffic patterns, and aggregating their data to train a centralized model may not necessarily result in superior
detection accuracy across different network segments. (iv) Transmitting large volumes of data to a centralized
server for DL model training may demand substantial bandwidth and introduce latency. Hence, this approach
may not be well-suited for environments constrained by limited bandwidth and low-latency requirements, such
as communication in military operations or real-time monitoring and transmission using Internet of Things
(IoT) in an industrial setting. Another challenge in NIDS is the delayed identification of new attack patterns, such
as zero-day and evasion attacks. This gap becomes particularly significant in a distributed setting where various
entities cannot share novel attack data among themselves. This situation necessitates an adaptive mechanism
for rapidly disseminating the knowledge from the affected participants. These challenges underline the need
for alternative approaches in DL-based NIDS, which can address data privacy concerns, including regulatory
constraints, and the variability in types of attacks experienced by the distributed entities while optimizing network
intrusion detection.

The federated learning paradigm provides a compelling solution to the aforementioned challenges, empowering
the collaborative training of models across multiple clients (distributed networks) without requiring centralization
of data. This collaborative paradigm preserves data privacy and security and involves clients training their local
models on their private data. Subsequently, the clients share the model updates in a secure and aggregated manner
[13]. We introduce a novel framework called the federated network intrusion detection system (FedNIDS),
which leverages the synergy of federated learning and deep neural networks (DNN5s) to enhance the accuracy
and robustness of the NIDS against an evolving adversarial environment. FedNIDS aims to address the challenges
in accurate detection of malicious network activities while upholding data privacy and security by training the
DNNs on decentralized and privacy-sensitive packet-based data sources.

The primary contribution of this study is the development of the federated learning framework, FedNIDS,
designed to operate in a distributed environment, utilizing granular packet-level data. The objective of this
framework is to identify known attack patterns and adapt to detect emerging threats. It consists of two essential
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stages: federated DNN pre-training and federated novel attack fine-tuning. In the first stage, the framework trains
a global DNN-based binary classifier by leveraging decentralized data from participating clients. The second stage
involves fine-tuning the pre-trained global model from the first stage with novel attack samples, as observed by
the client(s). Our study is the first to address the issue of non-independently and identically distributed
(non-IID) data across different clients for packet-based NIDS. We employ publicly available benchmark network
intrusion detection datasets for experimentation and evaluation. The results illustrate the robustness and resilience
of our FedNIDS framework in a distributed environment when encountering various forms of attacks, including
known and unknown threats, such as zero-day and adversarially perturbed evasion attacks. These findings
collectively contribute to the advancement of NIDS technology, enhancing their ability to identify and mitigate a
broad spectrum of network attacks, particularly in situations where network packet data among different clients
is non-IID.

The structure of the remainder of the article is as follows: Section 2 reviews the existing literature on NIDS
and federated learning. Section 3 outlines our methodological framework, FedNIDS. In Section 4, we delve into
numerical experiments. Section 5 presents the results and offers an in-depth analysis. Finally, in Section 6, we
draw conclusions from our study and suggest potential avenues for future research.

2 Related Work

We present the related literature review by dividing this section into the following subsections: (i) NIDS, (ii)
federated learning, and (iii) federated learning in NIDS.

2.1 NIDS

NIDS play a critical role in safeguarding computer networks from unauthorized access and malicious activi-
ties. The entire NIDS literature can be broadly categorized into signature-based and anomaly-based NIDS. A
signature-based NIDS relies on the matching of seen attack signatures. An anomaly-based NIDS tries to model
the expected user behavior to detect any possible deviation from the normal user behavior. With advancements
in computational technology and the availability of faster computational resources anomaly-based NIDS have
gained more popularity recently. Anomaly-based NIDS rely on DL and statistical learning methods to identify
malicious activities [34]. To enhance the effectiveness of NIDS, the integration of DNNs has emerged as a powerful
approach. DNNs excel in capturing intricate relationships and complex patterns within network traffic data [22].
Their inherent ability to learn hierarchical features makes them well-suited for discerning subtle deviations in
network behavior that may signify malicious activity [53]. Additionally, DNNs can dynamically adapt to evolving
attack patterns by fine-tuning and retraining on new data, ensuring persistent accuracy in detecting emerging
threats [60]. Their ability to model non-linear relationships proves especially advantageous for capturing intricate
attack behaviors that could evade traditional methods [27]. By capitalizing on these strengths, DNNs offer a
promising avenue to elevate the accuracy and robustness of anomaly detection within packet-based NIDS.
Depending on the training data required to train such anomaly-based NIDS, there exist two prominent
approaches in NIDS design: flow-based and packet-based methods. We provide insights into these approaches,
highlighting their strengths, weaknesses, and recent advancements. Flow-based NIDS operate by analyzing
network traffic at the flow level, where a flow represents a sequence of packets between two network endpoints.
These systems focus on extracting features from flow data to identify anomalies and attacks [40, 48, 50]. Flow-
based techniques have seen advancements, such as the incorporation of application metadata, which enhances
their utility in network security analysis. However, flow-based NIDS may face challenges in detecting certain
types of attacks due to the aggregated nature of flow data [5]. Packet-based NIDS, on the other hand, inspect
individual packets in the network traffic. They analyze packet contents, headers, and payloads to detect malicious
patterns [11, 15]. Packet-based analysis allows for more precise and timely detection of security incidents, enabling
in-depth packet inspection and effective content-based matching against known attacks [29, 38]. Furthermore,
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using raw packet features as training data alleviates the generalizability issue associated with flow-based NIDS
relying on different Netflow tools [24]. Some of the advantages of using packet-based NIDS over flow-based are
as follows: (1) Packet-based NIDS can perform in-depth packet inspection, allowing them to detect attacks with
high precision [29]. (2) Flow-based NIDS provide a coarser view of network traffic, which makes it challenging
to detect certain types of attack [5]. (3) Packet-based NIDS excel at content-based matching, making them very
effective against known attacks [38]. (4) Flow-based NIDS rely on different Netflow tools (such as Wireshark and
Canadian Institute of Cybersecurity (CIC) flowmeter) for compiling network packet information to obtain
features for training, causing a loss of generalizability across different end users. Using raw packet features as
training data alleviates the generalizability issue [24]. (5) Packet-based features enable real-time detection since
flow-based features are obtained by analyzing the network communication after the flows are completed [18, 23].

2.2 Federated Learning

Federated learning has gained substantial attention as a transformative approach to decentralized machine
learning (ML). It enables model training across distributed data sources while preserving privacy and data
locality. We provide an overview of key concepts, recent advancements, and notable research papers in the field
of federated learning. McMahan et al. [36] define federated learning, in their seminal paper “Communication-
Efficient Learning of Deep Networks from Decentralized Data,” as an ML framework for training models across
decentralized edge devices while keeping data local. This approach has evolved from the necessity to address
privacy concerns and the increasing prevalence of edge and IoT devices. Federated learning typically consists of
three main components: client devices (edge nodes), a central server, and federated learning algorithms. The client
devices hold local data and perform local model updates, while the central server coordinates model aggregation
and global updates [13]. The federated averaging (FedAvg) algorithm, introduced by McMahan et al. [36], is a
fundamental algorithm that aggregates model updates from client devices to construct a global model. It involves
iterative rounds of communication between clients and the central server. To ensure privacy, differential privacy
mechanisms have been integrated into the federated learning algorithm. For example, techniques like DP-SGD
[2] and secure aggregation [13] protect user data from exposure during model updates. Federated learning often
assumes that client data distributions are independent and identically distributed (IID). Research has focused
on addressing the challenges posed by non-IID data, such as skewed distributions and non-uniform data access
patterns among others [32]. Li et al. [33] modified the FedAvg algorithm to address non-IID data challenges by
extending the standard federated optimization objective by adding a proximal/regularization term to the loss
function. The algorithm is popularly known as FedProx [33], which encourages model updates from clients to
be close to their previous models by effectively penalizing larger updates. The scope of federated learning’s
applications has transcended traditional boundaries, extending to domains like healthcare [59] and the IoT [57],
accentuating its relevance for NIDS as well [31, 44].

2.3 Federated Learning in NIDS

Next, we discuss the use of federated learning in NIDS. In Table 1, we highlight some of the most recent and
notable works employing federated learning in the NIDS domain. Agarwal et al. [3] provide an extensive and
exhaustive review of the use of federated learning in NIDS. They also discussed the need for a federated learning
paradigm, various types of intrusion detectors, and relevant ML approaches, along with potential issues. We
observe that a major part of the literature focuses on building a federated learning framework for flow-based
NIDS [6, 7, 9, 14, 25, 41, 49]. One of the major challenges in implementing federated learning for NIDS is data
dimensionality as extracting flow-based features from different source datasets results in an inconsistent set of
features across different clients. Packet-based implementation of the federated learning framework alleviates
that problem since raw packet data features can be used directly for training, which remain consistent across the
clients, irrespective of the source datasets. There exist very few works in the literature that employ a packet-based
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Table 1. A Brief Literature Review of Federated Learning in NIDS

;zi::, Authors Year | Algorithm f(l)(c):fx[odel g::::'esentation Dataset(s)
. USTC-TFC2016,

E:fﬁi?j;?;izzzt;iégag znsl]n g Idrissi et al. 2023 | FedProx Autoencoders | Flow-based CIC-IDS2017,
CIC-IDS2018

Eﬁtgivfﬁ;l;rg;fiqﬁsgs [I;;rmng Willeke et al. 2023 | FedAvg 1dCNN, FcNN | Packet-based g\és_\lgsl\;l;;;

GowFed A Novel Federated Fedavg with

Network Intrusion Detection Belenguer et al. | 2023 . DNN Flow-based TON_IOT

Gower distance

System [9]

Enhancing Privacy-Preserving

Intrusion Detection through Alazab et al. 2023 | FedAvg DNN Flow-based NSL-KDD

Federated Learning [6]

Collaborative IDS for SDVN: f;i‘:‘g ‘thh KDD99

A Fairness Federated Cui et al. 2023 stag 1dCNN Flow-based ’

Deep Learning Approach [14] gradient NSL-KDD

optimization

A Federated Learning-Based Approach

IfohIlIsrg ir:l‘;lnntgeg:;ffl?[iizzzedlon "™ | Rashid et al. 2023 | FedAvg CNN, RNN Flow-based Edge-IloTset

Networks [42]

FLUIDS: Federated learning Autoencoders

with Semi-Supervised Approach Aouedi et al. 2022 | FedAvg > | Flow-based UNSW-NB15

DNN

for IDS [7]

Towards Asynchronous Federated Denoising CIC-IDS2017,

Learning-Based Threat Detection: Tian et al. 2021 | DC-Adam Autoencoders Flow-based ToT-23,

A DC-Adam Approach [49] MNIST

Internet of Things Intrusion

Detection: Centralized, On-Device, Rahman etal. | 2020 | FedAvg DNN Flow-based NSL-KDD

or Federated Learning [41]

DIOT: A Federated Self-Learning

Anomaly detection System for Nguyen et al. 2019 | FedAvg GRU Packet-based Mirai

IoT [39]

NIDS with the federated learning framework. Willeke et al. [56] use raw packet features extracted from the
packet capture (PCAP) files, while Nguyen et al. [39] consider some extracted features like packet direction,
port type, and transmission control protocol (TCP) flags, among others. Additionally, the latter also considers
a sequence of packets between the security gateway and IoT devices for the detection task. Another important
challenge in implementing federated learning in NIDS is the model divergence under non-IID data scenarios.
The FedAvg algorithm, used in [56], performs well under IID assumptions. However, distributed clients in the
NIDS setting experience non-IID data. The FedAvg algorithm is known to have underwhelming results in the
presence of non-IID data across the different clients. The DC-Adam algorithm addresses this issue by using Taylor
expansion to stabilize the loss function when minimizing it along with some warm-up procedures for parameter
initialization [49]. Belenguer et al. in the GowFed paper address the model divergence issue by introducing a
Gower dissimilarity [19] to limit the extent of the model updates. The FedProx algorithm [33] also performs
well, in general, in the presence of non-IID data. Recently, some works have also explored poisoning attacks on
federated learning-based NIDS [37, 58]. However, evaluating the resilience of federated learning-based NIDS
classifier systems under novel attacks such as zero-day and evasion attacks remains unexplored.

To the best of our knowledge, there is a lack of existing literature on the development of a federated learning
framework for NIDS using raw packet data in a non-IID data environment. There is also a notable absence of
studies that have assessed and enhanced the robustness of federated learning-based NIDS in the face of emerging
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and unfamiliar attack scenarios. In this study, we aim to address these gaps by developing a federated learning
framework for NIDS that is capable of recognizing known attacks and can be fine-tuned to quickly adapt to
identify novel attacks across different clients.

3 Methodology

In this section, we present our methodology for the federated learning framework for packet-based NIDS
(FedNIDS). We begin by discussing the preliminaries (Section 3.1), which include a mathematical overview of
federated learning (Section 3.1.1), the non-IID data issue in federated learning (Section 3.1.2), and the problem
statement (Section 3.1.3). We then introduce the proposed FedNIDS framework (Section 3.2), which consists of
two main stages: federated DNN pre-training (Section 3.2.1) and federated novel attack fine-tuning (Section 3.2.2).

3.1 Preliminaries

3.1.1 Federated Learning: A Mathematical Overview. Federated learning in the client-server paradigm involves
three main parties: (1) a multitude of silos (e.g., clients) denoted as S = {si}ﬁ 1» Where each s; owns private datasets
Dj,; (2) a model owner, O, who initiates the process with a randomly initialized global model, represented by
its parameters, wg, and oversees its training; and (3) a secure aggregator Agg (e.g., a trusted server), positioned
between O and S. Notably, O is oblivious to the specifics of D, due to the implementation of a secure aggregation
protocol by Agg [13]. Typically, stochastic gradient descent (SGD) is used by the silos to train their models
(FedAvg [36]). Preceding the commencement of federated learning, wg is initialized by O. During the tth
aggregation round:

(1) Agg transmits wg, to a subset of silos Sg,;, = {Si},K:p where K < N.

(2) Each silo s; updates its local model from w/™' to w, = wg. Subsequently, s; retrains w; through a
predetermined number of local passes over its private dataset Ds; and sends the retrained local model w{,
back to Agg.

(3) Agg aggregates the retrained local models to compute a new global model w5

The above process continues iteratively, until the global model wg achieves the desired performance level or
another predefined stopping criterion is met. The objective is to improve the global model’s accuracy over
successive rounds, while respecting privacy and security constraints.

3.1.2  Non-lID Data Issue in Federated Learning. A significant challenge within the realm of federated learning
arises due to the presence of non-IID data across different silos [26, 32]. Non-IID data refer to data that do not
share the same statistical characteristics among various silos. This non-IID nature of data can significantly impact
the accuracy of the federated learning algorithm. The underlying reason lies in the distinctiveness between the
distribution of each local dataset within different silos and the global distribution. Consequently, the objectives of
the local models within each silo can be misaligned with the overarching goal of achieving global optimality. This
misalignment leads to a drift in the local updates [28, 54, 55].

To simplify, during the local training phase within each silo, the models strive to improve their respective
local objectives. However, these local objectives may lead the models to local optima that differ considerably
from the desired global optima. Moreover, when substantial local updates occur, such as an extensive number
of local training epochs [33], the average model derived from combining these local models can also deviate
significantly from the global optima. As a result, the final global model’s accuracy is notably compromised,
particularly when compared to scenarios where data is IID. This challenge is visually illustrated in Figure 1,
which vividly captures the hurdle faced by FedAvg when dealing with non-IID data scenarios involving silos.
To elaborate further, consider the scenario where the global optimum w, is close to the local optima w} and w;
under the IID setting. This results in the averaged model w'*! being close to the global optimum. However, in
non-IID settings, when w(; is distant from w}, the averaged model w'*! can deviate significantly from the global
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11D Setting

Non-IID Setting

@ global model [l local model * * global optima () local optima

Fig. 1. Example of a drift under the non-IID setting.

optimum. Effectively tackling this challenge requires designing robust algorithms tailored to handle non-IID data
present across different silos.

3.1.3  Problem Statement. Consider N clients or silos denoted as S = {5;}¥ , each possessing a local dataset D,

containing network traffic samples. The objective is to develop a global classification model that can accurately
identify malicious samples within the network traffic data from these distributed datasets, while upholding data
privacy and security. While flow-based analysis has its merits in providing a high-level overview of network
activity, our study focuses on packet-based analysis to address the challenges of non-IID data in a federated
learning setting for NIDS. We pose the problem as follows: Given the distributed datasets D;, develop a federated
learning-based DNN model that optimizes a global objective function while respecting the privacy constraints of
individual clients. Mathematically, we aim to minimize the global objective function £ (w), which is defined as

|DSi|
D

N
argmvivn.ﬁ(w) = Z Li(w).
i=1

In the above equations:

—|Ds, | represents the size (number of samples) of the local dataset for a particular silo s;.

—|D| represents the total size (number of samples) of the entire dataset, which comprises the combined data
from all silos.

— L;(w) is the local objective function for silo s;, measuring the goodness of fit or the loss of the global model
w on the data specific to silo s;. It is defined as L;(w) = Ex;y~p,, [&i(w;x;1)].

The optimization problem, arg min,, £(w), seeks to find the global model parameters w that minimize the ob-
jective function £ (w) ensuring effective performance across all data sources while respecting privacy constraints
in federated learning. This is achieved by aggregating local losses £;(w) from each source, weighted by their data
contributions, to formulate £ (w). Minimizing £ (w) aims to create a model that balances performance across all
sources, promoting effectiveness on the combined data from multiple parties, the core objective in distributed
data scenarios. Our research aims to develop a federated learning-based DNN model that can effectively detect
attacks across different silos and efficiently adapt to novel attack patterns when new data becomes available.

3.2 Federated Learning Framework for Packet-Based Network Intrusion Detection System (FedNIDS)

To attain the aforementioned research objective, we propose a generalized federated learning framework, named
FedNIDS, to enhance both the robustness and the performance of federated models when learning from decen-
tralized data with statistical heterogeneity in NIDS. Our framework comprises two stages: a federated DNN
pre-training stage and a federated novel attack fine-tuning stage, as shown in Figure 2 and Algorithm 1. During
the federated DNN pre-training stage, the model exploits knowledge from decentralized data by pre-training with
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Fig. 2. Overview of the federated learning framework. In the pre-training stage (left), the packet data are processed to
learn representations in each silo. The pre-training process consists of three steps and ends when it reaches the maximum
communication rounds T. At round ¢, (1) Each silo S;(i € {1, ..., N}) trains its local DNN with local data; (2) Silo s; uploads
the weights w{, to the central server; (3) The server produces a global DNN model with weights wS’;’l via model weights
averaging and broadcasts the global model back to each local silo. In the fine-tuning stage (right), the final pre-trained global
Wg from the first stage is used to initialize each local DNN. The W is then fine-tuned with new attack samples. End-to-end

federated fine-tuning is performed on the novel attack samples in each local silo to get the desired model Wg.

pre-processing procedure in a distributed setting. In the federated novel attack fine-tuning stage, the knowledge
is transferred from the previous stage to the target task by fine-tuning the federated models with novel attack
samples.

Algorithm 1 presents the pseudocode for FedNIDS. The algorithm consists of two main stages: federated DNN
pre-training and federated novel attack fine-tuning. In the federated DNN pre-training stage (lines 2-9), the
algorithm iteratively trains the global model by aggregating the local model updates from the participating silos.
The local training is performed on each silo’s data (lines 12-18), where the local models are updated using their
respective datasets. The model updates from each silo are then aggregated to update the global model (line 8). In
the federated novel attack fine-tuning stage (lines 19-23), the algorithm adapts the pre-trained global model to
detect novel attack patterns. When a silo encounters novel attack samples, the fine-tuning process is triggered.
The local models are updated using these novel attack samples (lines 20-22), allowing the global model to learn
and adapt to new attack patterns. In the following Sections 3.2.1 and 3.2.2, we provide detailed descriptions of
federated DNNs pre-training and federated novel attack fine-tuning stages, respectively.

3.2.1 Federated DNNs Pre-Training. The first stage of our proposed FedNIDS framework focuses on enhancing
the global model’s initialization through federated DNN pre-training. The goal is to develop robust initialization
of local DNNs at each silo that can effectively capture relevant features from their respective datasets. This stage
reduces the need for extensive communication rounds between the clients and the server, thereby enhancing the
efficiency of the federated learning process.

The pre-training process occurs in a distributed setting and involves the following steps, repeated for a maximum
of T communication rounds:

(1) Pre-Processing: Numerical features are extracted from the raw PCAP data files. The pre-processing step
is kept simple and generalizable across different organizations. As discussed earlier, flow-based features
raise the issue of inconsistent feature sets across organizations and hinder generalizability. Hence, we
use the raw PCAP files to extract numerical features. The dataset creation tool is adopted from [23]. A
comprehensive guide to extracting and labeling the PCAP files are as follows:

—Use Scapy [12] and dpkt [47] to parse different header and segment information from the raw
PCAP file.

—Use the 6-tuple information containing source IP address, destination IP address, source port, destination
port, protocol, and epoch time to differentiate between benign and malicious packets.
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Algorithm 1: FedNIDS

10:
11:

12:
13:
14:
15:
16:
17:

18:

19:
20:
21:

22:
23:

I AN L S v

Input: Number of communication rounds T, number of local epochs E, number of silos N, local data set Dy,
learning rate g

Output: Global models wg, wg

Server executes:

: Initialize wg;
: foreachroundt =0,1,...,T — 1 do

Sample a set of clients S’;
n <« Ziesi IDS,' |a
for each silo s; € S’ in parallel do
Send the global model wg to silo s;;
Aw;, < LocalTraining(s;, w(,);
> Stage 1: Federated DNN Pre-training
Wg—l « ZZI@AW;;
> Stage 2: Federated Novel Attack Fine-tuning

t+1 N IDsilat.
Wer <_Zi=1 n Awsi’

Client executes:
L(w:b) = B prep £wixiy) + 411w = well?
LocalTraining(s;, w}.);
> Stage 1: Federated DNN Pre-training
Sample batches b = {x, y} from local data Dj,;
b’ « Pre-process(b);
wl, o
for each local epoch k =1, ..., E do
for each batch b’ do
we, — wh —nVe(wi;b);
Awg — wi —wl;
> Stage 2: Federated Novel Attack Fine-tuning
for each local epoch k =1, .., E do
for each batch b’ do
wi, — wh —nVe(wi;b);
t

t t .
Awg, «— wg, —wg;

return Awéi to the Server;

> Updated batch b’ with novel attack samples

—Extract only forward packets resulting in a dataset of unidirectional communication, i.e., only extract
packets that are being sent from identified source IP addresses excluding any response from the server.

—To alleviate inherent bias in training ML models, we remove some header information (ethernet header,
source and destination IP address, source and destination port information).

—Set a maximum feature length for all extracted packets. However, the number of bytes in a packet may
vary greatly. To counter this zero-padding is used that helps in maintaining a standard structure of the

data.
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—Convert raw packet information from hexadecimal to decimal. Each byte value contains a combination
of two hexadecimal numbers, ranging from 00 to FF. The hexadecimal numbers are converted to decimal
numbers between 0 and 255 and subsequently normalized for efficient machine computation.

(2) Eachsilos; (where i € {1,..., N}) trains its local DNN-based classifier with its own pre-processed data for
E local epochs.

(3) Silo s; uploads the weights w{, of its DNN to the central server.

(4) The central server aggregates the uploaded weights using a model weights averaging technique and
produces an updated global DNN model with weights w’*!.

(5) The server broadcasts the updated global model to each local silo s;.

In addition to the pre-training stage, our FedNIDS framework incorporates the FedProx technique [33] to enhance
the local objective function based on the FedAvg algorithm. This technique introduces an L2 regularization term in
the local objective function to limit the distance between the local model and the global model. This regularization
term effectively controls the size of local updates, preventing the local models from diverging too far from the
global optima. The effectiveness of the regularization term in handling non-IID data has been demonstrated
in various studies [28, 33]. These studies have shown that FedProx achieves better performance and faster
convergence compared to FedAvg in the presence of non-IID data. A hyper-parameter y is introduced to adjust the
weight of the L2 regularization term. While the modification to FedAvg is lightweight and easy to implement, it
introduces some additional computation overhead. However, it does not introduce extra communication overhead.
This approach requires fine-tuning of y to achieve superior accuracy. If y is too small, the regularization term
might have minimal impact. Conversely, if y is too large, the local updates become very small, potentially leading
to slower convergence speed.

This stage concludes when the maximum communication rounds T are reached. The global model wr, obtained
at the end of the pre-training stage serves as a robust initialization for the subsequent novel attack fine-tuning
stage. The combination of pre-processing and federated DNN pre-training enhances the quality of the learned
features and the global model’s ability to capture important characteristics of network traffic data, improving the
overall effectiveness of the FedNIDS framework.

3.2.2 Federated Novel Attack Fine-Tuning. In the second stage of our FedNIDS framework, we perform federated
novel attack fine-tuning by utilizing the knowledge gained during the pre-training stage to the target task of
network intrusion detection. It is important to note that the fine-tuning step differs from periodic retraining of the
global model. Periodic retraining involves regularly updating the model with new data from the participating silos
to maintain its performance and relevance over time. This process typically includes both benign and malicious
traffic patterns and is performed at regular intervals. In contrast, the fine-tuning step specifically focuses on
adapting the model to novel attack patterns that were not present in the initial training data. It allows for a rapid
response to emerging threats by quickly updating the model with novel attack samples. The fine-tuning step can
be triggered whenever novel attack patterns are detected, while periodic retraining can be performed at regular
intervals to incorporate a broader set of newly observed data. The fine-tuning step provides an additional layer of
adaptability to address novel attack patterns in a timely manner.

The fine-tuning process occurs as follows:

(1) The trained global model wry; from the pre-training stage is used to initialize each local DNN at the
respective silos.

(2) Each silo s; continues to contribute to the learning of the global model with their own local datasets D,
which include newly experienced novel attack samples.

(3) The fine-tuning involves updating the DNN’s parameters, w, using an optimization algorithm such as SGD
to minimize the loss on the novel attack samples.
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This federated novel attack fine-tuning stage effectively adapts the trained global model to the specific charac-
teristics of each silo’s dataset, enabling the model to detect new attack patterns that may arise in the future. The
combination of the two stages within the FedNIDS framework aims to enhance the model’s accuracy, robustness,
and generalization capabilities for network intrusion detection.

4 Experiments

In this section, we outline the numerical experiments performed to evaluate our FedNIDS methodology. We first
discuss the experimental data followed by the description related to the non-IID data silo creation. Subsequently,
we discuss the hyper-parameter configurations employed for FedNIDS. We evaluate the performance of our
approach by comparing it against two other federated learning approaches from the literature: (1) FedAvg [56],
which was recently utilized for NIDS and (2) FedAdam [43], an extension of the Adam optimizer to the federated
setting, which uses moment estimates to adapt the learning rates for each model parameter. The experimentation
was carried out employing a computing system featuring the NVIDIA GeForce RTX 3070 graphics processing unit
with 12 GB of video memory and a substantial 128 GB of DDR4 RAM operating at a speed of 3,200 MHz. We built
a Python-based simulator to emulate the federated learning process, in which the total available computational
resources were equally divided amongst the silos.!

4.1 Data Description

A federated learning framework in the context of NIDS offers significant advantages in preserving both data
privacy and security, all the while maintaining data ownership and control. Nevertheless, obtaining real-world
organizational traffic data for research is a daunting task for the same reasons. Hence, researchers turn to publicly
available benchmark datasets as a practical substitute. In this study, we use raw PCAP files from two publicly
available intrusion detection datasets, namely, CIC-IDS2017 [45] and CIC-IDS2018 [46] to extract benign and
attack communications. We select CICIDS datasets over some popular yet older datasets like NSL-KDD and
KDD-CUP due to the following reasons: (i) they provide a more pragmatic representation of modern network
traffic [21] and (ii) they provide easy accessibility to the raw PCARP files, thereby reducing the dependency on
flow-level data. These datasets are accumulations of network activities recorded over several days. The details
can be found on the CIC Web site [1], and the threat model for the conducted attacks is outlined in [46]. A brief
description of the PCAP files, in terms of their size and contents, is provided in Table 2.

We follow the process in [23] to obtain the packet information from the PCAP files. We analyze both the header
and payload sections of the packet. The header section includes information such as time to live (TTL), window
size, fragmentation, total length, acknowledgment number, and flags, among others. The payload section contains
the actual data being communicated. These features can provide insights into various attacks. For example,
unusually large packet sizes may indicate attempts to exploit vulnerabilities by overflowing buffers or injecting
malicious payloads. Additionally, anomalies in packet headers, such as forged or spoofed TTL values, can indicate
attempts to evade detection.

We exclude Botnet attack packets from the CIC-IDS2017 dataset during the initial phase of the experimentation
so that we can introduce Botnet attack as a zero-day attack to evaluate the resilience of our framework. In our
experimentation, we focus on analyzing unidirectional forward packets, which are packets sent from source IP
addresses, excluding any responses from the server. This approach allows us to concentrate on detecting attacks
originating from specific sources, enabling effective attribution and facilitating targeted security measures. By
considering only the forward packets, as in [23], simplify the data pre-processing and feature extraction process,
focusing on the relevant information carried in the packets sent by potential attackers.

In a TCP packet, the maximum byte count is 1,554, distributed as follows: 1,460 bytes for the application layer,
60 bytes for the transport layer (20 for the header and a maximum of 40 for options), 20 bytes for the internet

!We have made the source code accessible at the following URL: https://github.com/quocnh/Fed_NIDS
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Table 2. Description of CIC-IDS2017 and CIC-IDS2018 PCAP Files

CIC-IDS2017 CIC-IDS2018
Day/Date | File Size | Activity Day/Date File Size Activity
Monday/ . Wednesday/ SSH/FTP Patator
3 July 2017 10GB Benign 14 February 2018 147GB and Benign
Tuesday/ Brute Force Thursday/ DoS Goldeneye,
Y | 10GB s Y 57.8GB | DoS Slowloris,
4 July 2017 and Benign | 15 February 2018 .
and Benign
Wednesday/ DoS, and Friday/ Dos Slowhttptest,
5 July 2017 12GB Benign 16 February 2018 460 GB Do Hulk,
and Benign
Web Attack
Thursday/ .7 Wednesday/ DDoS
6July 2017 | 77 OB | Infilration, | by ary 2018 | 07 OB and Benign
and Benign
Botnet,
Friday/ Port Scan, Thursday/ Web Attack
4 July 2017 82GB DDoS, 22 February 2018 110 GB and Benign
and Benign
Friday/ Web Attack
i i i 23 February 2018 659 GB and Benign
Wednesday/ Infiltration
) i ) 28 February 2018 73.1GB and Benign

layer, and 14 bytes for the Ethernet layer. To prevent potential bias in the learning process of DL models, certain
information is excluded, such as MAC addresses, as well as source and destination IP addresses. Consequently, we
are left with 1, 525 features, all of which are kept in our dataset to ensure segment information is not excluded.
The hex payload values in these features are converted to decimal values between 0 and 255, and later normalized
to values between 0 and 1.

To evaluate the robustness of the FedNIDS framework, we also subject it to adversarial examples generated by
modifying different attack packets encountered in the CICIDS datasets. We created two different toolchains to
generate these evasion attacks with both constrained and unconstrained perturbations. Toolchain 1 was developed
using a DRL approach from literature [23], which makes subtle perturbations such that the functionality and
maliciousness of these packets remain intact (constrained). Table 3 shows the features that we considered for
perturbations using Toolchain 1 and their resulting impact on other features. Toolchain 2 was developed using a
heuristic approach, in which we made perturbations by making a random selection of features (unconstrained).
We then methodically increased the feature values by a constant value as in [18]. We considered a white-box
setting for the generation of the adversarial samples to test the worst-case scenario for the NIDS. In this setup,
we considered a DNN model with the same architecture as used by the global model in the federated learning
framework. The samples that evaded the DNN model were collected and stored for each of these toolchains.

4.2 Experimental Setup

Next, we discuss the segregation of the data into four different silos to evaluate the effectiveness of the FedNIDS
framework. In the FL-NIDS literature, most of the research studies focus on creating a global model with
the IID assumption. In a realistic scenario, where we want to create a global NIDS with data coming from
different organizations, often it is very difficult to adhere to the IID assumption. To counter this, we partition the
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Table 3. Description of Perturbations Used to Generate Adversarial Examples

Perturbation Description Impact
Directly impacts fragmentation bytes
(byte numbers 7, 8 of the IP header)

Fragmentation bytes can be modified from

Modifying do not fragment o do fragment/more indirectly impacts TTL value
fragmentation p . (byte number 9 of the IP header)
ragment or vice versa.

and IP checksum

(byte numbers 11, 12 of the IP header).

Directly impacts the TTL byte
Modifying Increasing/decreasing the TTL value by a (byte number 9 of the IP header) and
TTL small integer between 1 and 255. indirectly impacts IP checksum

(byte numbers 11, 12 of the IP header).

Directly impacts window size bytes
Modifying Increasing/decreasing the window size value | (byte number 15, 16 of the TCP header)
window size by a small integer between 1 and 65335. and indirectly impacts TCP checksum

(byte numbers 17, 18 of the TCP header).

. o Directly impacts TCP options

iiiﬁflﬁﬁiiﬁﬁ?ft Only limited to SYN and SYN-ACK packets. (bytes after 20 of the TCP header) and
size The MSS value is limited between 0 and 65335. | indirectly impacts TCP checksum

(byte numbers 17, 18 of the TCP header).
Directly impacts TCP options
Adding/modifying Only limited to SYN and SYN-ACK packets. (bytes after 20 of the TCP header) and
window scale value | The MSS value is limited between 0 and 14. indirectly impacts TCP checksum

(byte numbers 17, 18 of the TCP header).
Directly impacts the TCP segment, and
indirectly impacts TCP checksum

(byte numbers 17, 18 of the TCP header).

Adding Add dead bytes/most commonly occurring
segment information | segment information.

extracted data based on the shards partition used in [36], a popular method for segregating data into non-IID
partitions/shards. There exist multiple strategies for shard partitioning, namely, range-based, hash-based, key-
based, and round-robin. In this research, we employ hash-based shard partitioning, which distributes data across
shards based on a hash function applied to a specific attribute. The selected attribute is the label of the packet
data. We created silos based on the selected partitioning strategy. Table 4 illustrates how the various malicious
and benign samples from the two datasets are segregated into different silos. To maintain data integrity and
ensure the reliability of our model’s performance, we partition the data within each silo into separate training,
validation, and testing sets. The training set is utilized to update the model parameters during the federated
learning process, while the validation set is used for hyper-parameter tuning and model selection. The testing
set is kept entirely separate and is exclusively used for the final evaluation of the trained model. This stringent
data segregation protocol ensures that there is no overlap between the data subsets, preventing any information
leakage that could lead to overly optimistic performance estimates.

The silos are carefully constructed to preserve the non-IID nature of the data across them and to demonstrate
the attack detection efficacy of our framework without explicit data sharing. It is also important to note that some
silos experience attacks that no other silos encounter in this setup. As discussed in the previous sections, having
non-IID data across different silos poses a major challenge to the traditional federated learning frameworks,
which our methodology aims to overcome. To exhibit the non-IID nature of the partitioned silos, we perform
pairwise hypothesis testing. Particularly, to assess whether two samples have the same underlying distribution,
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Table 4. Data Description for Different Silos

Number of Forward
Silo Packet Type Source Data set Packets
Train | Validation | Test
Silo 1 Port Scan, Dos, CIC-IDS2017 | 133,906 | 15,000 | 33,476
DDoS, and Benign
. Brute Force, Infiltration,
Silo 2 Web Attack, and Benign CIC-IDS2017 110,585 15,000 30,146
Silo 3 DoS, Brute Force, and CIC-IDS2018 | 102,947 | 15,000 | 25,736
Benign
DDoS, Infiltrati Web Attack
Silo 4 | - 0> THtIaton, Web AUACS 1 creps2018 | 102,324 | 15000 | 25,581
and Benign
Table 5. Percentage of Non-1ID Samples between Different Silos
Silo Silo 1 Silo 2 Silo 3 Silo 4
Statistical | Rank Sum Rank Sum Rank Sum Rank Sum

Tests Test K-S Test Test K-S Test Test K-S Test Test K-S Test
Silo 1 - - 65.02 90.80 90.52 91.54 93.62 94.45
Silo 2 65.02 90.80 - - 90.22 98.57 93.20 97.84
Silo 3 90.52 91.54 90.22 98.57 - - 87.63 88.14
Silo 4 93.62 94.45 93.20 97.84 87.63 88.14 - -

we perform the Kolmogorov-Smirnov (K-S) test [10]. We also perform the Mann-Whitney rank sum test [35] to
compare two independent samples to determine if they have different distributions, or if one tends to have larger
values than the other. Table 5 exhibits the pairwise K-S test and rank sum test results among different silos of
data. We perform the tests on a small subset of 500 random samples drawn from each silo of packet data that has
some payload information. Each sample from each silo is compared against all other samples from all other silos.
The numbers reported in Table 5 are the percentage of times the K-S test/the rank sum test result indicated toward
two samples being different. The high percentages reported in Table 5 indicate a significant difference between
the data distributions of the silos. The percentage values represent the proportion of pairwise comparisons where
the statistical tests (K-S test and rank sum test) rejected the null hypothesis of identical distributions. Higher
percentage values suggest a greater degree of non-IID nature between the silos. In our experiments, we were able
to reject the null hypothesis of the rank sum test on an average 86.70% of the total conducted experiments and
the K-S test null hypothesis got rejected 93.55% of the total conducted experiments. From Tables 4 and 5, we can
determine that the data partitions we crafted are of non-IID nature.

To demonstrate the effectiveness of the federated learning framework, we consider a setup with four clients,
denoted as N = 4 silos, actively participating in training the global model during each communication round.
Creating the training dataset for each silo poses a significant challenge due to the inherent imbalance across
various attack and benign packet types. To address this, we employed a strategy wherein, for each silo, a subset
of attack packets was randomly selected from the available attack types. Concurrently, we downsized the pool
of benign packet samples to equal the total number of attack samples. This procedure was replicated across all
silos in the experiment. For example, in Silo 1, the abundance of DDoS packets far outweighs that of other attack
types, while DoS attack packets are relatively scarce. To rectify this, we randomly selected a subset of DDoS
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Table 6. Hyper-Parameter Values for the DNN Model

Hyper-Parameter | Grid Search Optimal Value
Regularization () 0.001, 0.005, 0.01, 0.05, 0.1 0.005

Dropout rate 0.1, 0.2, 0.3, 0.4, 0.5 0.3

Architecture [512, 256, 128, 64], [256, 128, 64], [128, 64] | [512, 256, 128, 64]
Activation function | ReLU, Tanh, Sigmoid ReLU

Learning rate (1) 0.1, 0.01, 0.001, 0.0001 0.01

Batch size (b) 32, 64, 128, 256 32

Epochs (E) 5, 10, 15, 20 5

and Port Scan packets, ensuring they match the number of DoS packets. Subsequently, we balanced the benign
packets by randomly downsampling them to align with the total number of attack packets.

The choice of hyper-parameters plays a crucial role in achieving optimal performance. The architecture and
hyper-parameter values were selected based on literature studies [9, 41], experimental results, and computational
constraints. It is important to note that the hardware and GPU cards can significantly influence the search for
optimal hyper-parameters. With additional computational resources, a more extensive grid search, incorporating
larger grid sizes and a greater number of hyper-parameters, could be conducted. The tradeoff lies in the compute
time required for such a comprehensive search. In our experiments using the system described earlier in this
section, we employed grid search cross-validation to identify the best hyper-parameters. The maximum grid size
across all tuned hyper-parameters was five.

Techniques such as L2 regularization, dropout, early stopping, and architecture search were employed to
avoid overfitting. Table 6 displays the grid of hyper-parameter values searched, along with the optimal values
selected for the DNN model. The following parameter values were chosen based on extensive experimentation:
number of rounds (T = 5) governs the frequency of communication rounds between clients and the central
server, allowing for iterative updates; number of local epochs (E = 5) dictates the number of times each client
refines its local model on its respective dataset, influencing the granularity of updates; a batch size of 32 samples
(b = 32) determines the number of data samples processed together in each iteration, balancing parallelization
and memory constraints; learning rate (n = 0.01) regulates the step size of parameter updates, influencing the
convergence speed; and the regularization parameter (z = 0.005) helps mitigate overfitting by adding a penalty
term based on the model weights. These values were meticulously chosen to strike a balance between convergence
speed, model generalization, and available computational resources. In addition to hyper-parameters, we tailored
the architecture of our DNN to best suit our objectives. The input_size was set to 1, 525, reflecting the number
of features in the dataset and defining the input data’s dimensionality. The network architecture encompassed
four hidden layers with sizes of 512, 256, 128, and 64 units respectively, enabling the model to progressively learn
abstract features from the input data. The activation function was rectified linear unit (ReLU). The num_classes
was set to 2, signifying the model’s task of predicting between two output classes: benign or malicious network
traffic. Consistency in architecture and hyper-parameter values was maintained across all algorithms considered
for comparison.

5 Results

In this section, we present the experimental results and conduct an analysis of them. First, we delve into the
performance of the global FedNIDS model against the various types of attacks observed at different silos. Next,
we assess the framework’s adaptability to novel attacks, encompassing previously unseen attack types and
adversarially perturbed evasion attacks.
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Table 7. Performance Comparison of FedNIDS with Other Approaches

Silo | Class FedAvg FedAdam Centralized FedNIDS
Prec | Rec | F1 | Prec | Rec | F1 | Prec | Rec | F1 | Prec | Rec | F1
Silo 1 Attack | 1.00 | 0.97 | 098 | 0.99 | 0.99 | 0.99 | 0.99 | 0.98 | 0.99 | 1.00 | 0.99 | 0.99
Benign | 0.95 | 1.00 | 0.98 | 1.00 | 1.00 | 1.00 | 0.97 | 0.99 | 0.98 | 1.00 | 1.00 | 1.00
Silo 2 Attack | 1.00 | 0.96 | 0.98 | 0.99 | 0.99 | 0.99 | 0.99 | 1.00 | 0.99 | 1.00 | 0.99 | 0.99
Benign | 0.95 | 1.00 | 0.97 | 1.00 | 1.00 | 1.00 | 0.99 | 1.00 | 0.99 | 0.96 | 0.93 | 0.95
Silo 3 Attack | 1.00 | 0.68 | 0.80 | 0.99 | 0.65 | 0.78 | 0.99 | 0.90 | 0.95 | 1.00 | 0.95 | 0.96
Benign | 0.75 | 1.00 | 0.86 | 0.74 | 1.00 | 0.85 | 0.91 | 0.99 | 0.95 | 0.97 | 1.00 | 0.96
Silo 4 Attack | 1.00 | 0.67 | 0.80 | 1.00 | 0.64 | 0.78 | 0.99 | 0.90 | 0.94 | 1.00 | 0.96 | 0.94
Benign | 0.75 | 1.00 | 0.86 | 0.73 | 1.00 | 0.84 | 0.90 | 0.99 | 0.94 | 0.98 | 0.97 | 0.95

The bold values represent top scores.

5.1 Performance of the Global FedNIDS Model

We evaluate the performance of the trained global FedNIDS model at each silo and compare it to the FedAvg
algorithm [56], the FedAdam algorithm [43], and a centralized approach, where the same DNN model is trained
using the combined data from all four silos. In the centralized approach, we train the model by consolidating the
training sets from each of the silos and evaluating it on the same testing data samples as the other approaches.
Table 7 presents precision (prec), recall (rec), and F1 score metrics for both attack and benign classes. We report
the performance of each approach in accurately classifying attack and benign samples for each silo. Notably,
the global FedNIDS model exhibits the strongest performance across all the silos and among all the methods,
achieving the highest precision and recall values for attack samples.

For Silos 1 and 2, FedNIDS demonstrates remarkable precision, recall, and F1 score values for both attack and
benign classes. Specifically, for the attack class, the model achieves precision, recall, and F1 score values greater
than or equal to 0.99, indicating its ability to accurately identify attack samples with minimal false positives or
false negatives. Similarly, for the benign class, the model exhibits high precision and recall values, resulting in
F1 scores of 1.00 and 0.95, respectively. This showcases the model’s ability to maintain accurate classification of
benign samples, while effectively detecting attacks.

In Silos 3 and 4, where attack patterns are more complex and diverse, the global FedNIDS model maintains
strong performance. For the attack class in Silos 3 and 4, the model achieves precision values of 1.00 and recall
values greater than or equal to 0.95, with F1 scores at or above 0.95. This reflects the model’s ability to effectively
classify various attack samples. Furthermore, in Silo 3, the model demonstrates high precision (0.97) and recall
(1.00) for the benign class, resulting in an F1 score of 0.96. In Silo 4, the model achieves a precision of 0.98 and
a recall of 0.97 for the benign class, yielding an F1 score of 0.95. These outcomes underline the robustness and
adaptability of the global FedNIDS model to different types of samples in the silos’ datasets.

An intriguing observation is that FedNIDS attains a similar level of performance as the centralized approach
and outperforms other federated learning algorithms, such as FedAvg and FedAdam. The results in Table 7
show that FedNIDS surpasses FedAvg’s performance, particularly in Silos 3 and 4, where the attack patterns
are more diverse. The superior performance of FedNIDS compared to FedAvg can be attributed to its ability to
handle non-IID data distributions more effectively. FedNIDS adapts to the unique characteristics of each silo’s
network environment and captures the intricate patterns in the network traffic data. On the other hand, FedAdam
demonstrates comparable performance to FedNIDS in Silos 1 and 2 but falls short in Silos 3 and 4. The adaptive
moment estimation used in FedAdam helps in accelerating the convergence and improving the model’s ability
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to handle non-IID data to some extent. However, the results suggest that FedAdam may not be as effective as
FedNIDS in capturing the complex attack patterns in Silos 3 and 4, where the attack samples are more diverse.

The superior performance of FedNIDS compared to FedAvg and FedAdam highlights the potential of our
proposed framework in achieving accurate and robust detection outcomes in a federated learning setting. This
comparative analysis underscores the importance of selecting appropriate federated learning algorithms and
techniques tailored to the specific requirements of the NIDS domain. The ability of FedNIDS to maintain high
performance across all silos, surpassing the centralized approach and other federated learning algorithms,
demonstrates its potential for real-world deployment in decentralized network environments. By leveraging
the strengths of federated learning while addressing the limitations of existing algorithms, FedNIDS offers a
promising solution for accurate and responsive network intrusion detection in a privacy-preserving manner.
Figure 3 further illustrates the convergence of the loss values at all the silos by the end of the fourth round,
indicating the effectiveness of FedNIDS in learning from distributed data and adapting to the unique threat
landscapes of each silo.

5.2 Adaptation to New Threats

Network security is a dynamic field, demanding adaptive and robust solutions to counter emerging threats. In
this experiment, we evaluate the capability of FedNIDS to adapt to new, previously unseen attacks. To perform
this evaluation, we introduce held-out botnet attack samples, which had not been encountered by any of the
silos previously. Silo 1 is exposed to these novel attack samples. It is important to note that, at the time of this
experiment, all silos were employing the trained global model, whose performance had been detailed in the
previous experiment after four rounds of communication (refer to Figure 3).

This experiment aims to demonstrate the efficacy of the second stage of the FedNIDS framework. Figure 3
(after round four) illustrates the subsequent rounds of updates between the clients and the server (as outlined
in Algorithm 1), starting from the moment Silo 1 encountered the botnet attack samples. Initially, it is evident
that the trained global model struggles with detecting the botnet attack pattern from Silo 1. This challenge is
reflected in the higher loss values, indicating suboptimal performance during the early rounds. Nevertheless, as
the training progresses with additional rounds, the global model gradually learns to recognize the botnet attack
pattern through the weight updates originating from the Silo 1 model.

After approximately four additional rounds, the model exhibits a significant reduction in loss across all silos,
signifying a successful adaptation to the detection of botnet attack samples. The global model curve, which
represents the average performance of all silos, illustrates the collective learning process. We conducted multiple
trials involving various previously unseen attacks from the CICIDS datasets and consistently observed that
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FedNIDS could adapt to new threats within approximately four rounds, on average. This experiment effectively
demonstrates that the FedNIDS framework can adeptly respond to new threats, providing an efficient solution for
sharing knowledge (rather than raw data) about a new attack experienced at one silo with all the participants.

For a real-world implementation, it is crucial to take into account the frequency of communication rounds
between the clients and the central server. Depending on the unique requirements and threat landscape at
each silo, the update intervals may differ. Some silos might necessitate more frequent updates, perhaps on a
daily, weekly, or monthly basis, to guarantee timely adaptation to emerging threats. This adaptive scheduling of
communication rounds can be customized to suit the specific needs of individual silos, enabling a finely tuned
response to evolving security challenges.

5.3 Evaluating the Resilience of FedNIDS against Adversarial Attacks

The next experiment is designed to provide a comprehensive assessment of the resilience of FedNIDS against
adversarial samples at two critical stages: immediately after the initial training (Stage 1) and following fine-tuning
with additional adversarial data (Stage 2). The results from this experiment offer crucial insights into how FedNIDS
adapts to adversarial data and whether the fine-tuning process, aided by an increased quantity of adversarial
samples, enhances its effectiveness.

The evaluation process was conducted as follows: We employed adversarial datasets generated by the two
toolchains, as elaborated in the previous section (Section 4), for this assessment. These datasets were created
to mimic potential real-world evasion attacks. During Stage 2, we divided the total number of samples that
successfully evaded the DNN model using these toolchains into testing and training sets. In Stage 1, we assessed
the FedNIDS global model using the 20% testing set of adversarial samples, which was unique to each silo. In
Stage 2, the FedNIDS model underwent a fine-tuning process using the additional 80% of adversarial training data,
which was combined with the original training samples at each silo. Subsequently, we evaluated the proposed
algorithm again on the same 20% testing set of adversarial samples.

The results, as illustrated in Figure 4, demonstrate that during Stage 1, the FedNIDS model encounters challenges
in classifying adversarial samples, resulting in an average F1 score of 0.17 across all silos for both toolchains.
This difficulty can be attributed to the inherent complexity of identifying adversarial evasion samples within
the federated learning global model. However, after the fine-tuning process in Stage 2, FedNIDS demonstrates a
noteworthy improvement in accuracy against adversarial samples. The average F1 score across all silos increases
to 0.92. The fine-tuning mechanism enables the model to adapt and refine its decision boundaries based on the
additional adversarial data, resulting in a significant improvement (around 75%) in the F1 score. This process
enhances the model’s ability to learn more robust features and decision rules, ultimately enabling it to better
discriminate between benign and adversarial samples. These findings hold significant implications for real-world
deployment scenarios where NIDS frequently faces adversarial attempts. These experiments underscore the
effectiveness of our FedNIDS methodology in providing an adaptive and robust defense against novel network
threats while maintaining data privacy and security.

6 Conclusions and Future Works

In this study, we have presented the FedNIDS, a novel framework that leverages the power of federated learning
and DNNs to enhance the accuracy, robustness, and privacy preservation of NIDS. Our study is the first to
address the issue of non-IID data across different clients for packet-based NIDS in a federated learning framework.
The framework addresses the challenge of accurate attack detection while respecting the privacy constraints
of individual clients. The FedNIDS framework comprises two stages: federated DNN pre-training and federated
novel attack fine-tuning. Through a comprehensive experimental evaluation, we demonstrated the effectiveness
of FedNIDS in detecting specific attacks across different silos and its ability to adapt to new and emerging attack
patterns. The quick adaptability of FedNIDS to changing attack patterns ensures that it remains effective even
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Fig. 4. The performance of FedNIDS against adversarial attacks after fine-tuning.

as new threats emerge. The robustness of our approach against adversarial attacks signifies its suitability for
real-world scenarios where adversaries may attempt to evade detection.
Although our study has yielded promising results, below we discuss the assumptions in this study and practical

considerations of deploying such a framework:

(1)

)

®)

Reliable communication: In our experiments, we assume reliable communication channels between the silos
and the central server. In real-world scenarios, factors like latency, bandwidth constraints, or communication
costs could pose practical challenges.

Privacy and security: Our federated learning approach assumes a strong foundation of privacy and security
to ensure that the learned weights transferred out from silos are secured. This is an underlying assumption
in our approach and should be appropriately designed in real-world deployments.

Non-IID data in silos: While our silo setup simulates a decentralized network, real-world conditions may
introduce greater complexity in data distribution. Factors such as diverse hardware, software configurations,
and network traffic patterns could intensify non-IID effects. Employing quantitative methods to assess
the non-IID nature of the data within silos, such as data augmentation, transfer learning, and domain
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adaptation algorithms or advanced statistical analyses, would enhance the robustness of such an approach
in a real-world setting.

Novelty detection and labeling: Our work assumes the availability of novel attack samples during the fine-
tuning stage. However, in the real world, security analysts at the affected silo are tasked with identifying
novel attacks that bypass the local model. These newly labeled samples are then used for the fine-tuning
stage to further update the global model.

Dataset availability and proportion of attack samples: The availability of labeled network data for security
purposes is limited, which can pose challenges for training intrusion detection models. Collaboration
with industry partners and network security practitioners is crucial to obtain labeled network data from
real-world environments. The definition of “malicious” traffic can also be nuanced and context-dependent,
and the labeling of network activities as malicious or benign may vary depending on the specific security
policies and threat models of an organization. The proportion of malicious packets in our experimental
setup obtained from publicly available datasets may not accurately reflect the realistic ratios encountered in
live network environments, where malicious traffic often constitutes a small fraction of the overall network
traffic. The network traffic volume used in our experiments, measured in gigabytes, may not fully represent
the scale and complexity of heavily utilized live networks. To address these concerns, adaptive labeling
and context-aware detection techniques should be developed to enhance the practicality of deploying
such a system in different organizational contexts. Strategies to handle class imbalance between benign
and malicious traffic in the training data should also be explored to improve the model’s performance in
real-world scenarios.

While our study focuses on packet-based analysis, future research could explore the integration of flow-based
and packet-based approaches to further enhance network security analysis, leveraging the strengths of both
techniques. One interesting avenue would be to investigate a packet-level graph-based representation. This
representation would incorporate flow and application metadata, offering the intrusion detector additional
context. Another avenue is examining alternative DNN architectures suitable for resource-constrained devices

like I

oT devices and sensors, which grapple with constraints in processing power, memory, storage capacity, and

unreliable network connectivity. Furthermore, it would be valuable for the cybersecurity research community to
investigate the delicate balance between accuracy and efficiency in these scenarios. Another intriguing avenue
is exploring the integration of multi-modal data sources to achieve a more comprehensive understanding of
network behaviors.
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Organizations and their security operation centers often struggle to detect and respond effectively to an extensive quantity of
ever-evolving cyberattacks. While collaboration, such as threat intelligence sharing between security teams, and response
automation are often discussed in the cybersecurity community, issues like data sensitivity and confidence in detection may
hinder their adoption. This work investigates the potentials and challenges of collaboration and automation to enhance
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1 Introduction

In the past few years, there has been a significant rise in cyberattacks across various sectors impacting our society
and economy. According to the European Union (EU) Agency for Network and Information Security Threat
Landscape Report 2023 [38], there has been a more than 150% increase in globally reported incidents from the last
half of 2022 to the first half of 2023. Ransomware and malware threats are on the rise, where cybercriminals are
effectively utilizing ransomware/malware-as-a-service and purchasing sophisticated malware from underground
sources to launch targeted attacks [38]. Among the ongoing political tensions in regions like Russia-Ukraine and
Israel-Palestine, threat actors are targeting critical infrastructures such as the energy and defense sector with
malware and social engineering-based attacks [65].

This rapidly evolving threat landscape presents a substantial challenge for many organizations. Cybersecurity
incidents, also caused by advanced persistent threats, are omnipresent and call for rapid and effective detection
and response [9, 26]. Hence, organizations must employ effective threat detection and response processes starting
from understanding their technical and organizational environment to appropriately responding to cyberattacks
and recovering from their consequences [87]. Moreover, small- or mid-sized enterprises do not have sufficient
resources or expertise to face advanced threats [20]. Thus, they need to rely on outsourcing threat detection and
response to external cybersecurity service providers. In such cases, the privacy of user data and the confidentiality
of an organization’s business information become major concerns while outsourcing.

Additionally, Security Operations Centers (SOCs), Computer Emergency Response Teams, and Computer
Security Incident Response Teams (CSIRTs) are grappling with a significant shortage of skilled personnel
[96]. SOC analysts often face burnout while manually filtering out a large number of false-positive alerts. Given
the sheer volume of false-positive alerts, alerts caused by actually malicious activities may go unnoticed and
undetected amid background noise, thereby increasing the risk of damage to organizational assets [7]. In intrusion
detection, rule-based and signature-based approaches suffer from identifying new types of attacks with unseen
patterns, whereas, Machine Learning (ML)-based approaches tend to excel at identifying new types of threats,
and detecting anomalies. However, the lack of interpretability in ML models may hinder their usage, as analysts
may find decisions from rule-based approaches more understandable while investigating false alarms [46]. In
the case of correctly triggered incidents, SOC operators manually initiate specific response actions based on
factors such as the type of detected attack, the confidence level linked to the detection, the significance of the
asset, and the evaluation of the incident’s severity. The response actions can be quite repetitive and performing
them manually may lengthen the response time. Therefore, recommending suitable response actions or even
automatically executing common response actions for certain types of attacks based on their severity could
significantly enhance the response workflow in SOCs.

While addressing the aforementioned challenges, SOC teams may immensely benefit from collectively and
collaboratively sharing Cyber Threat Intelligence (CTI) [18, 19]. CTI encompasses a wide range of information,
whether tactical, strategic, or operational, designed to detect and handle incidents [60]. Recent work from
Preuveneers and Joosen [82] pointed out that CTI such as traditional Indicators of Compromise (IoCs) could
lose its impact over time due to its volatile nature (e.g., the IP address of a compromised machine may change) and
proposed an access control-based sharing scheme of ML models for threat detection. Sharing ML-based detection
models as the new-generation IoCs has the potential to help organizations detect and respond to new types of
attacks on time.
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Subsequently, privacy issues need to be handled carefully before or during the sharing of CTI between
organizations, especially since CTI may include personal information about end users, confidential company
information, and sensitive infrastructure details. Organizations could collaboratively train threat detection
models on incident data by utilizing Privacy-Enhancing Technologies (PETs) such as federated learning, data
sanitization for pre-processing, or cryptographic techniques. Especially federated ML techniques can facilitate
collaborative attack detection between organizations and could improve the incident detection accuracy by using
shared global ML models, e.g., for the purpose of anomaly or malware detection. By collaboration, one could
not only reduce biases in the training set but may also achieve higher accuracy and reduced false positives.
Organizations could also benefit from sharing cybersecurity playbooks [84], which provide step-by-step guidelines
for response to and recovery from different types of incidents. However, cybersecurity playbooks are often
organization-specific and are documented in unstructured or semi-structured formats [3]. Thus, there is a demand
for standardized, machine-readable, interoperable playbook formats to facilitate sharing and seamless integration
into the local system, which could enable further automation.

Improving an organization’s incident response capabilities and collaborations are also important from a legal
perspective, not only due to privacy laws [8] but also with emerging cybersecurity regulations. For example, in
early 2023, the EU approved a new version of the Network and Information Systems Directive 2 (NIS2) [86].
NIS2 defines the EU’s cybersecurity priorities for enhanced security and resilience in organizations against evolving
threats. To comply with such legislation, companies must prepare themselves to meet several cybersecurity
requirements such as following certain incident response procedures (e.g., prompt incident reporting to national
authorities). In case of non-compliance, companies may have to pay hefty fines.

Our Contributions. In this article, we contribute to various aspects of threat detection and incident response,
which can be presented fourfold. First, we identify key potentials and challenges of privacy-preserving collab-
oration and automation in threat detection and incident response. Our insights are derived from a practical
perspective, based on our experiences gained in the EU H2020 cybersecurity project named Sharing and Au-
tomation for Privacy-Preserving Attack Neutralization (SAPPAN).! The project comprised of a consortium
with 77 individuals from 8 organizations, involving security providers, CSIRTs, corporate entities, and academic
partners. Second, we propose a reference architecture to enable CTI sharing between organizations. The architec-
ture includes different technical components and their interactions to facilitate privacy-preserving sharing of CTI
and response automation in a generic organization that wants to participate in collaboration. Third, we present
an extensive array of results in threat detection and response, clustered into three tasks: local attack detection,
incident response, and sharing. The local attack detection task surveys our ML-based approaches to improve
malware detection and anomaly detection. The incident response task contributes to three topics: cybersecurity
playbook management, incident similarity models for recommendation and support of human operators, and
incident response automation by demonstrating an automated malware analysis workflow. In the sharing task, we
contribute to privacy-preserving collaboration such as federated approaches for threat detection, data sanitization
approaches for sharing, and cybersecurity playbook sharing. Fourth, drawing from our validation results, we
retrospectively discuss the efficacy and limitations of different results by mapping them to relevant challenges
and potentials, and aligning them with the proposed reference architecture. We further outline directions for
future research.

Outline. The remainder of this work is structured as follows: Section 2 provides essential background on the
incident response lifecycle. Section 3 presents our identified list of key potentials and challenges of collaboration
and automation when adapted to the incident response lifecycle. Section 4 proposes our framework and presents
a reference architecture for a general incident detection and response system, covering a description of individual
technical components and their interactions. Sections 5-7 cover our approaches and developed components for
the tasks of local attack detection, incident response, and sharing, respectively. Section 8 discusses our evaluation

ISAPPAN on CORDIS: https://doi.org/10.3030/833418; SAPPAN project Web site: https://sappan-project.cu/
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results for each task, validated with technically quantifiable metrics as well as opinion-based perspectives.
Section 9 retroactively discusses our results from the perspectives of challenges and potentials, as well as
the proposed reference architecture. Lastly, Section 10 concludes this work and provides directions for future
research.

2 Background

Organizations vary in the maturity of their detection and response capabilities, and they also interpret incidents
differently, thus making it difficult to establish unified response strategies [26]. An incident response process
model can help organizations to plan their response strategies in a standardized way. There exist several process
models for incident responses. Two of the prominent ones are the National Institute of Standards and
Technology (NIST) incident response lifecycle [25], and the SANS Institute’s PICERL model [74]. Most of the
frameworks present similar stages of response with slight variations in wording and details. To understand the
common response stages, we briefly discuss the NIST incident response lifecycle, which consists of four main
phases [25].

The Preparation phase includes building up the IT infrastructure, software, and hardware for the response
team, as well as ensuring the functionality of monitoring tools and reporting mechanisms. During this phase,
organizations aim to minimize incidents by implementing controls such as risk assessment and malware protection.
Additionally, organizations increase awareness and provide training to their analysts to improve incident handling.

In the Detection and Analysis phase, incident data is collected to detect past/ongoing incidents (indicators)
or potential future incidents (precursors). Sources for detecting indicators or precursors include Intrusion
Detection/Prevention Systems (IDS/IPS), antivirus and antispam software, application and network logs,
and publicly available information such as the National Vulnerability Database. While most IDS/IPS products,
commonly utilizing attack signatures or statistical detection methods to identify unusual activities, produce
alerts with relevant data, they often generate false positives, requiring manual analysis and validation of alerts.
Moreover, incidents are assessed and prioritized based on their impact. There are also obligations to notify affected
entities according to policies and legal frameworks (e.g., NIS2 mandates an initial report to be submitted within
24 hours [86]).

During the Containment, Eradication, and Recovery phase, the core incident response activities take place. The
containment part includes essential decision-making (e.g., whether to initiate a system shutdown or to isolate
parts of a network) based on pre-defined strategies or playbooks, depending on acceptable risks to avoid further
damage. Forensic techniques are also employed to gather evidence, simultaneously documenting logs for resolving
the issue and meeting legal requirements. When the incident is contained, analysts focus on eradication and
recovery, aiming to restore system operations to a normal state. This may involve tasks such as restoring backups,
rebuilding systems, applying patches, and increasing security measures to prevent similar incidents.

The Post-Incident Activities phase includes lessons learned, and reviews with all involved parties after major
incidents to improve future incident response. This retrospective phase initiates technical measures, e.g., by
evaluating whether collected incident data can be utilized in the preparation phase for purposes such as risk
assessment or implementation of additional controls.

Our Approach. Figure 1 presents our collaboration approach for threat detection and response aligned with
the NIST incident response framework. In the local view, different phases of the incident response lifecycle take
place within an organization. In the collaborative view, CTI is shared from the local view in different phases of
the lifecycle to establish a common understanding of attack detection, incident assessment, and handling. The
privacy issues are handled before or during sharing of CTI. Moreover, the processes can be automated at any
phase of the response lifecycle. However, in this work, we only investigate automating processes within response
activities, specifically focusing on the Containment, Eradication, and Recovery phase, as illustrated in the local
view in Figure 1.
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Fig. 1. SAPPAN collaboration concept aligned with the National Institute of Standards and Technology (NIST) incident
response lifecycle.

3 Key Potentials and Challenges

To gain a better understanding of how collaboration and automation can affect work in the cybersecurity domain,
we have identified key potentials that they may bring as well as key challenges that need to be overcome by
respective solutions. For this, we decided to take a 2-step divergence-convergence approach, which first creatively
explores different options and then analytically condenses the initial findings down to a refined result. This
reflects the problem identification phase (consisting of a discovery and a definition step) of the double diamond
model, a popular process model in design thinking (see, e.g., [73]). A total of 17 experts of the SAPPAN consortium
participated directly in the identification of key potentials and challenges, which allowed to capture a great
variety of different perspectives from both industry and academia. The experts’ backgrounds cover the areas
of threat detection, incident handling, security services and consultation, ML and data science, PETs, and data
visualization in the cybersecurity domain.

In the first step, each participating expert has been asked to think of and document possible potentials and
challenges of integrating collaboration and automation into cybersecurity use cases. This part of the process
did not include active exchange between the different participants. For the second step, we have organized
an interactive workshop with the goal of condensing the collected potentials and challenges down to the key
ones. To achieve this, the participants have first been tasked with identifying clusters in the collected potentials
and challenges. Subsequently, the clusters have been discussed. For this part of the process, the goal was to
summarize the points within a cluster, and to define a generalized description for each cluster. Afterwards, the
cluster descriptions were checked against each other to identify possible overlaps or conflicts.

This process has been carried out separately for collaboration and automation. The resulting key potentials and
challenges are listed in Table 1 for collaboration and Table 2 for automation. These key potentials and challenges
are further used as guidance for the discussion of the validation results as given in Section 9.

While our identification of challenges and potentials primarily focuses on technical aspects, recent work has
also looked at challenges and potentials from the perspective of interrelationships of technical and social aspects
in CTT sharing communities [45]. As such, our work complements these findings from a technical point of view.
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Table 1. Challenges and Potentials in Collaboration

ID ‘ Name ‘ Description
Collaboration challenges

Sensitive Concerns about leaking sensitive information include customer privacy viola-

C.C1 information tions resulting in reputation damage, organizational vulnerabilities exposed to
adversaries, and regulatory non-compliance.

Machine-interpretable data is essential for enabling effective collaboration on a

C.C2 Machlne- larger scale. It is, for example, important for finding relevant data, assessing the
interpretable data . . .
quality of shared data, and using shared data in a plug-and-play manner.
CC3 Data model The data model and its format must be widely accepted to enable the exchange
' universality of data between a large variety of actors.
cca Data model The data model must be flexible enough to accommodate future extensions such
' adaptability as different types of IoCs, attack types, or response information.

The quality of exchanged information determines if a collaboration is beneficial
C.C5 | Quality assurance | or not. It includes multiple aspects such as data relevance, timeliness, complete-
ness, noisy and false information.

Collaboration potentials

Preparation against novel kinds of attacks, even before they were observed in

C.P1 gz;:;r;ztwe the own organization by sharing data identifying the attack or the attack source
(learning from others’ experiences).

Collaborative creation of balanced datasets and collaborative learning. The

Collaborative data | supervised ML-based detection of malicious behavior requires balanced and

C.P2 | generation and diversified datasets to reduce false positives, which may benefit from sharing

learning information about the availability of datasets and their rating, or collabora-
tive/federated ML operating over the sharing platform.
Standardized description to enable machine understanding as well as wide

C.P3 | Standardization

deployment.
Cp4 Validation via Increased trust in data/models through interpretability, even when considering
' visualization large amounts of data, complex problem domains, or privacy concerns.

4 The SAPPAN Reference Architecture

As the key potentials and challenges identified in the previous section partly result from interactions of different
technical components of a sharing-enabled incident response system, it is important to understand the context in
which these components interact. For this purpose, we propose a general architecture, which we describe further
below and refer to as the SAPPAN reference architecture. A visual representation of this architecture is given in
Figure 2.

To align the different components of the SAPPAN reference architecture with different purposes as well as
different stages in the incident response life cycle, we cluster these components into three tasks: local attack
detection, incident response, and sharing. In the following, we briefly introduce the purpose of each component
of the architecture in accordance with this clustering. We further utilize the clustering into these three tasks in
subsequent sections to discuss the background and our contributions to each of them. The SAPPAN reference
architecture is also revisited in Section 9 to discuss the implications of our validation results concerning the
architecture and its components.
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Table 2. Challenges and Potentials in Automation

ID ‘ Name ‘ Description
Automation challenges
Risk of . . . . .
AC1| . . The risk of disruptions, where ill-defined procedures might cause damages.
disruption
AC2 Implementation Implementing automation demands weighing costs against benefits. Identifying
' effort appropriate scenarios and integrating them with existing systems is essential.
Incidents’ nuances and their complex nature pose challenges, particularly in
Nuances of .. . . o i
AC3 incidents decision-making for branching within automated workflows as we transition

from general to automated playbooks.

AC4

Confidence in
automated
decisions

Confidence in automation decisions and ensuring good data quality is founda-
tional for the success of the automated response.

Automation potentials

AP1

Workload
reduction

Automation has the potential to substantially reduce the workload of human
operators. Handling routine incidents might allow human operators to focus
on more complex/unusual incidents and mitigate alert fatigue.

AP2

Faster processing
and resolution of

Timely incident processing and resolution are potential benefits of automation.
Associated potential benefits are its scalability, non-reliance on working hours,

incidents and trimmed operational costs.
Integrated logging in automation ensures every action is tracked, simplifying
AP3 Integrated statistics generation and negating potential employee surveillance concerns. If
' logging no humans are involved, employee rights do not have to be considered, which

5:7

might otherwise be a concern.

Human-machine teaming carries the potential to augment the quality of ML
models. Visual analytics can further work as a gap-filler for non-automatable
parts in response and recovery and can be used for monitoring the system as
well as recommendation and validation purposes.

Increased quality
via human-
machine teaming

AP4

4.1 Local Attack Detection

The system and network monitoring component takes care of all activities related to observing ongoing activities.
Its primary purpose within the SAPPAN reference architecture is to collect data, which is generated as part of
system monitoring. This data is then shared with components that require such data as input, e.g., to create
detection system components or to detect malicious activities within live traffic.

The ML component is intended to train models and coordinate activities related to collaborative efforts in
ML, such as federated learning. It provides trained models for the detection system and the ML visualization
component.

The component for ML visualization aims to support human users to better understand the trained models by
providing suitable visualizations.

For the purpose of detecting incidents in the monitored system, respective monitoring data is provided to the
detection and analysis system. In this context, trained classifiers can be utilized to detect malicious samples or
patterns in the data provided to the detection and analysis system.

Monitoring data is further provided to a profiling component, which creates profiles based on traffic observed
in the past. The purpose of these profiles is to capture the usual behavior of monitored system actors (such as
hosts or applications), which can further be utilized for detecting anomalous behavior on new monitoring data.
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4.2 Incident Response

The case management component uses profiles and detections by the respective components to organize activities
related to new incidents, actions taken, and the archiving of old incidents.

The recommendation system analyzes either how specific cases have been handled in the past to recommend
actions for similar cases to a human operator or implements its own heuristics to infer the next actions.

The dashboard aims to guide a human user through the incident handling process and further provides the
interface to communicate with the sharing system. The dashboard is a user interface to access and interact with
the systems to benefit from past cases through recommendations. Actions taken by the operator can further be
utilized for future recommendations.

In order to reduce the manual work for human operators, the automation engine is intended to automatically
resolve frequent low-impact incidents. This requires initial implementation efforts, in which cybersecurity
playbooks are specified into executable source code, which interacts with existing systems that are deployed
within the organization.

4.3 Sharing

Since data sharing introduces requirements surrounding normalization and data protection, a data transformation
and sanitization component is connected to the dashboard. A human operator can apply sanitization and normal-
ization operations there to comply with respective expectations and obligations before making data accessible to
external parties.

Because the human operator interacts with the data transformation and sanitization component via the
dashboard, the option to initialize data sharing after the data transformation and sanitization process is also
included in the dashboard’s functionality. To provide the human operator with a user interface for coordinating
the interaction with the sharing system, the dashboard is connected to the in- and out-edge of the organization.

Also the ML component has to deal with aspects of sharing, for example, to exchange model updates with
collaborators in federated learning tasks. As such processes do not require that model updates be exchanged man-
ually by a human operator, the ML component is directly connected to the sharing system via the organization’s
in- and out-edges.
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While not necessarily part of any of a sharing/receiving organization’s infrastructure, the sharing system
connects the different organizations and ensures that shared data is distributed to the intended recipients. As
such, it is connected to the in- and out-edges of the participating organizations, which provide an interface
between the sharing system and an organization’s internal systems.

5 Task: Local Attack Detection

The first step in responding to an incident and ensuring the security of a network and its services is detecting and
analyzing intrusions at the local network level [27]. This can be challenging for security specialists due to a large
amount of diverse data and the need for the detection of various threats while reducing false positives. In the
cybersecurity domain, the following three data groups based on their origin are typically used: network-based
data (observed in a computer network), endpoint data (observed in computers and similar devices), and open
source intelligence (cyberattack-related data that can be retrieved from other, usually publicly available, sources)
[55]. Effective processing and analysis of such data then directly affect threat detection and timely mitigation
capabilities. The anomaly and intrusion detection domain is a broad research area, and many different techniques
and approaches emerged through the years [41]. In general, these techniques may be categorized into categories:
statistical (time-series, univariable, etc.), ML, and others (signatures, threshold values, etc.) [99]. It is not possible to
unambiguously determine which technique fits for what purpose, since factors such as the type of infrastructure,
type of processed data, speed of data processing, the accuracy of the method (False-Positive Rate (FPR) and
false-negative rate), or its universality, for example, need to be taken into account [21]. The key element is also
an integration of these techniques into the incident response workflow and overall architecture, as described in
Section 4.

Our research focused on two areas representing different analytical approaches facing challenges of local
attack detection. The first is malicious domain detection, which is associated with malware and phishing attacks,
representing today’s main threats [57]. The second challenge we addressed is anomalous behavior detection
both at the network and host levels. Our goal is to detect compromised devices even in the case of advanced,
previously unknown attacks. These areas and their corresponding components are shown in Figure 2 in dark blue.
The proposed methods can operate independently, but their main strength is gained when properly connected to
data sharing and other incident response phases, as described in the following Task-related sections.

5.1 Malicious Domains Detection

Regarding phishing attacks, we focused on analyzing domains in Certificate Transparency (CT) logs, allowing
us to obtain information about new domains quickly. In our research [31], we presented and evaluated a system
designed to identify phishing certificates within CT logs in real time, as they are appended. In addition to real-time
detection, this system supports retrospective analyses and addresses the issue of missing reference data by
providing a validation mechanism. Our modular and scalable system provides a robust platform for developing
new certificate detection algorithms and allows their benchmarking against current methods. Moreover, it aids in
the creation of authentic datasets that are useful for training various ML classifiers.

Besides phishing attacks, we have also focused on malware-related domains, specifically domains generated
by Domain Generation Algorithms (DGAs) used to contact Command and Control (C2) servers. In our
related study [34], we introduced two innovative classifiers based on Residual Neural Networks (ResNets).
Through a comprehensive comparison with other leading classifiers, we demonstrated the effectiveness of our
models. Specifically, in two binary classification scenarios (distinguishing Algorithmically Generated Domains
(AGDs) from known DGAs and identifying AGDs from unknown DGAs), we showed that our binary classifier
not only achieves top-tier classification accuracy but also has the lowest FPR. Additionally, we confirmed the
real-time performance of our classifiers, proving that our ResNet-based binary classifier effectively identifies
samples from previously unknown DGAs.
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Fig. 3. The analysis view provides understandable interpretations of a DGA classification model [15].

To properly handle incident response, it is necessary to use existing detection methods and create new ones
capable of responding to current threats. One relevant aspect in this context is the explainability of a newly
developed model, which we have also focused on in our research [15]. We designed and tested a visual analytics
system that enables designers of deep learning models for multi-class DGA classification to explore the patterns
their models detect in the data. This allows users to analyze the progression of a customized subset of the dataset
through the different layers of a deep learning model. We used clustering to identify patterns in the activations of
the model’s nodes and presented these patterns to the user with a decision tree for interpretation. An example of
the analysis view is shown in Figure 3. Our evaluation of the system demonstrated how it can be used to better
understand misclassifications, identify potential biases, and interpret the roles of different layers in a model.

5.2  Anomalous Behavior Detection

In general, intrusion detection methods can be divided into pattern-based and anomaly-based approaches. Pattern-
based methods offer higher accuracy but may not be able to detect advanced or novel types of attacks. To address
this issue, detection methods based on monitoring device behavior and identifying deviations from the normal
state are used. These methods have a greater potential to identify even previously unknown types of attacks.
Therefore, our research has focused on application and endpoint profiling serving as a basis for anomaly detection
within the incident response context.

The goal of application profiling, or application fingerprinting, is to determine typical characteristics of an
application, e.g., queried domains, as well as modeling the distinct behavior of an application in order to identify
and classify the application. For application identification, we have proposed and evaluated rule-based process
mining models that are able to identify whether certain applications are running on a device based on DNS
traffic. This is, e.g., useful for network administrators or pentesters to get an overview of a network, but also
for incident response handlers to get more context of the machine that produced the alert. For the application
classification task, we have developed and successfully integrated into the SAPPAN architecture an approach
to build process mining models based on system events. The idea is to build a model representing the typical
behavior of an application in order to detect deviations, e.g., if the application is behaving maliciously.

Application behavior analysis also closely relates to analyzing processes and their relations aiming to detect
anomalous events in endpoints. We have developed a model for identifying anomalous process launch events
[56]. In order to increase the reliability of detections reported by the model and to support security analysts in
handling those detections, we have experimented with combining detected anomalies in so-called provenance
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graphs. Further, we have developed a set of models designed to detect specific classes of anomalous endpoint
behavior and a method for presenting connections among detected anomalies as a node-edge graph supporting
decisions by incident investigators. We further supported their decision-making by creating an endpoint profiling
tool, based on our 1-year study [53], that allows the analyst to classify hosts in the network and determine their
expected behavior.

6 Task: Incident Response

Following the detection of an incident, an adequate response needs to be taken. However, the increasing volume of
security data introduces challenges for organizations, as processing it requires more resources and leads to higher
costs. With many security units understaffed and underfunded, alternative cybersecurity strategies are essential
[1]. The growing infrastructure, including mobiles, cloud, and IoT devices, means more threats and alerts. To
counteract this, security teams must be equipped with the latest threat intelligence knowledge, including context,
methods, indications, and actionable advice that informs about potential cyber threats [102]. Gartner [44] defines
this as essential information that helps understand current or emerging threats to IT or information assets. An
organization’s incident response approach addresses cyberattacks through specific policies and procedures aimed
at the containment of, as well as recovery from cyberattacks. Repetitive and tedious tasks often frustrate SOC
staff, making it challenging to retain skilled members familiar with organizational systems and processes [101].
Using threat intelligence platforms to compile, aggregate, and organize threat data from multiple sources saves
analysts time by providing up-to-date information on known threats and facilitating the communication of this
intelligence within the organization and with external stakeholders.

In addition, Security Orchestration, Automation, and Response (SOAR) tools are gaining traction as
essential components in security strategies, given the escalating security demands. SOAR technology enables the
collection and utilization of data from security operations, defining and prioritizing incident response activities
that blend human and machine capabilities for incident analysis and triage [84]. SOAR not only centralizes
threat visibility but also automates routine tasks and, therefore, supports and scales the capabilities of human
analysts [12]. Comparing SOAR with Security Information and Event Management (SIEM), each has unique
capabilities that, when combined, provide a comprehensive approach to incident response [93]. While SIEM
systems are adept at managing and analyzing vast quantities of security data to identify threats, they are not as
effective in handling the subsequent range of operations required for incident response. SOAR steps in with its
advanced automation capabilities and the potential to reduce the need for human intervention in certain incident
processes. By integrating SIEM and SOAR, organizations can optimize their security efforts. SIEMs handle the
heavy lifting of data ingestion and alert generation, while SOAR systems facilitate the incident response process
by automating and orchestrating routine tasks [12].

Academic research in the incident response domain is limited but growing, with studies exploring various
challenges and proposing solutions. Shaked et al. [92] address the crucial role of incident response in organizational
cybersecurity. They critique the lack of a disciplined approach in current playbook design and representation,
which may affect their effectiveness. The authors propose a formal, model-based design approach for cybersecurity
incident response playbooks, and introduce a tool prototype. Furthermore, Gurabi et al. derived requirements for
the transition to structured security playbooks and their integration with other security tools for incident response,
reporting, and automation. They extended the effort by developing a framework for a tool-assisted incident
response based on playbooks [4]. Additionally, Schlette et al. [85] conduct an in-depth investigation into incident
response playbooks. The research reveals ambiguities in how playbooks are defined and used by practitioners,
finding that playbooks often cannot be applied directly across different organizations due to individualized
definitions and varying focuses on incident response areas. In the context of response automation, Nespoli et al.
[68] discuss the concept of countermeasures and the need for standardized security automation, highlighting
issues like scalability and knowledge management. The authors of [75] glean insights from incident response
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analysts, emphasizing the importance of stakeholder engagement and maintenance concerns in automation,
while warning against over-automation that could complicate tasks. Andrade et al. [10] review the literature
on security incident processes, while [94] analyzes standards and decision-making gaps in incident analysis.
Regarding incident-related models, various approaches are proposed, such as an automatic decision-making
model [106], a deep learning-based event classification for SOCs [47], and a data mining approach to predict
cyberattacks [50]. Additionally, network-focused research includes the development of systems like the Network
Entity Reputation Database System [13] for characterizing network entities and predicting malicious activities.
Moreover, Husak and Cermék [51] explore the use of recommendation systems in the context of incident handling
and response. Their investigation revolves around the implementation, challenges, and various applications in
this field. They particularly emphasize the role of recommender systems in identifying and prioritizing incidents,
suggesting appropriate mitigation strategies, and offering real-time insights into evolving incident trends. Further,
in [54], authors review automatic incident response solutions, categorizing them using the MITRE D3FEND
framework and comparing academic approaches with commercial solutions.

The research contributions reflect a thorough effort to improve incident response through a combination of
standardization, automation, and predictive analytics. In the following, we delve into three different elements of
incident response in our work. First, we start with the cybersecurity playbook management acknowledging its
importance in the current cybersecurity landscape. Subsequently, we examine the role of incident similarity in
providing recommendations and enhancing the support of human operators. Lastly, we explore the automation
of incident response.

6.1 Cybersecurity Playbook Management

The formulation, management, and sharing of cybersecurity playbooks are necessary for effective incident
response and governance in an increasingly complex threat environment. Within the SAPPAN project, a novel
vocabulary and process have been formulated to model response and recovery steps for incident response
workflow documentation, leveraging semantic Web technologies. This methodology emphasizes the capturing,
management, and sharing of knowledge to provide recommendations for manual operators or the automation
of actions that reduce human intervention. The methodology and schematics of playbooks provide most of the
functionalities that are also provided by the OASIS specification Collaborative Automated Course of Action
Operations (CACAO) for Cybersecurity [79]. However, the SAPPAN vocabulary follows a more flexible approach
in methodology and structure. This flexibility includes modeling confidentiality levels for single resources, which
facilitates refined access control, data sanitization processes, and the formulation and dissemination of shareable
playbooks. In the development of our vocabulary, we employ established semantic Web standards such as
Resource Description Framework (RDF), RDF Schema, and Web Ontology Language 2. It potentially provides
the opportunity for easy integration of a knowledge base that follows a similar specification.

Further, SAPPAN introduces a semantic Web-based knowledge-capturing approach for playbook creation,
storage, management, conversion, sanitization, and sharing [3]. It includes a tool based on Semantic MediaWiki
(SMW), which integrates semantic Web technologies into a MediaWiki knowledge base. As discussed in [69],
it is necessary to sanitize the playbooks before sharing. Therefore, our process consists of a playbook sanitizer
module, automating the extraction of public or shareable playbooks from confidential response and recovery
processes. This proof-of-concept component eliminates manually labeled sensitive data based on the Traffic
Light Protocol (TLP). It subsequently generates a version of the playbook that can be disseminated to targeted
organizations, specific departments, or security operation levels. Additionally, the system incorporates a playbook
converter module. This feature is configured to import playbooks in SAPPAN or CACAO format directly into
the management system and to export playbooks to those formats. Also, for sharing the playbooks, a playbook
subscriber module enables searching and importing playbooks from the MISP platform and facilitates their
distribution. Lastly, the steps within each playbook are schematically modeled and archived within the playbook
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management system. These steps are visually represented through Business Process Model and Notation
(BPMN) diagrams, which can be interactively navigated and amended. In the course of the work, a number of
response and recovery playbooks for malicious domain detection have been proposed and developed. This also
includes generalization and sharing of the playbooks for adoption in other organizations.

6.2 Incident Similarity for Recommendation and Support of Human Operators

When handling a security incident, the goal of a SOC operator is generally to label the incident as indicative
of truly malicious behavior (a true positive) or not (a false positive). If the incident represents a genuine attack,
response actions are then initiated. In a naive attempt to use ML methods to assist in incident handling, one may
try to train a classifier on historical data of labeled incidents and use its predictions to handle future incidents
automatically.

However, labeling security incidents is a labor-intensive procedure, and the largest SOCs can handle no more
than a few dozen incidents every day. On the other hand, the underlying features of a security incident are
complex and heterogeneous: command lines, names of executables, file paths, file binaries, and so on. Therefore,
in any realistic scenario, the size of the feature space dwarfs the number of labeled data points, making supervised
ML models susceptible to overfitting. This situation is then complicated by the fact that labeling is an inexact
procedure performed by security analysts of varying levels of expertise, and thus obtaining ground truth labels is
a more inexact science in comparison to other domains such as image recognition.

It is then natural to use unsupervised ML models to assist with incident response. Perhaps the best-known
unsupervised ML framework used in cybersecurity is anomaly detection (see, for example, [6, 22, 39]). However,
anomaly detection methods rely heavily on having a large sample of clean data from which one can extract
a probability distribution corresponding to non-anomalous behavior. Due to our extremely high-dimensional
feature space, heterogeneity of the data, and the lingering uncertainty that no sufficiently large sample of incident
data can be truly devoid of malicious behavior, modeling the underlying probability distribution of non-malicious
behavior appears intractable.

Our ML framework of choice is instead a similarity model. Instead of making absolute judgments about
individual incidents, we opt to train a model, which makes relative judgments in recognizing when two given
incidents are similar to one another. To a security expert handling an incident, this can provide critical context:
Given an active incident, one can query the model to discover how previous highly similar incidents were handled
and act accordingly. This can increase the overall efficiency of SOC operations.

As part of the SAPPAN framework, we have constructed an incident similarity model whose training and
inference algorithms function as follows. First, an incident vectorizer is trained on the past X number of days of
incident data, obtained across all client organizations. The vectorized incidents used for training are then stored
as part of the model. During inference, an end user, such as a security analyst, inputs a query incident from a
given organization into the model, which is then vectorized by the trained vectorizer. Its cosine similarity with
all incidents from the same organization in the training data is computed, and the most similar N incidents are
returned to the user. Model validation is performed by a team of data scientists and security experts, meticulously
going through a number of sample query incidents to verify that the corresponding similarity scores match
expectations. To satisfy end-user demands, training and inference are both done rapidly with low-complexity
algorithms, which take advantage heavily of the sparsity inherent in incident data.

To preserve data privacy with respect to individual organizations, end users, who may also be security experts
employed at the given organization, are only shown similar incidents from their own organization during model
inference. On the other hand, the vectorizer is trained on all data from all client organizations, allowing the
vectorizer to properly understand individual features in a global context. Another approach would be to train
individual models for each client organization; however, this leaves smaller organizations without sufficient data
for training their own model without a way to compute meaningful similarity scores for incidents. In this way,
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Fig. 4. Malware pipeline consisting of several microservices and tools orchestrated by Apache Airflow [97].

the incident similarity model demonstrates that sharing data across organizations in a way that model outputs
still preserve client privacy can benefit SOC operations greatly.

6.3 Incident Response Automation

Responding quickly to an incident is one of the main objectives of security teams to prevent more severe impacts.
However, a large amount of analysis is still done manually, and analysts often find themselves repeating the
same procedures over and over again, just on different data, which prolongs incident response. An example of
such a repetitive procedure is the analysis of suspicious software, where it is necessary to extract its identifiers
(e.g., hashes, strings, and IP addresses) and verify in the threat intelligence database whether it is malware.
Subsequently, a report should be generated, and appropriate mitigation steps should be taken if it is identified as
malware. To demonstrate and validate how all these steps can be automated, we designed and implemented a
malware analysis workflow [97], shown schematically in Figure 4.

The system consists of several components, as depicted in the architecture overview given in Figure 4. Here,
we provide a short description of the key components:

— WebUI: WebUL is a simple React form application. It allows users to upload malware samples for evaluation
and to read finished reports.

—S3: We use S3-compatible object storage MinlO to store malware samples and reports. The main advantages
of MinlO are that it is lightweight, simple to interact with, and has official Docker and Apache Airflow
support.

— Apache Airflow: Apache Airflow is an open source Python-based workflow and orchestration platform. It
contains the orchestration logic of our process, periodically checks new uploads in the MinlO bucket, and
sends malware samples to the Observable Evaluator. Furthermore, it obtains analysis results and triggers
necessary reporting and mitigation procedures.

— Observable Evaluator: Our custom tool that is used for malware analysis. It sends samples to IntelOwl
and collects analysis results. The main idea behind this tool is that IntelOwl simply uploads samples to
third-party tools and returns their raw results. It performs neither “recursive analysis” (meaning analysis of
observables, e.g., IP addresses, in malware sample) nor analysis evaluation (verdict or score).

— Mocked Blocking Infrastructure: To demonstrate the mitigation capabilities of the process, we are using a
custom mocked blocking infrastructure closely based on the real-world infrastructure. It consists of an
IP-blocking API and a domain-blocking APL

The aim of the proposed workflow and implemented prototype is not to undergo a deep analysis of malware
behavior but rather to quickly evaluate a suspicious sample and automate the initial response. Moreover, we
wanted to test the automation of the whole process, including the mitigation steps and discovering potentially
infected machines in the organization’s network.
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7 Task: Sharing

Transitioning from local attack detection and incident response to a collaborative perspective requires integrating
some form of information sharing. In the following, we introduce some technologies relevant to sharing CTI and
introduce sharing scenarios related to collaborative detection and response. We start by briefly mentioning some
relevant formats, platforms, and sensitivity signaling approaches to provide a high-level overview of the sharing
domain. The breadth of what can become cybersecurity-relevant data and the level of details render it very difficult
to introduce a universal overarching standard that would capture all of them. Although there are frameworks that
aspire to do so, such as STIX [78], we witness many other formats being used in production, e.g., due to lower
complexity. CybOX [76] is used for describing cyber observables and cyber threats across various categories
and serves as one of the building blocks for STIX. STIX structures information into key constructs, ensuring
comprehensive and expressive threat sharing building on objects and relations. Common Event Expression [67]
unifies and structures log and audit data, facilitating universal and machine-readable event records. OpenIOC [63]
is a format for describing attacker activities and indicators, supporting extensibility. OpenC2 [77] standardizes the
orchestration and automation of cyber defense and can be instantiated by the CACAO [79] format for playbooks.
MISP [66] is a widely used platform for sharing intelligence on malware and cyber threats, expressed in JSON,
encompassing objects, attributes, and taxonomies. As such, it provides its own data model and format which can
be easily extended by adding new objects and taxonomies. MISP also implements distribution levels in its sharing
platform; hence it is possible to define who receives the shared piece of information. Also, confidential information
can be tagged by approaches such as TLP [43] or the Information Exchange Policy (IEP) framework [42].

When aiming to make sensitive data available to other parties, data sanitization can be considered as a way to
prevent the leakage of sensitive information to the receiving parties. While anonymization (as a way to sanitize
personal information) has been extensively studied in the past (e.g., [58, 62, 95, 110] for relational data and [52,
61, 109] for graph data), respective solutions for technical information have been more scarce, but format-specific
approaches have, for example, been proposed for IP addresses [104] and packet traces [80]. Other approaches
such as differential privacy [35, 36], Secure Multi-Party Computation (SMPC) [108], and Homomorphic
Encryption (HE) [2] apply privacy-enhancing modifications to data processing tasks rather than the data itself.
We want to emphasize that cybersecurity use cases may deal with sensitive information that is not necessarily of
a personal nature. Using the term privacy in this context may hence conflict with privacy definitions that are
strictly related to personal information. However, a clear distinction between these categories is complicated by
the circumstance that it is not always clear whether a specific piece of technical information could ultimately
be attributed to a person. Nevertheless, many approaches in the category of privacy-enhancing technologies
can conceptually also be used to protect sensitive non-personal information. This is because in both cases, the
ultimate goal is to avoid sharing information from which undesired consequences may arise. We thus focus on
the protection of information for which sharing beyond a certain trust boundary (e.g., on an organizational level)
could lead to undesired consequences.

In the following, we consider three different aspects of sharing in a cybersecurity setting. First, we consider
sharing and federation for cyber threat detection, focusing on sharing federated learning updates to collaboratively
train DGA detection classifiers. We then consider privacy and security risks associated with the training data
used in the DGA detection use case, and briefly list the privacy-enhancing approaches that we have evaluated as
part of our validation. Lastly, we outline our work done to enable sharing of cybersecurity playbooks.

7.1 Sharing and Federation for Cyber Threat Detection

The traditional approach of sharing for cyber threat detection is to share IoCs, such as a malware binary or an IP
address of a C2 server. Our aim is to broaden the scope of sharing data between multiple organizations supporting
privacy. We aim not to share the raw data but rather metadata such as the classification models. In such a case,
the classification models become new IoCs, for example, represented by a neural network or a decision tree.
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Once we are able to share models, we can establish various ML training schemes across organizations, such
as federated learning. In federated learning, every party that is participating in the training of a global model
first acquires the current model, which can also be a randomly initialized model at the beginning. Then, each
party individually improves the current model using its private data and subsequently summarizes the changes
to the model as a small, focused update. Every party distributes its model update and averages it together with
the updates of all other participants. Using this federation step, every party can now apply the collaboratively
computed update to the shared model to improve it. This is an iterative process, and multiple federation steps are
performed until the global model reaches a maximum regarding classification performance on a certain validation
set. All participating parties train a neural network classifier collaboratively by applying averaged model updates
to a shared global model.

We investigate two different approaches for federated learning that differ in their type and amount of federation
steps: federation after model convergence and federation after each training epoch. In the first case, either a
randomly initialized or a pre-trained neural network classifier is distributed among all participating parties.
This model is used as a starting point for all collaborating parties. The pre-trained global model can be trained
based on a publicly available dataset (e.g., Alexa or Tranco top domain names for benign training samples in
the DGA classification use case) so as not to leak sensitive information. All parties then continue the training of
the initial classifier using their own private data. After each locally trained model converges (i.e., it reaches a
maximum regarding classification performance on a validation set), all parties compute the updates in relation
to the initial model. The updates equal the difference of the neural network classifiers’ weights to the initial
model. Subsequently, all updates are merged by averaging and applied to the initial model, which yields the final
global model.

The second case, federation after each training epoch, is similar to the previous one but differs in the type and
the number of federation steps. Instead of training the initial model locally up to its convergence, each party
shares the computed update after each training epoch. Then, similarly, all updates are merged by averaging and
applied to the initial model, which yields the global model for the next training epoch. All parties then continue
the training of the updated global model for another epoch. This process is continued until the global model
converges. The chosen approach for federated learning influences the global model’s classification performance
and the level of privacy provided.

The federated learning scenario is facilitated by the MISP platform with all the implications. As such, the sharing
parties can define distribution levels such as sharing within the local MISP instance or sharing synchronized with
other MISP instances (if there are partners willing to share their models and capable of processing the data model
proposed for sharing ML models). The shared data must include the following attributes as a minimum:

—Classification Model: The actual classification model contains zero-weights for architecture description but
the initial model must be randomly initialized in a global way.

—Model Formats: ONNX, HDF5, XML, numpy array (for model updates).

—Use Case: DGA classifier global init, DGA classifier update, DGA classifier final.

—Unique Training Identifier: An identifier used to synchronize the training procedure, e.g., a hash of the
previous round.

The latest shared model is, in fact, an IoC and the organizations involved in the sharing can apply it in their
cybersecurity analytic frameworks to discover suspicious events, such as the detection of AGDs in DNS Non-
eXistent (NX) domain replies.

7.2 Cybersecurity Data Sanitization for Privacy- and Security-Aware Sharing

Whenever data are shared, the question of potentially negative consequences in doing so arises. Especially in the
context of cybersecurity, concerns of unintentionally disclosing information that may benefit malicious activities
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have to be addressed. In the context of DGA detection, it is to be noted that only the benign samples of the
training dataset (the collected NX domains) are considered to be sensitive, as malicious samples are available as
OSINT. The benign NX domains, however, can be considered to be both security and privacy critical. From the
security perspective, NX domains may leak information about software used in the network, potentially revealing
the use of outdated versions with known security issues. When containing user-queried domains, the set of NX
domains can further provide information about browsing behavior in the network. Such information may further
provide information about the organization, in which the NX domains have been collected. This combination of
known vulnerability and identifiability of the respective target poses a security risk. Another security concern is
introduced by misconfigured devices, which try to connect to services that are no longer online, resulting in a
NX domain request. In such a case, an adversary may take advantage of this situation and register the respective
domain to mimic the respective service.

As such, the benign training data samples in the DGA detection use case should be protected when considering
a scenario that involves sharing. Beyond addressing the above mentioned security concerns, the samples may
also have to be protected to avoid the leakage of personal information, or to comply with organization guidelines
and legal obligations such as data protection regulations or customer contracts.

Even though federated learning allows to benefit from diverse training data sources, it requires each contributing
party to participate in the training process. Organizations with a lack of potent hardware may, hence, become a
bottleneck in the training process. But also aside from requirements for participating in the training process,
additional measures may need to be taken to address privacy concerns surrounding training data extraction from
model updates. While respective concerns can be addressed by secure aggregation of model updates [17, 40]
or the application of local differential privacy during training [98, 103], these approaches commonly take a toll
on performance or model utility [59]. We thus also evaluated settings beyond federated learning. Specifically,
we considered two approaches for training data sanitization as well as different cryptographic schemes for
privacy-preserving Classification-as-a-Service (CaaS). The sanitization of training data allows to create and
utilize larger and more diverse training datasets from multiple sources without the requirement that every data
provider actively needs to participate in the training process. This also allows for the asynchronous collection of
training data, and provides the receiving organization more flexibility in how the data can be used, for example,
in regard to the specific type of ML model that is trained on it. While sanitized training data can also be used to
hide sensitive information in both a Machine-Learning-as-a-Service (MLaaS) and a CaaS setting, the evaluated
cryptographic schemes provide strong formal guarantees, which are commonly more difficult to obtain for
sanitization approaches. Specifically, we have considered the following approaches:

(1) We transferred a similarity-preserving encoding technique from the area of privacy-preserving record
linkage to the DGA detection scenario for the purpose of training data sanitization [70, 71].

(2) We performed a privacy analysis of the FANCI feature extraction approach [90] to evaluate, whether the
domains can be reconstructed based on their respective extracted feature vectors, and hence whether the
FANCI feature extractor may be used as a sanitization approach in the DGA detection scenario [49].

(3) We evaluated existing frameworks that implement different SMPC and HE schemes as cryptographic
approaches in the CaaS setting to protect samples during inference [32].

7.3 Cybersecurity Playbook Sharing

The academic and practical implications of sharing cybersecurity playbooks hold significant promise for the
evolution of CTI ecosystems. Collaborative engagement in capturing and disseminating cybersecurity playbooks
and their steps is important for the automation of response and recovery procedures [72]. In an effort to improve
CTI exchange and facilitate collaboration, we essayed a requirement analysis [107] of the sharing platforms
MISP, STIX, and OpenCTI. Further, we investigated the MISP architecture in more detail as the selected sharing
platform. This investigation contains a systematic survey of MISP objects, tags, galaxies, attributes, and types,
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with the objective of developing a coherent data model for cybersecurity playbook sharing. The initiative also
aims to create a sharing interface integrated within MISP’s existing framework. In a methodological approach, we
mapped the playbook along with its associated metadata to the existing MISP data model. This mapping exercise
served as a critical point in identifying synergies between different playbook data structures and MISP’s modular
architecture. We implemented the MISP CACAO object, incorporating it into the official MISP repository. This
effort not only extends the functionality of the MISP platform but also validates the feasibility of the newly
developed data model and sharing interface.

8 Validation

Our validation addresses multiple facets of the SAPPAN architecture and the presented tasks. We evaluate
improvements from a technical and quantifiable perspective where possible. We complement the technical
evaluation with an opinion-based evaluation as expressed by a team of domain experts who assessed the SAPPAN
framework on the specific use cases. In the following, we summarize our results and key findings per task (local
attack detection, incident response, and sharing), and provide pointers to more detailed descriptions where
available.

8.1 Local Attack Detection

8.1.1  Malicious Domains Detection. Our work on the detection of malicious domains focused on two use cases.
First, we summarize our findings on phishing detection using CT logs, followed by our results on DGA detection.

Phishing Detection via CT Logs. In validating our proposed methods for local attack detection, our initial focus
was on detecting malicious domains, specifically through phishing classification in CT logs. Detailed results of
this evaluation can be found in [31]. The following text summarizes the main results. Our data processing pipeline
is designed to efficiently collect, standardize, integrate, refine, and annotate data from various sources. This
flexibility allows our methodology to handle complex datasets of different structures and origins effectively. Using
this pipeline, we have compared the developed classifiers with those described in existing literature. Regarding
computational efficiency, we benchmarked our system’s performance by processing a week’s consolidated CT
logs, completing the task in approximately one day. To illustrate, a single pipeline operation (which integrates
four distinct meta classifiers) was executed across 24 cores of an Intel Xeon Platinum 8160 processor running at
2.1 GHz, which required about 55 GB of RAM. Consequently, we anticipate that our framework is well-prepared
to quickly assimilate and process the significant number of certificates added to CT logs in real time. Additionally,
our design emphasizes scalability to ensure optimal performance as computational capacities are increased.

DGA Detection. In addition to the analysis of CT logs, we also focused on evaluating DGA classifiers in the real
world as part of the methods for local attack detection. We trained 20 classifiers to classify an unfiltered 1-month
recording. A detailed description of the results can be found in our paper [34], and the following text summarizes
the main results. In our month-long observation, we thoroughly sifted the data against DGArchive [81], revealing
13,870 unique domains created by six separate DGAs. These domains are readily identifiable through rudimentary
blocklisting methods. Remarkably, 17 of the 20 classifiers we used could accurately identify all known harmful
domains, resulting in an average True-Positive Rate (TPR) of 99.997%. Subsequent analysis of the residual
samples, flagged as positive by our classifiers, was undertaken to unearth novel DGAs. By implementing a
semi-automated strategy, we scrutinized these marked samples to detect previously unknown AGDs. We used
a comprehensive clustering approach that included domain length, constituent characters, top-level domains,
query frequency, temporal occurrence span, Shannon entropy, and the presence of English words to classify these
domains. Leveraging the combined power of DGArchive, domain expertise, and thorough manual examination, we
sorted 5,833 enigmatic domains into eight separate clusters. Interestingly, six of these clusters likely correspond to
unidentified DGAs, one matches with an elusive seed of the Bamital DGA, and another aligns with the signature of
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the Conficker DGA. Notably, the Conficker samples generated earlier than their expected operational timeframe
explain their absence from the historical DGArchive records.

As part of our focus on malicious domain detection, we further explored the possibilities of interpretable
visualization of deep neural networks for DGA detection. We used seven cybersecurity experts (CSIRT team
members, cybersecurity data analysts, and visualization experts) for initial testing. The technical report [14]
provides a detailed methodology and further evaluation description. The initial findings indicate that the suggested
visualizations could lead to a more consistent trust in users’ decisions and find value in the visualizations. In
behavior-related tasks, participants develop a more intricate understanding of the model and frequently cite
the analysis visualizations as having a substantial influence on their decisions. However, those utilizing the
visualization tool required a significantly longer time to finish any task and needed an extended training period
compared to the control group, likely due to the more intricate nature of the interface overall. Regarding expertise,
the current data imply that beginners exhibit a higher average confidence in their decisions and explanations.
Beginners in visualization also report a higher degree of usefulness than their expert counterparts, while the
difference in reported usefulness for ML beginners and experts is less noticeable.

8.1.2  Anomalous Behavior Detection. In addition to detecting malicious domains, we focused on anomalous
behavior detection, primarily on application profiling and process mining. In the case of fingerprinting based
on DNS traffic, we validated the capabilities of the proposed approach on both simulated data and real data
[91]. In our empirical analysis, Windows 10 was detected on roughly 11% of all hosts that initiated at least
one DNS query. Among hosts where no particular application was identified, almost half (48%) sent less than
100 DNS packets in total. It is crucial to note that our datasets included a variety of devices, such as desktops,
laptops, and mobile phones, but our analysis rules were specifically designed for Windows 10. Interestingly, our
investigation revealed only a handful of fingerprints linked to crypto-mining activities. This scarcity could be due
to the decreased presence of such applications during the observation period or potential variances in application
behavior between our experimental environment and the broader dataset. Notably, our rule creation primarily
resulted in a single label for Nicehash and three labels for Easyminer. Applications with more detections typically
displayed a more comprehensive array of unique domain queries, thus providing a more diverse set of labels
for analysis. Nevertheless, our tool exhibited notable effectiveness in identifying numerous unique fingerprints
within the dataset.

To evaluate our tool for anomaly detection on application behavior using process mining, we used a simulated
dataset consisting of RED-benign captured over 51 days on a simulated environment without any attack data
and RED-attack captured during 1 day red-teaming experiment [48]. Our validation began by using the test
dataset as input for our tool, in conjunction with the generated models, to ascertain the accurate depiction of
benign application behaviors on the hosts. Following this, we introduced the attack dataset into the system to
assess whether the trace checker would highlight increased errors indicative of anomalous activities. The results
are presented in Table 3. Upon examining the test dataset, our tool demonstrated a precision of 97.22%. The
discrepancies mainly originated from instances where no starting point was identified. This can be attributed
to specific processes being operational before the initiation of our data capture. On the other hand, with the
attack dataset, a higher rate of discrepancies was noted, with only 71.15% of events conforming to the established
model. Of the remaining 28.85%, 6.59% were due to missing start points, which can be classified as false positives,
as previously explained. Most of the discrepancies resulted from unexpected successors, suggesting that the
subsequent events occurred earlier than expected within the trace or introduced entirely new sequences.

8.2 Incident Response

8.2.1 Playbook Management. The playbook management tool that allows a user to create, modify, and manage
playbook steps and their relations was rated by the surveyed experts as very useful to help not only to create but
also to understand the playbook steps via the BPMN graph representation. The SAPPAN playbook management
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Table 3. Errors for the Test and Attack Datasets Compared to the Benign Model, Adapted

from [48]
Tool output RED-test vs. | RED-attack vs.
RED-train RED-benign

true 97.22% 71.15%

true, but insertions 0% 4.12%
Zﬁ%}(leﬁngerprmts not part of the fingerprint 0% 6.32%
successor is not correlated to the fingerprint 0% 10.16%

no startpoint found 2.78% 6.59%
endpoint not valid 0% 0.55%
startpoint not in the fingerprint matrix 0% 0.27%
endpoint not in the fingerprint-matrix 0% 0.82%

toolkit, incorporating SMW, provides functionality crucial for sanitizing, converting, presenting, and sharing
playbooks. This involves a simple playbook sanitizer module that automates the extraction of public or shareable
playbooks from confidential response and recovery processes, effectively removing labeled sensitive information.
Complementary to this, the playbook converter and subscriber modules facilitate the import and export of
playbooks in various formats and their distribution within the MISP platform. The playbook presentation module
represents the response and recovery steps into BPMN graphs for interactive management. In our opinion-based
evaluation, all surveyed experts rated the improved understanding of playbook steps and recommendations
between 7 and 9 on a scale from 0 (does not help) to 10 (nothing better can be done), with an average score of 8.2.

8.2.2 Incident Similarity. The domain experts rated the ability to gather similar incidents and how they were
handled as very useful. On average, they rated it between 7 and 8 on a scale of 0-10 of usefulness. They noted that
the incident similarity improves the context knowledge of an incident handler and that this context knowledge,
based on similar incidents handled in the past, can be used to reveal false-positive cases and support decisions on
what should be the next steps when handling the incident based on the steps taken to deal with similar incidents.

In addition to the subjective validation of the incident similarity model as described above, we also validated
the model quantitatively by computing the empirical distribution of similarity scores and confirming that it
matched the security experts’ expectations. To conduct this experiment, we sampled 5,000 similarity scores at
random from 30 days worth of incident data, and plotted the resulting distributions in Figure 5.

The left plot in Figure 5 shows the distribution of all 5,000 randomly sampled similarity scores. Clearly, the
distribution is heavily skewed towards 0. This is as expected, as two randomly chosen incidents will generally
exhibit no meaningful similarity. The presence of a small, but noticeably non-zero, proportion of similarity scores,
which are in the 0.1-0.2 range is explained by the presence of, for example, executables such as cmd. exe whose
presence is ubiquitous in the incident data but signify little in terms of actual similarity.

In the right plot in Figure 5, we restrict our distribution to those similarity scores, which were at least 0.7. As
customers, partners, and security experts are mostly interested in seeing pairs of incidents, which the model
deems are similar, this represents a sample of model output, which would actually be shown to end users. As
one can see from the plot, the distribution is concentrated close to 1.0, meaning the model is deeming a large
proportion of incidents to be nearly identical in nature. Identifying such swaths of extremely high similarity
scores enables mass processing of and response to incidents. Lastly, we note the spike in the distribution around
0.88. This was caused by two large collections of incidents that were validated by experts to be highly similar to
each other.
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Fig. 5. Empirical distributions of incident similarity scores. On the left, the distribution of all similarity scores, and on the
right, the distribution of those similarity scores which were at least 0.7.

8.2.3 Incident Response Automation. We have measured the malware analysis workflow to validate the benefits
of incident response automation. We asked four professionals from a university CSIRT, responsible for daily
operations and incident response, to go through the malware response process. Each analyst was given the same
samples to process. Sample 1 was an MS Word document created by the test’s authors to serve as a benign sample.
Samples 2 and 3 were taken from the theZoo repository [105] and are actual malware samples. The goal was to
decide whether a sample is malicious, as sometimes users report suspicious files that are benign. The analyst was
asked to obtain network IoCs from the malicious samples and for each IoC to decide whether it is malicious or
not. The next task was to block communication with malicious IoCs at the organization level. Finally, the analysts
were asked to identify potentially compromised machines in the network by searching for the communication in
network traffic records.

The results of the comparison of manual and automated malware analysis are in Table 4. The time measurement
started with downloading the sample from the ticketing system, and the times in the table correspond to the
times when the analyst finished the given task. In addition to time, we discussed the process with analysts and
collected their feedback. They acknowledged that using the malware evaluator can reduce possible mistakes as a
human can overlook or forget an IoC. They also mentioned as an advantage that they could upload the suspicious
file and wait for the analysis results while doing other work instead of the manual analysis requiring their full
attention the whole time. The validation also showed that the main challenge of automated processing is the
availability of high-quality open source intelligence data, as several regular services were marked as malicious
during the testing.

8.3 Sharing

8.3.1 Federated Learning. The sharing of ML models enables a collaborative approach for training without
exchanging the data itself. In principle, this allows to utilize data that cannot be centralized (e.g., due to legal
reasons). We demonstrated feasibility of federated learning in the DGA detection use case by training classifiers
locally on data of a single institution and comparing this baseline to classifiers trained in federated fashion on
data of four institutions [33].

For creating training and test datasets, we obtained malicious AGDs from one data source, and benign NX
domains from four data sources. The malicious domains have been sampled from DGArchive [81], an open
source intelligence feed that contained approximately 126 million unique domains generated by 95 different
known DGA families at the time of sampling. The benign NX domains have been collected in four organizations
(two universities, one association of universities, and one company). Using these data sources, we constructed
four training and four test datasets, one for each source of benign samples, respectively. Each training dataset
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Table 4. Comparison of Manual and Automated Processing of Potentially Malicious Sample Files

VirusTotal Hybrid IoCs IoCs IoCs IoCs  Total

analysis collection evaluation blocking traffic time

S1 M | 00:28 ‘ 01:17 08:55 X X X 08:55

A 00:25 01:29 X X X 01:29

A1l s2 M | 00:27 ‘ 01:18 03:52 06:20 07:04 08:32 08:32
A 00:31 02:02 02:02 02:02 02:02 02:02

S3 M | 00:24 ‘ 00:59 02:40 03:45 05:01 06:10 06:10

A 00:15 02:17 02:17 02:17 02:17 02:17

S1 M | 00:20 ‘ 01:07 01:42 X X X 01:42

A 00:24 02:28 X X X 02:28

Az | s | M | 0021 | 00:46 02:12 03:04 X X 03:04
A 00:14 01:58 01:58 01:58 01:58 01:58

S3 M | 00:15 ‘ 01:02 01:53 02:20 04:01 05:24 05:24

A 00:13 01:45 01:45 01:45 01:45 01:45

S1 M | 00:20 ‘ 00:56 01:20 X X X 01:20

A 00:20 01:24 X X X 01:24

A3 | s2 M | 00:12 ‘ 00:30 03:15 04:29 X X 04:29
A 00:16 02:43 02:43 02:43 02:43 02:43

S3 M | 00:10 ‘ 00:26 01:37 01:57 02:53 03:30 03:30

A 00:12 02:52 02:52 02:52 02:52 02:52

S1 M | 00:54 ‘ 02:21 02:41 X X X 02:41

A 00:48 01:51 X X X 01:51

A4 | S2 M | 00:16 ‘ 01:24 02:24 04:31 X X 04:31
A 00:45 01:56 01:56 01:56 01:56 01:56

S3 M | 00:15 ‘ 01:27 02:08 03:40 04:38 05:38 05:38

A 00:35 01:52 01:52 01:52 01:52 01:52

The bold column headers represent the different steps to process a potentially malicious file. A#, Analyst; A, automated
analysis; M, manual analysis; S#, sample.

contained 446k samples, and each test dataset 222k samples. Each of these datasets had a 50/50 label distribution
(malicious/benign) in regard to the DGA classification task.

To establish the baseline for local training, we performed five repetitions of training and evaluating a classifier
for each combination of training and test dataset. In the following, we focus on the results of our ResNet-based
classifiers developed in [34]. We took the average TPR and average FPR of these 80 evaluation runs to establish
the local baseline.

For federated learning, we evaluated different setups. In the following, we present the result of training the
ResNet-based classifier with a randomly initialized global model and federation after each epoch. We performed 5
repetitions for each test dataset and each of the 11 possible combinations of participating organizations. Again,
we took the average TPR and FPR of these 220 evaluation runs.

The results are given in Table 5. A more detailed description of this evaluation as well as additional experiments
can be found in [33].
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Table 5. Improvements Gained by Federated Learning for
the ResNet-Based Model Developed in [34], as Evaluated

in [33]
Approach TPR FPR
Local 0.99844 0.01640
Federated 0.99935 0.00913

The comparison of local and federated schemes demonstrates a minor improvement in the TPR in favor of the
federated approach. More importantly, the FPR was reduced by 44% in the case of federated learning. This is a
significant improvement when translated into absolute numbers, as the number of non-existing resolutions can
easily reach thousands per day in large organizations. The performance overhead caused by federated learning
was represented in the majority by the longer time to train the classifier. The CPU and memory utilization was
approximately the same for both approaches, but it took three times longer to finish the federated learning process
(approximately 9 minutes) compared to local training (3 minutes). Communication and synchronization over the
sharing platform caused the major overhead of federated learning.

8.3.2 Data Sanitization. Considering scenarios beyond federated learning, we have investigated two ap-
proaches for data sanitization (Bloom encodings and FANCI features) as well as the use of existing frameworks
implementing different cryptographic approaches for CaaS. In the following, we briefly present our key findings
evaluating these three approaches in the binary DGA detection use case (benign/malicious). The key benefits and
shortcomings of the respective approaches are summarized in Table 7.

Training Data Sanitization via Bloom Filter Encodings. As the first approach for sanitizing training data, we
considered a similarity-preserving encoding approach using Bloom filters. This encoding procedure has originally
been used for the purpose of privacy-preserving record linkage [88], but provides properties that are conceptually
suitable for ML use cases [70].

In regard to the general threat model, we considered a collaborative setting in which the encodings get shared
with another party. We assume this party to be honest-but-curious with the goal of decoding the received
encodings. In this context, two primary cases have to be distinguished: settings in which the encoding parameters
remain secret, and settings in which they are accessible to the adversary. We have analyzed the threat associated
with the former case more closely under consideration of a setting in which the encodings are sent to an
honest-but-curious MLaa$ provider for training and classification [71].

We evaluated the Bloom encoding approach using different values for the encoding parameters and different
modes of encoding (basic, hardened through randomization [37, 89], and hardened through diffusion [11]) by
training featureless CNNs on the respectively encoded versions of the same DGA dataset. The results are given in
Table 6. For the basic and randomized encoding modes, a detailed description of the experiment can be found in
[70]. The evaluation of the diffused encoding mode has not been published before, but uses the same dataset and
experiment setup as in [70]. For the creation of the diffusion sets, the respective algorithm proposed in [11] has
been used. The values of the basic encoding parameters have been adjusted in a privacy-driven fashion to suit the
ML use case, prioritizing the protection of samples over model utility.

While we observe that the encoding approach has a notable negative impact on the TPR of the trained models,
the impact on the FPR in absolute numbers is significantly smaller. As to be expected, applying hardening
approaches further impacts the model’s utility. Especially the use of diffusion greatly impacted both the TPR
and FPR of the model (despite a relatively small diffusion set size of t = 3) in the case of 128 bit Bloom filters.
The application of randomization had a smaller negative impact, providing an FPR close to the one of the basic
Bloom encoding approach. Choosing shorter Bloom filter sizes (here 64 bit instead of 128 bit) increased the
negative impact of the randomized approach on both TPR and FPR, but disproportionately affected the FPR.
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Table 6. Comparison of the TPR and FPR for CNNs Trained on Differently Encoded
Versions of the Same DGA Dataset (101,866 Samples with a 50/50 Label Distribution)

Basic encoding parameters | Hardening approach TPR FPR

Cleartext baseline - 0.99545 | 0.00030
1=128k=2,q=2 None 0.94726 | 0.01343
1=128k=2,q=2 Randomization (f = 0.4) | 0.87944 | 0.01701
=128k =2,q=2 Diffusion (t = 3) 0.83848 | 0.05319
I= 64k=2qg=2 None 0.90951 | 0.00754
l= 64k=2qg=2 Randomization (f = 0.4) | 0.84423 | 0.06670
I= 64,k=2q=2 Diffusion (t = 3) 0.82438 | 0.05163

Parameters: [ is the Bloom filter length, k the number of hash functions, q the g-gram length, f the
randomization parameter of RAPPOR’s randomized response step, and ¢ the size of diffusion sets.
The TPR and FPR of the cleartext baseline, basic encodings, and randomized encodings are based on

the experiments carried out in [70].

Table 7. Key Benefits and Shortcomings of the Different Privacy-Enhancing Approaches Observed in the DGA Detection
Use Case Based on [32, 49, 70, 71, 90]

Approach | Benefits Shortcomings
Bloom —Provides many parameters to fine-tune the | —Selection of parameter values requires good
encodings | encodings for a desired privacy-utility tradeoff | understanding of the procedure
—Computationally efficient —Privacy-driven selection of parameter values
—Easily transferable to other use cases (as long | can have a notable negative impact on classifi-
as samples are roughly of similar length) cation accuracy
—Can conceptually be used to share sanitized | —Privacy guarantee not as strong as for cryp-
samples tographic approaches
—Can be used in the MLaa$ setting to hide the | —Sharing sanitized data for independent use
actual ML task from the MLaa$S provider requires receiving parties to know the encoding
parameters to map other samples to the same
space
FANCI —Very high utility —Protection against other threats is unclear
features —Computationally efficient (e.g., membership inference, extraction of sta-
—The feature extraction procedure does not | tistical information)
seem to be efficiently reversible in general —Changes to feature set require reconsidera-
—Can conceptually be used to share sanitized | tion of the reversibility property (as potentially
samples required when applied to a different use case)
SMPC, HE | —No negative impact on the quality of classifi- | —Excessive communication cost (even with
cation results (if model is not notably simplified) | model simplifications)
—Strong guarantees for protecting samples in | —Computationally intensive due to the com-
the CaaS setting plexity of cryptographic operations
—Allows to train on and classify unaltered sam- | —Does conceptually not allow to share sani-
ples without revealing them to collaborators tized samples for independent use

For the diffusion approach, however, the shorter Bloom filters surprisingly had no notable impact. We expect
that the model utility could be increased by using longer Bloom filters and more hash functions, but at the cost
of potentially increased vulnerability to decoding attempts, e.g., via pattern mining attacks [23, 24, 100]. To
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evaluate the protection provided by the parameter values used above, we have performed a respective analysis
considering basic and randomized Bloom encodings for DGA detection in the MLaa$ setting [71]. This analysis
did not find notable information leakage, and applied decoding attempts through pattern mining attacks remained
unsuccessful.

Training Data Sanitization via FANCI Feature Extraction. In addition to obfuscating samples via Bloom encodings,
we have also considered the privacy properties of feature vectors extracted via the FANCI feature extractor [49,
90]. As the FANCI feature extractor has originally been introduced to improve classification results in DGA
detection, it is not expected to negatively impact utility when applied as a sanitization approach in this use
case. The results of a respective utility evaluation can be found in [90]. The use of extracted features instead
of cleartext samples, however, also provides some level of obfuscation. To evaluate the degree to which the
FANCI feature extraction process is reversible, and hence whether a cleartext sample can be reconstructed from
its extracted FANCI features, we have trained recurrent ML models on three different benign DGA datasets
to learn this sample reconstruction task. A detailed description of our experiment can be found in [49]. We
used the Damerau-Levenshtein distance metric [30] to quantify for each reconstruction how many operations
(character substitution, character insertion, character deletion, transposition of adjacent characters) are at
least required to construct the actual samples from the reconstruction output by the model. To account for
differences in sample length, we additionally considered a normalized version of this distance, which divides
the Damerau-Levenshtein distance by the length of the actual sample or the reconstruction, depending on which
is longer. Considering the Damerau-Levenshtein distance and its normalized version for each combination of
the three datasets (for the purpose of training and reconstruction), the most successful reconstruction attack
still required an average of 13.66 operations (with a normalized value of 0.46), and in the least successful
case an average of 72.94 operations (with a normalized value of 0.75) to retrieve a cleartext sample from the
reconstructed one [49]. This indicates that reliably reversing the FANCI feature extraction process in general
is not possible.

Nevertheless, the result does not guarantee that the use of FANCI features cannot leak any potentially sensitive
information. For example, the protection against membership inference attacks on datasets of FANCI features
and the extraction of statistical information, which may reveal sensitive information about the origin network,
are not addressed by this evaluation. It should also be considered that changes to the set of extracted features,
which might be required when a different use case is considered, may not provide the same properties in regard
to general reversibility.

CaaS via SMPC/HE. Specifically for the CaaS setting in which a model owner trains a model on their own
data and classifies samples of other parties as a service, we have evaluated different frameworks that implement
cryptographic approaches, which allow to keep the samples hidden from the service provider. The detailed
description of this evaluation can be found in [32]. While also the above mentioned sanitization approaches could
be used in the CaaS setting by performing both training and inference on sanitized samples, the cryptographic
approaches provide strong formal guarantees for protecting samples without sacrificing model utility. We have
evaluated the performance of four existing frameworks, of which three implement SMPC approaches (PySyft
[83], TF-Encrypted [28], and SecureQ8 [29]), and one implements a hybrid approach that combines SMPC and
HE (MP2ML [16]). PySyft and TF-E implement 3-party protocols, while MP2ML implements a 2-party protocol.
SecureQ8 provides both 2- and 3-party protocols.

We evaluated these frameworks with four state-of-the-art models (three deep learning models and one feature-
based approach utilizing FANCI) on the same DGA dataset in the binary DGA classification task. The inference
latency when applying the evaluated frameworks out of the box was prohibitive. Even though we achieved a
reduction in inference latency by up to 95% and a reduction in communication overhead by up to 97% through
model simplifications at an acceptable reduction in classification accuracy by less than 0.17%, the resulting
inference latency per sample still showed to be too high to be applicable to real-world DGA detection scenarios
[32]. While still over the desired inference latency of 405 to 430 ps, the evaluated 3-party protocols showed to be
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significantly more performant than the 2-party protocols, but it remains unclear how to integrate a third party
into the CaaS setting in a meaningful way.

8.3.3  Playbook Sharing. Cybersecurity playbooks represent another specific type of data that is shared within
the SAPPAN framework. We proposed and implemented a dedicated playbook-sharing object and rendered it
publicly available through the official MISP repository. The object is fully compatible with the CACAOQ standard
and is ready for any additional playbook formats and versions. The universality of the object itself is due to its
straightforward design. The object consists of metadata describing the playbook properties and the playbook itself
in the original format. The receiver is always capable of reading the metadata and can thus figure out the format of
the playbook. This allows the receiver to identify, whether the playbook itself is in a desired format. Additionally,
the MISP security playbook object can be tagged with additional context information such as MITRE (e.g., an
attack pattern) to provide additional contextual information, or IEP/TLP to signalize the level of sensitivity.

In order to receive feedback from the domain experts, we asked how well the playbook sharing via MISP
supports the response and recovery process in their organizations. The experts agreed that sharing the playbook
in a standard format helps to receive and apply the playbooks. However, they noted that playbook sharing is
primarily useful for similar organizations. If the environments of organizations are different, playbooks need to
be adapted manually to the local needs to improve the response. The experts also mentioned that the CACAO
playbook standard is relatively new and has not yet been adopted, as it was introduced in 2021. Additionally, the
SAPPAN effort resulted in a joint publication with the CACAO committee [64]. This documents the initiative
work carried out in the field of CTI sharing by the SAPPAN project, which not only introduced playbook sharing
via MISP but has also made further recommendations for the enrichment of threat intelligence collaboration,
particularly in the context of playbook sharing.

9 Discussion

In the following, we discuss the implications that each of our results have from three different perspectives
per result. First, we provide a general discussion of the respective validation result. Secondly, we discuss the
implications the result has in regard to the challenges and potentials of collaboration and automation as identified
in Tables 1 and 2. And lastly, we align the result with components in the SAPPAN reference architecture as
described in Section 4.

Detection of Malicious Domains and Anomalous Behavior. Local threat detection is the initial step in ensuring the
security of the protected infrastructure and provides input for both incident response and collaboration through
information sharing. Currently, there are a large number of different tools and techniques that can be used for this
purpose. To demonstrate some of these techniques, we have chosen to detect malicious domains and anomalous
behavior using ML techniques, which are now typical for modern threat detection. Evaluation of these techniques
has shown their potential not only as stand-alone detection mechanisms but also as a suitable source of shared
data when they provide sufficient accuracy.

The selected techniques are intended to show how the identified objectives can be approached and what
potentials arise from them. In the case of DGA detection, we have proposed a tool that allows the use of different
ML algorithms and compare them with each other, which has a potential for incident response (C.C5), where the
analyst can not only use the result of the detection itself but also compare this result with other techniques to gain
further information about the detection validity. Together with the proposed anomaly detection techniques, our
methods address the potential of preemptive defense (C.P1), where ML allows us to detect novel kinds of attacks
effectively. In addition to the detection mechanisms, we also focused on supporting the analysts in developing
novel methods. We presented a tool for understandable interpretations of DGA classification, demonstrating
how to increase confidence in ML model interpretation even in the face of a complex problem domain (C.P4).
Consequently, increasing trust also plays an essential role in the possibilities of information sharing and further
use.
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Local detection mechanisms form the initial part of the SAPPAN reference architecture. Based on the outputs
of these mechanisms, incidents are created and further managed through case management. At the same time,
the outputs of local detections form the primary information shared through the sharing system, where local
attack detection methods of other organizations may utilize it.

Incident Similarity. Our validation of the incident similarity-based methods has shown that incident similarity
clustering is instrumental for the mass processing of similar incidents. According to our empirical experiments as
well as according to our domain experts, it is a pivotal tool to automatically identify the FPs that fall within the
cluster of incidents previously tagged as false positives within the context of similar organizations.

From this viewpoint, the incident-similarity clustering aligns effectively with the potential for faster processing
and resolution of incidents (A.P2). The method utilizes the knowledge of human analysts based on their previous
decisions on whether similar incidents were discerned as false positives. It serves as a bridge between human
expertise and automated processes to reduce the workload on the human operators (A.P1). The clustering of
similar incidents and their visualization also offers the opportunity to improve human-machine teaming (A.P4)
by observing and analyzing the clusters of similar incidents across multiple organizations, thus increasing the
visibility on a higher level to discover, e.g., attack campaigns targeting a specific sector.

The incident clustering functionality has enabled security experts to observe common activities across multiple
customer organizations, which yielded information used to fix repetitive false-positive detections. As such
the method is primarily beneficial for cybersecurity service providers or large organizations who deal with a
high number of incidents. Within the SAPPAN reference architecture, its functionality is best aligned with the
recommendation system component.

Incident Response Automation. The evaluation of the analysis workflow automating typical incident response
steps related to malware infection showed the advantages of linking shared data and automated processing.
Although analysts typically use shared data, their manual querying during analysis significantly delays the entire
incident resolution. Our proposed and evaluated automated processing appropriately shows how this problem
can be overcome and nicely demonstrates the potential of this approach for other typical analyses performed
in incident response. The evaluation also showed that automation is very good at reducing potential errors by
analysts who may miss essential information during manual analysis. In addition, it also shows that results are
consistent across analysts, and that the analysis times are similar with only small differences.

The malware analysis workflow appropriately demonstrates the potential associated with automation in
threat detection and response. Primarily, it shows the strength of workload reduction (A.P1), where it efficiently
implements common steps associated with malware analysis, as the analyst can upload a suspicious file and
attend to other incidents while the file is being processed and analyzed. This is also related to the overall speeding
up of the incident response (A.P2) as the individual analysis steps do not need to be performed manually, but it is
sufficient to confirm the resulting incident response actions depending on the analysis result. Using a standardized
procedure and available tools also offers easy monitoring of the entire analysis process and possible evaluation of
all performed steps (A.P3). A vital role for the proper functioning of the workflow is the shared data based on
which the analyzed sample is evaluated. Its quality (C.C5) significantly influences the processing results. Within
the workflow, it is possible to use several different data sources and balance them against each other, which
can significantly refine the analysis results (A.C4) and allow the analyst to trust the results of the automated
processing.

The malware analysis workflow is part of the automation engine and is directly linked to the case management
and dashboard in the SAPPAN reference architecture. At the beginning of the incident resolution, the analyst
uses the integrating dashboard to upload a suspicious file according to the recommended steps. Subsequently, all
the steps of the analytical workflow are executed, and the analyst only confirms the suggested actions within
case management (e.g., blocking communication with malware-related domains on the firewall). Although not
directly stated in Figure 2, the sharing system plays a key role, from which the malware analysis workflow takes
the CTI and relevant IoCs, which the analyst can further act upon as part of the incident response follow-up.
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Collaboration and Sharing. The results obtained from federated learning implemented over the MISP platform
underscored its efficacy in collaborative model training while preserving data privacy and reducing FPR by
training on a larger and more diverse dataset. Additionally, the shared models become the new form of IoCs in
addition to the traditional forms such as hashes and IP addresses.

From this viewpoint, the sharing of models aligns effectively with the potential for preemptive defense
(C.P1). The shared models encapsulate the detection of attacks of higher complexity or stealthiness than those
typically described by the conventional forms of IoCs and the sharing itself enables other organizations to
prepare the detection even before the attack hits them. At the same time, federated learning over the popular
sharing platform offers the opportunity to involve multiple organizations to train models over more diverse and
balanced datasets (C.P2). Additionally, the federated learning scheme offers the possibility to share metadata
rather than the sensitive data itself, thus partially addressing the challenge of dealing with sensitive inform-
ation (C.C1).

The validation of federated learning within the SAPPAN architecture centered on the DGA classifier use case.
However, both the training process and the sharing of models remain agnostic to the specific use case. The
successful experimentation involving federated learning across three organizations using MISP demonstrated the
viability of this approach. A minor concern may be that all partial models exchanged during the training epochs
remained stored in MISP. On the one hand, this may serve well to analyze the training phase, but on the other
hand, it pollutes the MISP storage. Therefore, it may be practical to remove these partial models which requires
each participating organization to remove its respective models after the training phase.

Data Sanitization. Our evaluation of different privacy-enhancing approaches in the binary DGA detection use
case showed the difficulties of making sensitive information shareable. Data sanitization approaches that aim to
make the data itself shareable and provide the receiving parties more flexibility in how the data can be utilized
face the challenge of difficult-to-quantify privacy guarantees (as indicated by privacy evaluation of the FANCI
feature extraction approach) or require finding a tradeoff between data protection and model utility (as indicated
by the evaluation of the Bloom encoding approach). While alternative approaches such as SMPC and HE can
be used to target a specific data processing task rather than the data itself, the evaluation of different available
frameworks implementing SMPC and HE approaches revealed that the high communication cost introduced by
these approaches renders their use infeasible for DGA detection in real-world settings, even after models have
been simplified to reduce communication cost. Further model simplifications are expected to negatively impact
the accuracy of the model. We found the identification of a suitable tradeoff between protection of samples and
utility to be a labor-intensive process. This has multiple reasons:

(1) It is not always clear what a suitable level of protection is. As universal protection is commonly not
achievable, the question of realistic threat models arises. The evaluation against specific threat models,
however, further limits the general applicability of a solution, as seemingly small changes to the threat
model may drastically weaken the protection provided. Hence, careful consideration may be required when
applying a privacy-enhancing technology to a new use case or setting.

(2) Utility can be measured in various different ways. In the case of our Bloom encoding experiments, the utility
was primarily determined by the impact on classification metrics. For the evaluation of cryptographic pro-
tocols, however, the utility was primarily impacted by the overhead caused by the protocols. This overhead
could be reduced through model simplifications, which in turn impacted the quality of classification results.
The evaluation of utility may thus require to consider additional tradeoffs, e.g., between computational
overhead and classification results.

(3) Itisdifficult to determine how much utility can reasonably be sacrificed for the protection of data. Especially
in practice, the perspectives of different roles may collide. On the one hand, ML engineers and incident
handlers may prioritize the utility of developed tools to reduce the number of false positives. On the other
hand, privacy engineers and data protection officers may prioritize the protection of data to minimize the
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chance of negative consequences arising from collaboration. Finding a suitable tradeoff can hence also
require negotiation between different roles in an organization.

(4) The process of identifying a suitable tradeoff between utility and protection of data for a specific use
case depends on the chosen privacy-enhancing approach. For the three approaches we evaluated (Bloom
encodings, FANCI features, and cryptographic protocols), the starting conditions for identifying such a
tradeoff differed. For using the FANCI feature extractor as a sanitization tool, a good utility was given, but
the question of its protective properties arose. In contrast, the cryptographic protocols provided strong
mathematical guarantees and did in theory not negatively impact classification results, but utility was
limited by the introduced overhead. For the Bloom encodings, neither the level of protection nor the
provided utility was fixed, but had to be tuned via parameter values. Nevertheless, the question of whether
a different approach could provide a better tradeoff in a specific use case always remains.

In terms of the identified challenges and potentials of collaboration, we found the primary challenge to be
the choice of a suitable tradeoff between the risk of leaking sensitive information (C.C1) and the quality of
sanitized data (C.C5). The secondary challenges were the universality of the trained models (C.C3), the machine-
interpretability of data (C.C2), and the confidence in automated decisions (A.C4). Model universality was affected
by the evaluated privacy-enhancing approaches, as they either utilize a specific data domain (Bloom encodings
or FANCI feature vectors) or require different parties to take part in a specific SMPC/HE protocol. In regard to
machine-interpretable data and automated processing, the choice of a suitable privacy-enhancing approach for a
specific setting as well as the choice of respective parameter values requires human consideration. Potential future
advancements through standardization efforts (C.P3) may help to mitigate this challenge through standardized
data sanitization procedures for common data formats and use cases, providing practitioners with guidance in
the selection of privacy-enhancing approaches and their parameter values. Even though none of the privacy-
preserving approaches discussed as part of this work provided a perfect balance between privacy and data utility,
we are optimistic that future improvements in respective technologies can leverage collaborative data generation
and learning (C.P2), which was also indicated by our comparison between DGA detection classifiers trained
in the local and the federated setting. We further see advances in the field of privacy-enhancing technologies
contributing to preemptive defense (C.P1) by allowing organizations to share relevant data with a wider range of
recipients in case they observe a novel kind of attack.

In the context of the SAPPAN architecture, the evaluation of different privacy-enhancing measures in the DGA
detection use case indicates that a general and use case independent implementation of the data sanitization and
transformation component may not be possible. Nevertheless, and due to its importance for activities related to
sharing, a modular use case specific approach could be taken to implement this component. As such, independent
tools could be developed, each of which focuses on the sanitization of specific data formats in specific use cases.
It should, however, be considered that a combination of differently sanitized versions of the same dataset can leak
information that cannot be retrieved when observing each sanitized version independently. We hence recommend
keeping an internal record of which data has been shared in which form with other parties.

Playbook Management and Sharing. Our evaluation of the effective management and sharing of playbooks
draws similarities from previous discussions on privacy-enhancing measures in data sharing, and explores
the complexities and importance of playbook sharing through the SAPPAN architecture. One of the project’s
significant contributions is the development of a dedicated playbook management tool, the integration of a sharing
object into the official MISP repository, and the verification of the toolkit, characterized by its compatibility with
the CACAO standard. Its universality arises from a straightforward design including metadata that describes
playbook properties and the playbook in its original format. The approach to formulating playbooks arrives in
a semantic Web-based knowledge-capturing methodology. The flexibility inherent in the SAPPAN vocabulary,
which allows for modeling confidentiality levels of individual resources, is an advancement in sharing. It facilitates
refined access control and data sanitization to enable the dissemination of shareable playbooks.
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Machine-readable playbook creation, management, and sharing open a new avenue in collaboration and
automation potential. They especially address the potentials of response standardization (C.P3) and increased
quality via human-machine teaming (A.P3), and may further help to reduce human workload (A.P1) and enable
faster processing and resolution of incidents (A.P2) [72]. However, several challenges emerge in the context
of playbook sharing and management. Firstly, maintaining confidentiality by addressing sensitive information
(C.C1) is crucial in playbook management and sharing. Another significant challenge is the adaptability of the
data model (C.C4). Playbooks can reveal sensitive information that is, for instance, related to the operating
devices, network topology, and possible vulnerabilities of the sharing party systems. The introduction of privacy-
preserving measures, such as data sanitization, addresses this challenge but also introduces complexities in
maintaining playbook effectiveness. The balance between sharing comprehensive playbooks and maintaining
confidentiality is a challenge that can be addressed by a dynamic data model such as the SAPPAN vocabulary based
on semantic Web standards which offers flexibility in defining resources and proposing a confidentiality level for
each resource. Secondly, the challenge of machine-interpretability (C.C2) of shared information is addressed by the
machine-readability of playbook formats. The efforts on more effective cybersecurity response automation is an
interesting topic for future work in this regard. Thirdly, the universality of playbook models (C.C3) raises questions
about the adaptability of playbooks across diverse incident scenarios. Compatibility with well-known and widely
used standards such as CACAO can address this concern and hint at where simplified processes could enhance
collaborative efforts. Lastly, dealing with different nuances of an incident (A.C3), particularly in the context of
supporting workflow branching in playbooks, is supported by both the CACAO and the SAPPAN format. While
SAPPAN has made a significant effort in playbook management and sharing, it navigates a complex landscape of
challenges and potentials. The efforts in aligning with established standards, developing a flexible vocabulary, and
integrating sanitization and sharing mechanisms mark a step forward in collaborative cybersecurity [5]. However,
the continuous evolution of cyber threats and organizational environments necessitates ongoing refinement and
adaptation of these approaches.

Within the context of the SAPPAN reference architecture, the assessment of playbook management and sharing
emphasizes the necessity for a user interface component dedicated to the creation, management, representation,
and sharing of playbooks via the dashboard interface. A data sanitization module is critical to filter out confidential
details from the playbooks and their respective steps prior to their distribution as CTL It is also critical to establish
various sharing levels, tailored for distinct dissemination scenarios and for parties with varying degrees of
trustworthiness. Moreover, playbooks in disparate formats should be converted within the data transformation
module to facilitate integration and enhance interoperability. Concerning automation efforts, it is advisable to
identify low-impact incidents and integrate the relevant executable source code, which synchronizes with the
organization’s existing systems, into the playbook procedures. While full automation of response playbooks
presents considerable challenges, partial or semi-automation of routine with low-impact tasks is promising
for practical application. Moreover, linking the playbook management tool with the case management system
is beneficial, not only to assist human operators and enhance recommendation algorithms, but also to collect
feedback and insight to refine playbooks for subsequent incident management.

10 Conclusion

In this work, we have taken a practical look at the potentials and challenges that collaboration and automation may
bring to a multi-purpose sharing infrastructure in the cybersecurity domain. As such, we started by identifying
respective key potentials and challenges. To additionally provide a more technical context, we have proposed
the SAPPAN reference architecture as a general set of technical components and their interactions that allow
the execution of common tasks for sharing-enabled incident response. We then presented our work on the
tasks of local attack detection, incident response, and sharing. Based on our validation results, we discussed the
implications for the previously identified key potentials and challenges and the SAPPAN reference architecture.
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Our results showed that both collaboration and automation have the potential to strengthen detection, analysis,
and response capabilities of an organization. The consideration of ML models as IoCs allows to establish preemptive
defense measures that can deal with novel incidents. The use of more diverse training datasets, e.g., via federated
learning, further allows for creating better classifiers, which can increase the confidence in automated detection
and reduce human workload due to lower FPRs. Collaboration in the security domain, however, has to deal
with the matter of sensitive information, ranging from training data over model updates to playbooks. In our
evaluation of respective approaches for the DGA detection use case, we saw that none of the three evaluated
approaches poses a perfect solution. Handling sensitive information thus still requires human consideration
and is expected to negatively affect the quality of data or restrict the universality of the shared data. When
considering sharing response procedures as machine-readable playbooks, it is crucial to utilize an adaptable and
universally applicable data model. The data model must be sufficiently flexible to cover different nuances of an
incident within one playbook. In this context, the sharing of such playbooks would benefit from standardized and
universally recognized playbook formats. Respective efforts have recently been made with the CACAO playbook
format. Apart from that, the sharing of playbooks may further contribute to the standardization of common
analysis and response procedures. In that regard, also the automation of such procedures should be considered,
as seen by our implementation of the automated malware analysis workflow. The automation of steps commonly
carried out for analyzing a malware sample can benefit human operators by reducing human workload, providing
faster processing of the respective steps, and providing a detailed log of the entire analysis process. This benefits
human-machine teaming without notable risk of disruption. Further, human operators can be assisted by incident
similarity clustering, allowing to connect experience from incidents handled in the past to current incidents. By
keeping a human in the loop and using automation procedures primarily to complement the work of human
operators by carrying out common analysis tasks and suggesting response actions (rather than carrying them out
directly), the risk of disruption is kept low.

While our validation results had implications for a majority of the identified key potentials and challenges,
some of them have been discussed to a lesser extent. To provide some interesting directions for future work, we
briefly discuss them in the following. In our work, we primarily focused on automating analysis tasks rather
than response actions, since the latter has a greater potential for disruption. It further is associated with a
higher implementation effort, as it needs to interact with different systems in an organization [72]. Further, the
exploration of visualization techniques is of great interest, as it can assist in the assessment of data received from
a collaborator, especially for complex forms of data such as trained deep learning models. The use of visualization
techniques should also be considered in the context of automation of workflows, as it could increase confidence in
automated decision making and benefit human-machine teaming through better monitoring. While we discussed
problems that arise from sharing information that is potentially sensitive in an ML setting, we have not focused
on problems arising from malicious collaborators. In this regard, methods for detecting data poisoning attacks are
of significant interest to evaluate the quality of received data. Lastly, we also want to point out the importance
of sanitization procedures for playbooks. Since cybersecurity playbooks can provide rich information to guide
human operators in their work, it comes at the cost of an equally rich data format. Efforts to make playbooks
shareable thus strongly rely on suitable sanitization procedures to ensure that organization-specific information
is removed from a playbook that is prepared for sharing.
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There are many methods for developing a Security Operations Center (SOC) or SOC capability. However, there currently exists
no unified approach which comprehensively outlines the people, processes, and technology required for developing a SOC, or
how an organization might implement those into an effective SOC capability. This article outlines a data gathering process
used to compile knowledge necessary for a proposed Ontology for SOC Creation Assistance and Replication, which can serve
as a solution to the gap in the current body of knowledge. An ontology such as the one proposed here would leverage the
collective experience of a large cadre of cybersecurity experts with deep knowledge in fields related to Security Operations
and the development of SOCs. Using interview methods and analysis, the knowledge of how these experts approach the
problem of creating new SOC capabilities within a set of known constraints can be captured and codified. The result is a
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1 Introduction

With cyber-attacks becoming more prevalent and sophisticated, organizations face increased challenges in effective
cybersecurity incident response. “By definition, a Security Operations Center (SOC), bundles organizational
security roles, essential security services, and tools [Schlette et al., 2021]” SOC related roles, services, and tools
are often mandated by specific regulatory requirements or may be needed to meet conditions for alignment
with standards such as the Identify, Protect, Detect, Respond, and Recover capabilities outlined in the National
Institute of Standards and Technology (NIST) Cybersecurity Framework (CSF). Other security frameworks,
such as the International Organization for Standardization (ISO) 27001 have similar requirements. The
complexities and cost of meeting such requirements or complying with a specific security control framework can
be overwhelming and discouraging for many organizations developing and implementing a SOC. In this article, we
examine how gathering and codifying the knowledge required to carry out SOC development and implementation
tasks may improve outcomes in this area. This research outlines a qualitative process for collecting and analyzing
data related to SOC development. Using this process, we build a unique dataset which comprehensively describes
how SOCs are developed in a defined set of circumstances. Finally, we propose that by formalizing this data it
may be organized into an ontology—a structured body of knowledge. The research team has been involved in
SOC creation and development for several years, and that experience in turn builds upon the decades of work in
developing other types of incident response and cybersecurity capabilities, such as Computer Security Incident
Response Teams (CSIRTs), etc.!

The research gap we address here is the incomplete understanding of how organizations develop effective
SOC capabilities, once the decisions to develop a SOC has been made. We do so by creating a new dataset which
offers insights into the process and suggests the creation of a formal ontology for the field. This new data and
knowledge help to close the existing gap in research and practice.

1.1 Related Work

Within an organization, “a SOC is an organizational unit operating at the heart of all security operations”
[Vielberth et al., 2020]. A SOC is the principal defense group within an organization, typically focusing on
capabilities such as monitoring, preventing, responding, and reporting [Kokulu et al., 2019]. SOCs are also
multifaceted and complex structures that enhance the organization’s security posture [Vielberth et al., 2020]. In
order to be effective, the SOC must have defined processes and procedures for managing security incidents, as
well as have its performance measured using established metrics [Mughal, 2022].

Torres [2015] identifies the “Triad of Security Operations: People, Process, and Technology,” central to security
operations (SecOps). Moreover, the author illustrates the need for SecOps to align with organizational culture,
along with the integration of “multiple functions (people), varying processes and procedures (process) (People,
Process, Technology (PPT)), and disparate security products (technology),” as seen in Figure 1.

Importantly, not all process frameworks focus exclusively on the PPT criteria. The Information Technology
Infrastructure Library (ITIL) process operating model version 3, for example refers to people, process, products,
and partners as the core set of practices for any IT activity or service. However, the ITIL framework is generalized

!In this study we use both the term “CSIRT” and the term “SOC.” While there are many definitions of each term, we generally adhere to the
definitions used by the Forum of Incident Response and Security Teams (FIRST) which are available in many FIRST publications, including
the CSIRT Services Framework [FIRST, 2023] and the Team Types within the Context of Services Frameworks [FIRST, 2024].
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Fig. 1. PPT.

for all IT services, and not specific to security functions, and later versions, such as ITIL version 4 have moved
toward a different framing of how services are implemented [Susnjara and Smalley, 2024]. For this reason, we
focus here on the PPT framework common to IT security practices.

Due to the complex nature of the SOC, and the interdependencies of PPT, many organizations struggle with
successful SOC implementation. SOCs can perform a variety of services based on regulatory requirements or
organizational needs and mission. Issues begin to arise when the synergy between PPT begins to break down.
This can be attributed to several factors. Policy and process drive how people and technology interact, how people
should use technologies within the organization, and what services those technologies should support.

Components of a SOC should be determined once the organization’s unique cybersecurity risks have been
identified and aligned with any specific regulatory requirements. Additionally, services offered by the SOC should
support an organization’s mission and assist an organization in monitoring, detecting and responding to cyber
threats. SOC services are an integral part of maintaining an organization’s cybersecurity posture. The Forum of
Incident Response and Security Teams (FIRST) documents in the Team Types within the Context of Services
Frameworks guide which services are essential to different security team types. For SOCs, Information Security
Event Management and Information Security Incident Management are noted as required services for SOC teams.
As a result, this study focuses on these two SOC functions, which are alternatively referred to here as Network
Monitoring and Incident Response.

One common issue in SOC development occurs when an organization has a low level of understanding of
what the SOC could be capable or how to align the SOC functions to meet organizational needs and mission.
Since security is not a “one-size fits all,” stakeholders often find themselves puzzled when it is explained that
the implementation of a technical solution will not solve their security issues. The importance and role of the
SOC lie in its support of the core tenets of cybersecurity, that of information Confidentiality, Integrity, and
Availability (CIA), otherwise known as the CIA triad. The success of implementing information CIA within
an organization relies heavily on the previously mentioned PPT. As observed by the real-life interactions of the
research team with several stakeholders, PPT do not always work seamlessly together, consequently leading to
the concept for this research project.

SOC failure is often attributed to “a mix of technical and human centric issues [Kokulu et al., 2019].” As noted
by Torres [2015], SOCs need to have systemic communication and collaboration in order for the SOC to function
effectively. In addition to SOC issues centered on PPT, Vielberth et al. [2020] also identified “integration of
domain knowledge” as a challenge. This type of challenge arises from the ever-changing attack surface, with
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Table 1. SOC Challenges [Kokulu, 2019]

Category Subcategory

Operational Issues Low visibility on devices and network topology
Inferior defense against specific types of attacks
Slow response speed of the SOC

Inefficient evaluation metrics

Insufficient budget

Technological Issues Overloaded and low-quality threat intelligence
Poor quality of reports and logs

High false-positive rate

Malfunctioning of SOC tools

Insufficient automation level of SOC components
Poor usability of SOC systems

Challenge of scaling SOC technologies

Human Knowledge Issues | Low situational awareness

Insufficient analyst training

people and tools unable to detect threats not defined by existing rules or mitigations. Through 18 semi-structured
interviews of SOC analysts and managers, a 2019 study conducted by Kokulu et al. dove deeper into SOC operation
challenges. It is important to highlight SOC challenges for the purposes of this study, as the process and body of
knowledge described here aims to address SOC development challenges through the creation of an ontology. The
challenges uncovered by Kokulu et al. [2019] are presented in Table 1 below.

Further exploration of qualitative research literature demonstrates a common acceptance of the SOC PPT
model. As noted by Teoh et al. [2019], lack of workforce skills in people, lack of an implementation plan and
budgeting process, along with rapid technology acceleration were found to be key challenges for a SOC.

1.1.1  Research Gaps and Motivation. There exist several related modern assessment frameworks which use
capability and maturity criteria to evaluate a SOC. For example, the SOC CMM framework looks at 5 domains
and 25 “elements” of SOC development. The key SOC CMM domains are PPT, business, and services [Van Os,
2023]. Other models, such as SIM3, define quantitative measurements to calculate success factors for security
team implementations [Stikvoort, 2015], though SIM3 specifically targets development of national CSIRT teams.
Although National CSIRT team responsibilities tend to differ from an internal organizational SOC as described
in the CSIRT Services Framework [FIRST—Forum of Incident Response and Security Teams, 2023], there are
many commonalities between people development, tools, and processes. The output of both SOC CMM and
SIM3 are quantitative scores based on key aspects of PPT maturity and serve as a measure for benchmarking
performance. These frameworks are helpful for developing a SOC or SOC capability. However, there remains
a gap between these frameworks—which are designed for assessing a SOC—and a comprehensive, full body of
knowledge regarding SOC development. Such as a knowledge base or ontology is described in this study as a
means of addressing that gap. In short, while frameworks can be useful tool for thinking about or approaching
a problem in a systematic way, they lack a complete and comprehensive description of the domain, including
details and particular information necessary for a comprehensive understanding of the entire domain.

It is clear that there is a need for an a more formal knowledge body such as an ontology to assist organizations
in not only meeting SOC development challenges but, also in determining the appropriate technologies and
capabilities needed to instantiate a fully functional SOC.
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The knowledge collected and classified in this study ultimately proposes the Ontology for SOC Creation
Assistance and Replication (OSCAR) which aims to alleviate SOC development and implementation concerns
by capturing and organizing information related to the PPT required for a SOC. It also aims to provide a method
for aligning this knowledge with organizational requirements provided by an organization.

2  Methods

To establish a clear understanding of the challenges analysts and managers experience in the SOC environment,
this research utilizes a data gathering approach for building a deep body of knowledge. To better understand
SOC development processes, data gathering has focused on gaining a better understanding of three key areas
highlighted in the literature: PPT. As noted by Tenny et al. [2022], qualitative research explores and provides
deeper insights into real-world problems, meaning that this approach is ideal for a data gathering study such as
the one described here.

Qualitative research refers to research that produces findings through means not related to statistical analysis
or other methods of quantification [Cypress, 2015]. Qualitative research is used when researchers intend to under-
stand the human experience; this may be related to individual behaviors, organizational functions, interactional
relationships [Cypress, 2015; Donalek, 2005], or as in this study, SOCs. As expressed by Trivedi and Chan [2023],
“qualitative research is primarily exploratory in nature and helps the research better understand motivations,
needs, processes, and rationale for behaviors.” For the purposes of this study, the researchers aim to understand
the challenges that organizations face in standing up a SOC, from the perspective of those related to creation and
operations, senior leadership, managers, and analysts.

Further exploration of the literature revealed that qualitative research is an inquiry process of understanding
that explores a social or human problem ; [Khan, 2014]. This inquiry process is typically conducted in the form of
an unstructured interview, as the interview is “by far the most common method of qualitative data collection”
[Donalek, 2005]. As noted by Donalek [], interview questions can be semi-structured or unstructured, based on
the purpose of the study, with an unstructured interview used to draw out participant experiences.

For this study, the research team interviewed 24 cybersecurity professionals ranging from senior leadership to
analysts, and varying sectors from government and private industry. Interviews began with a series of questions
designed to establish individual level of expertise and sectors (to include government) in which participants have
worked. Once each participant’s area or sector was identified, a series of interview questions based on a specific
scenario was presented. The following sections describe the interview and information gathering process in more
detail, along with the results and some brief discussion.

2.1 Research Design

This study describes the collection and organization of interview data combined with experience which can be
used to form a formal knowledge base. The data and rules within the knowledge base (to date) are based on
knowledge and experience of security experts with a history of assessing and building SOC teams.

To develop a more comprehensive knowledge base (beyond a framework alone), this research collected data
in four phases: (1) Data Collection—design and conduct interviews with security experts; (2) Data Transfor-
mation—coding the interview transcripts to identify SOC development concepts; (3) Data Analysis—analyze
the codes to identify common patterns; and (4) Results—building those concepts and patterns in to a structured
body of knowledge. Data is primarily obtained by asking scenario-based questions of experts interviewed by the
research team. This scenario-driven approach aligns with common knowledge elicitation approaches used in
research, such as Scenario Based Requirements Elicitation (SBRE) as proposed by Holbrook [1990]. In SBRE,
a scenario is used by designers of a system to understand what requirements the users of that system may have.
Scenario selection and development is discussed in further detail in Section 2.2 below.
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The interview structure and modality used in this study is that of a semi structured conversation with each
expert. This structure allowed each expert to elaborate on their perspectives of building a SOC, and to keep
interviews within the structured focal areas of PPT without restricting thought processes of the expert interviewee.
This informal interview approach was chosen primarily to achieve insight, experiences, and understandings
from experts [Rowley, 2012]. This also differentiates the research by uncovering new success factors that are not
considered by current quantitative SOC evaluation methodologies.

Identifying security operations Subject Matter Experts (SMEs) and securing interviews with those individuals
was primarily done by arranging voluntary in-person meetings during the FIRST annual conference held in
Montreal Canada, in June 2023. The annual conference draws a wide array of cybersecurity expertise from a
variety of international organizations. Participants of the conference often hold roles such as Chief Information
Security Officer, Cybersecurity Researcher, SOC Manager, and includes members of national CSIRTs, Product
Security and Incident Response Teams as well as other members of government, academia, and private industry.
Solicitation of volunteers to participate in research interviews at this forum ensured a variety of perspectives and
experiences. Further targeting security operations experience, additional calls for participation in the study were
done through a local chapter of the International Information System Security Certification Consortium. Specific
background information regarding the expert population is shared in further detail in Section 3 below.

Utilizing these various solicitation methods and forums allowed for us to selectivity choose the experience and
expertise thresholds for interview candidates and helped to ensure that interview participants were truly cyberse-
curity operations SMEs. Interview eligibility was also based on potential participants’ current job role. Qualifying
job roles for the study were determined using the framework set forth by the NIST Workforce Framework
for Cybersecurity (NICE) [Petersen et al., 2020]. While not all candidate job role titles exactly matched the
specialty area keywords identified in the NICE framework, our research team was able to determine which
responsibilities were similar in nature and meaning. The diversity of participants for this qualitative study also
allowed for the collection of alternate perspectives on building a SOC, such as from SMEs in closely related fields
including network operations or IT administration. Other expertise-defining factors such as years of cybersecurity
experience, education, and certification background were collected using a demographic questionnaire during
each interview. To meet the objectives of building a dataset specific to SOC development needs, the candidates’
qualifying duties were recorded and mapped to Specialty Areas of interest within the NICE framework. Table 2
below describes the qualifying duties and their mapping to equivalent NICE functions and Specialty Areas.

During the data collection interviews, we preserved participant anonymity and privacy to ensure that candid
conversations could take place for each interview. This was accomplished first using a confidentiality agreement
and second by avoiding use of interviewee names or organizational information during the interview or as
each interview was recorded and transcribed. Instead, interviewees were asked to describe their knowledge
in the context of fictional scenarios. The use of such scenarios adds to the robustness of the data collection by
encouraging recall and allowing users to expand beyond their current working situation, while also providing
anonymity, as described below. Additionally, interviews took place in either a private meeting space or over a
secured virtual meeting platform. Finally, any names, organizational affiliations, or identifying information were
redacted from the interview dataset.

The determination of sample size for this research focused on ensuring that enough SOC knowledge would be
gathered to support the development of a detailed and rich set of codes. The key attributes interview data are their
duration, and the number of interviews conducted—both of which affect the total amount of data gathered. The
time required for each interview is of particular importance as a planning consideration, as the need to gather
a sufficient volume of data and expert insights is directly correlated to the amount of discussion which can be
capture. In planning, anticipated timeframes for each interview fell between 30 and 60 minutes in length. In total,
we completed 24 interviews each with and an average length of 40+ minutes. This exceeded our original data

gathering goal.
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Table 2. Qualifying Duty NICE Framework Mapping

Qualifying Duty ‘ NICE Function ‘ NICE Specialty Area |
Building or Establishing SOCs Oversee and Govern Strategic Planning and Policy,
and Cybersecurity Programs Executive Cyber Leadership
Managing or Leading SOCs Collect and Operate, Oversee and | Cyber Operations Planning,
Govern Cybersecurity Management
Researching SOCs and Their Securely Provision Software Development, Systems
Functions Development, Technology R&D
Consulting for SOCs Protect and Defend, Securely Cyber Defense Analysis, Risk
Provision Management, Systems

Architecture, Systems
Requirements Planning,

Technology R&D
Working in SOCs within Senior | Investigate, Operate and Cyber Investigation, Incident
Capacity Maintain, Protect, and Defend Response, Cyber Defense

Infrastructure Support

The first step as described above involves the individual interviews from the cohort of cybersecurity operations
SMEs. Secondly, each recorded interview was transcribed into a text document. The third step in the research
method was to analyze the transcripts and map key terms and phrases from interviewee answers to a set of codes.
Our goal was to map common terms and themes as described by each of the experts. Codifying answers will
allow for the construction of a knowledge base as a next step through the use of grounded theory [Noble and
Mitchell, 2016].

2.2 Interview Scenario Development

Two key components of developing a knowledge base (particularly one used to develop a future ontology) are
fidelity of data and verification that related questions reflect unbiased perspective on aspects of the subject [Rowley,
2012] To satisfy these knowledge base development components specific to the subject of SOC creation and
development, we used a scenario-based approach (rather than asking interviewees about their own organizational
security operations programs free form). This approach facilitated openness from the experts who may have
otherwise been reluctant to provide specific details or complete insights due to the sensitive nature of cybersecurity
operations for most organizations. Overall, 18 different scenarios were developed as options for use in any single
interview. Each scenario was differentiated by organization size, organization sector, and primary SOC motivation.
A breakdown of each scenario can be found in Table 3. To select a scenario for each expert, we first asked an
initial set of background questions about the interviewees experience. This enabled the research team to select a
scenario to best match interviewee skill set and organizational experience.

Background questioning also allowed the interviewers to validate the expertise of the person being interviewed.
These questions focused on areas such as educational and certification credentials that were applicable to
cybersecurity fields of study. Furthermore, these conversations also helped to discover task domains of each
interviewee’s present role, allowing for additional validation of expertise even in cases where opinions disagreed
throughout the interview data gathering process, a key validation method of expertise as described by Shanteau
[2015]. SOC implementation scenarios included a range of possible scenarios, allowing interviewers to tailor each
interview to be specific to the selected organization sector and size. For example, a small private organization may
not be subject to regulatory requirements for implementing a SOC, whereas a large government organization
may be bound by specific criteria to establish a SOC.
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Table 3. Different Interview Scenarios Used during Data Collection

No. ‘ Organization Size Organization Sector Motivation

1 Small Government Regulatory Requirement
2 Small Government Response to an Incident
3 Medium Government Regulatory Requirement
4 Medium Government Response to an Incident
5 Large Government Regulatory Requirement
6 Large Government Response to an Incident
7 Small Private Industry Regulatory Requirement
8 Small Private Industry Response to an Incident
9 Medium Private Industry Regulatory Requirement
10 | Medium Private Industry Response to an Incident
11 | Large Private Industry Regulatory Requirement
12 | Large Private Industry Response to an Incident
13 | Small Critical Infrastructure | Regulatory Requirement
14 | Small Critical Infrastructure | Response to an Incident
15 | Medium Critical Infrastructure | Regulatory Requirement
16 | Medium Critical Infrastructure | Response to an Incident
17 | Large Critical Infrastructure | Regulatory Requirement
18 | Large Critical Infrastructure | Response to an Incident

Finally, each scenario was restricted to only address the network monitoring and incident response duties
and functions of the SOC. This restriction came after considering all possible SOC duties such as “vulnerability
discovery/research, artifact and forensic evidence analysis, and awareness building” identified as “Service Areas”
by the CSIRT Services Framework [CSIRT Services Framework Version 2.1, n.d.] as noted above. The functions
selected are considered core SOC tasks, meaning they carry the most weight for SOC development. Addressing
all various functionalities such as those listed in the CSIRT Services Framework would be prohibitively time
consuming and is an area for future research. Addressing a limited set of SOC functionality also allowed the
interview team to focus on the depth of knowledge required for these limited functions rather than the breadth
of functionality and duties that a SOC could undertake, minimizing overcomplexity in the interview discussions.

2.2.1 Interview Questions. Interview questions were crafted around core pillars of a SOC—PPT—with questions
to address each pillar. Interviews were conducted in this manner to encourage interviewees to provide description
and justification for each of the primary areas of SOC development. Emphasis was placed on developing questions
to help understand processes relevant to establishing the PPT for building a SOC within the prescribed scenario.
Themes for the questions are shown in Table 4 below as exploratory factors. However, the semi-structured format
of the interviews allowed for flexibility when an expert interviewee provided insight outside of these areas.

People Questions. Addressing people aspects of SOC development is based on a determination of knowledge and
skills required for the duties that are expected of the SOC team. Institutionalized frameworks, such as NIST special
publication 800-181 revision 1, define these duties as knowledge and skills which are used for fundamentally
describing qualifications for different job role functions within cybersecurity [Petersen et al., 2020]. Frameworks
such as the Workforce Framework for Cybersecurity (NICE Framework) describe the knowledge and skills
required to perform tasks within the cybersecurity profession. Aimed at understanding the skill sets that SOC
professionals deemed indispensable to the practical operation of the SOC, questions presented to interviewees
were set forth to prioritize known skills and to discover SOC team attributes that lead to the successful operations
of the team.
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Table 4. Summary of Interview Questions

Question Percentage ‘ Interview Component Exploratory Examples
16.6% Interviewee Demographics | Years of experience, education, and certification
Organizational metrics (assets, budget, people)
33.3% Motivations/Challenges Goals/Objectives and evaluations
Funding, staffing, tools acquisition
16.6% Technology Tool needs identification
Third-party integration
16.6% People/Process Policies, standards, and procedures
People metrics, skills, and abilities
16.6% Prioritizations Organizational risk

Interview questions also sought to determine the number of SOC personnel needed in each of the scenarios.
The purpose of doing so was to understand the motivating factors that drive decisions about the number of
personnel employed to staff the SOC and fill the varying SOC roles that interviewees felt were of importance.
Data collected from the people-related questions were used to determine what interviewees felt made up the
ideal composition of the SOC team from a practical perspective. As with the overall data collection approach,
the duties or functions of the SOC were limited in each scenario to only account for network monitoring and
incident response, which are considered core functions of most SOCs.

Process Questions. Process questions address the identification of policies, standards, and procedures that are
required for a SOC to operate. These questions not only aim to identify and prioritize documents to support a SOC
but also to address challenges with the development and sustainability of these documents. Some examples of
process challenges and solutions have been identified by Onwubiko and Ouazzane [2022] and Mansfield-Devine
[2016] where processes are identified as key components of sustainability and success for the SOC. In this spirit,
interview questions for this study asked experts to identify governing articles such as charter or concept of
operations policies that form strategy for the SOC and then to elaborate on the establishment and application of
these articles.

Technology Questions. Technology-based questions were designed to discover the appropriate hardware and
software that the interviewee felt needed to be implemented for the SOC to function successfully. Technological
aspects include what tools the SOC would need to operate based on the functions that they are asked to perform
within the interview scenario. Technology considerations related to additional SOC functions beyond the core
functions were not discounted by the interview team but were included in the data gathering. This is mainly
because the SME may have felt an important need for them to be part of SOC operations. Examples include
tools used for vulnerability management, threat intelligence, or security engineering. Additionally, technology
questions also meant to uncover the motivating factors, requirements, priorities, and challenges involved with
implementing hardware and software tools for a SOC to utilize.

2.3 Data Coding

After the interviews were completed, each interview was carefully transcribed into text files. Utilizing grounded
theory methods similar to those identified by Noble and Mitchell [2016], the transcribed interviews were analyzed
to develop “categories and analytic codes” from the data. The intent of this process of coding each transcript is to
identify common themes (which become data “codes”) in phrases used by interviewees, relationships between
different themes, and attributes which describe each theme. This is similar to the approach used by Grishman
et al. [2002], which extracted from text information to detect disease outbreak, as well as specific keywords and
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Speaker 2 CODE STRIPI & X CODE PANEL

# So depends. In my current organization, we have access to Gartner, which
is a really, you know, huge repository of vendor related research,
usually agnostic to the point where they're not trying to sell you
anything, but just show you what's available and how they're ranked and
how well they're doing in the industry.

Drag selected content into this panel to code to existing
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I would certainly talk to peers, folks I know from other organizations
that may be already doing this or have built out similar capabilities
because as we know, part of the InfoSec world is community. Right? We
have to share. We have to understand. We have to learn from our peers’
mistakes or from their successes. Right. What did you do that prevented
that?
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Speaker 2
¢+ Let's do it. So, you know, general research - just try to talk to people
that are currently doing it, first of all, and then look to, you know,
maybe relationships you already have with vendors and say, you know, can
you meet this need or that need? Maybe it'll be cheaper if you're
already have a relationship with them, maybe it's a bolt on to something
you already have.
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# So, you know, see what you currently have, how you can augment it with ‘
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those vendors. And then if you have to step outside of that, you know,

just general research -product reviews, things like that, or if you have
# no money, think about how you can build some of these things ourselves,

which is the last choice, hopefully. v e 5
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Fig. 2. Transcript coding.

phrases, before classifying each example from the relevant transcript. In the case of Grishman et al. [2002], specific
keywords related to the creation of a classification system used against collections of infectious disease outbreaks
to form a database. The resultant dataset was then used to sort, filter, and search classifications or codes. Data
collected from the interview transcripts defined practical characteristics, perspectives, and motivations similar to
those expressed by Trivedi and Chan [2023].

As in the Grishman study, SOC knowledge for this study was harvested using an approach of analyzing
transcription data, identifying and classifying keywords, phrases, and passages. and then creating classification
codes. Coding classification was conducted using multiple passes through the transcript. In the first pass, initial
high-level categories were identified and coded based on the SME’s answers to the scenario-based questioning
during each interview. The second pass on the same transcript revealed further sub-categorizations of phrases
and passages. Codes generated on the second and any subsequent reviews were placed as sub-codes within their
respective high-level codes. At the end of multiple passes of analysis against the transcript, a set of root codes
were created, with further sub-codes beneath each. Figure 2 shows a screenshot from the tool used during the
coding phase of analysis, including the expert interview transcript and the passages that have been coded.

To create classification codes, the team analyzed each transcribed passage of the SME’s response to the interview
questions. Basic analysis was done by observing response words and context to determine what high-level SOC
ontology hierarchy concepts were being discussed, then repeating this procedure to further identify and refine
lower-level SOC concepts. In this research we first conducted an initial pass through the collected data in order
to analyze single passages and determine whether an expert’s response in that passage could be placed under a
people-, process-, or technology-based classification. However, during this analysis we determined that these
three classifications were insufficient in describing the entirety of the considerations being used by the experts.
We determined that other high-level classifications could be created as a result of interview discussions including
Motivation, External service(s), and SOC function.

We illustrate our method using the following passage from one expert interview. This passage read “the budget
for the SOC determines a number of factors on the creation of the SOC,” could not be considered any of PPT. We
did not consider these to be classified into PPT. Therefore, a new top-level code—Motivation was needed.
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Table 5. Summary Statistics of Experts’ Experience and Qualifications

Measure Category Count Percentage
Years’ Experience  0-5 0 0.00%
6-15 6 42.86%
16+ 8 57.14%
Number of Years ~ 0-3 1 7.14%
Working in a SOC  4-10 6 42.86%
11+ 7 50.00%
Number of SOCs  1-2 10 71.43%
Worked in 3-4 3 21.43%
5+ 1 7.14%
Incident Response 4 28.57%
. Forensics 2 14.29%
Sub-Field Security Operations 2 14.29%
Management 2 14.29%
Threat Intelligence 2 14.29%
Other 2 14.29%
Bachelors 0 0.00%
Highest Degree Masters 7 50.00%
PhD or Equivalent 3 21.43%
None or Unknown 4 28.57%

After the first pass through the data was completed, a second round of analysis was conducted, in order
to drill deeper into the specific topics and ideas touched upon in each passage from the expert interviews,
allowing an examination of individual concept. To illustrate, we use the example of cost considerations, which
was cited by numerous experts. At the high level, these considerations would fall into the newly created “plan-
ning” consideration classification. However, there are specific considerations related to more specific concepts
when examined at a more granular level. Such an examination reveals that the word “budget” implies monetary
cost, therefore a sub-code could be established under planning named Cost. However, other cost considera-
tions may include concern over threats to reputation (for example, form a data breach), and those associated
costs. These considerations led to the creation of a sub-code under “motivation” called “threats” These new
classification codes, and their implication for the body of SOC development knowledge, are discussed further in
Section 3 below.

3 Results

Analysis of the data gathered from the SOC experts yielded a number of key discoveries and initial observations,
as described in the following findings.

3.1 Experts Profile

The data we collected from participants revealed several key characteristics relevant to establishing their expertise
in the field of security operations and SOC development (number of years in cybersecurity, number of SOCs
worked in, degrees and certifications, etc.). Table 5 shows summary statistics of the experts’ relevant experience
and qualifications in the field.
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Table 6. Summary Statistics of Organizations

Measure Category Count Percentage

Organization Size 0-100 5 35.71%
101-500 3 21.43%
501+ 6 42.86%

Organization

Type/Sector Public 7 50.00%
Private 7 50.00%

IT Department Size 0-20 3 21.43%
21-100 3 21.43%
100+ 4 28.57%
Unknown 4 28.57%

SOC/Security Team

Size 0-15 8 57.14%
16-50 4 28.57%
51+ 2 14.29%

The experts interviewed for this research have extensive experience working in SOC environments, with
exactly half having worked in SOCs for more than 10 years. More than half (57%) have been in the IT field
generally more than 15 years. It is noteworthy that more than 70% of the experts have worked in only one or two
SOCs total. It is not clear why this may be the case. It may speak to the relative newness of the SOC concept or
the desire of experts to maintain continuity.

The data collected also revealed important information about the organizations in which the experts currently
work, as shown in Table 6. In addition to speaking to the expertise and qualifications of the participants, this
set of data also adds to the validity of the general applicability of the findings. The summary statistics of the
organizations reveal that a wide range of institutions were included in the dataset. This variability applied to
organizational size, sector, public/private affiliation, and other information.

The organization-level data reveal that a wide range of SOC are represented in this study. The most consistent
trait is that most SOC teams are small in size, having fewer than 15 total staff members. This was the case
regardless of the overall organization size or the size of the IT department of that organization.

3.2 Developing a SOC: Beyond PPT

While there was some level of variance in the experience of the expert participants in the research, and an even
greater level of variance in the types of organizations for which they worked, there was remarkably little variance
in the main themes and approaches that they share as being relevant to SOC development. This is notable, as it
suggests that there is significant structure and consistency in the body of knowledge used for SOC development.
Of course, there is significant variance within the main themes—no two experts have the same exact approach
and solution for any given problem,

The primary common theme observed across the SOC experts was an adherence to PPT as the three pillars of
SOC development. Occasionally different terminology was used (human resources vs. people) but the discussion
was consistent. This is not surprising, as these areas are considered essential elements for developing a SOC or
similar security team (see Abd Majid and Ariffin [2021]; Torres [2015]) and are also highlighted in commonly used
industry best practice such as the NIST CSF. However, two additional high-level themes also emerged that are
less cited in the literature. The first pertains to motivational issues—why is this SOC capability being developed
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by the organization it will serve, and the criteria that the organization uses to determine the final appearance of
their SOC. Are issues of cost, compliance, or incident prevention important? How will these be addressed?

The issue of motivation was a critical concern for SOC developers regardless of other factors such as organiza-
tional size. For example, a repeated point concerning motivation was that organizations and the leaders tended
not to talk about cybersecurity and the need for a SOC until an incident occurred. One interviewee who worked
at a large organization in the government sector noted:

...Nobody cares about cybersecurity until the incident happens - that we’ve seen that - the company has no
money for MFA and then they get hit by something and then a way the incident generates tons of funding.

This individual worked for a large government organization with significant financial resources, which may
initially suggest that the ability to divert resources is the primary factor at work here. However, similar sentiments
were expressed by others in much different organizational circumstances. An expert working at a startup level
organization compared the SOC to other costs centers or outside repair services:

... So like you think about if by the end of a year we are going to be valuable because of this, or not. Would
you want us to exist, or you don’t even care, you know? Do you care about electrician? No, you don’t care.
You just need you come and say you thank you.

The above suggests that the action is the result of discrete events and the motivations that they provide,
rather than the availability of resources. In each example it was implied that an incident would lead to more
resources being put in to security. These observations also demonstrate that motivations remain consistent
across organizational types. This is important in establishing the importance of motivation, as well as the general
applicability of the developing knowledge framework shared by the experts.

While it is clear from the expert interviews that motivation is a critically important consideration for SOC
development, it is equally important to add the caveat that the impact of motivational factors does vary sub-
stantially depending on several other factors. For example, cost is a motivation across organizations, but larger
organizations will address this issue much differently than their smaller, more resource-constrained counterparts.
This is an important reminder that developing a SOC capability is a complex, multi-faceted process.

The second high-level theme that emerged from the SOC experts, in addition to the well-established PPT, was
planning issues. These were the items that would not necessarily be part of the SOC’s daily functions once it
became operational, but that nonetheless needed to be addressed for it to reach that point of initial operations.
Often these planning concerns related to some future PPT consideration, but experts saw the planning of them as
a separate function. Consider the following observations:

One of the ways to organize this is to, before the SOC is even formed, put together a steering committee that
is a small group of stakeholders who can represent the interests of the business and can articulate the major
business objectives in forming and operating in the SOC.

and

...what I would use is, first of all, scoping what is expected from this organization, how [many] resources
it can provide. So seeing...which monitoring services and incident response services and [how much the]
organization can provide for staffing and for technology and for consultancy.

Those involved in developing SOCs place a very high value on the ability to establish a clear planning process
from the very beginning—before any solutions for PPT are obtained. Without this critical planning the final
makeup of the SOC will not be aligned with organizational expectations, and it will be difficult to receive resources.
It would be more challenging to align the SOC with organizational expectations after processes are established
and people or solutions are procured.
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3.3 Five Pillars of SOC Development

PPT, motivation, and planning represent the main pillars of the SOC development process that our coding
framework helped identify. They also serve as a useful starting point for developing a fuller framework of SOC
development knowledge. As more of the interviews with SOC experts were examined in the coding process,
we developed a coding framework with those five pillars at the roots of the framework. From there, branches
emerged that demonstrate first the main considerations under each theme and then, further down the framework,
the key individual issues.

Notably, the coding framework became saturated quite early in the coding process and has showed remarkable
stability even as the interviews with new experts were added to the set of coded data. The first four high-level
themes (PPT and motivation) were apparent in the first coded interview. The fifth (planning) was added in the
coding of the second interview. Further down the framework, the “leaves” of the structure also eventually achieve
stability, though much later. A total of 37 codes have been included in the framework, but only three of those
were added after the first 10 interviews were coded.

The stability of the high-level themes (even as we continue to populate the lower levels) both affirms the
importance of those themes and demonstrates the complex nature of SOC development. Even after several experts
have been presented with a similar SOC development scenario, new additions are still made to the knowledge
structure at lower levels.

Figure 3 depicts a partially developed knowledge tree structure showing how the people theme initially
developed. The lower levels of the structure, which are the “leaves” of the knowledge tree (as opposed to the
high-level “roots”), outline the important concepts and objects for that part of the structure. As the coding process
continues to integrate expert knowledge, a full framework emerges to show which should address key questions,
such as what challenges an organization would have in building a SOC capability, what tools, platforms, and
infrastructure are needed to develop and operate a SOC capability, and what an organization’s security priorities
are when developing a SOC capability.

4 Discussion

The data gathered in this study demonstrate a clear knowledge structure for the process of developing a SOC
capability in the service areas of incident response and network monitoring. The emerging coding framework
demonstrates that these foundational elements link the overarching objective of SOC development to more
specific concepts such as skills, policies, or tools. In this section we examine these findings, their implications,
and potential impacts. We also outline limitations of the study and ideas for future work.

4.1 Implications

We found that we were able to describe a full, comprehensive process for developing a SOC capability by focusing
on five main themes. Three of the these (PPT) are well discussed in the existing literature. Two others (motivation
and planning) were not. From these five pillars, the remaining themes develop at a more granular level. We
also found that these issues of motivation and planning are important primarily because organizations typically
address the need for a SOC only after an incident has occurred or some outside requirement to develop one has
been imposed.

This suggests that a more comprehensive approach to SOC development may be considered, as depicted in
Figure 4. Existing approaches, which tend to focus solely on the PPT triad may be missing underlying themes, and
such an approach may not result in the best outcome. There are implications for both the security professionals
building and operating the SOC as well as for the leaders of the organization that the SOC will serve. For the
security professionals, incorporating these pillars into the development process will require greater understanding
of business goals and needs. For the organizational leader, it may be necessary to consider the reason a SOC
is needed. As noted in Section 2.2 above, the data gathered in this study was developed form scenarios which
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Fig. 3. Knowledge tree of people theme development.

were driven by either a regulatory requirement or the occurrence of an incident. Understanding how differing
motivations will drive SOC development is a key consideration for leadership. There may also be additional
motivations beyond these two which would further affect SOC development. This is an area for future research.
Finally, we found it noteworthy that SOC experts tend to have limited perspectives—with most having only
worked in one or two SOCs. Despite this, there is significant structure and consistency in the body of knowledge
used for SOC development. Our coding frame reached saturation after less than a dozen interviews and remained
stable after that.

The above findings have enabled us to begin building a structured body of knowledge on the subject of SOC
development. We propose that this body of knowledge will represent an ontology, which we refer to as the
OSCAR. The OSCAR ontology would represent the first attempt to collect and codify knowledge about SOC
development in a usable format. A complete OSCAR ontology would be a valuable tool for both practitioners and
researchers in the area of SOC development. For the practitioner, an ontology will serve as a resource, providing
insight into the process of building a SOC and into the types of solutions for PPT that may be successful. For the
researcher, it may serve as a starting point for understanding a variety of SOC issues and will also provide data
and structured knowledge that can be used in future research.
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4.1.1 A SOC Development Process. The research team involved in this study has significant field experience in
developing and building cybersecurity teams (SOCs, CSIRTs, etc.) in a variety of settings. The lessons learned
from those experiences are that no two SOCs are alike, and therefore the development of any SOC will be a
unique iteration. Those field experiences are supported by the findings of this study. The data gathered here
clearly indicates a set of pillars upon which any SOC must be built. It also demonstrates that there are common
subjects or topics that must be addressed during SOC development—these are evident in the lower-level “leaves”
of the knowledge structure, or in the code book that was developed during the study. However, despite this trove
of data and experience, it is not possible to bring everything into a single, unified “theory of SOC development.”
There is no one-size-fits-all solution, and no single framework that will guide an organization through the process
of building a SOC. SOC development is too unique and situationally specific.

Instead of a single framework or “SOC-in-a-box” solution then, what we are left with is a process. This process
is repeatable but requires an expert hand to guide it. It begins with an assessment of an organization’s current
structure, continues with analysis of current and planned future capabilities for PPT, and may include a review of
relevant documentation. From there, the involved SOC development experts will produce a series of proposed
solutions in PPT, which can be vetted, reviewed, and updated as necessary. Finally, a plan or roadmap for creating
the SOC is developed and implemented.

In this illustration of the SOC process, the need for expert knowledge is clear in areas such as describing the
PPT required for SOC development. However, it is also required in other areas. For example, when applying
an assessment framework at the beginning of the process, an organization must choose from a wide variety of
options. However, the correct choice is context dependent—is the organization private sector or government?
Must it comply with any regulations or standards? What is the goal of developing a SOC capability? In most
cases, answering these questions requires the input of an expert who knows and understands SOCs well. It is
clear from both research and practice that the role of the expert in this process is of paramount importance.
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Such expertise, however, is difficult and time consuming for organizations to employ and may be prohibitive.
The proposed OSCAR ontology replicates the knowledge and insights which may be offered by an expert, but at a
lower barrier to use by an organization or practitioner. An ontology is significantly more robust than a framework.
Where a framework such as NIST CSF or ISO 27000 series can offer a systemic approach to solving a particular
problem, as an ontology OSCAR will help organizations and non-experts ask and answer the right questions and
identify both the problems and the potential solutions which are context dependent and situationally unique. In
this way, OSCAR may provide a valuable resource through the SOC development process.

4.1.2  Helping the Community Build Better SOCs. The sum result of this new insight and understanding of
the pillars of SOC development is an improvement in the efficient building of more effective SOCs and SOC
capabilities. Developing a SOC capability requires several things, but among the most important and an under-
standing of why the capability is needed, and an understanding of what specific solutions will address that need.
Currently, understanding need is done by conducting some type of assessment or evaluation of the organization
building the capability. The additional pillars presented here, along with the proposed ontology, will improve
assessment and evaluation processes by helping to better understand motivations and planning processes, which
have been under-explored in the past. And the re-defined pillars of SOC development will help in the identifi-
cation of appropriate solutions by defining those needs with greater granularity and specificity, enabling more
refined results.

4.2 Limitations

This data gathering study has provided a new dataset for understanding SOC development and has further
developed that data into a formal knowledge structure. We propose an ontology as the next step in the formalization
of that knowledge, but do not present a full ontology yet here. Beyond this, there are some specific limitations
which constrain the general applicability of this study. First, the study design was intentionally limited to only two
areas of SOC operations—incident response and network monitoring. Therefore, we cannot say conclusively that
our finding will apply to other SOC functions or to more general SOC operations. Moreover, the generalization
of our findings may be limited by the sample of experts that we used to gather data. Despite the extensive
measures taken to include participants from a wide range of backgrounds, our small sample size means that
some perspectives may not be included. Second, there was a notable lack of sub-codes beneath one of the five
pillars identified by the research, namely planning. It is unclear why this is the case. During the coding process,
“planning” originally appeared to be a part of the “process” pillar before it became evident that it was its own
distinct pillar. It may be the case that planning is simply a distinct discipline from information security or security
operations. However, our study did not ask participants about background or expertise in planning and they
therefore may have less insight on the subject. This is an area that requires further investigation.

4.3  Future Work

In this study, we examine the process for developing a SOC capability and create a coding framework based
on the knowledge developed from that examination. The primary avenue of future research will be to continue
developing the knowledge base into the proposed OSCAR ontology and then to integrate that knowledge base
into a more refined decision- making tool, such as an expert system. The ontology that we have proposed here
would represent a significant advance in the field and would be a valuable tool for practitioners. An expert system
for SOC development would represent an additional advance.

Two new areas of knowledge are identified in this study—the SOC development pillars of planning and
motivation, which go with the three pillars identified in existing research—PPT. In the future, these new pillars
can be researched and understood much more extensively now that they have been identified. More applications
may be developed for understanding and implementing them in practice.
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Finally, to make the findings of this study more generally applicable, future work may expand to include the
study of additional SOC services beyond just the two addressed by this study: Network Monitoring and Incident
Response. Eventually, the resulting knowledge base could be large and robust enough to be generally applicable
to any SOC capability.

5 Conclusions

The growth and proliferation of SOCs and similar cybersecurity bodies within a variety of organizations is set to
continue amid a seemingly exponential increase in cybersecurity threats. On one hand, this has led to notable
growth and development of SOC-specific expertise even within the cybersecurity community. On the other
hand, the needs of organizations to deploy SOCs have continued to outpace the growth of that expertise. This
suggests an approach for bridging the gap between needed and available SOC development expertise. It does so
by demonstrating an approach for gathering and codifying SOC development knowledge, and then proposing a
formal ontology to describe the knowledge in a format accessible to a wider range of individuals.

This proposed ontology would provide a formally defined knowledge domain for SOC development encompass-
ing expected categories of knowledge—PPT—as well as newly defined categories of knowledge, such as motivation
and organizational planning tasks. In this study, we were able to explore these categories of knowledge both at a
high level and in greater depth by using a qualitative data gathering approach centered on interviewing the actual
experts in a way designed to capture their individual knowledge and insights. We developed a systematic approach
to create scenarios which would encourage openness and frankness as experts explored how they develop SOC
capabilities and solve problems which arise during the process. Across 14 interviews, we built a database of more
than 500 minutes of interviews totaling more than 30,000 words of expert insight on SOC development.

We found that there were clear themes within SOC development that were true regardless of some factors
such as organization size, budget, or regulatory requirements. These common themes included a primary focus
on the role of people in establishing an effective SOC, including a prioritization of soft skills over hard technical
skills; an acknowledgement that budget and high-level organizational prioritization were critical to success; and a
view that technology was not a panacea to solve all problems. On the other hand, we also found that some things
varied depending on context and situation. The ability to scale and the services offered by SOCs in particular
depending on size of organization, type of organization, and sector (public vs. private).

The sum total of these insights is that it is not possible to establish a simple, singular framework for establishing
a SOC. Instead, a more flexible process can be defined and then used by interested parties to develop a SOC
capability. In order to define and make usable such a process, a foundational body or structured knowledge is
required. This research proposes the OSCAR ontology as a potential solution for this body or structured knowledge.

This study is limited in that we are not yet able to present a fully developed ontology or to integrate it into any
type of more complete tool. Further, our research has focused narrowly on only two SOC capabilities—network
monitoring and incident response. To provide a truly useful solution, future research can focus on completing the
ontology in these areas.
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Appendices

A Sample Interview Questions and Scenarios

The below interview and scenario descriptions were used to gather data from study participants:

This interview will seek to understand SME perspectives and approaches to developing SOCs.
Preliminary questions. Please do not reveal any private or personally identifiable information about yourself OR
others in your responses.

— What is your specific field of expertise?
— Number of years of experience?
— What Education/Certifications do you have?
— What sector do you work in? Please select one or more of:
— Government
— Private Sector
— Critical Infrastructure
— Other
— What is the size of your organization?
— How many people?
— Number of IT assets?
— Annual budget for IT operations and/or security?
— Are you currently working in a SOC or other incident response function/team?
— How long has your team been in operation?
— How many staff are assigned to your team?
— How many total personnel are in your organization?
— How many SOCs have you worked in?

Based on responses to the above questions, you will be asked to consider one or two of the following scenarios, each
of which has to do with the creation of a SOC. In each case, an on-premises SOC must provide incident response and
network monitoring services. Other services are optional.

SOC Scenarios

— Scenario 1—Small government experiences APT attack

— Scenario 2—Medium government experiences APT attack

— Scenario 3—Large government experiences APT attack

— Scenario 4—Small CI operator experiences APT attack

— Scenario 5—Medium CI operator experiences APT attack

— Scenario 6—Large CI operator experiences APT attack

— Scenario 7—Small Private Company experiences APT attack

— Scenario 8—Medium Private Company experiences APT attack

— Scenario 9—Large Private Company experiences APT attack

— Scenario 10—Small government has regulatory requirement to implement SOC
— Scenario 11—Medium government has regulatory requirement to implement SOC
— Scenario 12—Large government has regulatory requirement to implement SOC

— Scenario 13—Small CI operator has regulatory requirement to implement SOC

— Scenario 14—Medium CI operator has regulatory requirement to implement SOC
— Scenario 15—Large CI operator has regulatory requirement to implement SOC

— Scenario 16—Small Private Company has regulatory requirement to implement SOC
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— Scenario 17—Medium Private Company has regulatory requirement to implement SOC
— Scenario 18—Large Private Company has regulatory requirement to implement SOC

After the scenario has been presented, the research team will ask a series of questions designed to help you better
understand how you might go about developing a SOC to meet the needs of the organization in the given scenario. Your
answers will help to identify the PPT required to develop a SOC capability, and to understand the decision-making
processes and approaches to prioritization used by SOC developers and operators.

The questions asked during the interview will depend on your responses throughout, but the general topics covered
will include those below:

(1)

)

®)

©

®)

What motivates an organization to build a SOC capability?

— Why do you need a SOC?

— When building a SOC, how does an organization determine and validate needs, goals, objectives, and so on?

— How do you determine whether tools are effective and goals and objectives are being met?

— How frequently do you re-evaluate?

What challenges would an organization have in building a SOC capability?

— Discuss areas such as funding, staffing, workforce (development and retention), skills, tool acquisition, and
0 on.

— How do you prioritize/weigh which tools are needed?

What tools, platforms, and infrastructure are needed to develop and operate a SOC capability?

— How do you identify which tools are needed?

— Are third-party capabilities needed?

What is needed for organizations to develop or implement SOC PPT?

— What policies, procedures, and so on are required?

— What about governing articles such as Charter, Playbooks, and so on?

— How do you determine what people are needed, and what skills and knowledge they require?

What are an organization’s security priorities when developing a SOC capability?

— What do you do once you have a SOC capability?

— Who develops the priorities, and where do they come from?

— How does this affect organizational issues such as data segmentation?

— How often are these priorities reviewed?

B Coding Frame

The full list of codes, including the number of interviews in which each code was referenced, and the total number
of references for each code across all interviews, is in the following Table B1.
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Table B1. Full List of Referencing Codes

Name Interviews Total
Referencing Code References

Malicious Activity 4 7

Compliance

Incident Prevention

Security Process Improvement

Organization

Number of Assets

Size of IT Department 2 3

Size of Organization 6 7

Experience Level 11 53

Role 9 55

Skill 6 14

Technical Skill 11 55

Training 7 20

Degree 9 15

Workload 5 10

Process 6 129

Communications 5 20

Metrics 10 33

Procedure 11 57

Scenario 5 8

Technology 6 59

Resource 11 63
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