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LockBit 3 Decryptors analysis

In this analysis we take in consideration the decryptor tools of LockBit 3.0 ransomware

(Windows version) and LockBit (ESXi variant).

Generally, a decryptor tool permits to decrypt the files encrypted by a ransomware threat; this
type of tool could be delivered directly by the ransomware gang, who developed the threat
(after the payment of the requested ransom) or is developed ad-hoc from the global
cybersecurity community to be distributed to help the victims to decrypt their files without the
need to actually pay the ransom. Unfortunately, this is not always possible, however the
cybersecurity community constantly work to develop new decryptors for the ransomware
threats and the related variants. For this reason, it is not recommended to remove the
encrypted files, because it is not excluded that, in a future, they can effectively be decrypted.
Usually, the decryptors developed by the cybersecurity community take in consideration the
ransomware threats (and the possible variants) which use an offline encryption key. In this case

the analyzed decryptors have been downloaded from the Web.

The executable LBB_Decryptor.exe doesn’'t have a high level of entropy, which would indicate
a "packed” state, in the imports we can see that the mpr.dll library is used to execute network
checking functions, SHLWAPI.dIl to manage filesystem items, search the paths of files to

decrypt, check the existence of the files, if some directories are empty, etc.

AdvAPI32.dll library is used to call functions to manage the MD5 contained in the README
file and manipulate (restore) registry keys related to the infection (Create, Delete, SetValue
operations). The library SHELL32.dll, instead, is imported to execute the function
SHGetSpecialFolderPathW to access to the settings of the file NTUSER.dat; there are also
evidences associated to the creation and management of threads to execute decryption

functions in a more efficient way.
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D& Detect It Easy v3.04 [Windows 10 Version 1809](x86_64) — O *

—

File info
nap MIME

ze of image
2022-07-1403:29: 16 00012000

Endianne Mode Architecture
LE

emangle

Linker: Microsoft Linker(14.12)[GUIZ2,admin]
Shortouts
Options

natures can D Recursive scan D All types T
E Log 97

D& Entropy _ O %

unt

00000000 100 =

Save diagram

not packed(66%:)

Offset Size Entropy Status
00000000  O0DOD0O400 1.83249 not packed PE Header
6.14299 not packed Section(0)[".text']

0000000 4. not packed
00005600  O0DODOB00 3.12948 not packed
0000500  O0D0D2000 0.62862 not packed Section(3)['".data']
0000700 00005800 5.60508 not packed Section(4)[".rsrc']
0000d600 00000400 5.58450 not packed Section(3)[.reloc’]
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property

md3

shal

sha256
first-bytes-hex
first-bytes-text
file-size

entropy
imphash
signature
entry-point
file-version
description
file-type

cpu

subsystem
compiler-stamp
debugger-stamp
resources-stamp
import-stamp
exparts-stamp
version-stamp
certificate-starmp

value

EEEDDAD04CDAETCFI18DAIETEZGEGOES

J4ED29FICD23BTR62ADAFADEREADEDEACI2GBAAG
ET3083ACREF25EEDAIAAZBSATEDIBEFS336CSTCFDT91117DEAI451498FEBIGRT

4D 54 9000 03 00 00 00 04 00 00 00 FF FF 00 00 BS 00 00 00 00 0000 00 40 00 00 0000 00 00 00 00
55808 (bytes)

5332

JEODATDDOBBTA1EEGA4FIZFS0F3 13414

SBFF538BECE3C4DC3I3COB45FC 0458 8945E48045E089453ECR45F08945DCCT 05

executable

32-bit

GuUl

0xB62CFEFFC (Thu Jul 14 03:23:16 2022)
0x62CFEFFC (Thu Jul 14 03:29:16 2022)

ﬁ Stud_PE editing : "LBE_Decryptor.exe” - [32bit app] — X

File Edit Tools

Help

o huzershieuzerideskiopilockbit3-decyptorhdecrpptor_all_pchlbb_decyptor exe

‘"l‘" Dios ] = Berlins l fx Funchions ] Rz Hesources ] 2 Signature ] M FLI_P

HEADERS (Coff+Optional)

DATA DIRECTORY

| 00004C72
Im EntryPoint (raw)
Im ImageBase
Im Size of Image
Im Sections Alignment
| 00000200 File Alignment
IW Humber of sections
IW Characteristics [+

Wizit Stud PE Forum

R Size R aw
Import Table || 000062FS | 000000CS | OOOO44FS

Export Table|| 00000000 | 00000000 | 00000000

DataDir: |IMAGE_DIF_ENTRY_RESOURCE |

GoHes|| ++ || D0ODBOOD | DOOOS730 | DOCO7EDD

Basic HEADERS tree view in hexeditor|| SAVE ta file |

| Test'it ||F|va<=>F|aw|| File Enmparel | OK |




Info

Hex

Disasm

Hash

Strings

Signatures

Memory map
Entropy

Heuristic scan
IMAGE_DQS_HEADER

* IMAGE_NT_HEADERS

IMAGE_FILE_HEADER
= IMAGE_OPTIOMAL_HEADER
IMAGE_DIRECTORY_ENTRIES
Sections
Import

~ Resources

Manifest
Relocs
Debug

45
o0 75

4072

WNetGetUniversalNameW:

Hash 64

00000034c2ecab?b

ginalFirstThi neDateStan wwarderCha

UUIUDSED
000064fc
00006483
00006510
0000630
00006540
0000649¢
8 006504

e = T N

Thunk

vuouuuuuy
00000000
00000000
00000000
0000000
00000000
00000000
00 0

Ordinal

aabla433

UL
00000000
00000000
00000000
00000000
00000000
00000000

Hint

Name
vuuUoyoE

00006992
0000694
00006a72
000D6aee
00006c%a
00006d46

6d80

FirstThunk

uuuuouULY
0000613
000060c8
00006150
00006000
00006180
000060dc
00006144

Hash

BOBLYYIE
Ab2fc056
b0944d95
2fdbccfe
d2d829f4
Afa07dd1
Tff1d223
2bablaad

Name

Here are the details of the import of mpr.dll for the functions WNetAddConnection2W and

RERMNELSZOI
comctl32.dll
SHELL32.dll
msvert.dll
AdvAPI32.dII
ntdll.dll
SHLWAPLdII
mpr.dil

0 Joonteesz | o003 [WNetAdaComectionaw

0022 WHNetGetUniversalNameW

1 00006d68
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BB PE
H Disasm Strings Memory map Entro

Hash 64 Hash
00000034c2ecab7b aabla433

FirstThunk

UUUUDUZY

006540 ntdll.dll

00649¢ : 0 TH1d223 SHLWAPI.dII
30 44 2bablaad  mpr.dll

I
Thunk Ordinal Hlnt Name

_W—
005a PathlsDirectoryEmptyW

PathFindExtension\W
PathFilel
PathlsMetworkPathW

D:hu;

PathRemoveFileSpec
PathAppendW

00000034c2ecab7b aab1a433

I_—|a.5.h ginalFirstThi neDateStan wwarderCha
Strings u ¥

RERMNELIZ.QN

W R —

D0D0BS10 2fdbccfe

0000630 0 0 d2d820f4

ntdll.dil
P 0 SHLWAPLdII
Sections SIS Y 04 0 0 00006144  2bablaa4  mpr.dil
r . = —
Thunk Ordinal = Hint Name

O S

o = T R Y

D:bu;

00006aba
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164
00000034c2ecab7b aabl1a433

Stri ginalFirstThi neDateStan wwarderCha FirstThunk
Strings _ — .
Signatures L 0 8 USER32.dlI
Merr KERNE
Entr':'.p-. i 0000613 4h2f comctl32.dll
Heuristic scan

SHELL32.dII

DNNNANA -
Thunk Ordinal = Hint

0 otoesan | o175 |sHGeSpecFadepaty

I

Ha
00000034c2ecab?b aabla433

Et:iir; irstTht neDateStan wwarderCha Name FirstThunk Hash
Strings - " !

Sic L "

s

Entrop
2fdbeccfe
d2d829f4 Al
4fa 1 ntdll.dll
Tif1d223 SHLWAPI.dII

2bablaad  mpr.dll

Ordinal = Hint Name
05ba WaitForMultipleObjects

v

D h:; 9 0562 Sleep
JEl C

tThreadPriority
>etFilePointerbx
andle

oL

CreateFileW
00c5 Createl mpletionPort

CreateThread
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lea eax, |ebp+pszPath]
push eax ; pszPath
push a 5 hwnd
call SHeetSpecialFolderPathid
push offset pszMore ; "NTUSER.DAT"
lea eax, [ebp+pszPath]
push eax ; pszPath
call PathiAppendi
lea eax, [ebpt+pszPath]
push eax ; 1lpFileName
call GetFileAttributesh
cmp eax, BFFFFFFFFh
jnz short loc_ 481328
_ A J

M

mow [ebpt+var_4], 1

M

loc_4@8132B:

Mo eax, [ebptvar_4]
mow esp, ebp

pop ebp

retn

sub 4812E8 endo

Contextually to the access to the file NTUSER.dat with the function sub_4012EO0 is possible to

see how execution parameters have been set, included “-log” option:

3 LAWUHL STACaLlL SUD_Sy3vcl [ LPVJLY Lplnreaararameter)

5ub_4BBBEC proc near

CompletionKey= dword ptr -@Ch
NumberOfBytesTransferred= dword ptr -8
Overlapped= dword ptr -4
lpThreadParameter= dword ptr 3

push ebp
mow ebp, esp
add esp, BFFFFFFECh
push 2 ; nPriority
push @FFFFFFFEh ; hThread
call SetThreadPricrity
\ Y
i o =
loc_4@3@FE: ; dwMillisecends
push  @FFFFFFFFh
lea eax, [ebp+Overlapped]
push eax 5 1lpOverlapped
lea eax, [ebp+Completionkey]
push eax 3 lpCompleticnKey
lea eax, [ebp+NumberOfBytesTransferred]
push eax ; lpNumberOfBytesTransferred
push ds:CompletionPort ; CompletionPort
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loc_484D62:
push offset String2 ; "-auto”
push dword ptr [ebx] ; Stringl
call _wecsicmp
add esp, 3
test eax, eax
jnz short loc_484D84
il i =
loc_404D34:
push offset aPath 3 "-path”
push dword ptr [ebx] ; Stringl
call _wcsicmp
add esp, &
test eax, eax
jnz short loc_484DB9
A J A J
add ebx, 4
dec [ebp+pNumargs ] loc_4@4DB9:
cmp [ebp+phumirgs], @) |push offset alog ;3 "-log”
jnz short loc_4@84DAS push dword ptr [ebx] ; Stringl

By analyzing the extractable strings from the executable is possible to highlight the peculiarity
to stop a timer (through the KillTimer function), the enumeration of the encrypted files through
cycles and the use of the functions FindFirstFileExW, FindNextFileW, GetLogicalDrivesW and
GetDriveTypeW which are called to manage the drives of the machine on which the decryptor
is executed. Furthermore, some modifications of the files attribute are performed through the
execution of the function SetFileAttributesW and, for efficiency, to point to the files that are

managed, it is executed the function SetFilePointerEx.



Swascan
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B8 strings - O X

Offset - i Type

daec } A rsrc$02

4d92 ] Jialo *aramiy
4dad ] Enable

4db4 ] EndDialog

4dch ] GetDigltem

4dce £ KillTimer

4dda \ LoadlconW

4deb

W
andle

CreateFile\W
Createl mpletionPort
CreateThread
DeleteFil
ExitProce

4edd

ﬁ Stud_PE editing : "LBB_Decryptor.exe” - [32bit app] — >
File Edit Tools Help

||::"-.users'xieuser"-.u:lesktu:up'qu:n:kI:uit3-u:|ecr_l,lpt|:|r"u:lecr_l,lptu:ur_all_pu:"'.ll:ul:u_decr_l,lptur.e:-:e

* Du:usl O Sections ™ Functions | Rs Fesources | @ Signaturel A Procs | & [Opti 'II ]

~lmported Functions E xported Functions

£ >
W Showlmp " OriginalFirstThunk & FirstThunk Show Exp v
Yigit Stud PE Forum < Mews Here | Test' it ||F|va<=>F|aw || File I:::umpare| | 0K |

10
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1 3 dwMilliseconds
ds:hHandle 3 hHandle

call WaitForSingleObject

cmp eax, 182h

jz loc_4@4A97

FEE

push ds:hHandle ; Handle
call NtClose

mov ds:hHandle, @

push 2BAEGFE2h 3 UIDEvent
push [ebp+hiind] ; hwnd
call KillTimer

cmp ds:uvalue, 1

jnz loc_ 44984

Here the extraction of the string related to the function GetLogicalDriveStringsW, which fills a

strings buffer with the detected drives on the host:

B8 strings - O X

= [ utrs [ unicode [ CStrings 5 = Save arch

Type String
deca 0 b A ExitProcess

Aedd ] FindClos

FindFirstFileExW

FindMextFileW

Filter

onsolelnputBuffer

mmandLineW

GetlogicalDriveStringsW
GetModuleHandleW

GetProcAddress

GetQueuedCompletionStatus

GetStdHandle

GlobalFree
HeapSetinformation
Inte: cedIncrement
IsBadReadPtr

MaoweFil J

PostOueuedCompletionStatus

11



TINEXTA GROUP

D& Strings — O *

Filter

] utrs [ unicode [ C Strings

String

ostQueue

leadFile

SetFileAttribute
SetFilePointer
5108
511c
5124
513e
5154
5164
516e

517e

SHChangel Y
SHGetSpecialFolderPathW
SHELL32.dII

[

loc_4@3DF5: ; String

push [ebp+5tring]

call sub_4@3BE4

mov [ebp+var_14], eax

push [ebp+string]

call sub_4@1FF4

push [ebp+dwAdditiconalFlags] ; dwAdditionalFlags
@

push 5 lpSearchFilter
push -] ; TSearchOp

lea eax, [ebp+FindFileData]

push eax 3 lpFindFileData
push -] ; TInfolLevelld

push [ebp+var_14] 5 1pFileName
call FindFirstFileExh

mov [ebp+hFindFile], eax
cmp [ebp+hFindFile], BFFFFFFFFh
jz loc_4@3F58
| 1
¥
28h ;' 3 Ch
[ebptvar_14] ; Str
call wesrchr
add esp, B

12
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TINEXTA GROUP

push
push
push
push
call
push
call

5]

esi

8

ds:hFile
sub_482248
esi
sub_481FF4

; int

Format

; int

hFile

EEREEX,

loc_483F39:
lea eax, [ebp+FindFileData]

push eax ; lpFindFileData
push [ebp+hFindFile] ; hFindFile

call FindNextFilel
test 2ax, eax
jnz loc_483E3F

v

ndFile] ; hFindFile
e

s 5

; Attributes: bp-based frame

sub 482CE4 proc near

1pThreadParameter= dword ptr B8

push ebp

mow ebp, esp

mow eax, [ebp+lpThreadParameter]
push dword ptr [eax+4] ; lpBuffer
ush dword ptr [eax] ; nBufferLength

ﬁall GetlogicalDriveStringsk

pop ebp

retn 4

sub_482CE4 endp

13

; DWORD _ stdcall sub 482CE4(LPVOID lpThreadParameter)
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push ebp

mov ebp, esp
add esp, BFFFFFFFBh
mov [ebp+var_4], @

push [ebp+pszPath] ; pszPath
call PathFindFileNamel

push B::::::::h
push eax
call sub_48183C
cmp eax, ds:dword_ 467708
jnz short loc_482840
Y
push geh ; dwFileaAttributes

push [ebp+pszPath] ; lpFileName
call SetFileAttributesl

push [ebp+pszPath] 3 lpFileName
call DeleteFilel

mov [ebp+var_4], eax

Ll e 5]

loc_48254D:

Following, the evidence of use of the library AdvAPI32.dll for the reasons mentioned before.
It is fundamental to highlight the presence of the three main functions of the MD5 digest
phase for the README file:

MD5Init -> Initialize the MD5 digesting context

MD5Update -> Partially generate the digest by taking in consideration some bytes pointed

from the input and it updates the hashing digest context

MD5Final -> Concludes the MD5 digesting generation

14
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B8 strings = O X

[ utrs [ unicode [ CStrings 5 = Save ]

String

ConvertSidToStringSidW
MD5Final
MD5Init

[E T
[N ]
B

= -

i8]
o

MD5Update

i W Wi
BB K S
I =S -
momom oA

w
4}
&5

RtlDeleteCriticalSection

|3z short loc_4@2A2F |
1
Y
FEZE [l e 5=
push <]
push 188h loc_482A2F:
lea eax, [ebp+pszPath]] (lea eax, [ebp+pszPath]
push eax push eax 3 lpSubKey
push geaaeaaah push geaaeaaah 3 hKey
call ds:dword_487F18 call Regheletekeyl
push <] lea eax, [ebx+2]
push 18a6h push eax 3 lpSubKey
lea eax, [ebx+2] push 50000088h 3 hKey
push eax call RegDeletekeyl
push 80000088h push ebx 3 lpSubKey
call ds:dword_487F16 push geaaeaaah 3 hKey
push ] call Regheletekeyl
push 188h
push ebx
push 50000008h
call ds:dword_487F16
jmp short loc_482A59

Yy

[l e [-=

T ARBAACH.

15
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5 int _ stdcall sub_4@260@(wchar_t *Buffer)
sub_ 482688 proc near

var_68= byte ptr -68h
var_lé= byte ptr -18h
Buffer= dword ptr &8

push ebp

mov ebp, esp

add esp, @FFFFFFO8h

push ebx

lea eax, [ebp+var_gE]
push eax

call MD5Init

mov ecx, ds:dword_487784
push geh

lea eax, [ecx+38h]

push eax

lea eax, [ebptvar_g62]
push eax

call MDSUpdate

lea eax, [ebpt+var_B3]
push eax

call MDSFinal

lea ebx, [ebptvar_1@]
movzx  eax, byte ptr [ebx48Fh]

Desktop wallpaper and the icons are restored by manipulating the registry keys associated to

them:

call DeleteFilen

lea eax, [ebpt+pszPath]

push eax 3 pszPath

call PathFindExtensioni

push offset alco ;3 M.ico"

push eax 3 Destinaticon
call wCscpy

add esp, 8

lea eax, [ebpt+pszPath]

push eax ; lpFileName

call DeleteFilen

lea eax, [ebx+2]

push eax 3 Source

lea eax, [ebpt+pszPath]

push eax ; Destinaticn
call woscpy

add esp, 8

push offset aDefaulticon ; "“\DefaultIcon”
lea eax, [ebpt+pszPath]

push eax 3 Destinaticon
call wescat

add esp, 8

push offset ModuleName ; "advapiz2.dll”
call GetModuleHandlew

push offset ProcName ; "RegDeletekKeyExW"
push eax 3 hModule

call GetProcAddress

mow ds:dword 487F18, eax

16
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il e =]

loc_4@2A59:

lea eax, [ebp+pszPath]

push eax ; Destinaticon

push ds:dword_4e88884 ; int

call sub_482858

lea eax, [ebp+pszPath]

push eax

call sub_ 481574

push offset aControlPanelDe ; "Control Panel\\Desktop”

lea eax, [ebp+pszPath]

push eax ; Destination

call wescat

add esp, B

maw [ebp+phkResult], @

push a ; lpdwDisposition

lea eax, [ebp+phkResult]

push eax ; phkResult

push a 3 lpsecurityAttributes

push 28186h ; samDesired

push a ; dwOptions

push -] ; lpClass

push a ; Reserved

lea eax, [ebp+pszPath]

push eax 5 1pSubkey

push gepeaeash ; hKey
M
push ] ; chData
push a8 3 lpData
push 1 ; dwType
push a8 ; Reserved
push offset WValueName ; "WallPaper”
push [ebpt+phkResult] ; hKey
call RegSetValueExl

[l s =]

loc_4B82ACF:
cmp [ebp+phkResult], @
jz short loc_482ADD

bl e [-=]

push [ebp+phkResult] ; Handle
call NtClose

FIZE

loc 482ADD:

17
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_ Y
FZIE
push -] ; TCreate
push 23h ; &' ; csidl
lea eax, [ebp+pszPath]
push eax ; pszPath
push a 5 hwnd
call SHGetSpecialFolderPathid
lea eax, [ebpt+pszPath]
push eax
call sub_ 481574
Mo ebx, [ebp+lpSubKey]
lea eax, [ebx+2]
push eax 3 Source
lea eax, [ebp+pszPath]
push eax ; Destinaticn
call wescat
add esp, 8
push offset Source 5 ".bmp”
lea eax, [ebp+pszPath]
push eax ; Destinaticn
call wescat
add esp, 8
lea eax, [ebp+pszPath]
push eax 5 1pFileName
call DeleteFilel

Aloop on 4 elements is performed for the RGB settings and the function SetSysColors is called.

This function can be executed to do the colour change of a graphic element:

il s

loc_4@2AD0:

mov [ebp+aElements], 1

xor eax, eax

mov ah, @ASh

mov al, 68Eh ; 'n’

rol eax, 8

mov al, 3th ; "'

mov [ebptaRgbValues], eax

lea eax, [ebp+aRghbValues]

push eax ; lpaRgbvalues
lea eax, [ebp+aElements]

push eax ; lpaElements
push 1 ; CElements
call SetsysColors

mov ebx, 2

call sub_481488

cmp eax, 34h ; "4’

jz short loc_482B13

v
lall il 551
or ebx, 1

18
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& strings - [m| X

String

ticalSection

RtlFreeHeap

riticalSection

calSection

ocateHeap

ntdll.dll
PathAppendW
PathFile
PathFindExtensionW
PathFindFileNameW
PathlsDirecto
PathlsDire:

The analyzed decryptor performs, after creating the thread for efficiency scope, the subroutine
of decryption checking if the RSA key is invalid or corrupted. The debugging string “file rsa

key not valid” is indeed present in this case.

‘ Strings — O *

Filter

String

rkPathW

FileSpecW

I

mpr.dil
NTUSI

file emp

file not found

file not encrypted or damaged

u
u
u
u
u
u
u
u
u

I

CcC CcCc cCcC

19
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push eax

movzx  eax, byte ptr [ebx+8Bh]
push eax

movzx  eax, byte ptr [ebx+84h]
push eax

movzx  eax, byte ptr [ebx+9]
push eax

movzx  eax, byte ptr [ebx+8]
push eax

push small @

push small word ptr [ebx+&]

push small @

push small word ptr [ebx+s]

push dword ptr [ebx] ; Format

push offset a@8x04x84x82xB2 ; "{HBEX-HA4X-¥p4x-HL2XHA2X-Ke2xHe2xwa2xHa". . .
push [ebp+Buffer] ; Buffer

call swprintf

add esp, 34h
pop ebx

maw esp, ebp
pop ebp

retn 4

sub_ 482688 endp

When the MD5Init function is executed, an empty buffer is used as parameter to be filled with

the hash digest when it is actually executed.

® || 003F 2606 53 push ebx

® || 003F2607 8045 95 Tea eax,dword ptr ss:|[lebp-&5]
® || 003IF260A 50 push eax

® || 003F260B ES B2ZBO0O0DO call <IMP.&MD5SIndt>
*||003F2610 SBOD Q4F73IF00 mov ecx,dword ptr ds: [3FF704]
& (|00O3F2616 &8 B0000000 push 80

®||003FZ61E BDE1 80000000 Tea eax,dword ptr ds:[ecx+30]
®||003F2621 50 push eax

®|003F2622 8D 45 95 Tea eax,dword ptr ss:[lebp-65]
® || 0D3F2625 50 push eax

® || 003F2626 ES &DZBOO0DOD call <IMP.&MDSUpdates

® || 003F262B 8D 45 95 Tea eax,dword ptr ss:[lebp-65]
®||003F262E 50 push eax

® || 003F262F ES 5BZBOODO call <IMP.&MDSFinal=
®||003F2634 BD5D FO Tea ebx,dword ptr ss:[lebp-10]
Address | Hex ASCIT

QOZF7704 000 00 OO 00|00 OO0 0O QOO0 00 0O QO[O0 OO0 OO OOD(M. v eeennsnnnnns
QOO3F7714 |00 00 OO 00|00 OO OO OQO(0D OO0 OO QO[O0 OO0 O 00| ... oceennmnanns
OO3F7724 |00 00 OO 00|00 OO OO QOO0 OO OO QO[O0 OO OD 00| ... oeeenuemnanns
0O03F7734 |00 00 OO OO|00 OO OO QOO0 OO0 OO QOO0 OO0 0D OO0 ...cceeeuennanns
003F7744 (00 00 OO0 OO|0O0 OO OO CO|OO OO OO0 OO|00 00 O O0| . uvuennrnnnnnns
QO3F7754 |00 00 OO 00|00 OO Q0O QOO0 OO0 OO QO[O0 OO0 OO0 00| ..cvsennnnsnnnnns
QO3F7764 |00 00 OO 00|00 OO OO QOO0 00 0O QO[O0 OO0 OO OO0 .. wennnnsnnnnns
QOZF7774 |00 00 OO 00|00 OO OO QOO0 OO0 OO QO[O0 OO0 O 00| ... cceennemnanns
OO3F7784 |00 00 OO 00|00 OO OO QOO0 OO OO QO[O0 OO OD 00| ...cceenuemnanns
0O03F7794 |00 00 OO OO|00 OO OO QOO0 OO0 OO QOO0 OO0 0D OO0 ...ccceeuennanns
0D03F77A4 (00 00 OO0 OO|0O0 OO OO0 CO|OO0 OO OO0 OO|0O0 00 O O0| . uvaennrnnnnnns
QO3F77B4| 00 00 OO 00|00 OO 0O QOO0 00 0O Q0|00 OO0 OO0 00| ..o vennnnsnnnnns

Subsequently, the general register ECX is used for the execution content and also the EAX

register to perform push instructions for the output data of the digest operation:
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E8 822B0O0O00 call <IMP.&MDSInit=
SEOD 0477 3F00 mov ecx,dword ptr ds:[3F7704]
L &8 B0000000 push =0
. SDE81 80000000 Tea eax,dword ptr ds: [ecx+30]
. c0 push eax
- 8D45 398 1ea eax,dword ptr ss:|[lebp-65]
®((003F2625 50 push eax
® |003F2626 EB &D2BOODD call <IMP.&MDSUpdatex
s 8D45 98 Tea eax,dword ptr ss:[ebp-63]
. S0 push eax
- ES 582B0O0O0O call <IMP.&MD5Final=
. 805D FO Tea ebx,dword ptr ss:[Jebp-10f
. OFBG43 OF movZX eax,byte ptr ds:[ebx+F]
- 50 push eax
] OFB643 0OE movZx eax,byte ptr ds:[ebx+E]
] S50 push eax
OFB643 0D movzx eax,byte ptr ds:[ebx+D]
S0 push eax
. OFBG&43 0OC movZx eax,byte ptr ds:[ebx+C]
. 50 push eax
. OFBG43 0B movZX eax,byte ptr ds:[ebx+B]
- 50 push eax
] OFB643 DA movZx eax,byte ptr ds:[ebx+A]
] S50 push eax
s OFB643 09 movZx eax,byte ptr ds:[ebx+3]
. S0 push eax
. OFBG43 08 movZx eax,byte ptr ds:[ebx+s)]
. 50 push eax
. 661 6A DO push 0
. 66:FFT3 06 push word ptr ds:[ebx+&]

Then, the MD5Final function is used to fill the general ID and the output of the MD5 hash

digest:

. push 0

. push word ptr ds:[ebx+6]
. push 0

- push word ptr ds:[ebx+4]
- push dword ptr ds:[ebx]

L push 1bb_decryptor.3F7128 IF7128: L " {3%08X 504X -%04X-%02XH02X %02 XH02XH02X
. push dword ptr ss:|[lebp+&j)
. call <IMP.&swprintf>

. add esp,34

. pop ebx

. mov esp,ebp

. pop ebp

. FEeE 4

So, it is observable that during the decryption phase, the decryptor tool reads the
%s.README.txt file: our tests in lab show that also in absence of the README.txt file, the
decryptor manages anyway to decrypt encrypted files. This indicates how in the decryptor tool
there are all the information needed to decrypt encrypted files. Each decryptor in fact is
generated contextually to its ransomware, starting from a couple of public and private key: the
ransomware uses the public key to encrypt, meanwhile the decryptor tool will use the related

private key for the decryption.

Continuing the decryptor analysis, it is noteable that the execution of the decryption tool is

traced also with a log file: trial_dec.log:
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TINEXTA GROUP

‘ Strings

gbac

86d8

3T A0
] L3

8790

d901

+ [] urrs [ Unicode

String
\Defaultlcon
advapi32.dil
RegDeletek ey
WControl Panel\Desktop
WallPaper
LockBit Black Decryptor
Decrypting Finished
Press Any Key To Exit...
trial_dec.log
LockBit Black Decryptor

Decrypt All Encrypted Files

ng Files In Progre
Decrypting File In Progre:
Decrypting Files In Progress...
Decrypt All Encrypted Files
Decrypt All Encrypted Files
Finding Files In Progress...
ntdll.dll

MtSetThreadExecutionState

Tahoma
IDC_BTH

All Encrypted Files

All Decrypted File

2020252*20262 < 2B2HZM2
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cmp [ebptarg_a7, 2
jnz short loc_4@22A3

loc_482243:
cmp [ebptarg_4], 3
jnz short loc_4822AE
L J A J
FEE
t aFileMotEncrypt ; "file not encrypted or damaged”] |mov eax, offset aFileRsakKeyNotV ; "file rsa key not valid”
A4B22AE

I

It seems that during the execution the verdicts are written on files for the various operations,

with “True” or “False” depending on the specific cases.

¥ i YVYVYYVY
FEE
push [ebp+arg_C]
push [ebpt+Format] 3 Format loc_4@22AE:
push offset aTrue5Ss ; "true|¥s|%s\n"| |push eax
push offset Buffer ; Buffer push [ebp+Format] ; Format
call swprintf push offset aFalseSs ; "false|Xs|¥s\n”
add esp, 1éh push offset Buffer ; Buffer
mov eCx, eax call swprintf
jmp short loc_4@822C6 add esp, 18h
Mo ecx, eax
| .
Yy

e

loc_4@82206:

push offset Buffer
push offset Buffer
call sub_4ele94

push a 3 lpOverlapped

lea eax, [ebp+NumberOfBytesWritten]

push eax 3 lpNumberOfByteshritten
push ecx 3 nNumberOfBytesToWrite
push offset Buffer ; lpBuffer

push [ebpt+hFile] 3 hFile

call WriteFile

Following are the details of the execution flow which is related to the function sub_402688 for

the phase of README.TXT ID hashing.

23



TINEXTA GROUP

Buffer= word ptr -2Eh
var_4= dword ptr -4
push ebp
mov ebp, esp
add esp, BFFFFFFD@h
push ebx
Kor ebx, ebx
mov [ebp+var 4], @
MoV [ebptvar_4], eax
cmp [ebp+var_4], @
jz short loc_ 482777
_ Y
[l sl 55
MoV eax, [ebp+var_4]
lea eax, [eax+2]
push eax ; Format
push offset aSReadmeTxt ; "¥s.README. txt”
lea eax, [ebp+Buffer]
push eax 3 Buffer
call swprintf
add esp, 8Ch
push B8FFFFFFFFh
lea eax, [ebpt+Buffer]

Here are the instances of the creation of the contexts to proceed with the MD5 hashing digest

in the context of disassemblying:

lea eax, |ebptvar_ B8]
push eax
call MD5Init
lea eax, [ebp+Buffer]
push eax ; Buffer
call sub_482608
test eax, eax
jz short loc_4@2728
FEE
lea eax, ds:@[eax*2]
push eax
lea eax, [ebp+Buffer]
push 2ax
lea eax, [ebp+var_68]
push 2ax
call MDSUpdate
lea eax, [ebp+var_638]
push eax
call MD5Final
lea esi, [ebptvar_183]
push esi
push 18h
lea eax, [ebp+var_18]
push 2ax
call sub_48110C

Subsequently it seems that some compare, checking and validation execution are performed:
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stosw
jmp short loc_482720 loc_482706:
cmp al, 2Bh ; "+’

jnz short loc_48278E

Y vy r
FIEE

loc_402728: _

mov eax, ebx cmp al, 2Fh ; '/’
pop edi jnz short loc_482716
pop esi ™7

pop ebx

mow esp, ebp

pop ebp

retn

sub_4@82688 endp

loc_482716:
cmp al, 3Dh ; '='
jnz short loc_48271C
cmp [ebptvar_4], @
jz short loc_482777
_ L J

il e =]

mov eax, [ebpt+var_4]

lea eax, [eax+2]

push eax ; Format

push offset aSReadmeTxt ; "%s.README.txt"

lea eax, [ebptBuffer]

push eax 5 Buffer

call swprintf

add esp, @Ch

push BFFFFFFFFh

lea eax, [ebptBuffer]

push eax

call sub_48183C

mov ebx, eax

push [ebptvar_4]

call sub_4B1FF4

[l el =
loc_4@82777:
mov eax, ebx

Following, instead, the initial juncture of the execution in which the phase of files search and
decryption of them begins (please note that in the files enumeration loop the wildcard * is

used):
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mov eop, esp
sub esp, 21Ch
push ebx
push ecx
push edx
push esi
push edi
push offset ConsoleTitle ; "LockBit Black Decryptor”
call SetConscleTitlel
push BFFFFFFF6h ; n5tdHandle
call GetStdHandle
mov [ebp+hConsolelnput], eax
call GetConsclelWindow
push 63h ; 'c’ ; uFlags
push -] 3oy
push a ; X
push -] ;Y
push a ; X
push @FFFFFFFFh ; hindInsertaAfter
push eax ; hkind
call SetlindowPos
mov ds:dword_4687F4C, @
mov ds:dword_467F58, @
mov ds:uvalue, @
push a ; 1pThreadId
push = ; dwCreaticnFlags
push a ; lpParameter
push offset sub 483FA8 : lpStartAddress
_ Y
FIEHE
loc_48485E: ; wAttributes
push Bah
push offset aFindingFilesIn ; "Finding Files In Progress...\rin’
call sub_ 481348
push BFh ; wAttributes
push offset aWait ; "Wait...h\rhn"
call sub_4813A8
push ds:hHandle ; hThread
call ResumeThread

loc_4B4@881: ; dwMilliseconds
push Bah

push ds:hHandle ; hHandle

call WaitFerSingleObject

cmp eax, 1@2h

jz short leoc 484802

|
|| m==
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il s =

loc 4B3DFS: ; String

push [ebp+5tring]

call sub_483BE4

Mo [ebpt+var_14], eax

push [ebpt+string]

call sub 481FF4

push [ebptdwAdditicnalFlags] ; dwAdditionalFlags

push a 3 lpSearchFilter
push a ; TsearchOp

lea eax, [ebp+FindFileData]

push eax 3 lpFindFileData
push ) 3 fInfolLewelId

push [ebpt+var 14] ; lpFileName
call FindFirstFileExk

Mo [ebp+hFindFile], eax
cmp [ebpthFindFile], @FFFFFFFFh
jz loc_4@3FSa
Y
28h ; ¥ ; ch
[ebptvar_14] 3 5tr
call wcsrchr
add esp, a

Based on the verdict of the searching of the files encrypted by LockBit Black is executed the
push of the offset “aFoundUFileS_0" or “aFoundUFileS":

|jz short loc_4848D2 I
= ' - '
il et 5 2=
push ds:hHandle ; hObject
loc_4e4a02: ; Format call CloseHandle
push ds:uvalue push ds:uvalue ; Format
push offset aFoundUFiles_@ ; "Found ¥u File(s)\r" push offset aFoundUFiles ; "Found ¥u File{s)\r"
lea eax, [ebp+Buffer] lea eax, [ebp+Buffer]
push eax ; Buffer push eax ; Buffer
call swprintf call swprintf
add esp, @ch add esp, @ch
push BFh ; whttributes push BFh ; whAttributes
lea eax, [ebp+Buffer] lea eax, [ebptBuffer]
push eax 3 String push eax ; String
call sub_4813A8 call sub_4@813A8
push [ebp+hConsclelnput] ; hConsoleInput push [ebp+hConsclelnput] ; hConsoleInput
call FlushConscleInputBuffer call FlushConsocleInputBuffer
jmp loc_4/4831 jmp short loc_4e84167
| |
¥
FIFE
loc_aea187:
cmp ds:uvalue, ©

Here are the details of the logging in the trial_dec.log file:
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call  sub 4p1574
push offset aTrialDecLog ; "trial_dec.log”
push [ebp+pszPath] ; Destination

call wescat
add esp, 8
jmp short loc_484382

: ' —

FIZE]

call sub_481564

mov ebx, eax loc_484382: loc_464384: ; int
push ebx ; String jmp short loc_484391f (push @

call wecslen push [ebp+lpFileName] ; Stri
add esp, 4 call sub_48287C

lea eax, [eax+2Eh] mov [ebp+pszPath], eax
push eax 5 int

push ehx j String

call sub_48207C

mov [ebp+pszPath], eax

push [ebptpszPath] ; pszPath

call PathRemoveFileSpecw

push [ebp+pszPath]

call sub_4@81574

push offset aTrialDeclog ; "trial_dec.log”
push [ebp+pszPath] ; Destination

call wcscat

add esp, 8

100.00% [(53,518) |(5€2,373) (00003720 [000000000040432D- sub_4042D0+5D | (Synchronized with Hex View-1)

In case the executable doesn’t detect network connectivity the debugging tag “[ERROR]” is

written:
il (] 155
loc_4846CA: ; Size
push 28h ; "
push ] ; Val
push offset NetResource ; wvoid *
call memset
add esp, @Ch
mov ds:MetResource.lpRemoteName, ebx
push 8 ; dwFlags
push a ; lpUserName
push a ; lpPassword
push offset NetResource ; lpNetResource
call WNetAddConnection2i
test eax, eax
jnz short loc_48478F
|

ds:dword_487F48
call sub_4@1FF4
mov ds:dword_487F48, @

push ds :dword_487F48

call sub_481FF4 jmp loc_4@45EA
cmp ds:lpszFile, @
jz short loc_48472E
1
= TE
loc_4@8435E j loc_484358
loc_48472E: i uType

push 48918h
push offset Caption ; "[ERROR]"

push offset Text 3 "Network Connection Unavailable™
push [ebp+hiind ] 3 hund

call MessageBoxi

jmp loc_4@485B
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Following, the details of the most suspicious indicators of the executable in question:

indicator (39)

The file references string(s)

The file execution privilege has been found
The file imports symbol(s)

The file references a string with a suspicious size
The time-stamp of a directory is suspicious
The file references blacklist library(ies)

The file references a group of AP

The file references a group of AP

The file references a group of AP

The file references a group of AP

The file references a group of AP

The file references a group of AP

The file references a group of AP

The file references a group of AP

The file references a group of AP

The file references a group of AP

The file references a group of AP

The file references a group of AP

The file references a group of AP

The file references a group of AP

The file references a group of AP

The file references a group of hint

The file references a group of hint

The file references a group of hint

The file references a group of hint

The file references a group of hint

detail
type: blacklist, count: 30

level: administrator

type: blacklist, count: 29

size: 1090 bytes

directory: debug, stamp: Thu Jul 14
count: 1

type: windowing, count: 10
type: resource, count: 2

type: file, count: 44

type: execution, count: 31
type: conscle, count: 16

type: storage, count: 4

type: dynamic-library, count: 4
type: memory, count: 15

type: synchronization, count: 13
type: shell, count: 3

type: reckoning, count: 4
type: security, count: 8

type: cryptography, count: 8
type: registry, count: 8

type: network, count: &

type: file, count: 17

type: function, count: 69

type: size, count: 2

type: format-string, count: 6
type: utility, count: 3

Here's the Portable Executable sections, where it is highlight how the entropy of the .text
section is 6.143: this coefficient is quite low, so the analyzed decryptor doesn't present

particular occultation techniques of the executable .text section.

Here are further details:
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property

name

md3

entropy

file-ratio (98.17%)
raw-address
raw-size (34784 bytes)
virtual-address
virtual-size (36038 bytes)
entry-point
characteristics
writable
executable
chareable
discardable
initialized-data
uninitialized-data
unreadable
self-modifying
virtualized

file

value

deat

1BEGDF460 34067 FVEADAFDG..,

6.143

3119 %

00000400

Crc00004400 (17408 bytes)
Cra00401000

00004252 (16978 bytes)
0x00004CT2
Oxc60000020

X

value

.rdata

1897 CRBGE5DDEAZ4TABERI3D. .

4,924

6.42 %

(00004800

(r00DDOEDD (3584 bytes)
(00406000

(r00000DES (3464 bytes)
Cre0000040

& Stud_PE editing : "LBB_Decryptor.exe” - [32bit app] —

File

Edit Tools

Help

value

.data
05FD5450034170244B19AB2...
3.129

367 %

00005600

0000000 (2048 bytes)
Oxc00407000

(00001088 (4232 bytes)
OxCOD00040

x

| |c:Muzershisuseridesktophlock bit3-decrpptordeciyptor_all_pchibb_deciyptor.exe

® Doz @ Sections | ™ Functions | R Resources | 8 Signature | R F'ru:u:sl & [(pti 4 I »

WirtualSize

*irtualOffzet

RawSize R awiffzet

nnnn4400

Characteri...

Here further details related to the imports performed and the number of functions associated

to them:
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library (9) blacklist (1) type (1) functions (107)  description

user32.dll - nplicit 14 Multi-User Windows USER APl Client DLL

kernel32.dll - nplicit 4 Windows MWT BASE APl Client DLL

comcti32.dll - Tplicit 1 Common Contrels Library

shell32.dlI - nplicit 4 Windows Shell Cormmon DIl

msvert.dll - nplicit i Windows NT CRT DLL

advapi32.dil - nplicit 7 Advanced Windows 32 Base API

ntdll.dll - nplicit 19 MNT Layer DLL

shlwapi.dil - Tplicit ] Shell Light-weight Utility Library

mpr.dll X nplicit 2 Multiple Provider Router DLL
functions (107} blacklist (29) type (1) ordinal (0) library (9)
EnableWindow - nplicit - user3Z.d
DialogBoxParam\W 32
SetDiglternint - nplicit - user3Z.d
SetSysColors - nplicit - user3Z.d
SetTimer nplicit user3Z.d
SetWindowPos - nplicit - user3Z.d
SetWindowTextW - nplicit - user3Z.d
SystemParametersinfow | x| _implicit | - [user2dll
EndDialog - nplicit - user3Z.d
SendMessageW - nplicit - user3Z.d
MessageBoxW - nplicit - user3Z.d
LoadlcenW nplicit ser32
KillTirer - nplicit - user3Z.d
GetDlgltem - nplicit - user3Z.d
WriteFile x nplicit - ernel3d.d
WriteConsoleW - nplicit - ernel32.d
WaitForSingleObject - nplicit - ernel3
WaitForMultipleObjects - nplicit - Erne
Sleep - nplicit - ernel32.d
SetThreadPriority - nplicit - ernel32.d
SetFilePointerEx - nplicit - ernel32.d
CloseHandle - nplicit - ernel3d.d
CreateFileW - nplicit - ernel32
CreateloCompletionPort - nplicit - ernel32.d
CreateThread - nplicit - ernel3d.d
DeleteFileW x nplicit - ernel32
ExitProcess - nplicit - ernel3
FindClose - nplicit - ernel32.d
FindFirstFileExW x nplicit - ernel32

FindMextFileWW x nplicit - ernel32.d
FlushConsclelnputBuffer x nplicit - ernel32.d
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functions (107) blacklist (29) type (1) ordinal (0] library (3)
wicscat
WESCpY

MD5Update
MD5Init x

MD5Final x
ConvertSidToStringSidW
RegDeletekeyW x
RegSetValueExW x
RegCreatekeyExW
EtlDeleteCriticalSection

RtIDestroyHeap

RtICreateHeap

RtlFreeHeap
RtlinitializeCriticalSection

RtlLeaveCriticalSection

RtlReAllocateHeap
NtClose

RtlAllocateHeap

x| implict | - [ntdlLdl
MtTerminateThread

MtSetinformationThread x
Mt5etinformationProcess

MtOuerySysteminformation x

MNtOueryInformationToken
MtOpenProcessToken
MtOpenProcess X

MtDuplicateToken
RtlEnterCriticalSection

PathFindFileMameW X
PathlsDirectoryEmptyW X
PathFindExtension\W

Here's how the decryptor is in a debugging instance:

J CPU - main thread, module LBB_Decryptor EI[

e B ’* %‘—;;;;FQEP“‘
crreces| [ - éR ea a
BBAR4CY2 LBB_Decruptor.{Modu leEntryPoint}

crrecer|[ - 8 edzFanme PUSH UFFSET BORRTFE4 Frai = [BE_Deoryotor, GA7FG4
Chpeilhl |- ED Bhanmt || GALL GIKP. b Uiethddbonnect ion2u> mpe . WNetA3dConn 2ot Lan2) EE§ Sepatre LER Decryptar. Codu LebntnyPoint >
Ceere| B BNZTSHURT BEAR4TE ESF piaErees

- EEF QLAFFFL4
Crniee|[ 7 ERst® serennm| PlSH oo TR pe: tennrFas) [Fegt o2 o e rmror. <o LeEnmrsPaing s
crresre|[ - B3 F4DSEFFF || CALL @eRRiFFs LEE_Decryptor. BBARLFF4 - .
AR a|| - E%e5 sorFame| foU DUORD PTR OS: CARATF451, 5 EDI BBAA4CY2 LBE_Decruptor.{Modu leEntryPoint}
ERA4 78| | -~ E9 DBFEFFFF JMP BERA45ER EIP 88AA4CT2 LEE Decryptor.<Modu leEntryPoint
BRRS7EF(] > PUSH DWORD FTR DS: [BRA7YF421 Hrol = @ i
crReris||© Es DADSEFEE | CALL GOARLFFS (62 nectupror. sommtFra B OEEEE g ]
crreriA|| - £330 4GvFARel CHF DUORD PTR DS:[eAATF481,@ Bl R pEes obir b H
Prnaros | 7 Frag Plisit DUURD. FTA A5: CeRA7F 48] EE ]
ol srigml e L e e cermurrons |1 & 5 558 bt Sreeeeer

2 o
crRs7as| [ - PUSH OFFSET BOARTEZS CERRORI™
CRR4TEE PIEH OFFSET adrariEs Mewuark Lonneos ian Unavai lasle 08 Lastber BOBUANAN ERRDRSUCCESS
BRARST 30 FF7S a3 PUSH D PTR S5:[ARG.11 hﬂur\er = [ARG. EFL 88000246 (HO,NE,E,BE,NS,PE.GE,LE)
BRA4744|) - ES B389A088 | CALL (dﬂP HUSER32. MessageBoxll > USERZ2. "EEEEQEEDHU STE empby 0.0
crRaras| [+ E3 fioioeee | JHP ooRRedce T8 emers 22
crReraf| | 3 FFeS s@rPRRel PUSH DWORD FTR OS: [BRATF4] [Fegt o2 Slemers 22
crnerse|| - B DFDSERRE |CALL @eARziad LEE_Decrypror. BBARZL34 IR
BAA47EE MOU DWORD FTR DS: [BAATF441, EAX ST4 erpty B.B
BHR47SH(] - 8330 447°FBHGI CMP OWORD PTR DS: [Eﬂﬂ?F44] a STE empty B.B
BRR47EL|] v 7S @5 JHE SHORT BERA4 7S ETE enpry 9.9
o |vEpee fma o 2
Errren| | 7 ERad" sazrape FllaH DIRRD F1% Bes cernzF4a) [l z.e FoT poge Cond @ G b G Eee GGG B 808G D
| ES SFOSFFFF | CALL ABRARZAEDS LBE_Decruptor. ABAAZB04 FiW 827F Frec HEAR,SZ Hask 111111
BHE477S( ) - A3 447FHAER | MOU ODWORD PTR DS: [BARFE441, ERX
orp4rra|| « £330 447FAAG! CHF DUORD PTR DS: [BARPF441,0 w | Lesr omd a65E: saazbaen
TI-GoARACTE (LBE_Decryptor. <Mod LEntroFo (Nt o7 3@ LockBit Black Decryptor %
LBE_Decruptor. (Modu LeEntryuPoint All Encrypted Fies 0
 Addre Hex: dump Decrypt All Encrypted Files Tl *
BRnrooo)dE 00 59 00|55 o8 oo 00|45 00 o oo 2k oo 44 g All Decrypted Files ] I Thunk:
CRA7A1G| 41 05 54 00| 0O 00 89 00|74 B 72 0 15 B4 5 un
GRA7E2G| TG B9 25 00|73 09 7L 00|25 BA T2 90 en 64 0o -
Ciiaza 74 05 29 oa| o5 b4 55 BB o6 a3 59 bg i€ o8 66 e
BRHZESE( 20 B 6E O F BU ;4 OO 26 BB G DB GF OO 7S o e
CRATEEG| € 0 &4 00| 0D 00 80 0066 0O &3 OF 60 B9 &5 oo
CRA7GTE| 28 09 SE 0| 6F 09 £+ 00|20 BA 65 00 6E 0A &2 oo R
GRA7OEG| 72 B9 73 007D B9 74 00|65 BA o4 00 28 09 GF
AR TZ 28 = &1 60 &1 67 65 B
BRR7EAA| 64 aa (=) =] 60 65 28 72 B
BRRYEEA| 73 &1 28 BB g5 73 28 &E 68
CRA7CG| SF 0 £4 D29 99 7t 0|61 68 5C 00 §3 0B &4 06
GRA7A0G| 02 B9 B0 BA| 65 99 51 04| 6C 88 73 00 65 08 7C 08
BARTBERA| 25 73 7C 25 73 aA [al:) an Ba
BRRYEFAl 11 aa 14 aa 24 a8 10 aa Be
BHRY 10| B aa a5 aa 21 =) ic [l
CRA7116| 60 96 60 DA| 12 09 69 00|65 68 B0 0 GE 0B 0O 0o
GRA7126| 03 B2 80 0|69 09 B9 04| 7B 88 2 00 30 08 3% 00 o
B RS MR R
FFFT3| . #8|Painter to newt SEH record

TR ENE N RN ERNNER a16FFred|| 7r7FaTEn| fuow| SE handler
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Curiously, the executable has two .data sections. In the second section there are details related

to strings used as output during the “compare” instructions as verdicts of the decryption

~ [ LBB_Decryptor.exe X 5 5 0 2 B
DOS Header 2
01 2 3 45 6 7 8 %9 ABCDETF| D12345¢6789%ABCDE
@ Dos stub
v NT Headers SE00 73 BC AE S€ FC D8 35 €0 75 01 00 00 D3 70 11 22 | &
S\gnatura SE10 12 F&€ 07 RO 4R 74 17 €D A7 BS €5 Bl 3E 3¢ 57 91
File Header SE20 5€ A7 14 OC 83 AS OA 38 ES F1 ARl FC AF 8B 37

5E30 BD 42 43 CO C8 DO €C 51 14 1B DC C6€ 8E 25 CD C6
SE40 D& DE BE 32 7A 45 43 €3 5A CD 10 BF 17 38 AD 55

Optional Header
Section Headers

v Sections 5ES0 35 G4 8E DC 93 R4 A5 C7 E0 B3 03 04 Fe 28 EC 36
L % text 5EE60 3D D3 25 10 81 45 BB D& RE B7 AS 33 EB D8 4B B4
:; EP = 4072 5ET70 73 Al EC 45 CS €1 DD A3 ED 37 5B Sk 54 Al E5 03 | BN
rdata i
g o Disasm: .dats®2  Genersl  DOSHdr  FileHdr  Optional Hdr  SectionHdrs ~ ® Imports  ® Resource! P
data
ol .dataz? Hex Disasm Hint A
.ﬁ Jrsrc 2000
o reloc

Mame VirtualSize irtualAddres zeOfRawDa nterToRawL terToReloca erTolinenun berOfReloc: erOfLinenw
text 00004252 00001000  OOOO4400  O0OOC400  OODODODD  OOODODOD 0000 0000
rdata 00000d88  00DOGODD  ODDODeDD  OOOO4S00  OODODODD  ODODODOD D000 0000
.data 00001088  OODOT0OD 0D 00003600 0 00 00
.data 00002000  O0OOO9000  ODDO2000 0000500 OOODODODD  ODODODOD D000 0000
IsSIC 00005780  000OObODO  ODODS800 0000700  OODOOODD  OOODODOD 0000 0000
reloc 00000318 00011000  ODDOOMO0  ODODMG0OD  OODODODD  ODODODOD D000 0000

=]

[ VTR —
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TINEXTA GROUP

=
=
m

NTUSER.
file empty

file not found

file not encrypted or damaged

file rsa k

faultlcon

CcC CC CCCc cCccc

advapi32.dll
.data:Be487644 aFileRsaKeyNotV: ; DATA XREF: sub_482248+69%0

.data:eada70sd text "UTF-16LE™, 'file rsa key not walid’',®
.data:e8407aD2 align 4

After a series of checks (“compare”) and conceputal “if", we arrive at the result “file rsa key not

found":

]

o_4B2296:

3 [ebp+arg_4], 2
H short loc_40822A3

loc_4822A3:
cmp [ebp+arg_ 4], 3
jnz short loc_4@22AE
|
Y
FEE]
ypt ; "file not encrypted or damaged"} |mov eax, offset aFileRsakKeyNotVv ; "file rsa key not valid”
=
il e =
loc_4@82289:
cmp [ebptarg 4], 1
jnz short loc_ 482296

loc_4m2296:

cmp [ebp+arg_4], 2
jnz short loc_4@822A3

FMZE

loc_4@822A3:
cmp [ebptarg_ 4], 3
jnz short loc_ 4822AE

Here's the details of an extract of the hexadecimal code of the analyzed executable:
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s CFF Explorer VIII - [LBB_Decryptor.exe]
File Settings 7

H @ LEE_Decryptor.exe
-
VA
B [~IFile: LBB_Decryptor.exe RVA
— |2 Dos Header
(= Mt Headers File Offset
= File Header
(= Optional Header _ o
(= Data Directories [x] % Eﬁ @ p =
— (5 Section Headers [«]
| Simpot Directory Offsst 0 1 ? 3 4 5 & 7 § 9 A B C D E F | ascii
| {5 Resouree Direcory 00005510 | 72 65 63 74 6F 72 79 57 00 00 61 00 50 61 74 68 | rectoryW. a Path
e Ui 00005520 | 49 73 4E 65 74 77 6F 72 6B 50 &1 74 68 57 00 00 | IsNetworkPathi .
— =3 Relocation Directory 00005530 | 8B 00 50 61 74 68 52 65 6D 6F 76 65 46 69 6C 65 | I PathRemoveFile
I— [C) Debug Directary 00005540 | 53 70 65 63 57 00 53 48 4C 57 41 50 49 2E 64 6C | SpecW.SHLWAPI.dL
Y 00005550 | 6C 00 03 00 57 4E 65 74 41 64 64 43 6F 6E 6E 65 | 1.0 .WHetAddConne
%M"’“‘C“"“’"” 00005560 | 63 74 63 6F GE 32 57 00 22 00 57 4E 65 74 47 65 | cticn2W. " UNetGe
— “kDependency Walker 00005570 | 74 55 6E 69 76 65 72 73 61 6C 4E 61 6D 65 57 00 | tUniversalNansl.
— 9%, Hex Editor 00005580 | 6D 70 72 2E 64 6C 6C 00 00 00 00 00 00 O0 00 00 |mpr.dll.........
L 9 ldertifier 00005590 | 00 00 00 00 00 00 OO0 00 00 00 00 00 OO0 00 00 00 | .. ... ....
&, 00005540 | 00 00 00 00 00 00 OO0 00 00 00 00 00 OO0 00 00 00 | .........
Yy Import Adder O0OOS5ED | 00 00 00 00 00 00D 00 00 00 00 00 00 00 00 00 00
— %, Quick Disassembler 000055C0 | 00 00 00 00 00 00 OO0 00 00 00 00 00 OO 00 00 00 | ......... o
| % Rebuilder 00005500 | 00 00 00 00 00 00 OO0 00 00 00 00 00 OO0 00 00 00 | ......... D
| o Editor 000O55E0 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 | ......... D
- Resource 000055F0 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 | ......... o
— 4 UPX Utility 00005600 | 4E 00 54 00 55 00 53 00 45 00 52 00 2E 00 44 00 |N.T.U.S.E.R...D.
00005610 [ 41 00 54 00 00 00 O0 00 74 00 72 00 75 00 65 00 |A.T... .. troue.
00005620 | ?C 00 25 00 73 00 7C 00 25 00 73 00 0& 00 00 00 | |.%.s.|.%.=.... .
00005630 | 66 00 63 00 6C 00 65 00 20 00 65 00 6D 00 70 00 |f.i.l.e...e.nm.p.
00005640 | 74 00 73 00 00 0D 00 D0 &6 00 63 00 &C 00 65 00 |t g file
00005650 | 20 00 6E 00 &F 00 74 00 20 00 &6 00 6F 00 75 00 | ..nm.o.t...f.o.u.
00005660 | 6E 00 64 00 00 00 00 00 66 00 &9 00 6C 00 65 00 |n.d..... fil.e.
00005670 | 20 00 6E 00 &F 00 74 00 20 00 &5 00 6E 00 63 00 | ..n.o.t...e.n.c.
00005680 [ 72 00 79 00 70 00 74 00 65 00 &4 00 20 00 6F 00 |r.v.p.t.=e.d...o.
00005630 | 72 00 20 00 64 00 &1 00 &D 00 &1 00 &7 00 65 00 |r . .d.ama.g.e
0000S6A0 | 64 00 00 00 66 00 69 00 6C 00 &5 00 20 00 72 00 |d...f.i.l.e.. .T.
D00056E0 | 73 00 61 00 20 00 6B 00 65 00 79 00 20 O0 6E 00 |=.a...k.e.y...n.
000056C0 | 6F 00 74 00 20 00 76 00 61 00 6C 00 69 00 64 00 |o.t.. .v.a.l.i.d.
00005600 | 00 00 00 00 66 00 61 00 6C 00 73 00 65 00 ?C 00 | ... .f.a.l.=.e.|.
O0OOSKED | 25 00 73 00 7C 00 25 00 73 00 0& 00 OD 00 00 00 |%. = | %=
000056F0 | 11 00 00 00 14 00 00 00 24 00 00 00 1D 00 00 00 |O0...0...S o
00005700 | OE 00 00 00 05 00 00 00 21 00 00 00 1C 00 00 00 |o...0...01. .. ...
00005710 | 0D 00 00 00 12 00 O0 00 08 00 00 00 OB 00 00 00 | ....0...0...0...
00005720 | 09 00 00 00 00 00D 00 00 7B 00 25 00 30 00 3& 00 { %08
00005730 | 58 00 2D 00 25 00 30 00 34 00 S8 00 2D O0 25 00 |X.—.%.0.4 % —. %,

LBE_Decryptor.exe

Member Offset Size Value Meaning
Magic 00000038 Word 010B PE32
MajorLinkerVersion 00000094 Byte 0E
MinorLinkerVersion 00000098 Byte oc

SizeOfCode 0000003C Dword 00004400
SizeOflnitializedData 000000AD Dwaord 0000SCO0
SizeQfUninitializedData 000000A4 Dword 00000000
AddressOfEntryPoint 00000043 Dword 00004CT2 text
BaseOfCode 00000DAC Dword 00001000
BaseOfData 000D00BD Dword 0DODE00D

ImageBase 000000B4 Dwaord 00400000
SectionAlignment 000000B2 Dword 00001000
FileAlignment 000000BC Dwaord 00000200
MajorOperatingSystemVers... | 000000C0 Word 0005
MinorOperatingSystemVers...| 000000C2 Word 0001
MajorlmageVersion 000000C4 Word 0000
MinerimageVersion 000000CE Word 0000
MajorSubsystemVersion 000000CE Word 0005
MinorSubsystemVersion 000000CA Word 0001
Win32VersionValue 000000CC Dword 00000000
SizeOflmage 00000000 Dword 00012000
SizeOfHeaders 00000004 Dwaord 00000400

CheckSum 000000D8 Dword ODOOFFC3
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Following, the details related to the phase of the execution of the decryption thread where is

possible to notice references to the management of registry keys for their disinfection:

£

int32_t SetFileAttributes\y = 0x6&dc;

wvoid fun_40513e(struct s0” a1, struct s0” a2, struct =0~ a3) |
goto SetFileAtiributes\y;

L

int32_t DeleteFileW = Ox66ba;

4 00 push o N
ba 04 pusn H Hide FPU
fA 00 push 0
8 AB3F3BOD push 1bb_decryptor.3B3FAS % gggggggg n
A 00 ush 0
A 00 gush 0 ECX  231p0000
8 430F0000 €all <IMP.a&CreateThread> EDX 00000000
3 3C7F3B00 mov dword ptr ds:[3BFF3C],eax EBP 0 FBES
33D 3C7F3BOO 00 cmp dword ptr ds:[3BFF3C],0 ESP 007 8F8BC
5 05 jne 1bb_decryptor.3B415A ESI O0AF1945
9 B5000000 jmp 1bb_decryptor.3B420F EDI 5382C "LdrpInitialize
A5 ““52 'AH" d 1
8 18733800 pus bb_decryptor. 387318 3B7318:L"\r\n\nDecrypting Files 27
8 42DZFFFF €all 1bb_decryptor.3B13A8 EIP EEAZT [T U AR
4 OF push F
8 4733800 push 1bb_decryptor.3B7364 3B7364:L"WaIT. .. \r\n" ERLAGS R uannZaE
8 3GDZFFFF €all 1bb_decryptor.3B13AS ZF 1 FF 1 AF O
F35 3C7F3B00 push dword ptr ds:[3B7F3C] OF 0 SF 0 DF O
8 A30F0D00 call <IMP.&ResumeThread> €F 0 TF O IF L
oA push A
F35 3C7F3B00 push dword ptr ds:[3B7F3C] LastError 00000002 (ERROR_FILE_NO
®|[8 D20FO000 €all <IMP.&WaitForSingledbject> LastStatus CO000034 (STATUS_OBIECT
s (D 02010000 omp_eax, 102
r----® |14 30 iE 1bb_decr‘yp\:or.3t?.41a:£ G5 002B FS 0053
' ®|[F35 3C7F3BOO push dword ptr ds:[3B7F3C] ES 0028 DS 002B
1 @[5 DCOEOQDOD €all <IMP.a&CloseHandlex €S 0023 55 D0ZB
g ®|[F35 GO7F3BOO push dword ptr ds: [357F60] v
! ®}3 78733800 push 1bb_decryptor.3B7378 3B7378:L"Decrypted %u File(s)hr
: ® |iD35 E4FDFFFF 'Ieaheax ydword ptr ss:[ebp-2icC[] <
| efo push eax
! e|lg8 FDOCOOOD €all <IMP.&swprintfs Default (stdcall) e
! o o 3 1: [esp+4] 7775382C ntdl1.7775382C
2 2: [esp+8] 00AF1948 ODAF1948
Tbb_decryptor.003B13A8 3: [esp+C] O0SE0000 DOSEOOO0
4: [esp+l0] 00000001 00000001
5: [esp+l4] 0078FSBC 007SFSBC
-text: 00384161 Tbb_decryptor.exe:$4161 #3561
Woump1  @pump2  @oump3  @lpumps  @Woumps @ watch1  Ix=lLlocals gﬂzgﬁgﬁﬁ gggggggﬂ ol
address | Hex ASCIT 0078F204 | 0OAFIDFC| L"C:\\Users\\IEUser\\Desktop'Lockbi-
et e i
00381190 | 3A 8A 24 3B|CL ED 10 83|C6 04 OF BG|DL OF B6 CD Do78Fa0s | a0rSrAGs SLTC:\\Users\\IEUser\\Desktopi\Lockl
003B11A0|8A 1C 3A 8A(3C 39 5F B8A|D4 8A F3 CO|ED 02 CO EB Serere| T T TET
003B11B0| 02 CO E6 06(CO E4 04 CO|EA D4 0OA FE[0A C2 DA E3 = Al oo oo0o0D
D03B11C0O|88 07 88 7F (02 88 67 D1|FF 4D FC 8D|7F 03 75 AF 0078F918 | 0078FAGS
003811D0|58 5F SE 5A(59 5B 8B E5|5D €2 08 00|55 8B EC 83 oo7aFaic | oooo000D
003B11ED|C4 BC 53 51|52 56 57 &8D|7D BC BB 41|42 43 44 AB| AWSQRVW. oo7araz0 | ooaFzFES
003B11F0|B8 45 46 47 48 AB BS 49|4A 4B 4C AB|BS 4D 4E 4F| .EFGHs IJKL« MNO oo7arac4 | ooarDs24
00381200 |50 AB B8 51(52 53 54 AB(B8 55 56 57|58 AB B8 59|P« QRST«, UVWXe Y oo-zracs | 77360840 ntd11. 77860BAD
00381210 |5A 61 62 AB|BS 63 64 65|66 AB BB 67|68 63 G6A AB|Zabe cdefw ghijs norzrasc | 00000000 .
003B1220|B8 6B 6C GD|6E AB B8 6F |70 71 72 AB|BB 73 74 75| klimne opgre stu oo-srazo | ooarsspE v
nnN2R1220 78 79 74 ARIR& 20 21 22(/32 AR RAR 24l ve wivFe 0123e 4 o=

struct s0* fun_405090(struct s0° a1, struct s0™ a2, structs0™ a3, struct s0~ a4, struct s0™ a5, structs0™ a6, structs0™ a7) |

goto DeleteFileWy;

L

int32_t SHGetSpecialFolderPathy = 0x69da;

wvoid fun_405180(struct s0” a1, struct s0° a2, struct s0” a3, structs0™a4) |

goto SHGetSpedalFolderPathi;

L

void fun_401574/struct s0” ecx, structs0™ a2, struct s0° a3, struct s0” a4, struct s0™ a5, struct s0” a8, struct =0~ a7, structs0™ a8, struct
int32_teax19;

struct s0” ebx20;

if (1a2) |
addr_40159d_2:
return;

+else |
eax19 =10;
ebx20 = a2;

while [“reinterpret_cast-struct 07> reinterpret_cast-unsigned char=ebx20) + eax13 * 2)) |

e
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int32_t PathFindExtensionW' = OxAccd;

struct s0° fun_40522e(struct 50 a1, structs0” a2, structs0™ a3, struct s0 a4, struct s0” a5, struct 507 ad) |
goto PathFindExtension\;

int32_t GetModuleHandleW = OxE&7bE;

struct s0* fun_4050e4(struct s0° a1, struct s0™ a2, structs0™ a3, structs0™ a4, struct s0” a5, struct 50 a8, structs0™ a7, structs0™ a8, shi
goto GetModuleHandleW;

int32_t GetProcAddress = OwaTec;

struct s0 fun_4050ea(struct s0° a1, struct s0° a2, struct s07 a3, struct s07 a4, struct 50 a5, struct s07 a6, struct 507 a7, struct 507 a8, st
goto GetProcAddress;

int32_tRegSetValueEx\W = Oxbadc;

void fun_4051aa(int32_tal, int32_ta2, int32_ta3, int32_ta4, int32_tas, int32_tas, structs0” a7, struct s0” a8, structs0™ a9, struct s
goto RegSetValueExi;

int32_t SystemParametersInfoW = 0x6650;

wvoid fun_405072(int32_tal, int32_taZ2, int32_ta3, uint32_t a4, structs0” a5, struct s07 a6, struct s07 a7, struct s07 a3, struct s0° a3, st
goto SystemParametersInfolly;

int32_t SHChangeMotify = 0x69cs;

struct s0° fun_40517a(int32_tal, int32_t a2, int32_t a3, int32_ta4, int32_t a5, int32_t a6, int32_ta7, uint32_t a3, struct s0° a3, struct
goto SHChangeMotify;

L

int32_t NtQuerySystemInformation = Ox6b5a;
int32_t fun_4051ce() |
goto NtQuerySystemInformation;

L

int32_tRtReAllocateHeap = Ox6cEE,;
void fun_40521c() |

goto RtReAllocateHeap;
int32_tRtFreeHeap = Ox6c3e;
void fun_40520a() |

goto RtFreeHeap;
int32_t RiAdjustPrivilege = 0x6bbe;
int32_t fun_4051e6(int32_tal, int32_t a2, int32_ta3, void™ad) |
~ gotoRAdjustPrivilege;
int32_tRegCreateKeyExW = Ox6aba;

int32_t fun_40519% struct s0” a1, struct s0° a2, struct s0” a3, struct s07 a4, struct 507 a5, structs0™ a6, structs0™ a7, struct s07 a8, stru
goto RegCreatekeyExW;

L
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if (v4) {

v5 = reinterpret_cast-<struct s07 = reinterpret_cast<int32_t=(ebp2) + 0xfffffdes);
fun_405180(0, v5, 35, 0);
fun_401574(ecx, reinterpret_cast<int32_t:=(ebp2) + Oxfffffdes, 0, v5, 35, 0, edif, esi?, edxd, ecx, ebx?, w10, vil, w12, v13, vi4, w15, vi6)
fun_404ebs reinterpret_cast<int32_t=-(ebp2) + Oufffffdes, fw4-=f2, 0, v5, 35, 0, edif, esi?, edxd, ecx, ebx9, w17, v18, v19, v20, v21, w22,
fun_404ebs reinterpret_cast<int32_t-(ebp2) + Oufffffdes, ™", 0, v5, 35, 0, edif, esi7, edx8, ecx, ebx9, v24, v25, v26, v27, w28, v29, v30);
v31 = reinterpret_cast=struct s07 = (reinterpret_cast<int32_t=(ebp2) + Oxfffffded);
fun_405090(v31, 0, v5, 35, 0, edi6, esi7);
v32 = reinterpret_cast=struct s07 = (reinterpret_cast<int32_t=(ebp2) + Oxfffffdes);
eax33 = fun_40522e(v32, v31, 0, v5, 35, 0);
fun_404ebc(eax33, ".", v32, w31, 0, v5, 35, 0, edid);
v34 = reinterpret_cast-struct =07 > (reinterpret_cast<int32_t>(ebp2) + Oxfffffdes);
fun_405090(v34, v32, w31, 0, v5, 35, 0);
fun_404ebc(reinterpret_cast<int32_t=(ebp?) + Oxfffffded, fwvd-=f2, v34, w32, v31, 0, v5, 35, 0);
fun_404ebs reinterpret_cast<int32_t-(ebp2) + Oufffffdes, "\, v34, w32, v31, 0, v5, 35, 0, edi6, esi7, edxd, ecx, ebx9, v35, v38, v37, v38)
eax4? = fun_4050e4("a", v34, w32, v31, 0, v5, 35, 0, edif, esi7, edxd, ecx, ebxd, v39, v40, v41);
eaxd6 = fun_4050ealeax42, "RegDeletekeyExW™, "a", w34, v32, v31, 0, v5, 35, 0, edig, esi7, edxd, ecx, ebx9, v43, v44, v45);
g407f10 = eaxds;
zf47 = g407f10 == 10;
if (zf47) |
v48 = reinterpret_cast=struct s0” = reinterpret_cast<int32_t=(ebp2) + 0xfffffdes);
v49 = reinterpret_cast<struct s07 > (0x80000000);
fun_4051a4(0x30000000, v48, eax4?, RegDeletekeyExW™, "a", v34, w32, v31, 0, v5, 35, 0, edi6, esi7, edxd, ecx);
v50 = reinterpret_cast=struct s0" > (2v4-=f2);
fun_4051a4(0x80000000, v50, 0x30000000, w48, eax42, ReaDeleteKeyExW", 5", v34, w32, v31, 0, v5, 35, 0, edi6, esi7);
vil = w4
v52 = reinterpret_cast<struct s07 = (0x50000000);
fun_4051a4(0x80000000, v51, 0x80000000, w50, 0xE0000000, w48, eax42, RegDeleteKeyExW™, "a", v34, v32, w31, 0, v5, 35, 0);|
T else |
v43 = reinterpret_cast-<structs07:=(0);
v49 = reinterpret_cast<struct =07 > (0x100);
v50 = reinterpret_cast=struct s0” = (reinterpret_cast<int32_t=(ebp2) + Oxfffffded);
gA07f10{0xB0000000, w50, 0x100, 0, eax42, RegDeletekeyExW™, "a", v34, v32, v31, 0, v5, 35, 0);
v51 = reinterpret_cast<structs07=(0);
v52 = reinterpret_cast=struct =0 = (0x100);
v53 = avd-=f2;
g407f10{0x20000000, v53, 0x100, 0, Ox80000000, w50, 0x100, 0, eax42, "RegDeletekeyEx\W", "a", v34, w32, w31, 0, w5, 35, 0);
g0 7F10{0xB0000000, w4, 0x100, 0, 0xE0000000, w53, 0x100, 0, 0x80000000, w50, Ox100, 0, eaxd42, "RegDeleteKeyExW™, "a", v34, v32, v31,

After the execution of the subroutines of the management of the files attributes, it is executed

a series of compare instructions.

In the following case it doesn’t succeed the phase of the decryption of files (obtained through

enumeration), in fact the verdict is “false”. In case the results of the operations are true (so

succeded) a positive verdict of the execution is written in the log file trial_dec.log (then called

from the filepath trailing removing function PathRemoveFileSpecW):
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je 1bb_decryptor.95227C - s
push dword ptr ss:[[ebp+14] Hide FPU
push dword ptr ss:|febp+10]

EAX 00000000

ush 1bb_decryptor.957018 957018:L"true|%s |%s\n"

gush '\hh_decrggtor.as."?m = EBX  DOAG5000

€alll <IMP.&swprintf> ECX  C4DDOO0D

add esp,10 EDX 00000000

mov ecx,eax EBFP 007BF360

—— jmp 1bb_decryptor.9522C6 ESP O07BF334 &"erCheckMenuIt

& cmp dword ptr ss:|febp+C,0 ESI 00141968
H je 1bb_decryptor.352289 _ . . EDI  77BG382C "LdrpInitialize
' mov eax,lbb_decryptor.957030 9570320:L"File empty'

Jjmp 1bb_decryptor.3522AE EIP  77BFEA27 ntd11.77BFEA27

cmp dword ptr ss:|febp+Clll,1
je 1bb_decryptor.952296

mov eax,lbb_decryptor.3570458 957045:L"Tile not found”
jmp 1bb_decryptor.9522AE

EFLAGS 00000246
ZE1 PF 1 AF O

cmp dword ptr ss:[ebp+cl,2 OF 0 SF O DF O
je 1bb_decryptor.9522a3 CF O TFO IF 1
mov eax,1bb_decryptor.957068 957068:L"Ffile not encrypted or damaged"
jmp 1bb_decryptor.3522AE LastError 00000000
cmp_dword ptr ss:[febp+Cll, 3 LastStatus 00000000
je 1bb_decryptor.9522AE
mov eax,lbb_decryptor.35704A4 9570A4:L"file rsa key not valid" GS 002B FS 0053
ush eax
P T ESjooatigosfooen)
. L7 Assemble at 00952247 X
. £ >
- v
. [j= Dx0095224E] | , || Default (stccal) ~|[5 [2]0 unlock
1: [esp+4] 77B6382C ntdll.77B6382C
ump is taken [ keep size [ Fill with NOP's () XEDParse (®) asmijit Cancel z: Eesma} 001419658 00141968
bb_decryptor.009522ZAE 3: [esp+C] 00AGS0O00 OO0AGS OO0
Instruction encoded successfully! 4: [esp+10] 00000001 00000001
Text:009522A7 Thb_decry Bytes: 7405 5: [esp+l4] OO7BF334 007BF334 &"er
i 7530F7FD (win32u. 7530F7FD
WWoump1  @lpump2  Wpump3  WWDump4  @lpumps @8 watch1i  Iesllocals 4 |¢ I’ OhTEESSE| 77BE382C | ntd11. FTEEIEZC
Eeee ~ | 0978735¢ 00141968
7B51000| Q0 00 02 00(20 5D B 77|0E DO 10 00|20 BS 77 Rz
7B51010| 0C 00 OC 00|10 82 85 77 D0 00 08 D0 /F0 e 007BF334 | &"ercheckMenuItem”
7B510201 08 00 08 00 /00 82 B85 77106 00 03 00| F8 BS 7T 007BF35C
ZB51030 LE 5o Be [ T " - 007BF5AC (Foin to SEH_R
7B51040|22 00 24 00 |EQ 80 BS 77|2A 00 2C 00|04 81 BD 77 $.a.pw‘ 77BC9780 | ntd11. 77BCI780
7B51050( 6B 4C 73 45|00 00 00 O1|EQ E8 C€ 77|00 00 00 00|KLSE....a&sw 028E8B35 °
7B51060| 80 17 BS 77 |BO CE BE 77|08 00 0A 00(E4 81 BE 77| ..pw" Tew. 00000000
;ggiggg Qe 00 08 00/DC 81 B2 77108 00 04 0018 80 BS 77 .. '”’i“:' 0D7BF5BC |return to O07BFSEC from 777
AC C2 BS 77 D8 81 BS 77 |....-AUw. 77BF91D0| return to ntdll.77BF9100 from ntdll.
7B51090| 18 00 1A 00\5Q 78 BS 77|00 00 OO0 0D(00 OO0 00 OO|....PXpw........ 7530F121|win3z2u. 7530F121
7B510A0( 00 OO0 00 00|57 14 01 E2|46 15 C5 43|A5 FE 00 8D|.. -W..aF,AC¥p.. -ITI-SEs :
7B510BO|EE E3 D3 FO|06 00 00 00(D8 F7 BE 77|01 00 0O OO 16.00....61-‘“&\/..\.. W >
mp dword ptr ss:[ebp+c],z CF 0O TF O IF1
je 1bb_decryptor.9522AE
mov eax,1bb_decryptor.35704a4 9570a4:L"fFile rsa key not valid" LastError 00000000
push eax Laststatus 00000000
push dword ptr ss:[lebp+10{
. push Tbb_decryptor.9570D4 9570D4: L"Talse|xs |%s\n" GS 0D02B  FS 0053
. push 1bb_decryptor.957710 ES D02B DS 0028
£all <IMP.&swprintf= £S5 0022 S5 O02E
- add esp,10 N
. mov ecx,eax
. push 1bb_decryptor.9 sub_39522C6 v < >
. . push Tbb_decryptor.957710 5 Default (stdcal) - EID Urlodkee
1: [esp+4] 77B6382C ntdl1.77B6382C
eax=0 . . 2: [esp+8] 00141963 00141963
00357044 L"Tile rsa key not walid 3: [esp+C] 00AG5000 O0AG5000
4: [esp+10] 00000001 00000001
.text:009522A9 1bb_decryptor.exe: $22A9 #16A9 5: [esp+l4] O0O7BF334 DO7BF334 &"er
7530F7FD |win32u. 7530F7FD ”

77B6382C | ntd11.77B6382C

00141968

D0AG5 000

00000001

007BF334 | &"erCheckMenuItem”

D07BF35C

D07BF5SAC i to LR

77BC9780 | ntd11.77B8C9780

D2ZBEBE3S

00000000

007BF5BC |return to 0OO7BFSBC from

I'??BFS:I.DD return to ntdl1.778F2100 from ntdl11.:
y

YWoump1  @yYpump2  @Ypump3  @Dump4 Y Dump 5 @ watch1  [v=lLocals 21 I’
Address | Hex ~
009570A4 |66 00 €9 00(6C 00 65 00|20 00 72 00|73 00 61 00
009570B4| 20 00 &B 00|65 00 79 00|20 00 6E DO(6GF OO 74 00
009570C4| 20 00 76 00|61 00 6C 00|69 00 64 00|00 DD 0O 0O
009570D4| 66 00 61 00(6C 00 73 00|65 00 7C 00(25 00 73 00
009570E4|7C 00 25 00(Z3 00 0A 00|00 00 00 00(11 OO0 00 00
009570F4| 14 00 00 00|24 00 00 00|1D 00 00 OO(OE OO 0O 0O
00957104 |05 00 00 00|21 00 OO 00|1C OO 0O OO(OD OO OO 0O
00957114 |12 00 0D 00|08 00 OO0 OO|DE 00 OO 00|09 DD OO 0O
00957124 |00 00 00 O0O(7B 00 25 00|30 00 38 00(58 00 2D 00
0095713425 00 30 00|34 00 58 00|2D 00 25 00|30 00 34 00
00957144 |58 00 2D 00|25 00 30 00|32 00 58 00(25 00 30 00| X.
00957154 |32 00 58 00(2D 00 25 00|30 00 32 00(58 00 25 00| 2.X.-.%.0.2.X.%. Vv

7530F121|win32u. 7530F121

>

Following some details of the dumping of the EBP register, which is used to perform the
compare instructions and execute the operation of switching through the various output

options:

39



TINEXTA GROUP

#| 00952263 FF75 10 push dword ptr ss:|jebp+10j [ehp+10] : L"OneNot , Hide
® | 00952266 68 18709500 pusn }Eg_gecrypzor.gg?oig 957018:L"true|%s
® (00952268 68 10779500 us ecryptor.9s77
e||00952270 ES 3B2C0000 2ain -(JMI_’.&sw;Eintf:» EAX 77833400
e |0D952275 33C4 10 add esp,10 EBX 00000000
E. 8BCS mov ecx,eax sub_952278 ECX 00000000
—# (00952274 v EB 4A jmp <lbb_decryptor.sub_39522C6> EDX 00000000
®|0095227C | = 837D OC 00 cmp dword ptr ss:|lebp+Cll,0 EBP 043BFF4C
e(loo9s2280 | v 75 OF jne 1bb_decryptor.952289 ESP  043EFD30
®| 00952282 BES 30709500 mov eax, 1bb_decryptor.957030 957030:L"Tile emp ESI O0B1ASOS
®| 00952287 ~ EB 25 jmp 1bb_decryptor.9522AE EDI OOAFOTFO
--»@ (00952289 | > 837D OC 01 cmp dword ptr ss:|febp+CH,1
--# (00952280 ~ 75 07 jne 1bb_decryptor.352296 . EIP 77BC320C
: 0095228F ES 48709500 mawv $§E,LEEFdeEE¥pgggiié?a4s 957048:L"Tile no
—e|l0D952294 | v EB 18 m .
-»e| 00952296 | » 837D OC 02 Emg dword pt?‘rpss:[ehpﬂj,a ELCAGS R RRIT ZTE
—-s| 00952294 | ~ 75 07 jne 1bb_decryptor.9522A3 ZF 0 PF 1 AF 1
®|0095229C B8 G6B709500 mov eax,1bb_decryptor. 357068 957068:L"file nol OF 0 5F 0 DF O
— || 00952241 -~ EB OB jmn lbh decrwntor 9E22AF CE O TF O IF 1
-e > 837D 0OC 03 C -kBi -k Decrvotor
--» (00952247 | ~ 75 05 §n DB LockBit Black Decryptor “ lror 0000000
® (00952249 BS A4709500 m atus CO00000
—»#(|0095224E | > 50 u ’
|| 0095224F FF75 10 ;p:u AlEncrypted Fles [ 0| B B ES 0053
e || 00352282 68 D47039500 pu ) Finding Files In Progress... H o: 5ozs
e | 009522B7 68 10779500 pu Al Decrypted Fies |I| 5 BB e
® ||009522BC ES EFZBOOOOD
® (00952201 83c4 10 ad
e | 0D9522C4 8BCS mov ecx,eax | <
-1 @ll003522C6 lr> 68 10779500 push 1bb decrvotor.957710 sub 9522C6 b | e ——
----# |lecryptor. 952277
i e d ptr s=:[Jebp+10f
! ® | decryptor.957018 95 F0LEIL"True|%s | %5\ n"
] ® | decryptor.957710
! & P. &swprintf>
----re (L0
® [Fax SUb_952Z78
# | decryptor.sub_9522C&>
Ez- ptr =s:[ebp+C],0
r----# pcryptor.9522589
i #|bb_decryptor. 357030 957030:L"File empty"
———® [lecryptor.9522AE
L---refl ptr ss:Bebp+Cl,1
r----® BCryptor. 952296
1 L ]
—+——=# | 3@ LockBit Black Decryptor *
L--oe
r-——-#
i s [l Al Encrypted Files 0 Imaged"
_'_-L___ - ) Decrypt All Encrypted Files
>: All Decrypted Files 0
-
i ™
L L]
eoffd ptr ss:febp+10d
® | decryptor.9570D4 9a70D4:L"Talse|%s |#s\n"
#| decryptor.957710
® [P, &swprintf>
® (L0
® pax
L4

dword ptr ss:[ebp+C]=[0445FEG4 <&BaseThreadInitThunk>]=«<kernel32.BaseThreadInitThunk>

Jump Trom

95 225E

.Text:0095227C l1bb_decryptor.exe: $227C #167C

Byoump i @Ypump2  @Moump3  Woump4  EWDumps @ watch1  [v=lLocals & EIE] DOZFFC 24
Address o ASCII A | Bosrreac
DD4FFAB4| 70 6D 10 SE|FE FF FF FF RC 59 D4 7| pm. Ay uo. UyOu OOAEEC 20
O04FFAC4 |20 AC FF 72 (00 00 00 00|13 O1 00 00|27 76 00 O0|P-¥F........ V.. nn4FFc§4
O04FFAD4 |16 3A DA 00|80 2B 85 2B|00 00 00 00|00 00 00 00| . iU, titusennuns DO4FFCIa
DD4FFAE4|74 05 35 00|20 FR 4F 00|3C FB 4F 00 t.5. 00.<00.n D04EEC 30
DD4FFAF4| 00 00 00 00|00 00 00 00|74 05 35 00|00 OO0 OO0 O0|........ B DOAFFC 40
004FFBO4( 00 00 AD OF (10 B4 F6 QO0|FF 3D 00 00|00 00 00 00|.. .. &.¥=...... DD4FFC 44
004FFB14(00 00 00 00|74 05 35 00|3C FB 4F 00|00 00 00 00|....T.5.<00..... DO4FFC 48
DD4FFE24|74 05 35 OO0(EC 2B 30 7 |ED 87 D2 75|00 00 00 0O0|t.5.3+0uy.0u.... O04EECAC
DD4FFEZ4| 00 00 00 00|00 00 00 00|00 OO0 OO0 00|13 0L 00 00|...... cooogooooe 0D4FFC50
O04FFB44 (27 76 00 00|20 AC FF 72|16 3A DA 00|2F 02 00 00| 'v..P-yr.:0./... DD4FFCE 4
DD4FFES4|E4 00 00 00|00 0D 00 00|00 OO0 OO0 O0(10 00 00 O0|&....ceaunnenans SE A
OD4FFBG4 (B0 D4 FA 00(98 FB 4F O0|ED 86 D2 75|00 00 00 00| “Od..00.1.0u.... W €

HaEaNaNaNaRa RN R N N N I

Here's a detail of debugging with the EIP pointed before the verdict “RSA key not valid”, so

it is simulated the read of the content of the registers (so the data related to the execution)

during the decryption and logging phase:
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Swascan

TINEXTA GROUP

~ Hid
D27030:L"file empty™ EAX 00000000
EBX 00000000
ECX Q0000000
p27048:L"file not found" EDX 00000000
EEF  0ZE0FECO
ESP 0Z260FBBC
: ESI 00D230EC
p27o68:L"file not encrypted or damaged" EDI 00D 230EC
EIP 00ODZ222A3
D270A4:L"file rsa key not valid" EFLAGS 00000201
® bp+10] aE 0 EE 0 ac o
®(P70D4 D270D4:L"false|%s|%s\n" QF 0 SE 0O DF O
=== CEOD TF O IF1
.
. . Lasterror 00000C
b 3 LockBit Black Decryptor x Laststatus cOO0OC
Ele 0 sub_D22
L 10 - G5 002B FS5 0053
® fub_D21094> All Encrypted Files lII L . ES 002B DS 002B
. . Finding Files In Progress... Cs 0023 55 DOZB
o [ pebp-ag AllDecryptedFles [ o |
.
. ” <
-
> Default (stdcally
1: [esp+4] 773138
dword ptr ss:[ebp+C]=[0260FBCC]=0Z60FBES 2: Eesgta% 001819
3: [esp+C] OOFESO
Jump from D2229A L\\": 4: [esp+10] 00000
.text:00D222A3 Tbb_decryptor.exe: $22A3 #16A3 5: [esp+14] DOCFF
z 00CFD 964 | 00001068
Wioump 1l  @Yoump2 @oump3 Pl oDump4 @ Dumps @ watch1  [x=] Locals A1 |' DOCFD 968 | Doo1DAA
00CFD96C | 00180000
Hex ASCII
" | oocFpa7o| oooooozE
000Z19F8|2F 00 DO 15|EO 15 DO 15 (DO 15 EO 15 (FO 15 DO 15| ,/.P.a.p.b.a.d.b. 0000007E
00021A08 |00 16 10 16|10 16 10 16|20 16 30 16|40 16 50 16|........ -0.@.P. 00CFDa78 DDlSDDtD
00021A18 |60 16 4F 4F |4F 4F 4F 4F [4F 4F 4F 4F|4F 01 01 01| .00000000000... UDCFDS;'C 0000007 E
00021A28 (|53 39 32 3232 32 32 32|22 22 54 54|22 22 54 54|s59222222""TT""TT UDCFDQISD DDJADFI.:S
00021A38 |22 22 22 22|22 22 22 22|22 22 4F 55|01 O1 01 O1|""""""""""QU 00CFD984 | 00000001
00021A48 |01 56 3B 3B|57 57 57 22(22 22 32 22|22 22 22 22 Tz OOCED988 | 00021488 | "GGGGGEEE"
00021A58 |22 22 22 22|22 32 58 22|22 22 22 22|22 22 22 22 S S 00CFD98C | DD1ADFAD
00021A68 |22 22 22 22|33 22 22 22|22 22 22 22|22 22 22 22 P e
AANIIATe | 272 Aac N na lnae o ona andlon an an anlnt e e ona l tn 00CFD 930 | 00CFDA4C
push FFFFFFFF :
push eax [l Hide FPU
€all <Ivp.&setwindowPos:
000000 mov dword ptr ds:[D27F4€],0 EQ R COnnnnnD)
0000000 mov dword ptr ds:[D27F50],0 B Eo0sD0000)
000000( mov dword ptr ds:[D27F5C],0 Egi g;g;;ggg
push 0
push 4 EEF  02C2FBOC
push o ESF  02C2FADS
push l1bb_decryptor.D23FAS8 ESI 00D230EC <1bb_decryptor.
. push o EDI 00D230EC <1bb_decryptor.
. push o
. €all <IvP.&CreateThreads
= mov dward pir ds=:[D27F3c],eax EIP 00024059 Tbb_decryptor.i
®| 00 cmp dword ptr ds:[D27F3C],0
e jne 1bb_decryptor.D2405E ! EFLf‘GS LERIIELL]
EIF + jmp. 1bb_decryptor.D2420F SE é ;E ; SE g
push &
push 1bb_decryptor.D2727C D2727C:L"Finding Files In Progress...\r\n" CFO TF 1 IF1
€all <lbb_decryptor.sub_D213A8>
push F LastError 00000000
push Tbb_decryptor.Dp272BC D272ZBC:L"wWait...%ryn" LastsStatus CO00000D
€8l <1bb_decryptor.sub_D213A8>
. push dword ptr ds;:[D27F3C] G5 0D2B FS 0053
. €all <IMP.&ResumeThread: ES 00ZB DS 0028
- push A
. push dword ptr ds:[D27F3C] @5 @i 55 G
- £all =<IMP.&waitForSingleDbject>
. cmp eax, 102 ol >
J— i Thh A
1, *l . Qe mrruntar RTANT 5 —|Default(shdmll) - |:|Un|ad-
1: [espt+4] 00000218 00000218
ibbEdscry ptonRooi 2 ZoE 2: [esp+8] 02C2FB30 0D2C2FE30
3: [espt+C]_02C2FB08 02C2FBOS
.TEXT: 00024059 1bb_decrypror.exe: $3059 #3459 ‘S'f E:Zg:ﬂ} gg‘;g;ggg g;gg;ggg
5 771B70BA [ret to ki Thase.771B70BA T 7
Woump1  @pump2  @MDump3  @WDump4  @Youmps % watch1  lx=llocals ?EIE] DoCoFADC | DODDDZ1E e —
ASCIT ~ || 02€2FAED | 02C2FB30
02C2FAE4 | 02C2FBO8
77416E00 63 65 4D 65|60 6F 72 79|53 ertacememorystre 02C2FAES | 02C2FEO0
F7416E10 65 72 79 4D|6F am.RtiqueryModul N>CoFAEC | 00DDOOOD
77T416E20 6F 72 6D 61|74 69 6F GE|0DO eInformation.Rtl e
77416E30 79 50 61 63|6B 61 67 65|43 QueryPackageClai gggggﬁs g%ggggg }gg—g:ggggg;:::gﬁgggg
7T416E40 65 72 79 50|61 ms.RTIQueryPacka 02C2FAF S | 00000000 -
FT416E50 6E 74 79 00 52 geIdentity.Rt1qQu 02C2FAFC | D0DDDOOD
77416E6G0D 63 67 65 49 64|65 eryPackageIdenti DT’C:’FEDD 00000000
FT416E7D 51 75 65 72(79 tyEx.Rt1QueryPer 02C2FR04 | 00000000
77416E80 43 6F 75 GE|74 TormanceCounter, DT’C:’FBDS 00000000
TT4LGE30 50 65 72 G6|6F T [REiouenyRegtonms 02c2FB0C | 02C2FR3C

Following the evidence of breakpoint hitting where you can see that during the phase of

debugging it was intercepted the breakpoint previously set:
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TINEXTA GROUP

Software

T
0D222A3 | Tbb_decryptor. exe

01
hﬂﬁ 1bb_decryptor. exe

Enabled
Enabled

cmp dword ptr ss:ffebp+C,2
jmp 1bb_decryptor.D2420F

@ fcryptor.D D27018:L"true|%s |%sin" s
s fervptor b ~ Hide FPU
& | EHpEIIEES EAX  0D0000DD
. sub_p22278 EBX 00000000
® [fcryptor. sub_D222CE> ECX 00000000
E;l ytr ss:[ebp+C],0 EDX 00000000
ryptor.D22283 EEP  0334F3EC
_decryptor.D27030 D27030:L"File empty™ ESP 0334F388
rypTor.D222AE ESI  DOD230EC <1bb_decry
tr ‘S:S= [ggg;gﬁérl EDI  00D230EC <1bb_decry
ryptor. . .
Fﬂ;gg¥p§g;égé7o4s D27048:L"file not found EIP  00D2227C Tbb_decryp
E;pi‘s};[ggg;g'z EFLAGS 00000206
_decryptor.D27068 p27 meil = . A ZE 0 PE 1 AF 0
ryptor.D222AE 3 LockBit Black Decryptor w B0 SEO DF O
tr ss:lfebp+Cll, 3 E0O TF O IF 1
ryptor.D222AE
_decryptor.D270A4 p27( Al Encrypted Files 0 ISTError 00000000
AstStatus CO00000D
ptr ss:HBebp+10fl AlDecypted Fles [ 0] Decrypt All Encrypted Files
cryptor.D270D4 Dz7 5 D0ZE FS 00532
RREo 227710 5 D02E DS 0028
PRI €5 0023 55 002B
cryptor.D 0 sub_D222C6 wl|®
tnr N27710
P > | Default (stdca -5 0O
T = = 1: [espra] 7731382C ntd11.7731
dword ptr ss:[ebp+C]=[0334F9C8]=0334F9E4 3: [esp+8] D14B1968 O14B1968
Jump From D2225E 3: [esp+C] 01006000 01006000
. . 4: [esp+10] 00000001 0OOOOOOL
.Text:00D02227C 1bb_decryptor.exe: $227C #167C 5: [esprl4] D12FF2A8 012FF2A8
i 50000063
@oump1  @Ypump2 @4 Dump 3 Woumps @ watch1  be-llocals o ‘l’ 012FF2AC | 036B2680
add 012FF2E0 | 036B0000
[T " 012FF284| 03682680
012FF74C |00 00 00 OO|FF FF FF FF|40 G2 1A 77|00 G0 0O 01 CTSEE s looonongl
012FF75C = 01|00 00 00 00|7A 7C 5F 14 T EEenE lDaEBZRE
012FF76C |00 00 D2 00 (88 F7 2F 01 00 00 00 00 T EESET [D1EB0a00
012FF77C |74 44 D2 00|00 00 00 00|01 00 00 00|BO EZ 2F 01 | e
012FF78C (BA S0 C4 76|00 00 D2 00 (78 B8 D2 0000 00 00 00 012FF2CE | 00000000
012FF79C |74 44 D2 00|00 00 00 00|00 00 00 00|72 4C D2 00|tDO St | Saie
D12FF7AC |28 74 D2 00 B3 B/ ZF D137 46 D2 00100 00 D2 00 012FF2D0| 77379780 | ntd11.77379780
012FF7BC |E8 03 00 00|00 00 00 00|74 44 D2 00|00 00 0O 0O e .
D12FF2D4 | 4C362932
012FF7CC AQ 2F 37 77(00 00 00 00(00 DO DO 0O | e
e e oo o nloa ob oo po|n2 92 00 22195 oa Go 59 D12FF2DC | 773EBL0E | return to ntd11.773EBL0E from nt
RO A 48 01 (D4 FS 2F 0119 04 A3 724 QLIPPIDC|TTICAL0E ! 2oLl 773RRARE 3 !
012FF7FC 00 04 A3 74|50 F8 JF OJ(ED 72 36 77 v <

Following, the details of an attempt to modify a JE assembly instruction in the context of the

creation of the bulk decryption thread to modify the execution flow after the creation of it:
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TINEXTA GROUP

h "
: a g:% ?:JMP.&(reateThreadb ~ IEE FEL
e (D mov dword ptr ds:[3E7F3C],eax EAX 00000000
E0OD 00 dword ptr ds:[3E7F3C],0
e §'§p1b§fﬁec?y5mr.§ms4 : EBX  DOCEROOO
. push 0 ECX  98FG0000
. push 32 EDX 00000000
s E push FEAEZ100 EBF  OOBIFTE4
. push dword ptr ss:|[febp+s] ESP O0BIFTES
s D €all <IMP.&SetTimer> ESI 004EL1978
® [E0O push dword ptr ds: [3ETF3C] EDI F7C4382C “LdrpInitialize
e (D €all <IMP.&ResumeThread>
oo h 3E3 .
. g:Zh award ptr ss:Hebp+ol EIP  77CDEA27 ntdl11.77CDEA27
e |0 €all <IMP.&GetDlgItem= EFLAGS 00000246
. gﬂgn gax ZE 1 PF 1 AF O
.o €all <IMP.&Enablewindows OF 0 SF O DF O
sp push 3E9 CFO TFO IF1
- push dword ptr ss:[lebp+s]
sp €all <IMP.aGetDlgItem- LastError 00000000
L (1] push 1bb_decryptor.3E75B4 3E7SB4:L"Decrypting Files In Progress... LastStatus 00000000
. ush eax
0 gn'l'l <IMP.&SetwindowTextw= G5 DD2ZB FS 0053
- jmphlhh,decryptorJE-ms}' ES 00ZE DS 0028
oo 3E9
L gﬂ:h dword ptr ss:|Jebp+3[ @5 T 55 D
L]0 £all <IMP.&GetDIgItem-
* |0 push 1bb_decryptor.3E75F4 3E7SF4:L"Decrypt All Encrypted Files™ v < >
*l. ush cox s |Default (stdcal) ~|[5_[2]J unlock
omp 73 earen A ——
H esp+:
Tbb_decryptor. D03E4AS4 3: [esgﬂc] OOCEBO00 DOCEBOOD
.text:003E4A09 1bb_decryptor.exe:$4A09 #3E09 <sub_3E4474+595> ; Eggg:ig% ggggg?g; ggggg?g;
Woump1  gHoump2  §4Dump3  @Woump4  @MDumps B wathi  b-llocas ‘I’ ODBIF7BC 35?523%3 ntdl1.77C4382C
Address | Hex ]| c0B3F7C0 | 0D4ELITE
77C31000 [00] 00 02 0090 5D C3 77[0E 00 10 00 ggggi;gg ggcoggggi
77C31010(0C 00 OE 00|10 82 C3 77 (06 0D 08 00 O0RA3F7CC | DOBIFTRE
77C31020(06 00 08 00(DD 82 C3 77 (06 0D 08 0O DOESF 700 | DOBIFTED
77C31030(06 00 08 00(Q8 82 C3 77 (08 0D DA 0O DOE3FTDA | DOBIFAZOD | Pointer to SEH_Record[1]
7731040122 00 24 00|ED. 80 €3 77124 19 2C 00 00297705 | 77CAS78D | ntd11. 77CASTE0 o
oo DOBIF7DC | ABOSO9SF
77C31060 (80 17 C3 77 (BOD CE C9 77|08 00 OA 00 sattns |Aesasan
731020 | 06 00 52 oo BEIEIZE 02 00 04 0 A8 Ba AT
77C31090|18 00 1A 00|50 78 C3 77|00 0D 0D 00|00 00 GO GO .. . .. gggg,’:gf [S;EE;?E{E? D 59 MELFEERTD ey Ml
77C310A0 |00 00 00 00|57 14 OL EZ |46 15 C5 43 |A5 FE 00 8D . SHEITIETIRTEIIRES
77C31080|EE E3 D3 FO|06 00 00 00(D§ 77 C3 77|01 00 00 00| a0d....0nwAw v (< >
® || UL SE 3D A SLAFSEUD MoV awora prr as: | SkefFsu],eax
@ [003E4A02Z 833D 3CFF3IEOQD 0O cmp dword ptr ds:[3E7F3C],0
|———*||003E4A09 || .~ ~74 49 je 1bb_decryptor.3E4AS54
I @ [003E4ADB 64 00 push 0
I @ [003E4A0D 6A 32 push 32
1 @ [003E4A0F 68 0021AEFE push FEAEZ2100
®0D3E2A14 FF75 08 push dword ptr ss:[[ebp+s]
| & [003E4A1T ES 44060000 €all <IMP.&SetTimer:>
| & 00D3E2A1C FF35 3C7FF3EDD push dword ptr ds:[3EFF3C]
| ® [003E4A22 ES FFOGOOD00 call <IMP.&ResumeThreads:
| & [D03E4AZ2 68 E9030000 push 3E9
1 e[ 0D3E2A2C FF75 08 push dword ptr ss:|[febp+zs]
| ® [DDZE4AZF ES 02060000 call <IMP.&GetD1gItem:>
] & 0DZE4424 6A 00 push 0
1 & 0DZE4A26 ] push eax
I ® [003E4A3T E3 EEO050000 call <IMF.&Enablewindows
I & [D03E4A3C . | 68 E2030000 push 3E9
I @[ 002E4441 || . | FF7S 08 push dword ptr ss:[febp+2]
& (003E4A44 |1 . | EB EDOSOO0O call <IMP.&GetD1gItem=
| e 002E4442 || . | 68 B4FS53EQQ push 1bb_decryptor.3E7S5E4 JETFSE4: L"Decrypt-
1 ® || 0D3E4A4E o ettt
| ®||002E4a4F || TP Accemble at 003E4ADS %
b e (002E4A54 (|| &
@ [003E4AS6
#||002E445E 1 (e 0xpD3E4ASS |
£ >
is taken [IKeepsize [ Fil with NOP's () XEDParse @) asmiit Cancel
decryptor.003E4AS4
Instruction encoded successfully!
T:003E4A09 Tbb_decryy Bytes: ?52{9
DF&eF7113
wmpl  @pump2z  @Woump3  Woump4  @oumps @ watch1  1x=lLocals P EIE] OOESETEC | 77C4282C
O0B2FFCO| 0O04E1978
es55 | Hex ASCIT
00B2FTC 4 | OOCEBDOD
1000 (00 00 02 00(2Q 5D €3 F7[(0E 00 10 00|20 82 C3 77 .....]Aw.... . 00B3FTCE | 0ODDOOOL
1010|0C 00 OE OO(10 82 C3 F7(06 00 08 00 (EQ 81 C3 FF|...... e oo O Aw IZIEIBE!F."CC OOB9F7BE
1020|06 00 O8 00(Q0 82 C3 77|06 00 08 O00|ES 81 C3 77 |...... Aw....a.ﬁ.w 00E2FTD0 | DOBBFTED
1030|006 00 O8 00|08 82 C3 77|08 00 0A 00|84 77 C3F F7|...... Aw. o Twhw nnoor—ra | hnD o fTn
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[poosssoses ® | 0D03E48C7 || .~ OF84 CAO0L0000 je 1bb_decryptor.3E4A97
i @ (| 003E48CD FF35 3CFF3EOQQ push dword ptr ds:[3EFF3C]
f ®||003E48D3 ES DS080000 call <IMP.&ZwClosex
f @ 003E48D8 C705 3ICFF3IEQD 000000 mov dword ptr ds:[3EFF3C],0
! ® (| 003E48BEZ 68 EZGFAEZB push ZBAEGFEZ
' @ | ODD3E48BET FF75 08 push dword ptr ss:[lebp+zj
1 @ 003E48EA ES 4DO70000 call <IMP.&Kil1Timer>
i - 833D SCFF3EQQ 01 cmp dword ptr ds:[3EFF5C],1
HEEEET LT ®||003E48F6 ~ OF85 ABOOOO00 jne 1bb_decryptor.3E4954
0 @ || D03E48FC 833D 54FF3E0QQ 00 cmp dword ptr ds:[3E7F54],0
04 @ | 003E4303 (| .~ 74 0A je 1bb_decryptor.3E490F
! l ® || D03E4305 BDI1D AB3IF3IEODD lea ebx,dword ptr ds:[2E3FAS]
1 @ 003E420B 33Co Xor ecx,ecx
i i @ | 003E4900D (| .~ EB OC jmp 1bb_decryptur 3E491B
i ®|0D0ZE490F (|> 8D1D 2C423E00 lea ebx,dword ptr ds:[<sub_3E422C>]
0 & | 003E4915 . SBOD 447F3E0OQ mov ecx,dword ptr ds: [3EFF44]
04 ®|003E421E (|> C705 4CFF3E0D 0100000 mov dword ptr ds:[3E7F4C],1
! l ®||003E4925 c C705 S507F3E0C 000000 mov dword ptr ds:[3EZF50],0
1 ® | 003E492F C705 GOFF3EQOQ 000000 mov dword ptr ds:[3EFF&0],0
i l ® | 003E4939 &A 00 push 0
i ®||003E493B &6A 04 push 4
0 ® | 003E493D 51 push ecx
[ & (| 003E493E 53 push ebx
1
i l ®||003E493F &A 00 push 0
1 ® (| 003E4941 &A 00 push 0
i i ® | 00DZE49432 ES 42070000 call <IMP.&CreateThread>
i @ 0D3E4948 AZ 3C7F3EQO mov dword ptr ds:[3E7F3C],eax
0 ® | 003E494D (| . 833D 3CFF3EQO 00 cmp dword ptr ds:[3E7F3C],0
[ ----®||003E4354 (| .~ 74 49 je 1bb_decryptor.3E499F
|| 003E48B7 FF35 3C7E3E0Q push dword ptr ds:[3E7F3C] A wide FRU
#|(003E48ED E8 SADB0000 €all <IMP.&WaitForSingledbject>
e||loo3E48c2 || . 3D 02010000 cmp_eax, 102
—————————— o||o0zEsac ||+ oFsa Canio000 jep]bb decryptor.3E4A97 EAX [T
e|[003E48CcD FF35 3C7F3E00 push dword ptr ds:[3E7F3C] EBX 00000000
e|00zE48D3 E8 DBOB0000 €all <IMP.&ZwClosex ECX 00000000
e||002E48D8 C705 3CFF3END 00000D(mov dword ptr ds:[3EFF3C],0 EDX 00000000
e (003E48E2 68 E2GFAEZB push 2BAEGFE2 EBP  0285FET4
#®|C FF75 08 push dword ptr ss:|[Jebp+3jJ ESP 0ZB5FE40
®|C ES8 4DO70000 call <IMP.&Kil1Timer:> ESI 003E30EC <1bb_decryptor.
Bt . 833D SC7E3E0D 01 cmp dword ptr ds:[3E7F5C],1 EDI  003E30EC <1bb_decryptor.
———————— o|fC .~ OF85 AS000000 jne ;bb_gecryp;ori:ﬁ-l‘m-t]
e|l003E4E FC . B33D 547F3E00 00 cmp dword ptr ds:[3E7F54],0
------ . []l]:E-!;U: v 74 0A %'e mg,dgcrygtordgwc[n: ' . EIF ODIESSER U e
D03E4905 8DID ABS3F3E0D ea ebx,dword ptr ds:[3E3FAS ,
ooze490B || . 33ce XOr ECx,ecx F R GE R Inn 0212
o03E490D || .~ EB oC jmp 1bb_decryptor.3E4918 ZEO EEO0 AE 1
O0ZE490F ||> SD1D 2C423E00 lea ebx,dword ptr ds:[<sub_3E422C>] QF 0 3E 0O DF O
003E4215 || . SEBOD 447F3E00 mov ecx,dword ptr ds: [3E7F44] CEO0 TF O IF 1
002E491B ||> C705 4C7F2E0D 010000(mov dword ptr ds:[3E7FF4C],1
003E4925 | . €705 SOFE3EON o o LastError 00000000
DO3E492F c705 gozr3eon( B3 LockBit Black Decryptor X Laststatus COO0000D
DD3E4933 6A 0O
D03E493B 6A 04 ;
003£493D 51 AlEnaypted Fles [ 0 | T S — & G s; Coas
D0O3E493E 53 inding Files In Progress...
ODIE493F 6A 00 Al Decrypted Files |I| g g CS 0023 S5 002B
D03E4941 6A 00
003E4943 E8 42070000 < >
O03E4948 A3 3CTF3IEOD Imov dword ptr ds:[3E7F3CT.eax T 57 Default (stdcal) Ell:‘unlmk
< >
1: [esp+d] 77C4382C ntdl1.77C4382C
dword ptr ds:[1bb_decryptor.0D03EFFSC]=0 Z: [esp+8] DO4ELITS 0D4ELITS
3: [esp+C] OOCEE0O0 OOCEEDOO
.TEXT:003E48EF 1bb_decryptor.exe: $48EF #3CEF <sub_3E4474+47B> 54 Eggg:ﬂ} 33332?3; 3333233;
@4 Dump 1 @4 Dump 2 @ybump 3 @4 Dump 4 W4 Dump 5 & watch 1 [*=] Locals 2’ ‘I’ HHEEEZEQ ;ggggggg
00BIFTCC | FFFFFFFE
0DESF7DO | DDD01EEC
2050 C3 J7|0E 00 10 00120 82 C 00BSF7D4| 0D044E04
mﬁ o e Do|EagLc 00B3F703| D0BIFTFO )
QD_EZ_C.H 22 Ca 7|08 00 0A 00|54 TTC 3353?—.25 iég;gﬁgg return to gdi32.77BFEE0S Trom 777
iLZ|2A 00 2C 0004 8L CC 00BIETES| DOODOOOD
DOSONEONg0T ODRODEDOR00 00B3F7ES| DO0D000S
BO CL C9 77108 00 0A 001L4 8L C3 77/ . 00B9FTEC | DO49414E | L"nei Dollar™
RC 8L C3 77108 00 0A 00118 80 C3 77| - 00BSFTFO| DOBIF 804
8C CZ C2 77102 00 04 00/D8 8L C3 77...- 5 di22full.778FE4E3 from 77
B0 78 €3 77|00 OO 00 00|00 OO OO 00| ....PxAw........ EIREEEE Zﬁfﬁfsi GEEC0 ) (1R ° o

dword ptr ds

A
dword ptr ds

cmp eax, 102

<IMP. &R esumeThread:

: [3EFF3C]
<IMP. &waitForsingledb

1bb_decryptor.3E7318
<1bb_decryptor.sub_3E13A3>

F
Tbb_decryptor.3E7364
<1bb_decryptor.sub

: [3E7F

E13A8>

3E7318

JEFIG4:L"Wait...\r\n"

iL"wrwn\nDecrypting Files In Progress...hwriyn"

push

0O03EL3AS <lbb_decryptor.sub_3E13AS8>
push ebp

mov ebp,esp
add esp,FFFFFFFS
ebx

je 1bb_decryptor.2E41CE
push dword ptr ds:[3EFF3C)
call =<IMP.&CloseHandlex
push dword ptr ds:[3EFF&0]
push 1bb_decryptor.3E7378
1ea eax,dword ptr ss:|[[ebp-
£

tor.sub_3E13AB>

160 Tbb_decryptor.exe:$416D #3

B4 Dump 2 24 Dump 3 4 Dunf

.

push
push
push
push
push
call

ecx
edx

esi

edi

FFFFFFF5

<IMP. &GerstdHandl e

Imov dword ptr ss:[ebp-4],eax

cmp dword ptr ss:|[ebp+C],0
je 1bb_decryptor.3E13CE
push dword ptr ss:[ebp+C[]
push dword ptr ss:[ebp-4]

call =IMP.&SetConsoleTextAttributes
push dword ptr ss:[ebp+s]

call =<IMP.&wcsTen~
add esp,4

Imov_ebx,eax

I
>

w:]:] FOEE5 BED
DD1EF938 | 77C4382C
UUlEFB:C D0EC1978

M ECadAn | NE E Banin
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TINEXTA GROUP

Here are, instead, details related to a session of breakpoint analysis when the buffer is filled

with the ID during the MD5 digest:

DO3E265F || . 66:6A DO push O
003E2662 || . 6&6:FF73 06 push word ptr ds:[ebx+s]
D03E2666 || . 66:6A DO push o
O02EZ2669 |] . 6B6:FF73 04 push word ptr ds:[ebx+4]
Eg— . FFa3 push dword ptr ds:[ebx]
D03E266F [| . &8 28713E00 push 1bb_decryptor.3E7128 3E7128: L" {%08X-%(
0O03E2674 (] . FF75 08 push dword ptr ss:|[ebp+s[]

001AF&60 | 00000000
OD1AF664 | 77C6AESO [ return to ntdl11.77C6AESD from ntdll.:
0O01AF&ESE | 00000000
OD1AF66C [ 02920000
00000000
02920000
00000000
02920000

]
]
]
[ ]
L]
[ ]
[ ]
®|002EZ6 . ES8 34280000 call =<IMP.&swprintf=
® | 003E267C c 83C4 34 add esp,34
| 002EZ2E7FF (] . G5B pop ebx
®|002EZ2680 (] . SBBES mov esp,ebp
®|003E2682 || . 5D pop ebp
®|003E2683 (L. C2 0400 ret 4
[F] »|003E2686 |F.  8BFF mov edi,edi sub_3E2686
®|003E2688 || $ 55 push ebp
® | 002EZ2689 c =11 .
e|oozezese || . 818 3 LockBit Black Decryptor x
® || 003EZ2691 . L
® || 003EZ2692 . 56 ’
#|003E2693 || . 57| Al Encrypted Files
®|003E2694 || . 330 . Finding Files In Progress...
sfoozeze9s || . eA| Al Decrypted Files |I|
& || 003EZ698 c E3
e(o03E263D (| . 8BO 7
£ >
e|(003EZE45 [[. S50 push eax N
ef003Ez646 || . OFBE43 OC movzx eax,byte ptr ds:[ebx+C] ~ AT (P
e(002E264A || . S50 push eax
e(00zEZE4E ||. OFBE43 OB movzx eax,byte ptr ds:[ebx+E] EAX . EHNIUIII ~
s|0ozEz64F [[. sO push eax 00000000
e|o0zEzes0||. OFBE43 0A movzx eax,byte ptr ds:[ebx+a] ECX 00000000
e|l003EZE54 || . S50 push eax EDX 00000000
®|(003EZE55 (| . OFBG43 09 movzx eax,byte ptr ds:[ebx+3] EBP 0262FCCC
e|loo3E2659 || . S0 push eax ESP  0262FCI8
®|(002E2EEA (| . OFBG42 08 movzx eax,byte ptr ds:[ebx+8] ESI D03E30EC <1bb_decryptor.
: gg%ggggg - ig-m . Sﬂzn gax EDI  0O03E30EC <1bb_decryptor.
3EZ . B
e®|(003EZ66Z ([|. 66:FF73 06 push word ptr ds:[ebx+&] 2
eloozezces |17 eeea oo push 0 EIP O03E25F5 1bb_decryptor.o
®||D0O3E2669 ||. 66:FFF3 04 push word ptr ds:[ebxi4]
e|00zEzEeD ||. FF33 push dword ptr ds: [ebx] EALES  Cnspis
e|003E266F || . 68 28713E00 push 1bb_decryptor.3E7128 3E7128: L7 {%08X-%( ZF 0 PF O AF O
. FF75 08 push dword ptr ss:[[ebp+s] OF O SF O DF O
. E& 34280000 €all <IMP.&swprintf> CF0o TFO IF 1
. P Ad b
. + |3 LockBit Black De % LastError 00000000
e|l00zEZEE0 || . Laststatus CO00000D
e||loozEZEEZ || .
e|loozEzeas | L. :
All Encrypted Files 0 GS 00ZB FS 0053
®||003E2686 | . b_3E2686
B3RS [5 | mupeayptad s g | Do AlEneeted e R
e|l0ozEzEE9 || . JEET L ES 0 = v
e|l0o3E2688 || .
e(oozEzE91 |]. —~ <
&|(002E2692 (| . 56 push esi
o|o0ze269z || . 57 |push edi | v | Default {stdcall) v
< > 1: [esp+4] 77C4382C ntdl1.77C4382C
2: [esp+8] 007A1968 0DOTA1968
word ptr ds:[ebx+4]=[007CAEBC]=1 3: [esp+C] 00431000 00431000
4: [esp+1D] 00000001 0ODOOOOL
5: [esp+l4] ODIAFGE4 OOLAFGE4
.text:003E2669 1bb_decryptor.exe: $2669 #1A69 <sub_3E2600+69> Lesp 1
YWoump1l  Ppump2  @oump3  @pump4 B4 Dump s @ watch1 b=l Locals 2’ ‘I’ ggﬂigg; EE::;E;.C: ~
Address | Hex ASCIT || POLAFESC ( 77CEAETL | return to ntd]1.77C6AETL from ntdll.:

007B63FC |00 00 00 00 00 OO OO0 00|00 00 OO0 00|00 00 00 0O0f.
007B640C |00 00 00 00| 00 OO OO0 00|00 00 OO0 00|00 00 00 00
007B641C |00 00 00 00| 00 OO OO OO|00 00 OO 00|00 00 0O 0O
007B642C (00 00O 0O 00|00 0O 00 00|00 OO0 OO 00|00 00 00 0O
007B643C |00 00 00 00 44 00 &5 00|63 00 72 00|72 00 70 QO
007B644C |74 00 20 00|41 00 &C 00|6C 00 20 00|45 00 &E 0O
007B645C |63 00 72 00|72 Q0 70 00|74 00 65 00|64 00 20 00
007B646C |46 00 €9 00| 6C DD &5 00|73 00 00 00|00 OO0 OO OO
007B&47C |00 00 00 00| 00 OO OO OO|00 OO0 OO OO|00 OO0 0O 0O
007B648C (00 00 0O 00|00 OO0 00 00|00 00 OO0 00|00 00 00 0O
007B649C (00 00 00 00 00 OO OO0 00|00 00 00 00|00 00 00 00
007B64AC | 00 00 00 00|00 00 00 00|00 00 OO0 00|00 00 OO0 00|..

return to ntdl11.77D1BD67 from ntdll.

By performing a dump of the EBX register it is possible to see some embedded numeric

patterns which, with probability, are related to the digesting operation:
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®|(003E2645 . 50 push eax N
e|lonzez646 || . oFmEaz oC movZX eax,byte prr ds:[ebx+C] " [ D
003E264A ||. S5O0 push eax
e|loozeze4e || . OFmEa3 OB movzx eax,byte ptr ds:[ebx+B] EAX  DUMMMHIHL ~
e|oozEze4r ||, s0 push eax EEX 00000000
e[ 0ozezes0|]. oFBe43 DA movzx eax,byte ptr ds:[ebx+a] ECX 00000000
e|003E2654 ||, S50 push eax EDX 00000000
®|[003EZ2655 . O0OFBG643 09 movZzx eax,byte ptr ds:[ebx+3] EBP 0262FCCC
003E2659 || . push eax ESP  0262FCI8
®(|003E265A || . OFB643 08 movzx eax,byte ptr ds:[ebx+8] ESI DO3E30EC <1bb_decryptor.
. ggSEsggg . ig e 00 DUSR gax EDI  OO03E30EC <1bb_decryptor.
. 3E2 . g pus
s||gpzezgez |f . &6:FFT3 06 gﬂgn word per ds: [ebxre] EIP  003E25F5 1bb_decryptor.a
3E2 o B
#||DD3E2669 ||. 66:FF73 04 push word ptr ds:[ebx+4]
e|lo0zEz66D ||.  FF33 push dword ptr ds:[ebx] ERLAGS o= 2
e|oozez66F ||. 68 28713E00 push 1bb_decryptor.3E7128 3E7128: L" {%08X-%( dir (bo 560
e|(003E2674 || . FF75 08 ush dword ptr ss:|[lebp+sil OF 0 SF O DF O
¢ |003E26 . __ES8 34280000 EJM &swprintfe CF O TFO IF1
003E26 4
o|003zze7r ||| B LockBit Black Decryptor X LastError 00000000
. ggsgagsg [ LastStatus COO0000D
e|loo3eEz68z || . .
ellonzczsas [L.| Al Encrypted Files 0 ) S CED 55 T35S
[E] #|0o3E2686 (1. ; Decrypt All Encryptad Files ub_3E2686 ES 0028 DS 0O2B
oozzz6z2s || ¢ Al Decrypted Files 0 Cs 0023 S5 0028
e||loozEz639 || . w
e||loozEz63E || .
e(oozE2691 || TES push ebx < >
®(|003E2692 || . 56 ush esi
ef0ozez692 |]. =57 Eush edi w | Defauit (stdcall) hi DU”"’d‘Ed
< 3 1 [esp+d] 77C4382C ntdll1.77C4382C
2: [esp+8] OOTAL9G8 00O7ALI6E
word ptr ds:[ebx+4]=[007CAGBC]=1 3: [esp+C] 00431000 00431000
4: [esp+1d] 00000001 0OODOODL
5: [esp+ld] ODOLAFGE4 ODLAFGE4
- text:003E2663 Tbb_decryptor.exe: $2669 #1A69 <sub_3EZ600+63>
Woump1  @pump2  @4Dump3  Woump4  @Wpumps & watch1  Ix=lLocals 211 ggi;igé; gggggggg (A
o ASCIT || Po1aF6SC | D0DDDDOD
DOFCL2FC (0O OO 0D OO|GF 4B 53 7B|BC 74 00 1D|02 00 00 00| ...._KS{4C...... ggiriggf 33333333
DO7C130C (01 00 00 00|50 13 7¢ 00|20 13 7C 00(00 00 00 00|....P.|. .|..... n01aFees | 00000000
007C131C (AD €A (2 75|31 2E 32 2E |38 34 30 2E (31 31 33 35| EAUl.2.840.113 FrOAreeD || TTE T
007C132C (34 39 2E 33 |2E 37 00 AB|AB AE AE AE|AB AB AB 0049.3.7.xeqcccad. no1aFern| sc01naz4
007C133C (00 00 00 00|00 OO0 OO0 00|00 OO0 00 OO(S5F 4B 53 7B|............_KS{ oA srrTaeEs
007C134C (BD 74 00 1D|02 00 00 00|01 00 00 00|98 13 7C 00 |(%T. ccoc||c OO1AFE78 | 02923AA
007C135C (g8 13 7C 00|00 00 00 00|AD CA C2 7:(31 2E 32 2E | h. | EAul.z. G| Saar e
007C136C (38 34 30 2E|31 31 33 35|34 39 2E 33|2E 32 00 AB|840.113543.3.2.« BO14FEs0 | 00000000
DO7C137C |AB AB AB AB|AB AB AB 00|00 00 00 00|0D 00 0D 00| ¢ee&@a&. - ....... || A gaa
DO7C138C (00 00 00 OO|S5F 4B 53 7B|BD 74 00 1D |02 00 00 00| . ... KS{%t...... AFG88 | 0001EACO w
DO7C13SC (01 00 00 00|00 00 00 00|BD 12 7C 00(00 00 00 00| ........% |..... -
DOFC13AC [AD €A C2 75|31 2E 32 2E|38 34 30 2E|31 31 33 35| BAul.Z2.840.1135 v >

It is possible to highlight the presence of a security identifier. The decryptor tool performs
infact also OS settings and information gathering. Those evidences show, however, the trend

to customize those decryptor tools for the victims.
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#|[o0zEZB45 [|. S5O push eax ~ N
. OFBG643 OC movzx eax,byte ptr ds:[ebx+C] AT (P
. 50 push eax ~
. OFBG42 0B movZzx eax,byte ptr ds:[ebx+E] =33 IS
. 50 push eax 00000000
. OFEG43 0A movzx eax,byte ptr ds:[ebx+a] ECX 00000000
. 50 push eax EDX 00000000
. OFBG643 09 movzx eax,byte ptr ds:[ebx+3] EBP 0262FCCC
. push eax ESP 0262FC98
. . OFBG42 08 movzx eax,byte ptr ds:[ebx+8] ESI 002EZ0EC <1bb_decryptor.
®(D03E265E || . 50 push eax EDI  0OO02E20EC <1bb_decryptor.
e|o03E265F || . 66:6A 0O push 0
e®|(003EZ66Z ([|. 66:FF73 06 push word ptr ds:[ebx+&] 2
eloozezces |17 eeea oo push 0 EIP 003E25F5 1bb_decryptor.o
®||D0O3E2669 ||. 66:FFF3 04 push word ptr ds:[ebxi4]
e (003E266D || . FF33 push dword ptr ds:[ebx] EALS o2z
e|003E266F || . 68 28713E00 push 1bb_decryptor.3E7128 3E7128: L7 {%08X-%( ZF 0 PF O AF O
efooz FF75 08 ush dword ptr ss:[[ebp+s] OF O SF O DF O
NG . __E8& 34280000 h <IMP, &sworintfs CFO TFO IF 1
G : -
oo 7 ;| B LockBit Black Decryptor x LastError 00000000
®|003E2680 . Laststatus CO00000D
®|003E2682 - .
s|oozezess [L2| Al Encrypted Files 0 ) 5 GE ES @IED

E] »|oozEz686 |- ) Decrypt All Encrypted Files Lb_3E2686 £s 00ZB DS 0028
e|o0zezess || | Al Decrypted Files 0 colooss i sakooE
®|00D3EZ2689 . ]
. :
. 36 push ebx < >
. 56 push esi
. 57 push edi v | Default {stdcall) &

1: [esp+4] 77C4382C nt
2: [esp+8] 007A1968 0DOTA1968
word ptr ds:[ebx+4]=[007CAEBC]=1 3: [esp+C] 00431000 00431000
4: [esp+1D] 00000001 0ODOOOOL
5: [esp+l4] OODIAFGE4 OOIAFGE4

.Text:003E2669 1bb_decryptor.exe:$2669 #1A69 <sub_3E2600+69>

Weoump1  @Woump2  @loump3  WWoump4  Wlpumps @ watch1 =l Locals p ‘I’ ggiﬁgg; gggggggg "
Address | Hex rtim | D01AF65C | D0DDODOD
007B0O0OSC (AB AB AB AB |00 00 00 00|00 00 00 00|47 4B 53 63 ggi:iggg gggggggg

007B0O06GC (BE 74 00 18 31 00 35 00

007B0O0O7C (2D 00 23 002D 00 37 00|38 00 37 00|34 00 324 00
007BODSC |38 00 32 00|35 00 34 002D 00 31 00|32 00 30 00|8
007B009C |37 00 39 00|37 00 32 00|38 00 35 00|38 00 2D QO
007BO0OAC |33 00 35 00|35 00 38 00|36 00 33 00|33 00 36 00
007BOOBC |32 00 32 002D 00 31 00|30 00 35 00|39 00 38 00
007B0O0OCC |38 00 36 00|39 00 36 00|34 00 00 00|00 0O OO0 00|8.6.
007B00DC |00 00 00 00 |AB AB AB AB|(AB AB AB AB |00 00 00 00|....
007BOOEC |00 00 OO0 O0|5F 4B 53 7B|(AS 74 00 18|64 00 &5 00| ....
007BOOFC |76 00 69 00|63 00 65 00|63 00 &1 00|70 00 61 0O
007B010C| 62 00 €9 00 |6C 00 69 00(Z4 00 79 00|63 00 61 00

0O01AF&EE | 00000000
001AF66C | 00000000
001AF&70| 37010766
0O01AF&7 4| 50000163
D01AFG&7 8| 02923AA0
001AF&7C | 0O000D0F
001AF&B0 | 00000000
001AF&B4 | 00000000
D01AF688| 0001EACD W

v < >

®||D03EZ669 || . BB6:FF73 04 push word ptr ds:[ebx+4]
| 003EZ266D || . FF33 push dword ptr ds:[ebx]
®|003EZ66F (| . 68 28713E00 push Tbb_decryptor.3E7128 3E7128: L " {#08X-3%(
®|002E2E74 ||. FF75 08 ush dword ptr =ss:[[ebp+z]
®|003EZ2677 || - <IMP, &sworintf=
IE?GRT .
: gg;g:g:—,,c: *| 3 LockBit Black Decryptor x
®|003E2680 || .
e | 003E2682 || . -
ellonzesess (L] Al Encrypted Files 0
[E] #|0o03E2686 |f. _ Decrypt All Encrypted Files ub_3E2686
s|003E2638 || 8| Al Decrypted Files 0
#|003E2689 || .
®|[003E268E || .
®|003E2691 || . 52 push ebx
®|003E2692 ||. 56 push esi
®||003EZE93 |] . &7 push edi A
L4 >

word ptr ds:[ebx+4]=[007CAGBC]=1

.Text:003E2669 1bb_decryptor.exe:$2669 #1A69 <sub_3E2600+69>

z O01AF &S5 4 | 00000000
@owmp1  @oumpz  WYoump3  WYoumpa  @Houmps @ watch1  IxelLocaks ?EE] DO1AF658 | 02920000
Address | Hex ASCIT a || COLAFE5C [ 0ODO0D00

007AFCGC | AB AB AE AB|AB AE AB AB|DD 00 OO0 00|00 00 00 00| co@eEEa®. « o s s. e emaannngs

. 001AF&64 | DOO00000
007AFC7C |00 OO0 00 00|59 4B 53 7D |BC 74 00 18|64 00 65 00|....¥YKS}4t..d.e. DO1AFEES | 00000000

007AFCSC (70 00 65 00|GE 00 64 00|65 00 6E 00|74 00 6D 00|p.e.n.d.e.n.t.m.
007AFCSC (6F OO0 &4 00|75 00 &C 00|65 00 73 00|64 00 &F 0O .e.s.d.o. ggi:’iggg geg?gggg
007AFCAC (GE OO 74 00|69 00 &E 00|68 00 &5 00|72 00 &9 00 Jh.e.r.i. DDJ.AFG:_'4 SEDDDJ.GS
007AFCBC (74 00 74 00|61 00 6D 00|70 00 &5 00| Z2 00 70O OO0 p.e.r.p. 001AF6T8| 02923AA0
007AFCCC (72 00 6F 00|74 00 &5 00|63 00 74 00|69 00 &F 0O .C.T.1.0

001AF&7C | DOOO0D00F
001AF&E0 | DOO00000
001AFE&E4 | DOO0O0000
001AFEES | DDOLEACD

W

007AFCDC ( 6E OO 00 00|00 00 00 00|00 00 00 00|AB AE AB AB e EEEE
007AFCEC | AB AE AB AB |00 00 00 00|00 00 OO 00|5E 4B 53 7A ... MKSZ
007AFCFC (BB 74 00 1C|AQ E4 7A 00|48 FC FA 0088 FC 7A 00|»t.. az.HUz..Uz.
007AFDOC | OO OO0 00 00|00 00 0D 00|00 00 OO0 00(2E 00 00 00
O07AFDIC | 2F OO 00 00|24 00 00 0OO0|AB AB AB AB|AB AB AB AB
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Address | Hex ASCIT

0O7AFOGC | OO OO0 OO0 OO|00 00 OO0 OO0\ 00 OO0 00 00|17 OO0 O0 00 e ceannnnnnnnas
007AFO7C| 17 00 00 00|11 00 00 00 AB AE AE AB|ABE AB AB AB|........cccaaads
0O7AFOBC | OO OO0 OO0 00|00 Q00 OO0 00|00 OO 00 00|51 4B 53 75| ... innnnns QKSU
OOFAFOSC |BC 74 00 18|70 OO0 72 00|65 OO 66 00|65 00 72 00| Nt..p.r.e.f.e.r.
OO7AFOAC | 72 00 79 00|73 00 74 00|65 0O 6D 00|33 00 32 00|S5.y.5.T.8.M.3.2.
OO7AFOBC | OO 00 OO0 OO0|AB AB AE AB|AB AB ABE AB |00 OO0 OO0 00| ... .€eceEEdd.. ...
O07AFOCC |00 00 OO0 OO|(5E 4B 53 7FA|B3 74 00 1C|50 F1 74 00f....MKSz™f..Phz.
OO7AFODC |78 FD 7A 00(AQ FO 74 Q0|00 00 OO0 00|00 OO0 00 OO XYZ. BZ.uvernnn.
007AFOEC | OO0 Q0 OO0 OO|OE Q0 OO0 OO0|OF OO0 00 00|12 OO0 00 00 i ecasnnnnnnnnns
OO7AFOFC | AB AB AB AB|AB AB AE AB |00 OO0 00 00|00 00 00 00| Gee@EEEE. e
0O7AFL1OC | OO OO0 OO0 00|51 4B 53 75 |BC 74 00 18|72 00 65 00 ....0KSUST..r. 2.
007AFLLIC |74 00 75 00|72 00 GE 00|66 00 &C 00|6F OO 77 00 t.u.r.n.f.1.u.w.

Address | Hex ASCII

QO7AEBSC|(BD 74 00 1C|ES EB 7A OO(SQ EF 7A 00|18 EB 7A 00| %L..@887.PCF..8&7.
0OFAEBGC | 00 OO0 OO OO0 |00 OO0 OO0 OO(00 OO0 OO0 00|12 00 00 00 @ 0. e esnenneans

0OFAEBFC |17 OO0 OO 00|09 OO0 OO OO(AB AB AB AB|AB AB AB AB|........ G0 VB
0O0FAEBBC [ 00 OO0 OO0 OO0 |00 OO0 OO0 OO(00 OO0 00 005D 4B 53 79 ... o innnn 1KSy
QO7AEBSC (BC 74 00 18|64 00 69 00|73 00 61 00|62 00 &C 00 |%T..d.i.s5.a.b.1.
Q0O7AEBAC |65 00 77 00|69 00 GE 00|33 00 32 00|6B 00 73 00|e.w.i.n.3.2.k.s.
QOO7AEBBC (79 00 73 00|74 00 &5 OO0(6D OO0 63 00|61 00 &C O0|y.s.Tt.e.m.c.a.l.
Q0O7AEBCC|(6C 00 73 00|00 OO0 OO0 OO(OO0 OO OO0 OO|00 00 OO 00| 1.5, ... ivennn..
0OFAEBDC | 00 OO0 OO0 OO0 AB AE AB ABE|(AB ABE AB AB |00 00 OO0 00 ....cceeEeEdE.. ...
OO7FAEBEC |00 00 0D OD|SE 4B 53 FA|BF 74 00 1C (80 EC 78 00|....°MS5ZiT...9Z.

QO7AEBFC (g0 EB 7A OQ0|AQ EB 7A OOQ(00 OO0 OO0 00|00 00 OO0 OO| &, B7.........
0OFAECOC (OO OO0 OO0 O0|18 00 00 OO(1F OO0 OO0 00 |0A OO0 00 00 @ 0. e ennennnans

In the context of the analysis of the file %s.README.txt (where %s stands for string variable
which is related to a pattern contained the filename) by the decryptor, is called the function

RtIFreeHeap to free a memory block allocated from an heap.
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m

mov eax,dword ptr ss:|[febp-4])

lea eax,dword ptr ds:[eax+2]

push eax

push 1bb_decryptor.247190

lea eax,dword ptr ss:|febp-2zE]

push eax

call <IMP. &swprintf=

add esp,C

push FFFFFFFF

lea eax,dword ptr ss:|[Jebp-zE[])

push eax

call <l1bb_decryptor.sub_24103C>

mov ebx,eax
<l1bb_decryptor.sub_241FF4>

X

)
pop ebx
mov esp,ebp
pop ebp
lgl=1
mov edi,edi
push ebx
push esi
push edi
xor ebx,ebx
push Tbb_decryptor.24900C
call <1bb_decryptor.sub_242538>
mov ebx,eax
test ebx,ebx
je 1bb_decryptor. 242802
nush 100

~

BEE =5

Tea eax,dword ptr ds:
push ebp

mov ebp,esp

mov eax,dword ptr i [30]
push dword ptr ss:[febp+5]
push 0

push dword ptr ds:[eax+15]
call <IMP.&RTIFreeHeap:
pop ebp

ret 4

mov edi,edi

push ebp

mov ebp,esp

push dword ptr ss:[lebp+C[)
push 3

push dword ptr ss:[Jebp+&]
call <IMP.&RtlAllocateHeap:>
pop ebp

BEEE S5

push ebp

mov ebp,esp

push ebx

push ecx

push edx

mov ebx,10

rmn ehw .4

[eax]

sub_24277E

247190:L"%s . README, TXT"

edi:"LdrpInitializeProcess™

sub_Z41FF4

sub_242010

ebp=0135F4B4

Ccall from sub_24205E+F, 2424B9, 2424FA, sub_24256C+76, 242772, 242807, 2428DF, sub_2429(
.Text:00241FF4 Tbb_decryptor.exe: $1FF4 #13F4 <sub_241FF4>

2% Dump 1

PYbump2 Y Dump 3 B4 Dump 4

244 Dump 5

ﬂgkwathl

[x=] Locals

SET]

Address

Hex

A

0135F4B4
D135F4C4
0135F4D4
D135F4E4
0135F4F4
0135F504
0135F514
0135F524
0135F534
D135F544
0135F554
0135F564

o0

=4 Fo 20 01
ﬁ! BEETT

o0
00
o0
00
o0
00
o0

RO 91 90 FFIFD 2C 40 7C
9A 00 9C 00

Q0 20 17 01
00 00 00 0O)|01 02 OO0 00

o0 00 0D 00|28 20 324 00
00 00 00 00|20 23 34 00
o0 00 0O|Q0 g0 24 00|00 10 00 OO0

00 00 OO0|ES €2 24 00(02 00 OO0 OO0
o0 00 00|00 OO0 OO0 00|00 OO0 00 00

00 00 00|00 00 OO0 OO(00 OO0 OO0 OO0
00 00 00|00 00 OO0 OO(00 OO0 OO OO0
00 00 00|00 00 OO0 0000 00 OO0 OO0
00 00 00|00 00 OO0 OO(28 00 OO OO0

o0 00 00

Q0 g0 17 Ol

4l LE 22 00
00 00 00 00
Q1 SC 24 00

o9
o9
00
00
00
00
00

00
00
00
00
00
00
00

00
oo
00
oo
00
oo
00

00
oo
00
oo
00
oo
o0

Q0 20 17 Ol

It is important to underline that, in the context of files loop gathering to obtain the details of

the files to decrypt on the disks of the compromised machine, it is created an execution thread
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which points to the function sub_403FA8, which calls the function sub_402EA4. After the
execution of the functions of the thread is present the instruction jz short loc_4041CE and the
“switch” is managed through the offsets aDecryptedUFile and aDecryptedUFile_0 based on

the result get from the thread execution:

_ A J
il e =]
loc_484115:
mo ds:dword_4@87F4C, 1
Mo ds:dword_487Fs8, @
mov ds:dword_4@87Fc@, 8
push @ 3 lpThreadId
push 4 ; dwCreationFlags
push ] i lpParameter
push offset sub_483FAB ; lLpStarthAddress
push 2] 3 dwstackSize
push 2 3 lpThreadAttributes
call CreateThread
mow ds:hHandle, eax
cmp ds:hHandle, @
jnz short loc_48415A
loc_48415A: ; wAttributes
push BAh
push offset aDecryptingFile ; "‘r\n\nDecrypting Files In Progress...\r"..
call sub_4@13A8
push BFh 3 wAttributes
nush nffset await @ : "Wait...%Wr\n"
push BAh
push offset aDecryptingFile ; "\r\n\nDecrypting Files In Progress...\.r"..
call sub_4813A8
push BFh 3 wAttributes
push offset aWait_@ ; “"Wait...\r\n’
call sub_4813A8
push ds:hHandle 3 hThread
call ResumeThread
il s 5
loc_48417D: 3 dwMilliseconds
push BAh
push ds:hHandle 3 hHandle
call WaitForsingleObject
cmp eax, 162h
jz short loc_4841CE |
| =
= ‘. =
i 53] I
sh ds:hHandle 3 hObject
11 CloseHandle loc_4@841CE: ; Format
sh ds:dword 487F68 : Format push ds:dword 487F68
h offset aDecryptedUFile ; "Decrypted ¥u File(s)\r"}f Jpush offset aDecryptedUFile_@ ; "Decrypted %u File(s)\r
a €ax, |ebp+HouTTer ] IEa €ax, |coprouTTer]
sh eax : Buffer oush eax . Buffer
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3 LAWURL SLULGLL JUU_ U] AU LE VLY LI Saural ameween

sub_483FA8 proc near

lpThreadParameter= dword ptr 4

push 2 3 nPriority

push ®FFFFFFFEh 3 hThread
jority

call sub 4B2EA4|

cmp ds:dword_487F4C, @

jz short locret_483FDD

sub_402988
ds:dword_487FAC, @
ds:dword_487Fse, 1
sub_482EA4

=

locret_4@83FDD:
retn
sub_483FA8 endp

100.00% [(—-152,75) [{621,6411) |000033BL |0000000000403FB1: sub 403FAS+3 | (Synchronized with Hex View-1)

The function sub_402EA4 is fundamental because a check operation is performed with a sort
of "execution key”, infact it is present a chain of cmp and jnz instructions that point to others

labels (for example loc_402F01).
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; Attributes:
sub_ 482EA4 proc near

var_28= dword ptr -28h
var_1C= dword ptr -1Ch
lpHandles= dword ptr -18h
string= dword ptr -14h
lpParameter= dword ptr -1&h
nCount= dword ptr -8Ch
var_8= dword ptr -3

Handle= dword ptr -4

push ebp

mov ebp, esp

add esp, @FFFFFFE@h
push ebx

push ecx

push edx

push esi

push edi

xor ebx, ebx

mov [ebp+String], ebx
call sub_ 481428

cmp ds:dword_487F4C, @
jz short loc_482ECY

bp-based frame

100.00% [{-104,27) |{621,418) |000022h4 |DDDDDDDDDD402EP14: sukr 402ER4 |(Synchronized with Hex View-1)

loc_4822C6:

push offset Buffer
push offset Buffer

call sub_4@1894

push 5]

: lpOverlapped

, [V ¥
M | FIE
mov eax, offs aFileEmpty ; "file empty”| |mow eax, offset aFileMotFound ; "+1i]
jmp short loc HB22AE jmp short loc_4822AE
|—¢ J
REX;
FEFE
push [ebptarg_C]
push [ebp+Format] ; Format loc_4822AE:
push offset aTrueSs ; "true|®s|Zs'\n"|||push eax
push offset Buffer ; Buffer push [ebp+Format] ; Format
call swprintf push offset aFalseS5 ; "false|%s|¥sin”
add esp, 1Bh push offset Buffer ; Buffer
Mo ecx, eax call swprintf
jmp short loc_4822C6 add esp, 1Bh
| mov ecx, eax

100.00% [{—-37,944) |¢?Sl,285:l |DDDDlERS |DDDDDDDDDD§DZZDS: sub 402240+€3 | (Synchronized with Hex View-1)
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] i <
omp cax, 4
ik shart Lo 402ECT)

L]

ds i dword_aB8684
sub_482CF8

oy ebx, eax

b, ebix

short loc 482EEE

cax, dsi0[chxt2]
eax

sub_3B1FES
[ebp+string], eax
[ebpsstring], @
short loc_382Fa1

loc_482F81:
push  [ebpt+String]
push ebx

push s dword_405054
call  suh_8B2CFE

€4.00% |(-82,473) [(7531,414) 00002224 [O000000000402ERY: sub 402ER4 | (Synchronized with Hex View-1)

loc_s@2Fal:

push [ebpstring]
push eb

push  ds:dword 485054
call suh_2B2CFE

oy ebor, eax

test  ebx, ebx

inz short loc_SB2F18)

lea eax, ds:@[ebx*4]
push  eax
call sub_S81FEE
o [ebp+ipHandles], eax]
cmp 1p les], @
jnz
| S—
=]
loc_4B3F30:
lea eax, dsio[ehx*a]
push eax
call sub_401FEE
mene [ebpvar_1c], =ax]
cnp [ebpsvar_1C], @
jnz short loc_sazFss

loc_482F54:

L ds:dword_387F18, @
oy dsidddend, &

=l [ebp+var 8], @
= [ebp#nCount], @
o esi, [ebpsitring]

€4.00% [(38€,1052) |(735,420) |00002224 |0000000000402ERL Ellb_‘lDQEh‘lliS}mchrunized with Hex View-1)

After the execution of the check instructions and validation we arrive to the point of the
execution which calls the function sub_403CFC, which effectively starts the operations of files
gathering (note the function FindFirstFileExXW and the wildcard “*"), and then continue with

the obtaining of the attributes of the encrypted files:
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loc_SR2F54:
mov dsidword_4a7F18, @
L dicAddend, @&
L [#bp+var_E], @
mow [ebpt+niount], @
ey esd, [ebp+String]
mor edi, [ebp+lpHandles]
T
[ ]
; lpParamater|
push esi
oush ds:dword_488684 ; Ent
call sub_482088
= eax, 3
jz short loc_$82F92
2
short loc_S@2FF1
cmp aax, 4
jnz shart loc_s83853)
esi i String
sul_282804
[ebp+lpFarameter], max
L] # lpThreadId
; dwCreationFlags
[abnslobarapmtar] @ 1
offset sub_383CFC
64_00% | (367,1617) ({80&,417) 00002254 0000000000402ER4: sub 402ER4 |(Synchronized with Hex View-1)

FileSizem LARGE TN

TEGER ptr -24h

var_lC= dward ptr «1Ch
Strings dword ptr -18h
var_l4= dward ptr -14h
var_lB= dward ptr -18h
dwidditionalflags= dword ptr -8Ch
var_B= dword ptr -2
hFindFilzs dword ptr -2
1pFileMame= dword ptr &
push  ebp
e ebp, esp
sub esp, 274h
mov [ebpsvar_8], @
push  [ebpelpFilediame] ; 1pFileName
call GetPiledttribubesd
test eax, 1@h
jnz loc_s83088
™
L | L |
lea eax, [sbptFileSize]
push  eax ; lpFilesize 5 mPriority
jpush [ebp+lpFilekiame] ; lpFilesiame
call sub_482ESE [push @FFFFFFFEN i hThread
test eax, eax call setThreadPriority
j=z short loc_483038 call sub_481488
cmp eax, ICh
| | jbe short loc_s830D4
L |
il B2 il B2 ]
cmp dword ptr [ebpeFile mov [ebp+dwidditionalflags], 2
jnz short loc 483053 jmp short loc_483008 loe_483004:
e [ebpsdusdditionalrlagz], @
I 7
Ll s 2
) dword pir [ebperilesize], ©)
jnz short lec 483053 loe_4B3D0B:

€4.00% |¢72,1893 |¢43E,394:l 000020FC |0000000000403CFC: sub_ 403CFC | (Synchronized with Hex View-1)
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pord_487F4C, GI push  [ebp+String]
loc_2@3092 call  sub_283BEd
mov [ebptvar_14], eax
push  [wbpsstring]
call  sub_se1Pra
Bussh [ebp+dwadditionalFlags] ; dwAdditionalFlags
push ] 3 lpsearchrilter
[push L] 5 fS=archip
lea wax, [ebp+FindFileData)
puzh A 3 lpFindFilenats
[ouash @ 5 Flnfolevelld
push  [ebpeuar_12] 3 lpFilename
call  FindPirstfilefxw
= [ebp+hFindFile], eax
cmp [ebpthFindFile], eFFFFEFFFR
jz loc 483FSE
1
a5
2dh 5 "7 5 Ch
kc_4a3oaz: push [ebpevar_14] 5 5tr|
b cax, [chptvar_8] call  wesrchr
Bh N i fint (ackd esp, B
kh  dword ptr [ebp+Filesize+s] ; int ey word ptr [eax], @
kh  dword ptr [ebpeFileSize] ; in
sk [ebpelpFileName] ; lpExistingFiledame
L sub_s@3s7e
P [ebp+var 8], @
short loc_s8apaz
¥
il s
push  [ebptvar_B]
call suby_$1FF4 loc_s@3E3F:
lea =ba, [=bp+source]
cmp dward prre [ebx], 2Eh ;
= loc_483F39
]
]
) dward ptr [cbx], 2E882Eh
4 Tnr ARIFYY
€4.00% | {255, 1000) |(721,3SS] 000030FC |0000000000403CFC: sub 403CFC | (Synchronized with Hex View-1)

[l Hide FPU

EAX 00000000 =
EBX  O037FO00
ECX  497C0000
EDX 00000000
EBP  OD4FFG60
ESP  OD4FF634

1bb_decryptor.00D94115
mov dword ptr ds:[D97FF4C],L
mov dword ptr ds:[D97F50],0
mov dword ptr ds:[D97FE0],0
push 0O

push 4 ESI 00731968
EDI 77FCB382C "LdrpInitializePt
EIP  77D4EA27 ntd11.77D4EAZ7
ush 0
h <IMP.&CreateThread> EFLAGS 00000246

mov dword ptr ds:[D97F3C],eax
cmp dword ptr ds: [D97F3C],0
jne Tbb_decryptor.D9415A

ZF 1 PF 1 AF D
OF 0O SF O DF O
CFoO TF O IF 1

LastError 00000000
Laststatus 00000000

1bb_decryptor.ool
jmp 1bb_decrypt

G5 002B FS5 DODS3
ES 00ZE DS 002B

; D97318:L"\r\n\nDecrypting Files In Progress...%r\n"
teios AU ypting g A s 0022 55 o02E

; D97364:L"wait...\r\n"
ILZAE>
1

< 000000000 1

1bb_decryptor.00D93FAS

2: [esp+8] 00731968 00731968
3: [esp+C]_0037F000 DO3TFO00
4: [esp+10] 00000001 00000001
5: [espt+l4] OD4FF634 O04FF634

.TeXT: 00094139 1bb_decryptor.exe: $4139 #3539

XY 5A45G1AF
8| 77cB382C | ntd11.77CB382C

D04FF63C | 00731968
D04FF 640 | 0037F000

| ooareeas
D04FF648

W Dump 3

00000001
DO4FFE24

004FF&50
O0D4FF&54

Q04FFBAC | Pointer to SEH _Record[1]
77D19780 | ntd11.77D19780
EDDO1867

77CALOG0D
FICALO7O
FFCALOED

80 17 CA 77
06 00 08 00
08 00 DA 00

00000000
LE 80 CA 77 777
AC C2 CA 77102 00 04 00|DB 81 CA 77 2= (Gt FRE S || (EETD 8 e EREes TR B2
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00D33F96| ~ 74 08 je 1bb_decryptor.D93FA0 ~ ;
00093F98 FF75 F8 ush dword ptr ss:[[ebp-sl AUEE L
00D93F 9B EZ S4EOFFFF h <1bb_decryptor.sub_D91FF4> EAX 00000000 ~
00D93FAD | > mov esp,ebp
00D93FAZ ebp EEX  0037FO00
OODIZEAT 4 ECX  497C0000
; sub_D33FAG EDX 00000000
EBP  0OD4FFGGD
o ESP  DD4FFG34
e|00D92FAC [|.  EE 99110000 <JMP.&SetThreadPriority> ESI 00731968
®|0oD93FBL [|. E8 EEEEFFFF <1bb_decryptor.sub_DSZEA4> EDI F7CB382C "LdrpInitializer:
e||00093FES (| . 833D 4C7FD200 00 cmp_dword ptr ds: [D97F4C],0
----# [00D93FED || .~ 74 1E e 1bb_decryptor.D93FDD EIP  77D4EAZT ntd11. 7TD4EAZT
i ®|00093FBF ||. EB 3CESFFFF <Tbb_decryptor.sub_D32900> '
| e|ooD9zFca ||, €705 4CFFD900 000000(mov dword ptr ds:[D97FAC],0 FEDGE e
! e|0o0D93FCE ||. €705 507FDS00 010000(mov dword ptr ds:[D97F50],1 ooooD
i\ e|oooozFoa ||, EB CTEEFFFF <1bb_decryptor.sub_D92EA4s ZF 1 PE 1 AF O
t-->e|oop9zFoD |L> c3 . OF 0 SF O DF O
® [00D93FDE BEFF mov edi,edi CF O TF O IF1
[E] #|0op93FED [ 55 push ebp sub_D33FEQ
e|00D93FEL [|. 8BEC mov ebp,esp LastError 00000000
e|0oD9zFES (], sub esp,z1C Laststatus 00000000
& |[00D92FES |] . push ebx
o[oossres | el G5 ooz Fs 003
o ES 0028 D5 0028
@ |[00D93FEC |] . push es1 €5 0023 S5 0OZB
® [ 00DS3FED (] . push e edi:"LdrpInitia w
® (| 00D93FEE (] . ush 'Ibb decryptor.D9724C D9724C:L"LockBi
o[ 00D93FF3 (] . h <IMP.&SetConsoleTitlew: < I ks
e|o0D93FFa [|. 6A F ush FFFFFFFE
» [00D93FFA h <IMP.&GetstdHandlex hs
< I —— > ~
2: [espt+8] 00731968 00731368
3: [esp+C]_0037F000 D037F000
4: [esp+10] 00000001 OOO0DOOOL
Reference from sub_D93FEO+5D, D94132, sub_D94474+491, sub_D94474+546, sub_DI4474+738 5: [esp+ld] O04FFE34 DO4FFGE34
.text:00D33FA8 Tbb_decryptor.exe: $3FAS #33A3 <sub_DI3FAG+Z> w
SA456LAF ~
W44 pump 2 W4 Dump 3 4 Dump 4 44 Dump 5 & watch 1 Ix=] Locals ?EIE] OiRRESE| 77CEIB2C | ntd11. TTCEISZC
004FF63C | 00731968
004FF640 | D027F000
. 004FFE44 | DODOOOOL
004FF648 | DD4FF634
;;Eﬁgiﬁ O0D4FF650 | 004FF8AC | Pointer to SEH_Record[1]
004FF654| 77019780 | ntd11.77D19780
77CALO50
o ATten 004FF 65 2| EDDOLBET
b0 047 CA T/ 004FF65C | 00000000
o RTtan . 004FF660 | DD4FFBEC |return to 004FFSBC Trom 777
. 004FF664 [[77D491D0| return to ntd11.77049100 Trom ntdll.
77CALOSO L8 D0 A U0 o 004FF66S || 9A456FT3
7TCALDAD 2

b
77CA10BO | EE E3 D3 FO : >

00D93FAE <1bb_decryptor.sub_D93FAG>
mov edi,ed

ush FFFFFFFE
<IMP. &SetThreadPriorit

je T1bb_decryptor D93FDD

1bb_decryptor . 00D93FEF
<1bb_decryptor.sub_D929200>
mov dword ptr ds:[D9FF4C],0
mov dword ptr ds:[D9FF50],1
E&11 <1bb_decryptor.sub_D92EA4>

1bb_decryptor . 00D 93FDD
ret

56



Swascan

TINEXTA GROUP

<

00D92EA4 <lbb_decryptor.sub_D92EA4>
push ebp

mov ebp,esp

add esp,FFFFFFEQ

push ebx

push ecx

push edx

push esi

push edi ; edi
xor ebx,ebx

:"LdrpInitializeProcess

<1bb_decryptor suh_D514zs>
cmp_dword ptr ds:[DI7F4C],0
je 1bb_decryptor.D92EC9

1bb_decryptor.00D92EC2
cmp_eax
jb 1hh_de|:ryp‘tor D92ECY

1hl ecryptor.00D92ECT
shr eax,1

dword ptr ss:[ebp-14]=[004FF64C]=004FF&5C
ebx=0037F000

.TexT:00D92EB1 1bb_decryptor.exe:$2EB1 #22B1

ﬂ[}umpl

F7CAL050
77CA1060

80 17 CA 77
77CA1070| 06 00 08 0O

DD‘IFF 63 3

004FF63C

00D4FF &40
OD4FFE44
OD4FF 648

0D4FF650
OD4FFGE 4
OD4FF658

004FFB5C

00D4FF 660

Hide FPU
EAX 00000000 R
EEX  0037F000
ECX  497C0000
EDX 00000000
EBP  O0D4FFG60
ESP  ODO4FF634
ESI 00731968
EDI 77CB382C "LdrpInitializeP:t
EIP  77D4EA27 ntd11.77D4EA2T
EFLAGS 00000246
ZF 1 PF 1 AF O
OF 0 SF O DFO
CFO TFO IF1
LastError 00000000
Laststatus 00000000
GS 0028 FS 0053
ES 0028 D5 0028
€5 0023 35 0028 v

< I

Default (stdcall) -
2: [esp+8] 00731968 00731368
3: [esp+C] 0037F000 0037F000

: [esp+l0] 000D0OOL DODDOOOL
5: [esptl4] OD4FF634 OD4FF634

9A4561AF
77CB382C
00731368
0027FO00
00000001

OD4FF634

0D4FF BAC
77D19780
EDDOD1867

00000000
004FF8BC

ntd11.77CB382C

Pointer to SEH_Record[1]
ntd11.77D19780

return to O04FF8BC from 777

S oea| 92 Do & 2 Q2 L CAZZ 004FFE64|[770491D0| return to ntd11.77043100 from ntd1l.
42 00 1A 00 004FFE6E || 9A456F73
77CA10A0 | DO DD 00 00 A5 FE 00 8D - Tiz
TTCAL0B0 01 00 00 00 < >
®|[00DSZESE BBES o =
®(loop9zEAD D URER (D
®(loopozEAL ~
[E] #|0opazEas sub_D32EA4 EAX 00000000
o ||oopazEAS EBX  ODO037F000
ol 0opazEar ECX  497C0000
®(0oD92EAA h ebx EDX 00000000
®(looD9zEAR = EBF  DD4FFE60
® [ ooD9zEAC edx ESP  OD4FFE34
® [ oop92EAD esi ESI 00731968
: g%gggﬁ §d1 & EDI F7CB382C “LdrpInitializert
XOFr €0X,eDx
-
EIP  77D4EAZT ntdl1.77D4EAZT
®(l00D9ZEES E8 GFESFFFF <lbb_decryptor.sub_D31428> .
______ : 3%25523 - giznmq(;mgm 00 cmp_dword ptr ds:[D97F4C],0 e —
: : ZF 1L PF 1 AF D
elloopgzecz || . 83F8 04 3 LockBit Black Decryptor >
r----e(oop9zecs (| .~ 7z oz e OF 0 SF O DF O
i e|oopozec7 ||. DiEs CFO0 TFO IF1
t-L--»e|oop32ECe ||> 8945 E0 Files
e(ooposzeEce [|.  6A 0O AV ErmypET E Decrypt Al Encrypted Filss LastError 00000000
[ oooazece 6A 0O AlDecrypted Fies | o | EYE Laststatus 0D00000DO
e|oopezEDO (|, FF35 84800900
: g%ggggg . Eﬁ:néDFEFFFF G5 0D2B FS 0053
o ES 00ZE DS 0028
®|00D92EDD |]. 8SDB test ebx,ebx €5 0023 S5 0O02B
OOD92EDF |] .~ 75 05 jne 1bb_decryptor.D92EEE w
0op9zeEL || .~ E9 DZ010000 jmp 1bb_decryptor.D93088
OODS9Z2EEG ||> S8D045D 00000000 1ea eax,dword ptr ds:[ebx=2] < _
00D IZEED ] . 50 ush eax
00D2ZEEE || . E8 CSFOFFFF <1bb_decryptor.sub_D91FBS> w || Default (stdcall) -
< >
2: [esp+8] 00731968 00731968
dword ptr ss:[ebp-14]=[004FF6&4C]=004FF&5C 3: [esp+C] D0D37FO00 DO3TFOODD
ebx=0037F000 4: [esp+10] 00000001 0DOOOOOL
5: [esp+l4] DO4FF634 D0D4FFE34
.text:00092EBL Tbb_decryptor.exe: $2EBL #22B1 <sub_D92EA4+D> w
00750508 | L™indows\\System32\\CRYPT32.d11"
44 Dump 2 bx-lLocals ?EIE] 00%FPG38| 77CDAD2C |return to ntd11.77C0A92C From ntdll.
004FFE3C | 02403538
D2G3FBLE 00 00 00 00 00 00 gg:;ﬁg:g 83383?3(1)
0263FBE8 00 0D 00 00|00 0D 00 0D e
0263FBTB 00 00 00 00|00 00 00 00
0Z63FES8 00 00 00 00 |

0263FBES
0263FBFE
0263FCOB

E4 FB 62 02|FO FB 82 02
00 00 00 00|00 00 00 00
00 00 00 00|0C FC 63 02
20 04 A7 7

0263FBAS EC 20 D9 00
0263FEBS 00 00 00 00
0263FBCEB(00 00 00 00(EC_EB €3 02 (14 31 DI 00
0Z63FEDSB

ES FB 62 02
00 00 00 00
13 04 A7 76
ER 72 DO 77

olic. buc elc. Vvyy

ccocolBoqofiiecoc
.- §vhilc.irbw....

D04FFE50
D0D4FFE54
DD4FFE5E

D04FFB5C

Commd:lEomands are comma separated (like assembly instructions): mov eax, ebx

00000000
DD4FF7AB
77D19780
EDDOOOET

00000001
DOFAFBS0
75358638

Pointer to SEH_Record[1]

ntd11.77D19780

&L"indows\\System32\ \CRYPT32.d11"

return to user32.75358638 from user3iw
>

Default  ~
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il i 5

; Attributes: bp-based frame
sub_48272C proc near

Buffer= word ptr -2Eh
var_4= dword ptr -4

push ebp
Mo ebp, esp
add esp, BFFFFFFDBh
push ebx
Kor ebx, ebx
mav [ebptvar_4], @
call sub_ 482688
mov [ebp+var_4], eax
cmp [ebp+var_4], @
jz short loc_4@2777
[l e =
mov eax, [ebpt+var_4]
lea eax, [eax+2]
push eax ; Format

At the moment in which the content of the file README is read is possible to highlight how
the function sub_402688 is called, which consequently calls the function of hashing digest

(specifically the MD5 context is created) and, then, the function sub_4011DC is executed:
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M

mov eax, [ebptvar_4]

lea eax, [eaxt+2]

push eax ; Format
push offset aSReadmeTxt ; "¥s.README.txt”
lea eax, [ebp+Buffer]

push eax ; Buffer
call swprintf

add esp, @Ch

push BFFFFFFFFh

lea eax, [ebp+Buffer]

push 2ax

call sub_48183C

mov ebyx, eax

push [ebpt+var_4]

call sub_4@81FF4

loc_482777:

mov eax, ebx
pop ebx

mov esp, ebp
pop ebp

retn

sub_48272C endp

100.00% [{—-225,345) |{802,234) |[00001B3C |000000000040273C: sub 40272C+10 | (Synchronized with Hex WView-1)

; Attributes: bp-based frame
sub_48272C proc near

Buffer= word ptr -2Eh
var_4= dword ptr -4

push ebp

mov ebp, esp

add esp, BFFFFFFDBh
push ebx

xor ebx, ebx

lmoy [ebptvar 4], &
call sub 482688

mov [ebp+var_4], eax
cmp [ebpt+var_4], @
jz short loc_482777

eax, [ebptvar_4]
eax, [eax+2]

eax ;3 Format
push offset aSReadmeTxt ; "¥s.README.txt”
lea eax, [ebp+Buffer]
push EEX i Buffer

100._00% | (-225,30) ¢?68,288h|DDDDlBSC|DDDDDDDDDD§DZTSC: sub_402?2C+lD|¢Synchrunized with Hex View-1)
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sub_ 482688 proc near

var_1838= byte ptr -188h

Buffer= word ptr -BEBh

var_B68= byte ptr -68h

var_1@8= byte ptr -18h

push ebp

mov ebp, esp

sub esp, 188h

push ebx

push esi

push edi

xor ebx, ebx

push 18h

call sub_4@1FEB8

moy ebx, eax

test ebx, ebx

jz short loc_482728
L J

Mo word ptr [ebx], 2Eh ;

lea edi, [ebx+2]

lea eax, [ebptvar_B&]

push eax

rall MNETRi+

100.00% [(—-246,72) |(780,415) |0000LASS |0000000000402688: sub_402688 |(Synchronized with Hex Wiew-1)

A J

[l s =]
lea eax, ds:8[eax*2]
push eax
lea eax, [ebp+Buffer]
push eax
lea eax, [ebptvar_ B8]
push eax
call MDsUpdate
lea eax, [ebp+var_68]
push eax
call MD5Final
lea esi, [ebptvar_188]
push esi
push 18h
lea eax, [ebptvar_1@]
push gax
call sub 4811DC|
MoV byte ptr [esi+3], @
xor eax, eax

M

loc_4826FD:

lodsb

100.00% |(-24¢,58¢€) |(750,3€0) |00001AF2 [000Q0000000402€F2: sub 402&€858+€R |(Synchronized with Hex View-1)

In this function there are insertions of plenty of hardcoded values which are added to the eax
register. Then various AND and OR operations are executed as follows, after a compare and
jnz construct to the label loc_401256. In particular the values are referred to a dictionary, in

hexadecimal:
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; Attributes: bp-based frame
sub_4811DC proc near
var_44= byte ptr -44h
var_d= dword ptr -4
arg_8= dword ptr B
arg_4= dword ptr @Ch
arg_8= dword ptr 18h
push ebp
mo ebp, es
add esp, BFFFFFFBCH
push ebx
push ecx
push edx
push esi
push edi
lea edi, [ebp+var_a4]
mow eax, 44434241h
stasd
o eax, 43474645h
stosd
mow eax, 4C4B4A40h
stosd
moN eax; SB4F4EADN
stosd
mov eax, 54535251h
stasd
o eax, S8575655h
stosd
Lo« eax; G62615A59h
stosd

80.00% |{(-251,26) |(&00, 4158) [DO0005DC |00000000004011DC: sub 4011DC | (Synchronized with Hex View-1)

— .

stosd

mow eax, 333231380
stosd

o eax, 37363534h
stosd

Lol eax, 2F2B3938h
stosd

sy esi, [ebp+arg_e]
mew eax, [ebptarg_4]
o [ebp+var_4], eax
i edi, [ebptarg 81

FIFE
loc_ 481256:
cmp [ebp+var_4], @
jnz short loc_2@8125E
I 1
L J
e =
jmp short loc_481289
loc_a8125E:
mov al, [esi]
moy dl, [esi+l]
mov bl, [esi+2]
oy ah, al
mov dh, dl
mow bh, bl
and ah, 3
and dh, @Fh
and bh, 3Fh
shr al, 2

20.00% |{-212,70%) |{625,418) |000005DC |00000000004011DC: sub_4011DC |{Synchronized with Hex Wiew-1)
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and Bh, 3rh
shr al, 2
shr dl; 4
shr bl, &
shl ah, 4
shl dh, 2
or ah, dl
o bl, dh
movzx  eds, al
movzx  ecx, ah
push esi
lea esi, [ebp+var_a4]
oy al, [edx+esi]
mov ah, [ecx+esi]
movzx  edx, bl
movzx  ecx, bh
mov bl, [edx+esi]
v bh, [eex+esi]
pep esi
and eax, BFFFFh
shl ebx, 1@h
add esi, 3
o eax, ebx
stosd
sub [ebp+var_4], 3
ins short loc 481256
| |

P

loc_a@1289:

cmp [ebptvar_4], @

jz short loc_4812C8

L—

80.00% |[(-215,61204) |(77&, 385) DDDDDEDC|DDDDDDDDDD!1011DC: su.b_-iDllDC“SynchrunizEd with Hex View-1)

=0 [eopTvar =]y

iz short loc 481

T

208

loc_4812C2:

moy byte ptr [edi], 30h ; "=’
inc edi

ing [ebptvar_2]

jnz short loc_4@12(2

loc_a@12cB:

may eax, edi

mov word ptr [eax], @
sub eax, [ebptarg 8]
pop edi

pop esi

pop edx

pop ecx

pop ebx

mov esp, ebp

pop ebp

retn BCh

sub_4811DC endp

80.00%

(-233,1824)

(801, 420)

Qo000sDC

00000000004011DC:

sub_4011DC |(Synchronized with Hex View-1)
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Input

44434241h

Output ;’:

DCBA

Here are the details of the function calling in the context of files gathering for the setting of

the file pointer and the attributes of the files taken into consideration.
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test eax, eax
jz short loc_483EEF
1
— I
push [ebp+var_258] ; int push offset uValue ; lpAddend
push [ebp+var_254] 3 int call InterlockedIncrement
push esi ; pszPath
3E93| |call sub_482818
jmp short loc_4@3EEF
FE lall s =
; Source
3 String loc_483EEF: loc_4@3EF7: loc_483F0F:
push esi lea eax, [ebp+var_8] cmp ds:hFile, BFFFFFFFF
call sub_481FF4 push eax ; int jz short loc_483F39
jmp short loc_483FeD| |push [ebpt+var_258] 3 int
r_1a] push [ebp+var_254] ; int
r_1c] push £s5d 5 lpExistingFileName
x*4] call  sub_483970 |

) [ = Y=
100_00% (1144, 2538) [(751,208) 00003308|DDDDDDDDDD¢D3FDS: sub 403CFC+20C | (Synchronized with Hex View-1)

sub_28397@ proc near

1pNewFileName= dword ptr -14h
var_18= dword ptr -1gh
var_C= dword ptr -@Ch
Handle= dword ptr -8

var_4= dword ptr -4
1pExistingFileName= dword ptr
arg_4= dword ptr @Ch

arg_8= dword ptr 18h

arg_C= dword ptr 12h

B

64

push ebp

moy ebp, esp

add esp, @FFFFFFECh

push ebx

push esi

push edi

moy [ebp#var 4], &

mov [ebptvar_C], @

mow [ebp+lpNewFilehame], @

push [ebp+lpExistingFileName] ; lpFileName

call sub_4834DC

test eax, eax

jnz short loc_483981

I 1
FIFE
loc_4839B1:
mov edi, [ebptarg C]
cmp dword ptr [edi], ©
jz short loc_4@3417
LI
80.00% |(214,652) [(808,230) |00002D70 |00000000004035370: sub 403570 |(Synchronized with Hex View-1)
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— wmy pmway
cmp [ecx+25Ch], eax
jz short loc_4833D2
I 1
FIE]
push dword ptr [edi]
call sub_481FF4
mow dword ptr [edi], @
jmp short loc_483A17
PIE
loc_a@3A17:
ar_18] lea eax, [edi]
3 int push eax ; int
itingFileName] ; lpFileName B bpilpExictingFileName] ; lpFileName
all sub 483534
s £ o ebptvar_C], eax
. 8 cmp dword ptr [edi], @
WIBEC jnz short loc_4@3A2F
™ ™1
FE
loc_4839EC:
moy ebx, [ebpivar_18]
mow ecx, [edi]
push Bah 3 Size
lea eax, [ecx+26oh]
push ean 3 Src
lea eax, [ebxs2toh]

80.00% |(637,670) |(718,412) |DDDDZE1D|DDDDDDDDDD&D3&1D: sub 403970+AD |(Synchronized with Hex View-1)

; Attributes: bp-based frame

; imt stdcall sub_4835%4(LPCWSTR lpFilelame, int)
sub_483594 proc mear

var_1@= dword ptr -18h

Buffer= word ptr -@ah
NumberOfBytesRead= dword ptr -8
hfile= dword ptr -4
lpFileName= dword ptr &
arg_d= dword ptr 8ch

push ebp

mov ebp, esp

add esp, BFFFFFFF8h

push ebx

push esi

mov [ebp+var_l18], @

mow [ebp+lumberOfBytesRead], @

moy [ebp+hFile], @FFFFFFFFh

push @ ; hTemplateFile

push gah 3 dwFlagsAndattributes
push 3 ; dwCreationDisposition
push @ 5 lpsecurityattributes
push [:] ; dwshareMode

push Eeaeaassh ; dwDesirediccess

push [ebp+lpFileName] ; lpFileName
call Createrilew

mow [ebp+hFile], eax
cmp [ebp+hFile], @FFFFFFFFh
jnz short loc 483509
| |
I — L .

80.00% |ﬂ—32,30) |¢ElS,4ZDJ |DDDDZSS& 00000000004035594: sub 403554 | (Synchronized with Hex Wiew-1)
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= B T Ty T — 'l

i
loc_403509:
xor eax, eax
xor edx, edx
sub eax, BEh
sbb edx, @
push 2 ; dwMoveMethod
push ] ; lpNewFilePointer
push edx
push eax ; liDistanceToMove
push [ebp#hFile] ; hFile
call SetFilePointerEx
test eax, eax
jnz short loc_4@35FC
I 1
L J
=
loc_4835FC: ; lpOverlapped
push @
lea eax, [ebptlumberOfByteskead]
push eax ; lpNumberOfBytesRead
push 2 3 nNumberOfBytesToRead
lea eax, [ebptBuffer]
push eax ; lpBuffer
push [ebp+hFile] 3 hFile
call ReadFile
test eax, eax
jnz short loc_4@3616
1

80_00% |{50,512) iEES,il?h|00002994|DDDDDDDDDD§DSES4: sub 403554 |(Synchronized with Hex View-1)

push 2EBh
call sub_481FEB
moy [ebpévar_18], eax
cmp [ebptvar_18], &
jnz short loc 483628
1
W=
loc_483628:
mow esi, [ebp+var_18]
add esi, 254h
movzx  eax, [ebp+Buffer]
sub esi, eax
mow ebx, 2E6h
mow eax, esi
sub eax, [ebp+var_18]
sub ebx, eax
xor eax, eax
xor edx, edx
sub eax, ebx
sbb edx, @
push 2 ; dwioveMethod
push ] ; lpNewFilePointer
push edx
push eax ; liDistanceToMove
push [ebp+hFile] ; hFile
call SetFilePointerEx
test eax, eax
jnz short loc_ 4083663

80.00% [(4€€, 104€) (€25, 3€5) (00002554 |DDDDDDDDDD4D3594: sub 403554 |{Synchronized with Hex View-1)
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cmp_ [ebp+arg 4], 2
jnz short loc_4@22A3

|_*

cmp_ [ebp+arg_4], 3
jnz short loc_4822AF
|1
Y
P

BFileMotEncrypt ; "file not encrypted or damaged”| [mov eax, offset aFileRsaKeyMotv ; "file rsa key not valid”
R2AE
]

100.00% | {1011,642) |¢EFD4, 28g) |DDDDJ.EAS |DDDDDDDDDD4D22AS: sub_402240+€5 |¢S:,"nchrcm:i.zed with Hex View-1)

When the encrypted files in input are read, the function sub_403484 is executed, then a buffer
is called and inserted in the eax register. The function sub_403484 contains XOR operations
and calls for 3 times (intermittently to bswap operations) the function sub_401334. The bswap
instruction permits to perform the swap of bytes taken in input considered during the

execution.
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push e 3 lpoOverlapped
lea eax, [ebp+NumberOfBytesRead]
push eax 5 lpNumberOfBytesRead
push 84h 3 nNumberOfBytesToRead
lea eax, [ebp+Buffer]
push eax ; lpBuffer
push [ebp+hFile] 3 hFile
call ReadFile
test eax, eax
jz short loc_483582
| I
s
push geh
lea eax, [ebpt+var_8C]
push 23X
call sub 4@3484'
mov ebx, eax
test ebx, ebx
jz short loc_483582

lall s [=

mow eax, [ebpt+Buffer]
cmp [ebx], eax
jnz short loc_48357C

T
100.00% |{-225,813) |(660,413) 00002962|0000000000403562: 5ub_4034DC+86|iSynchruniZEd with Hex View-1)

P

; Attributes: bp-based frame
sub_ 483484 proc near

arg_@= dword ptr &
arg_4= dword ptr @Ch

push ebp
mov ebp, esp
push ebx
Xor ebx, ebx
cmp [ebp+arg_4], @
jz short loc_ 483403
—
ol s =
cmp [ebptarg_&], @
jz short loc_483403

il e =

push 4
call sub_481FB3

100.00% | (—-305,4) [{63%,413) |00002884 |0000000000403484: sub 403484 | (Synchronized with Hex View-1)
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| I

FIZE

push BD6917Ah
push [ebptarg_4]
push [ebp+arg @]
call sub 481334 |
bswap  eax

push eax

push [ebpt+arg_4]

| call sub 4@1334'

bswap  eax

push eax
push [ebpt+arg_4]
ush ebptars @

call sub_ 481334

bswap  eax
mov [ebx], eax

loc_4@3403:
mov eax, ebx
pop ebx
pop ebp

100.00% |{-312,472) |(€01,6414) 00002884|DDDDDDDDDD§DS¢84: suh_403484|15ynchrunized with Hex View-1)

sub_481334 proc near
arg_@= dword ptr 3
arg_4= dword ptr @Ch
arg_8= dword ptr 1@h
push ebp

mowv ebp, esp

push ebx

push esi

push edi

mov eax, [ebptarg_B]
mowv ecx, [ebptarg_4]
mov ebx, [ebp+arg_8]
and eax, BFFFFh

shr ebyx, 18h

mov esi, [ebptarg_@]
test ecx, ecx

jmp short loc_4@8138B

M

loc_481388:
jnz short loc_4@81352

L]
100.00% |(-157,77) |(65&, 3c4) 00000734|DDDDDDDDDD401334: sub_401334|¢5ynchrunized with Hex View-1)

Follows, instead, the execution of the XOR instructions for the value 20039FEFh:
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loc_48138B:
jnz short loc_481352

ebx, 18h

loc_4@1352: add eax, ebx
mov edi, 2883984Eh mons ecx, ds:dword_ 487784
xor edi, 28@39FEFh Mo ecx, [ecx+88h]
cmp ecx, edi xor eax, ecx
jnb short loc_481363) |pop edi

pop esi

pop ebx

pop ebp

retn @Ch

sub_481334 endp

I

mo edi, ecx

100.00% [(-100,332) |(€€5,415) (00000734 [0000000000401334: sub 401334 |(Synchronized with Hex View-1)

L — . —— I
loc_481365:
movzx  edx, byte ptr [esi]
add eax, edx
inc esi
add ebx, eax
dec edi
jnz short loc_481365
I
] i 5
moy edi, 28@29FE@h
xor edi, 28@39FEFh
xor edx, edx
div edi
push edx
moy eax, ebx
xor edx, edx
div edi
maow ebx, edx
pop eax
test ecx, ecx
|

100.00% [{-105,872) |ﬂ€'?2,-llS:I |DDDDD'?34 0000000000401334: sub 401334 | (Synchronized with Hex View-1)
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-] 3 lpOverlapped

eax, [ebp+lumber0fBytesRead]

eax 3 lpNumberOfBytesRead
84h 3 PNumberofBytesToRead
eax, [ebp+Buffer]

Beax 3 lpBuffer
[ebp+hFile] ; hFile

ReadFile

8eh

eax, [ebptvar_8C]
Eax

sub_ 483484

ebx, eax

ebx, ebx

short loc_483582

I |

100.00% |(-1598, 75€) |{€€5,404) (00002554 |0000000000403554: sub 4034DC+72 |[Synd:.tm!i=ed. with Hex WView-1)

Hide FPU
00000000 A
Tbb_decryptor.010243E6 :g OOBOLO0D
ush dword ptr ss:|lebp-s1 Ecx 18130000
h <IMP.&PathFileExistsh:
test eax,eax EDX ‘00000000
jne 1bb_decryptor.10243E8 EBP  0DOCFF8BS
ESP  DOCFFSSC
ESI 00201968
EDI 77OF382C "LdrpInitializePr
1bb_decryptor. 010243E8 EIP 7718EAZ7 ntdl1.7718EA27
mov dword ptr ds:[1027F4C],1
mov dword ptr ds:[1027F50],0 EFLAGS 00000246
push 0o ZF 1 PF 1 AF O
push o OF 0 SF 0 DF O
ush dword r ss CEOD TF O IF 1
pushyn LastError 00000000
h <IMP.&CreateThread> CESESTELUS ROnnDIaD
mov dword ptr ss:febp-4],eax
cmp dword ptr ss:lflebp-4l,0 G5 002B  F5 0053
je Tbb_decryptor.102444A ES 002BE DS 002B
€5 0022 335 002B v
< I
Tbb_decryptor.0l024414
oush FFFFFFFF FERlERE T
< I ——
: [esp+8] 00201968 00201963

1bb_decryptor.01023CFC

2

3: [esp+C] OOBOLOOD OOBOL000
4: [esp+10] 00000001 0000DDOL
5: [esp+l4] OOCFFSBC O0OCFFESC
-Text:01024403 1bb_decryptor.exe: $4403 #3803 <sub_10242CE+135>

DOCFF8A4 | DOCFF8B4
@oump 1 @l pump 2 Woumes @ wath1 | ok | P[] 00CEEaAs | BocEra0d | rointer o SEH_Record[1] ~
~

DOCFFBAC | 77159780 [ ntdl1.77159780

= = = DOCFFBED | BFFOF9A2
010266E4 indFirstFileExw OOCFESE4 | 0DDOO0OD

010266F4 4E 65 78 74 -...FindNextFile

01026704 W...FlushConsole OUCRREEE
01026714 |49 GE 70 7S InputBuffer.E.Ge
01026724 43 tCommandLinew.d.
01026734 65 Getconsolewindow
01026744 [a]x] .. .GetDriveType
01026754 [as] W .GEtEx'itC(_)deT
01026764 72 hread.&.GetFilea L"C:\\Users'\ IEUser' \Desktop\\Lockbi-

01026774 74 ttributesw..<.Ge e !
01026784 ae tFilesize. <. GetF s|aL"c: “UsersyZ\IEUseri\Desktop\\Lockb v

01026794 &C ilesizeEx. w.GeTL < >

return to ntd11.77189100 from ntdll.:
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mw esi,eax

1uu_¢.mr =m0 0 ~ Hide FPU
ne

EAX 00000000 ~
EBX 00BE01000
ECX  1B130000
ryp'tor.m.!lziFJ.E Tbb_decryptor, 01023EF ERX 00000000
Tea eax,dword ptr ss Ebp-sl [102: EBP DOCFF8BS
J:tr ss :flebp-14] push eax bb_decryptor. 102 3EDE ESE  0OCFF88C
cryptor. sub_L023C4C> push dword ptr ss: Egiiifl EST 00201968
ush esi
h <lbb_decryptor. sub_10239 70>

o push duord ptr cz " o
i EDI 770F382C LdrpInitializePr

si
M;:&p’tr s : [L02FF0C EIP FT1BEA2T ntd11. 7718EA27
sh_decryptor, 1022240
& EFLAGS 00000246
ZF 1 PF 1 AF O
OF O SF 0O DF O
CFO TFO IF 1

si
Tbb_decryptor, sub_LOZIFF4=

Tbb_decryptor, 01023EDE Tbb_decryptar, 0102 LasteError 00000000
esi

push dword ptr ss:iebp-258]
ES51 Sob_decryptor.sub_1023400 puzh drord pir =3 .Ebp = LasTsTatus 00000000

tm elx SaK

bb_decryptor. LO23EEF h]dhh_ah:rypur sub_1022810 GS 002B FS 0053
ES 002B DS 0Q02B
€5 0023 355 00ZB

£
<IMP. &FiNdFirsTtFiTeExW>

[esp+B8] 00201968 00201968
[esp+c] 00B01000 DOBO1000
[esp+10] 00000001 00DDOOOL
: [esp+l4] DOCFFBSC DOCFF88C

.text:01023E1B 1bb_decryptor.exe: $3E1E #321B

D0OCFFSB4
1x=] Locals OOCFFBO4 | Pointer to SEH_Record[1]
77159780 | ntd11.77159780
BFFOF39A2
00000000

& watch 1

010266E4 indFirstFileExw
0D10266F4 4E 65 78 74 FindNextFile
01026704 W...FlushConsole 1
Inputeutfer.E.Ge return to ntdl1.771891D0 from ntdll.:
tCommandLinew. .
GetConsolewindow

01026764 hread.6.GetFilea

01026774 Ttributesw..<.Ge ne . ?
01026784 tFilesize DOCFFA3B|&L"C: WhUsers\\IEUser’\\Desktop'yLockb v

Al Hide FPU

EAX 00000000 ~
EBX 00BOLOOD

ECX  1B130000

EDX 00000000

EBP OOCFFBES

ESP  OOCFFSSC

ESI  DD201968

EDI F70F382C "LdrpInitializePr

EIP F71BEAZT ntd11.7718EA27

EFLAGS 00000246
ZF 1 PF 1 AF O
OF 0 SF 0 DF O
CF0O TF O IF 1

LastEFror 00000000
1bb_decryptor. 01023514 LSS
xor eax,sax
mg edx edx G5 002B FS D053
g = ES 0028 DS 002B
" C5 0023 355 002B
pusl': 2
push &
=E- < I >
us| ptr sz :febp-g|
<INP, &SetF iTePointerExs Default (stdcall) v
test sax,sax
je Tbb_decryptor. 1023582

2: [esp+8] 00201968 00201968
3: [esp+C] 00B01000 00B01000
4: [esp+10] 00000001 000DDOOOL
5: [esp+14] DOCFF88C OOCFF88C
.text:01023EDC 1bb_decryptor.exe: §3EDC #32DC "

OOCFF&A| ODCFFBE
b=l Locals ?EE] 00CFFBO4 | Fointer to SEH Record[1] ~
77159780 | ntd11.77155780
BFFOF9A2
00000000

<1bb_decryptor.sub_10234DC>

Woump 1t E Dump 2 @8 watch 1

010266E4 74 46 69 6C indFirstFileExw
010266F 4 4E 65 78 74 FindNextFile
01026704 W...FlushConsole

01026714| 42 GE 70 7% InputBuFfer. E.Ge return to ntdl11.771891D0 from ntdll.
01026724

01026734 00000000
01026744 i

01026754 i .
D1026764 hread.6.GetFilea
01026774 tTributesw

01026784 tFilesize 00 8 SWUsersi\IEUser\\Desktopi\Lockb w
01026794 ilesizeEx.w.Getl | ] >

hd ‘

c | |Commands are comma separated (like assembly instructions): mov eax, ebx |Derajt

Following is the identification of the same execution context in debugging environment:
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Ibb_decryptor. 01023536

ush 0

ea eax,dword ptr ss:jebp-Cl
push eax

qush 4

ea eax,dword ptr ss:jebp-20d
pusl': ﬁrﬂ febp -0

s ptr =s iflebp-&
h &ReadFiles

test eax,eax

je 1bb_decryptor. 1023582

Tbb_decryptor. 01023556
uzh g0
ea eax,dword ptr ss:flebp-8cl § [ebp-8cCI:™ 7 "

test sbu,ebx
Jje Tbb_decryptor. 1023582

Tbb_decryptor, 01023560
mow eax vrhnrd p'tr =5 tfebp -20d
rd ptr ds:[ebx],eax

cmp dwo
jne Tbb_decryptor.102357C

Tbb_deac ryptor. 01023577

'Ibb_rcryptur.nmzmﬁ ~ Hide FPU
uzh 2
<Ibb_decryptor, sub_1021FBE>
oy ebx 23 EAX 00000000 ~
test ehi,ebx
gy - Lorsans EBX 00BOL1000

ECX 18130000
EDX 00000000
EBP  OOCFF3ES

Tob_gecryptor. 01023443 ESP  DOCFFaac
push DE3L7A ESI 00201968
h dword ;| s

(= dhord = hpﬂ EDI  F7OF332C "LdrpInitializepr
P ;E:rwnr.n b_1021334>

izmegemy EIP  7718EAZ7 ntd11.7718EA27
= mm ptr == E P

I 553 D-\\E EFLAGS 00000246

hﬂ L EENEEINEE ZF 1 PF 1 AF 0

e OF 0 SF O DF O

push dword ptr g CF O TFoO IF1

ush dnnr\‘l r 553 bp+s

334
hp ,(-‘f"t’“"’" ERERIAEER LastError 00000000
mow word ptr ds :[eby].eax LastStatus 00000000

G5 0O0ZE FS5 0053
ES 002ZE DS 002B

CS 0023 55 00ZE
Tbb_decryptor, 01023403
mov eax,ehx

pop ebx

e

[esp+B8] 00201968 00201968
<l1bb_decryptor.sub_1023484> [esp+C] DOBOL100D DOBOLOOOD
[esp+10] 00000001 0ODODOOL
: [esp+l4] OOCFF88C DOCFFSSC
.text:01023562 1bb_decryptor.exe:$3562 #2962 v
DOCFFBE4 ~
Woump2 @4 Dump3 @ watch 1 1x-ILocals OOCFFBO4 | PoinTer To SEH_Record[1]
77159780 | ntd11.77159780
D10266E4 indFirstFileExw ggzg;ggg
010266F4| 00 00 7F 01 4 €8 732 74 -FindNextFile
01026704|57 00 91 01 -FlushConsole
2 GE 70 73 InpUTBUTTEr.E. Ge return to ntdl11.771891D0 from ntdl1.
74 tCommandLinew. d.
01026734 GetConsolewindow
01026744 .. .GetDriveType
01026754 W...GetExitCodeT .
01026764 hread.&.GetFileA
01026774 ttributesw. . <.Ge T
01026784 tEilesize.=. GetF 00 00CFFA38| &LVC:i\\Usersh\IEUser‘\Desktop'\Lockb w
01026794 ilesizeEx.w.Getl
Command: [Commands are comma separated (like assembly instructions): mov eax, ebx Default = |

By decompiling in native C++ is possible to have the evidence of bit shifting performed on the

attributes of the files taken in input:
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0 = fun_10
= fun_102

~ Hide FPU

""'H]K;pcTbb_:ecl';-‘pt:l'.!Lb,’ﬁ!;}}i: ~
push = EAX 00000000
COIRT EBX  DDBOL000

ECX  1B130000

EDX 00000000

EBP  OOCFFSBS

ESP  DOCFF&&C

L ESI 00201968
dword ptr ccifebp-g] EDI TTOF382C "LdrpInitializePr

test_ecx,ecx
Jmp Tbb_decryptor. 1021328 EIP 18EAZT ntd11.7718EA27

EFLAGS 00000246
ZF 1 PF 1 AF O
OF 0 SF 0 DF O
CF O TF O IF1

LasteError 00000000
Laststatus 00000000

G5 002E FS 0053
ES 002E DS 0028
€5 0023 S5 0028

€

Default (stdcall) hd

v |1t [esp+4] 770F382C ntd11.770F382C
[esp+8] 00201968 D0ZOLIES
[esp+C]_00BOL000 DOBOLO0O
esp+10] 00000001 00000001
[esp+l4] ODOCFFESC OOCFFESC

ebp=00CFF8B3

call from sub_1023484+2A, sub_1023484+38, sub_1023484+46
.text: 01021334 1bb_decryptor.exe: $1334 #734 <sub_1021334>

) [iT; O0CFFBB4

@Yoump1  @oump2  @WDump3  EWDump4  EWDumps B watch1 [x=] Locals L\ OOCEFBO4 ol
Address | Hex ASCII - EIFFgg;ig ntd11.77159780

010266E4 [46 69 GE 64|46 69 57 |EindFirstFileExw TR

010266F4 (D0 00 7F 01|46 69 65 | ....FindNextFile DOCFFB14

01026704 (57 00 91 01|46 6C 65 |W...FlushConsole > : oom

01026714 74 az 65 | InputBuFFer. E. Ge tszfgégg return to ntd11.77189100 from ntdll.
01026724 61 01| tCommandLinew.u. ODE01000

01026734 6E 77 | GetConsolewindow 00000000

010267 44 65 65 (.. .GetDriveType 0OB04000

01026754 65 54|W...GetExitCodeT 003C003A

giggg;f: ?g 5] gé Qg?g;‘géﬁftmg: 00201E1C| L"C:\\Users\\IEUser'\Desktop\\Lockbi-
01026784 53 46| tFilesize. = GetE 00CFFAZ8| &L"C:\\Users\\IEUseri\Desktop'\Lockh v
01026794 7A 4C | ilesizeex. w.GetL v >
Command: mo | Default  ~
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ecx10 = gl02770
eaxs + | 2= 16) ™ ecx10-=f128;

Here's an example of assembly modification related to the execution context in which is

performed the call to XOR and bitswapping function.
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A Hide FPU
bb_gecryptor. 01023540 EAX 00000000 A
€all <INP. sRearFile>
b= e EBX  00BOL1000
e Tbb_decryptor. 1023582 ECX  1B130000
EDX 00000000
é* EBP  OOCFFSBS
'\bb decr,p:or 01023556 ESEROTGEEBER
. ESI 00201368
pszhez;dwrd ptr ss:ffebp-ecl ; [ebp-8C]:" / " EDI 770F382C “LdrpInitializepPr
€&l <lbb_decryptor.sub_1023484=
ROVEE ra— EIP  771B8EA27 ntd11.7718EA27
_je_lbb_decryptur.lﬂ'zlﬂ?:' EFLAGS 00000246
ZF 1 PF 1 AF O
OF 0 SF O DF O
CF O TFO IF1
LastError 00000000
Laststatus 00000000
G5 DO2E  FS 0053
ES 00ZE DS 0028
€S 0023 55 0028 v
< >
s gecrypuor. Loz e Default (stdcall) * |[5_1£] 00 nlocked
€&l <lbb_decryptor. sub_1021FF4: w | 1: [espt+4] 77OF382C ntdl11.770F382C ™
[esp+8] 00201968 00201968
Jump is taken [esp+C] 00BO1000 0DBOLO0O
1bb_decryptor. 01023582 [esp+1D] 00000001 D0O000OL
5: [esp+14] DOCFFE3C DOCFFESC
. Text:01023568 1bb_decryptor.exe:$3568 #2968
X ODCFFBA4 | DOCFF8B4
Woump 1 Wpump2  Wpump3  UMDumpd4  UlDump5 @ watchi  Ir-llocals ‘I’ ODCFFSAS | DOCFFBO4 | Foi to SEH R "
address | Hex ASCIT ]| DOCFF8AC | 77159780 | ned11. 77159780
010266E4 (46 63 GE 64|46 63 72 73|74 46 69 6C|65 45 78 57 |FindrirstrileExw E;HEEE;E? g;gggg’;g
010266F4|00 00 7F 01|46 69 6E 64 78 7 ....FindNextFile DOCFFERS | OOCFFE14
giggg;g: 57 00 =1 0L i‘g f‘g ,E Inpugﬁ?g?ngolg DOCFFBBC [77189100| return to ntdl1.77189100 from ntdll.
01026724 |74 43 G6F GD|6D 6L 6l tCommandLinew.d. E;HEEE;EE ggé;i‘g;g
0L0Z6734(47 65 74 43 [6F GetConsolewindow oocFFacs | oooooooo
01026744 (00 00 20 02|47 .. .GetDriveType nocreace | ooosonn
01026754 (57 00 2ZE 02|47 W...GetExitCodeT nocreano | ooacoosa
01026764 |68 72 &5 61|64 hread.6.GetFilea w -
25 L5 2 e 2 z 5 | OOCFFBD4 | 00201E1IC | L “\Usersi\\IEUser\\Desktop“'Lockbi
01026774(74 74 72 6362 75 57 00D 00(3C 02 47 65 |ttributesw..<.Ge q k Kb
01026784 |74 46 69 6C |85 53 00 3D 02|47 65 74 46|TFilesize.=.GetF [PIGERBE][[00GRERS £ [EERGEAUS eREIN EUIs erdiiD s KL DN EoCkh g
0102679469 6C 65 53|63 TA 00 57 02|47 65 74 4C|ileSizeEx.W.GetL v < >
i:(‘l'g?wryptur‘ 102358A ~ ide FPU
xor edx.edx
;EE e EAX 00000000 &
ST EBX  00DBO1000
push 0O ECX  1B130000
g::: 3:: EDX 00000000
push dword ptr ss :febp-20 EBP  DOCFFEES
el <. sateilepointerse ESP  ODCFFEEC
test eax, ESI 00201968
IH 5 Zdiryptor. 1023552 EDI  770F382C “LdrpInitializePr
R ptr ssifebpCl
s e EIP  7718EA27 ntd11.7718EA27
B ptr ss:febp-oo]
puzh zai oca EFLAGS 00000246
pus rd ptr ss :flabp-g| Z2E 1 PF 1 AF O
ET] <IWP. ReadFile>
test eax,sax OF 0 SF O DF O
3e Tob de:ry'ptur 1023582 CF 0 TF O IF1
ush
ED85 T4FFFFFF E: E:Z Jdword ptr ss:febp-ac) LastError 00000000
ES 1DFFFFFF r_n11 <bb_decryptor. sub_1023484> Laststatus 00000000
EEDE mov Eb; ea;
8506 EESE abx.ebx
= e Tbb_decryptor. 1023582 &S wirl B @S
B85 _T0FFFFFE mov sz, dword ptr ss:fehp-a0d ES 00ZE DS 00ZB
«| 75| 7 Assemble at 01023568 X €5 0023 55 0028 v
EE
s0l < b3
» 53 -
L LE [ie 0x01023582 | |+ [oefautt tstaca) ~|[5 )0 unocked
) e ; _ b 1: [espt+4] 770F382C ntdll.770F382C "
_ [ Keep size [ Fil with NOP's  (C) XEDParse (®) asmijit Cancel [esp+8] 00201968 00201968
Jump is taken } [esp+C] 00BOL1000 00BOL1000
1bb_decryptor.01023582 Instruction encoded successfully! [esp+10] 00000DD1 00DODOOL
Bytes: 7515 [esp+14] OOCFF88C OOCFFS88C
.text:01023568 1bb_decrypt =
5 OOCFFEA4| DOCFFBB4
@Woump 1 @oump2  Woump3  Woump4  Woumps @ watth1 el P [1]Y [](]CFFS%S DOCFFBO4 | Foi to SEH_Record[1] .
en ASCIT || 00CFFEAC | 77159780 | ntd11.77159780
01026GE4 | 46 62 6E 64 74 46 69 GC|65 45 78 57 |FindFirstFileExw ggggigg[j gggggg’;g
010266F4 (00 00 7F 01 Ig 7 ..o oEindNextrile 00CFFEB8| 00CFFBL4
a5 o2 2 02 63 ?h"iéuipcm?le DOCFFSEC [771891D0| return to ntdl1.771891D0 from ntdll.:
2 PULELT Ter - oocrraco || csz18p1E
01026724|74 43 6F 60 tCommandL inew. crra oo soic0on
01026734 | 47 65 74 43 Getcnnsn1ew1ndnw 00CEESC 8 || oooooooo
01026744 |00 00 20 02 .. .GetDriveType nocrrace | oososonn
01026754 |57 00 2E 02 W...GetExitCodeT nocrrann | ooacoosa
o10z67ed|58 72 &5 &1 TG LG DOCFF8D4 || 00201E1€ | L"C:'\\Users\\IEUser'\Desktop\Lockbi'
L hE o OOCFFEDE || 0OCFFA3E| &L"C:\\Users\\IEUser\\Desktopl\Lockb

ATABETOA

+Cilaci=a —

marc

Here are the details of an attempt to modify a jump instruction in the context of files gathering

to redirect the execution to the modification of attributes of the encrypted files:
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TINEXTA GROUP

J

i

LR R
=

I__

|

1

|
e
..

SRS eRRRRRRRRRRRERBEROERNEREDN
=

<

Eall <IMP.&CreateThreads
mov dword ptr ds:[1057F3C],eax
cmp dword ptr ds:[1057F3C],0
jne 1bb_decryptor.105405E

jmp 1bb_decryptor.105420F

push &

ush 1bb_decryptor.105727C
h <1bb_decryptor.sub_10513A8>
push F

ush Tbb_decryptor.10572BC

<l1bb_decryptor.sub_10513A8>

ush dword ptr ds:[1057F3C]
h <IMP. &ResumeThread:>
push A

ush dword ptr ds:[1057F3C]
h <IMP. &waitForsingleobject>
cmp_eax,102
'EE

ush dword ptr ds:[1057F3C]
<IMP. &CloseHandlex

push dword ptr ds:[105FF5C]

push Tbb_decryptor.l0572D0

lea eax,dword ptr ss:|[Jebp-21cf

ush eax
h <IMP. &swprintf=
add esp,C
push F
1 A nt Eah, 29,0

10572BC:L"wait...\riyn"

1057200:L"Found %u File(s)sr"™

EF Assemble at 01054083

[ink 0x010540D2

105727C:L"Finding Files In Progress..

-]

bb_decryptor. 10540027

Jump
Tbb_decryptor.010540D2

is

.text:01054093 Tbb_t

taken

deci

4 Dump 1

U4 Dump 2

<JMP.&R.eadFile=

[Jkeepsize []Fil withNoP's () XEDParse (@) asmijit |

Instruction encoded successfully!

. DO4FF3C4

1bb_decryptor.0105354D

<IMP. &R eadFile=

Test 2ax,eax
je 1bb_decryptor.1053582

Tbb_decryptor.0l053556

push 80

lea eax,dword ptr ss:[[ebp-ac]

[ebp-8C]:™ /v™

ush eax
h «l1bb_decryptor.sub_1053484>

mov ebx,eax

test ebx,ebx
je T1bb_decryptor.1053582

1bb_decryptor.0105 356D

mov eax,dword ptr ss:|[ebp-20]
cmp dword ptr ds:[ebx],eax
jne 1bb_decryptor.105357C

1bb_decryptor.01053577
mov eax, dwnrd ptr d

.text:0105354D Tbb_decryptor.exe: $354D #234D

004FF3C0 [ 0033A000

‘00000001
004FF3CE | 004FF3B4

77

Hide

EAX 00000000

EBX  0033A000

ECX  EAST0000

EDX 00000000

EBP  0OO04FF3E0

ESP  0O04FF3B4

ESI 00561968

EDI  7773382C 1
EIP  777CEA27 1
EFLAGS 00000246

ZE 1 PF1 AF O
OF 0 SF 0O DF O
CFO TF O IF 1

LastError 00000000
Laststatus 00000000

G5 002B FS 0053
E5 D0OZE DS 002E
C5 0023 55 002B

<

Default (stdcall)
Z: [esp+d] 00561968
3: p+C] D033A000
4: p+l0] 00000001
5: [esp+l4] OO4FF3B4

Ll

ntd11.7773382C
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—----8 je 1bb_decryptor.l10525FS A
i . push dword ptr ss:[[ebp-4
f ] call <IMP.&Zwllosex
L-—-3@ mov eax,dword ptr ss:[lebp-CJ
] pop ebx
- mov esp,ebp
] pop ebp
] FEE &
. nop
B = push ebp sub_1052600
] mov ebp,esp
- add esp,FFFFFFa3
] push ebx
™ | o _ 5]
] call 1bb_decryptor.105354D
L= T = 77 D],cl
L add dword ptr ds:[eax-80],ebp
] add byte ptr ds:[eax],al
& |p0 add bwte ptr ss:|lebp+8081f,cl
] add byte ptr ds:[eax-73],d1
- inc ebp
. cwde
- push eax
] call <IMP.&MDSUpdate=
- lea eax,dword ptr ss:|[[ebp-65]
] push eax
L call <IMP.&MD5Final>
] lea ebx,dword ptr ss:|Jebp-10§
- movZx eax,byte ptr ds:[ebx+F]
] push eax
- movzZzx eax,byte ptr ds:[ebx+E] A
£ >

1bb_decryptor.0105354D

LLext: 01052604 Tbb_decryptor.exe: $2604 #1A0A <sub_1052600+A>

To generate the couple of public and private keys (where the public key is used by the
ransomware and the private key by the decryptor) is called the executable keygen.exe, which

creates the variables of the couple of keys respectively as follows:
Public key -> ebx+14h

Private key -> ebx+0Ch

offset string2 ; "-path”
dword ptr [ebx+4] ; Stringl
call _wecsicmp
add esp, &
test eax, eax
jnz loc_48158C
_ A J
] e =
push offset aPubkey ; "-pubkey”
push dword ptr [ebx+eCh] ; Stringl
Tall —wWesiomp
add esp, 8
test 2ax, eax
jnz loc_4@158C

FIEZE

push offset aPrivkey ; "-privkey”
push dword ptr [ebx+l4h] ; Stringl
call _WCs1cmp

add esp, 8

test 2ax, eax

jnz loc_48158C

100.00% [{—-215,370) [{€63,41%) [DO000E7F |000000000040147F: sub 401425456 |{Synchronized with Hex View-1)

Subsequently it is called the function sub_401000 to call the execution of the cryptography
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library and the randomic generation with MIRACL module. Furthermore, there are rdrand
instructions for the generation of randomic numbers. The functions involved in the MIRACL

execution are also sub_4022C0 and sub_401A90.

Ll e [=
push offset unk_4e95880

push offset unk 4893F8
[[ca11 sub 481808 |

lea eax, [ebp+tBuffer]
push eax ; lpBuffer
push 2@a8h ; nBufferLength

call GetCurrentDirectoryl

push dword ptr [ebx+8] ; lpPathName

call SetCurrentDirectoryl

push offset Buffer

push 1@eh

push offset unk_4893F8@

call sub_481274

push eax 3 numberOfBytesToWrite
push offset Buffer ; lpBuffer

push dword ptr [ebx+leh] ; lpFileName

call sub_481308

push offset unk_489798

push 1@eh

push offset unk_4e9588

call sub_ 481274

push eax ; numberOfBytesToWrite
push offset unk_48973@ ; lpBuffer

push dword ptr [ebx+18h] ; lpFileName

call sub_ 481308

o =5 = T o

; Attributes: bp-based frame
sub_ 481888 proc near

var_158= byte ptr -15€h
var_DB@= byte ptr -8DBh
var _13= dword ptr -13h
var ld4= dword ptr —14h|
var 18= dword ptr -18h
Block= dword ptr BChl
var_s= dword ptr -8
var_d4= dword ptr -4
arg_@= dword ptr &
arg_4= dword ptr @ch

push ebp
mov ebp, esp
sub esp, 15@h
push ebx
push ecx
push edx
push esi
push edi
push 1eh
push 4aah

call sub 482208
100.00% ({-115,514) |(208,41€) |D0000200 |0000Q000000401000: sub 401000 |{Synchronized with Hex WView-1)
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push edi
push 18h
puszh 4a0h

lcall sub 4@22(3'

add esp, 8

maw dword ptr [eax+234h], 16h
push @
[[call sub 481498 |

add esp, 4

mov [ebp+Block], eax
push a

call sub_ 481808

add esp, 4

maw [ebpt+var_4], eax
push a

call sub_4@1A98

add esp, 4

maw [ebp+var_8], eax

push 1ee@lh
call sub_4@1A98

add esp, 4

maw [ebpt+var_18], eax
push a

call sub_ 481808

add esp, 4

maw [ebpt+var_14], eax
push ]

call sub_4@1A98

100.00% [(-123,877) |(811,285) (00000200 [0000000000401000: sub 401000 |(Synchronized with Hex View-1)

push esi

inc dword ptr [eax+1Ch]
mov eax, Block

mov ecx, [eax+1Ch]

cmp ecx, 18h

jge short loc_481AD4

mov dword ptr [eaxtecx*4+28h], 17h
mov eax, Block

mov ecx, [eax+24@h]

test ecx, ecx

jz short loc_481AD4

sub_481878
mov eax, Block

e

[ 1 [
100.00% |{153,20€) |(€37,3%7) |00000CS20 |0000000000401A50: sub_‘lDlPxSDl‘S}mchrunized with Hex View-1)
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M=
lea eax, [esi+d]
X mow edx, eax
moy al, @eah and edx, 3
moy esi, offset aMiraclErrorFro ; "\nMIRACL error from routine " moy ecx, eax
lea esp, [esp+@] sub ecx, edx
add ecx, B
mow [eax], ecx
mowv eax, [esp+i+targ @]
test eax, eax
jz short loc_4@1CSB
P
esi
loc_481B16: push eax
movsx  eax, al call sub_481A28
push offset Stream ; Stream add esp, 8
push eax ; Character
call fputc
MoV al, [esi+l]
add esp, 8
inc esi
test al, al
jnz short loc_4@81Bl1@

T
100.00% | {530,554) [(807,304) |00000C30 |0000000000401A50: sub 401RS0 |(Synchronized with Hex WView-1)

| I
_ Y
=
rdrand ebx
pus ebx
lea eax, [ebptvar_158]
push eax
push 8@h
lea eax, [ebptvar_D@]
push eax
call sub_48557@
add esp, léh
push [ebp+wvar_4]
push 2
push 2iaah
lea eax, [ebptvar_D@]
push eax
call sub_ 485748
add esp, 1@h
push [ebpt+var_4]
call sub_4858E8
add esp, 4
test 2ax, eax
jnz short loc_ 4818E1
_ Y
[l i 5 i
100_00% [{-12,1€11) |{797,251) (00000229 [0000000000401029: sub 401000429 [{Synchronized with Hex Wiew-1)

The function sub_401D10 is called recurrently and by having as attribute the variable

associated to the public key. This function performs AND operations on the variable Block:
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pusn Edx 3 oWoan
call memc py

add esp, @Ch

push [ebp+Block] ; Block
call sub_481D1@

add esp, 4

push [ebp+var 4] ; Block
call sub 481016 |

add esp, 4

push [ebp+var 8] ; Block
call sub_481D1@

add esp, 4

push [ebp+var_18] ; Block
call sub_481D1@

add esp, 4

push [ebp+var_14] ; Block
call sub_481D1@

add esp, 4

push [ebp+var_18] ; Block
call sub_481D1@

add esp, 4
call sub_4@1D4@
pop edi

pop esi

pop edx

pop ecx

pop ebx

Mo esp, ebp

e ol

100.00% |{-12,402&) |(5€7,413) (00000225 [0000000000401029: sub 401000425 | (Synchronized with Hex WView-1)

mrr Ay CSpTOTTET]
test edx, edx
jz short locret 4@1D34
' )
FIEE

MoV ecx, [edx]

and ecx, 7FFFFFFFh locret_461D3A:

push edi retn

mav edi, [edx+4] sub_4@81D1@ endp

jle short loc_481D2A

_ A J
[l i =]
Xor eax, eax
rep stosd
‘9
loc_481D2A:
mowv dword ptr [edx], @
pop edi
mowv [esp+Block], edx ; Block
jmp sub_485348
100.00% |(-201,151) |{(&18,415) |00000F10 |0000000000401D10: subk 401D10 | (Synchronized with Hex View-1)

About the ELF file decrypt_ESXI_Linux is possible to verify that the given score by ELF Parser
is 34, so a quite "low"” value which is an index that the file in question is heuristically known as
little suspicious. There are evidences related to antidebugging (through ptrace) and some
references that seem to be part of the phase of identification of the victim ID (also in this case

there are details related to hashing functions).
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@ ELF Parser

Score
1
-4
Controls
Open Reset
About Close

Qverview

ELF Header SHeaders PHeaders Symbols Capabilities Scoring

Size
md3
shal
sha236

Family

Filename C:/Users/IEUser/Desktop/Lockbit3-Decryptor/decrypt_ESK|_Linux_64/decrypt_ESXI_Linux_64

237443

6c210b23c3d98642f0b619bead32439¢

a3d5667d676c10f515ffbb7149399a06c26ae92c

6dbed8b0abf0ab063c85175a261adf cffcThib4el526a67fbocbb11976250f31

Undetermined

Following some details extractable from the Read Only of the file, in which is possible to

identify references to BLAKE2B_BLOCKBYTES, crypt_generichash_blake2b_final, similarly to

the Portable Executable version for Windows also in this case it is performed a call to hashing

functionalities.
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Read Only Segment (offset=0x25b40, size=43656, sirings=37)
String=""fD*=*~T"
String=""fD "=~ T*"
String="%%w0l..r\"
String ="8jLAGZIE?A 2"
string="/dev frandam™
String="fdev jurandom™
String="fproc/%edfcrndline”
String="22vd::Mt"
String="2Vd2:Nt:"
String=";d22Vt::N"
String="=R&&jL 66777 A ~"
String="D"fT=*r; "
String="1%%0"..rg"
String ="L &AJI56Z 774"
String="LibsodiumDR Gsodium/core. c”
String="5-=buflen <= BLAKE2E_BLOCKEYTES™

String="LibsodiumDR.Gsodium fcore.c”

String="5->buflen <= BLAKE2B_BLOCKBYTES"
String="vVd22Nt::"

String="_sodium_malloc™
String="_unprotected_ptr_from_user_ptr{user_ptr) == unprotected_ptr™
String="blake2b_final"
String="crypto_generichash /blake 2b fref/blake 2b-ref.c”
String="crypto_generichash/blake 2b fref/generichash_blake2b.c”
String="crypto_generichash_blakezb_final”

String="curve 25519xsalsa20poly 1305°

String="f0 " nT**="

String="jL RAZIGEA~7?"

String="locked == 0"

String="outlen <= (255)"

String="randombytesfsysrandom frandombytes_sysrandom.c”
String="safe_read”

String="size <= 9223372036854775807."

Following the classification of various patterns identified in the ELF file, for example references
to system and sysinfo(), randomic generation functions, manipulation of the processes (for

example fork()) and antidebugging:
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S

Category Details

*  Shell
system() found
% Random Functions
rand(} found
srand() found

¥ Process Manipulation
daemen() found
fork() found
raise() found
“ Pipe Functions
pclose() found
popen() found
* Information Gathering
access() found
sysinfol) found
* File Functions
fclosel) found
unlink(} found
v Anti-Debug
ptrace detection found

Score Reason

'IE Process manmipulation functions
2 Information gathering

10 Shell commands

10 Anti debug techniques

Here are the details of the magic number of the ELF analyzed, so 7f 45 4c 46 which identifies

the typology of the ELF file:
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Magic g?f454c45

Class 64-bit

Encoding Little Endian

ELF Version 1

05 ABI Systern V

ABIVersion 0

Type ET_EXEC

Machine x86_b4

Version 1

Entry Point  Ond023el

PH Offset B4

5H Offset 235720

Flags el

Header Size 84

PH Entry 5ize 36

PH Entries 9

SH Entry Size 64

5H Entries 27
String Index 26
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Section Headers

Index Name Type Flags Virtual Address Offset Size Link
K_MULL 0 0
.note ABl-tag K_MOTE Alloc Oned 00254 396 32 0
3 snote.gnu.build-id K_NOTE Alloc Oned 00274 023 36 0
4 .gnu.hash K_GMU_HASH Alloc Oned 00298 i B4 5
5 dynsym K_DYMNSYM  Alloc OnedD02d8 728 2688 6
] Adynstr K_STRTAE Alloc Coe00d58 e 1078 0
7 Jgnu.version K_VERSYM Alloc Oned0118e 4494 224 5
2 ARLLAErSInR_ T K WERMEEN: Slloe (he AN 270 AT 128 A
Details
Interpreter (offset=0x238, size=23)
Value="/liba4/ld-inux-x56-64.50,2"

Lgnu.version K_WERSYM Alloc Oxd0118e 4494 224
A AL EFEInn T K WERMFEED Allne The A0 270 AT 128 h

Details

String Table (offset=0xd58, size=1078, entries=108)
String=""
String="GLIBC_2.2.5"
String="GLIBC_2.3"
String="GLIBC_2.3.2"
String="GLIBC_2.3.4"
String="GLIBC_2.4"
String="_Jv_RegisterClasses”
String="__assert_fail”
String="__ctype_tolower_loc”™
String="_errno_location™
String="__fustat”
String="__fustatc4”
String="__gmon_start__
String="__libc_start_main”™
String="__memcpy_chk"
String="__stadk_chk_fail"

Physiological, instead, is the presence of the call to a fgets function, so the ability to read the
streams. In this specific case the possibility to read data and bytes to submit to the decryption

phase:
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String="__xpg_basename”
String="__ ustate4”
String="abort"
String="access"”
String="calloc”
String="chdir”
String="daemon”
String="dirname"
String="exit"
String="fdose"
String="fcnt"

String =" o
String="flock™
String="fopen&4”
String="fork"™
String="fread”
String="ftruncatec4”
Strinn="netont lono®

Also in this case is possible to have the evidence of the creation of concurrential executions

through threads (for example the functionality pthread_cond_wait can be used to put a

block on a conditional variable):

String="mmap&4"
String="mprotect™
String="munlock™
String="munmap”
String="nanosleep”
String="optarg”

String="opterr”

String="optind"

String="optopt”

String="pdose"

String="pall”

String="popen”
String="pthread_cond_broadcast™
String="pthread_cond_destroy”™
String="pthread_cond_init"
String="pthread_cond_signal”
String="pthread_cond_wait™

Strinn="nthread rreate”

Here are some references to randomic generations, for example

randombytes_sysrandom_implementation
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String="ptrace”
String="raise"
String="randombytes_sysrandom_implementation™
String="readlink"
String="rename"
String="setsid"
String="setvbuf™
String="snprintf™
String="sprintf™
String="srand"”
String="stderr”
String="stdout"
String="strcasecmp”
String="strcat”
String="strchr”
String="strcmp”
String="strcpy”
Strina="strftime"

String="strftime”
String="strlen”
String="strncmp”
String="strncpy™
String="strrchr”
String="strstr"
String="strtok”
String="strtol"
String="sysconf"
String="sysinfo™
String="system"

String="size = (size_t) OL"
String="sodiumfutils.c”
String="sodium_crit_enter”
String="sysrandom”
String="x%01%.r4."
String="wx01%0%r", . 53"

String Table {offset=0x397dd, size=229, entries=24)
String="
String=".hss"
String=".comment”
String=".ctors"
String=".data"
String=".dtars"
String=".dynamic”
String=".dynstr"
String=".dynsym"
String=".eh_frame"”
String=".eh_frame_hdr"
String=". fini"
String=".anu.hash"
String=".gnu. version"
String=".gnu. version_r"
String=".got”
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String=".init"
String=".interp"
String=".jcr"
String=".note. ABI-tag”
String=".note.gnu.build4d"
String=".rela.dyn”
String=".rela.plt"
String=".rodata"
String=".shstrtab”™
String=",text"

The call to a chdir function could permit to refer to different folders containing the files to

manage:
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Type

Binding Value

STT_MOTYPE S5TE_LOCAL  OxD

2 STT_FUNC STB_GLOBAL daemcn
3 STT_FUNC STE_GLOBAL mprotect
4
5  STT_FUNC STEB_GLOBAL dirname
i STT_FUMNC STB_GLOBAL pthread_cond_destroy
T STT_FUNC STB_GLOBAL memset
8  STT_FUNC S5TE_GLOBAL snprintf
9 STT_FUNC STE_GLOBAL setsid
Type Binding Value
22 STT_FUNC  STB_GLOBAL malloc
23 STT_FUMC  STEB_GLOBAL _ libc_start_main
24  STT_FUMC  STB_GLOBAL system
25 STT_FUMC  STB_GLOBAL unlink
26 STT_FUNC STE_GLOBAL _ memcpy_chk
27 STT_FUMC  STB_GLOBAL gmtime
.
29 STT_FUNC STE_GLOBAL pthread_mutex_init
0 STT_FUMC  STB_GLOBAL fgets
31 STT_FUMC  STB_GLOBAL _ fystated
32 STT_FUMC  STB_GLOBAL vfprintf
33 STT_FUNMC  STB_GLOBAL _ strdup
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73 STT_FUMC  5TB_GLOBAL srand

2
75 STT_FUMC  STB_GLOBAL pthread_detach

T STT_FUMC S5TB_GLOBAL _ ctype tolower_loc
77 STT_FUMC  STB_GLOBAL memcrp

78 STT_FUMNC  STB_GLOBAL calloc

79 STT_FUMC  STB_GLOBAL munmap

80 STT_FUMC  STB_GLOBAL fclose

81 STT_FUMC  STB_GLOBAL strncpy

82 STT_FUMC  STB_GLOBAL _ xstatbd

83 STT_FUMC  STB_GLOBAL Iseekbd

84 STT_FUNC  5TB_GLOBAL access

Following are the details of the hexadecimal of the ELF file in question, where is possible to

identify the references to cryptography and Blake2B hash generation.
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decrypt_ESXI_Linux_6&4

Of f=et n1 2 3 4 5 & 7 8 9 A B CT D E F A=ciil

pooooooo | YF 45 4C 46 02 01 01 OO0 OO OO0 OO QOO 00 0O OO OO IELF 0O ...... ...
gooooolo (02 00 3E 00 01 00 OO OO EO 23 40 00 00 00 OO 0O L0 a%E,
gooooozo {40 00 00 00 00 00 OO0 OO C8 98 03 00 00 00 00 00 o Emim.....
gooooozo {00 00 00 00 40 00 38 00 09 OO0 40 00 1B 00 1A 0O Y U - I
pgooooo4o0 | O OO 00O Q0 QOS5 00 OO0 OO 40 OO0 OO0 QO 00 00 OO0 OO0 o...o...@ .. .. ..
goooooso | 40 00 40 00 00 00 OO0 OO 40 OO0 40 00 00 00 00 0O o, @,
goooooed [ FE O1 00 00 00O 00 OO0 OO F&8 01 OO0 00 00 00 00 0o ed...... el . ... ..
pgoooooyo {08 00 00 00 00 00 OO0 OO 02 OO0 OO0 00 04 00 OO0 OO0 on....... o...0
pgooooogo | 38 02 00 00 00 00 00 OO0 38 02 40 00 00 00 00 OO0 = g @, ...
goooooso | 38 02 40 00 00 00 OO0 OO 1< OO0 OO0 Q0 00 00 00 0o ga. ... ...
QO0000AD | 1€ OO0 OO0 00 00 00 00 OO 01 OO0 OO0 00 00 00 o0 oo o ..., . o.......
goooooeo {01 OO0 00 00 05 00 OO0 OO OO OO OO Q0 00 00 00 0o on...o0...........
goooooco | o0 00 40 00 00 00 OO0 OO OO OO0 40 00 00 00 OO0 OO0 R .o
pooooopo | 94 78 03 00 00 00 OO0 OO 94 78 03 00 00 00 00 0O =0 ..... I1=0 ... ..
QOOOOOED | OO OO0 20 00 00 00 00 OO 01 OO0 OO0 00 0e QO OO OO f ........ o...0
QO00O0OFD | 60 74 03 00 00 00 00 OO0 0 74 &3 00 00 00 00 0O {1 1=
pgooooloo | e0 YA 63 00 00 00 OO0 OO S0 1D OO0 00O 00 00 00 00 ‘zo..L L. P ......
pgoooolio | S50 23 00 00 00O 00 OO OO OO OO0 20 00 00 00 00 00 Py, ...
pgoooolzo {02 OO0 00 00 0e OO0 OO OO 88 74 03 00 00 00 OO0 OO0 R | Izl ... ..
pooool3o | 88 YA 63 00 00 00 OO0 OO 88 YA &3 00 00 00 00 0O Izc. . . .. | J-{ =T
pgooool40 (CO 01 00 00 00O 00 OO OO O 01 OO0 Q0 00 00 00 0o AL AL
pgoooolso | 08 OO0 00 00 00 00 OO0 OO 04 OO0 OO OO 04 00 OO0 OO0 on....... o...0
pooooled [ 54 02 00 00 00O 00 OO0 OO 54 02 40 00 00 00 00 0O T ...... Ta. . ...
gooool7o | 54 02 40 00 00O 00O OO OO 44 00 OO0 OO 00 OO OO0 OO0 Ta .. o..... ..
goooolso | 44 00 00 00 0O OO OO OO ©4 OO0 OO OO 00 0O o0 oo D ... oa.......
gooool9o | 50 ES 74 64 04 00 OO0 OO 8 35 03 00 00 00O OO OO PAtdD ESoo
Qoooo1lA0 | C8 35 43 00 00 0O 00 00 8 35 43 00 00 00 00 00 Ec. ... E5c. ..
Q000010 | 4C OB 00 0O 00 0O 00 00 4C OB OO0 00 OO0 00O OO0 00 Im...... Im......
Qoooolco | 04 00 00 OO 00 0O 00 00 51 ES Y4 64 06 00 OO0 OO0 on....... DA tdo
Qoooolo0 | 0o 00 00 OO0 00 00 00 00 OO0 00 OO0 00 00 00 00 00 | ... ... .. ... ...
QO0001ED | OO 00 00 OO0 00 00 00 00 00 00 OO0 00 00 00 00 00 | ... ... .. ... ...
QO00001F0O | OO OO0 00 OO0 00 0O 00 00 08 00 OO0 00 00 00 00 o0 | ... ... o.......
goooozo0 | 52 E5 74 54 04 00 00 00 g0 74 03 00 00 00O 00 00 Ratdo -1 I
Qooooz10 | 60 74 63 00 00 0O 00 00 e0 7A &3 00 00 00O 00 OO0 EC. ..., "ECL L. L.
Qoooozz20 | A0 05 00 OO 00 OO OO0 00 A0 OS5 OO OO0 OO0 OO OO0 00 o...... om......
Q0000230 | 01 00 00 OO 00 0O 00 00 2F eC 69 a2 36 34 2F &C on....... ~libg4.1
Qooooz40 | 64 2D 6C 69 6E 75 78 2D Y8 38 36 2D 36 34 2E Y3 d-linux-=z86-64 .=
Qooooz2s50 | 6F 2E 32 00 04 00 00 00 10 00 OO0 00 01 00 00 00 o.2.0...0...0...
goooozen | 47 4E 55 00 00 0O 00 00 02 00 OO0 00 0Oe OO OO 0O GHT. . ... Y | R
poooozyo {12 00 00 00 04 OO0 OO OO 14 OO0 OO OO 03 00 OO OO n...o...0...0...
poooozeo | 47 4E 55 00 51 FF 05 Be Ce 23 GE CE 38 B2 1E AC GHTT. Q40 1 &~ Ta: -
poooozeo | 79 2E 03 54 47 08 BA FD 02 00 00 00 &9 00 00O 0O w.O0TC0290 ... 1. ..
goooozAa0 {01 OO0 00 00 06 OO0 OO OO 02 8D 01 OO0 00O 41 1E 03 D...0... 0D..A&0D
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Dff==t n 1 2 3 4 5 & 7 88 9 A B C D E F A=cii

0O00ZAES0 | OO0 00 00 00 00 00 00 40 00 Qo0 a0 00 00 oo oo a0 | ... ... ... .. ...
no0ZAEAD | 63 72 79 70 74 6F S5F 67 65 6E 65 72 69 63 63§ 61 crypto_genericha
0002AEBO | 73 68 SF 62 6C 61 6B 65 32 62 GF 66 69 6E 61 &C sh_blake?b_final
O00ZAECO | 00 4C 69 62 73 6F 64 69 75 6D 44 52 47 73 BF 64 .LibsodiunDRGsod
noozZAEDO | 69 75 6D 2F 63 6F 72 65 2E 63 00 eC 6F 63 6B 65 iun~core. . locke
0O00Z2AEEOD | 64 20 3D 3D 20 30 00 00 00 00 OO0 00 00 00 o0 00 d.==.0..........
OO00ZAEFOD | 73 6F 64 69 75 6D 5F 63 72 69 74 L5F 65 BE 74 65 sodium_crit_ente
noozarOO0 | 72 00 73 6F 64 69 75 6D 2F 75 Y4 69 6C 73 ZE 63 r.sodiun-utils. c
0O0o0Z2AF10 | 00 00 00 Q0 00 00 00 a0 5F 75 eE 70 72 6F 74 65 | ... ... .. _unprote
0002AF20 | 63 74 65 64 5F 70 74 72 EBF 66 72 &F 6D SF 75 73 cted_ptr_from_us
noozAF30 | 65 72 SF 70 74 72 28 75 73 65 Y2 SF Y0 74 Y2 29 er_ptri{user_ptr)
ooozaF4o | 20 3D 3D 20 75 6E 70 72 6F 74 65 63 74 65 64 SF == unprotected_
OO00ZAFS0 | 70 74 72 00 5F 73 6F 64 69 75 6D E5F 6D 61 6C EBC ptr . _=sodium_mall
noozaFen | 6F 63 00 73 79 73 72 61 6E 64 6F 6D 00 2F 64 65 oc . sysrandom . <de
OO02AF70 | 76 2F 72 61 6E 64 &F 6D 00 73 69 7& 65 20 3E 20 vorandom.size. k.
ooo0z2AF20 | 28 73 69 7A 65 5F 74 29 20 30 55 00 73 69 FA 65 (zize_t) . 0U.=size
noozarano | 20 3C 3D 20 3% 32 32 33 33 37 32 30 33 36 3§ 35 L4=.922337203685
ooozAaFAD | 34 37 37 35 38 30 37 4C 00 2F 64 65 76 2F 75 72 47758071 ~dev-ur
0002AFBO | 61 6E 64 6F 6D 00 00 00 72 61 6E &4 6F 6D B2 79 andom . . . randonby
noozarco | 74 65 73 2F 73 79 73 72 61 6E 64 6F 6D 2F Y2 61 tes-/sysrandom-ra
00o0Z2AFDO | 6E 64 6F 6D 62 79 74 65 73 SF 73 79 73 72 61 EBE ndonbytes_sysran
O00ZAFED | 64 6F 6D 2E 63 00 73 61 66 65 &F 72 65 61 64 00 dom.c.safe _read.
no02AFFO [ 63 75 72 76 65 32 35 35 31 39 Y8 73 61 6C Y3 61 curvebbl9=zsal=a
ooozeooo | 32 30 70 6F 6C 79 31 33 30 35 00 00 00 00 00 00 20polyl305. ..
ooozZe010 | oo 00 00 OO0 00 00 00 00 00 Qo0 a0 00 00 oo oo a0 | ...
noo2eonzo | 63 72 79 70 74 6F SF 67 65 EE 65 72 69 63 B8 61 crypto_genericha
ooozenz0 | 73 68 2F 62 6C 61 BB 65 32 62 2F 72 65 66 2F 62 sh-blakeib-ref- b
nooze040 | eC 61 6B 65 32 62 2D 72 65 66 2E &3 00 00 00 00 lakeZb—ref .. ..
noo2ensn | 53 2D 3E 62 75 66 6C 65 6E 20 3C 3D 20 42 4C 41 S—:buflen.<=.BLA
000Z2BOE0 | 4B 45 32 42 §5F 42 4C 4F 43 4B 42 59 54 45 53 00 KEZ2B_ELOCKEYTES.
ooozZe070 | 00 00 00O OO0 00 00 00 a0 00 Qo a0 00 00 oo o0 a0 | ...
noo2enzon | 62 eC 61 6B 65 32 62 SF 66 69 &E 61 &C 00 00 00 blakedb_final. ..
0oo0zZe0%0 | 00 00 0O OO0 OO0 00 00 40 00 Qo0 a0 00 00 oo o0 a0 | ... ... . ... . ...
D002B0AD | 08 C9 BC F3 67 E6 09 f4 3B A7 CA 84 85 AE 67 BE | DEMogs. j:SE1I19gs
0o002BOEO | 2B F2 94 FE 72 F3 6E 3C F1 36 1D SF 34 FG5 4F AS +elbron<fic _ S0¥
ooozZeoco | D1 82 Ee AD YF 52 0E 51 1F 6C 3E 2B 8C 68 05 9B Fra—1500Q lx+1ho1
noozeopn | 6B BD 41 FE AB D9 83 1F 79 21 YE 13 19 CD EO0O 5B Ldatl yl~00Iaf
no002BOE0D | 80 00 00 OO 0O 00 00 00 00 00 00 o 00 00 o0 ao L.
OO0ZBOFO | OO 00 0O OO0 00 00 00 40 00 Qo0 a0 00 00 oo o0 ao | ... ... . ... ... .
noozeio0 ( 00 00 00 OO0 0O OO0 o0 OO0 00 OO0 00 00 00 OO o0 o0 | ... ... .. ... ...
noo02E110 ( 00 00 00 OO 00 00 00 00 00 00 00 Qo0 00 00 00 a0 | ............. ...
0O00ZEB120 | OO0 00 0O OO 00 00 OO0 00 00 QO o0 00 00 a0 o0 ao0 | ... ... . ... ... .
no002E130 ( 00 00 00 00 00 00 00 a0 00 00 00 a0 0o o0 00 a0 | ... ... .. ... ...
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CONCLUSIONS:

The decryption tools analyzed perform a dynamic recognition of the cryptography context
used on the compromised machine, in which the files were encrypted. It is present also an
environment information gathering by the tool, in particular also of the user's settings
NTUSER.dat. Some “cleaning” evidences related to some artifacts caused by the LockBit 3.0
infections, for example the restore of the Wallpaper and the icons, but also the remanipulation
of some registry keys and some security identifiers. It is possible also to note that similarly to
what happens with the encryption phase, one of the points that majorly characterizes the tool
is the efficiency: specific threads are created for the execution of the decryption subroutine
and to “point” to files obtained with an enumeration loop that will have to decrypt, by using

the more efficient function SetFilePointerEx, instead of SetFilePointer.

Two fundamental evidences are securely related to the executions of bitswapping the files read
in input by calling recurrently the function sub_401334, which includes also the XOR operations
execution. The second evidence is instead related to the comparison between the value of eax
register containing the MD5 hashing digest with hardcoded values in the decryptor with also
the adding of AND and OR operations.

From the analysis of keygen.exe was possible to understand how, at the moment of the
contextual creation of the ransomware and the decryptor, two keys are created: priv.key and

pub.key.

The public key is used in the ransomware to encrypt the files of the victim. The private key,
encoded in the decryptor, is used to decrypt the encrypted files only with the ransomware

“linked” to the decryptor.

The decryptors are not “universal” but they are strictly related to the couple of public and

private keys generated by keygen.exe
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