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Foreword

‘ More than ever our 2025 edition
of the Security Navigator will
enable you to turn challenges into
opportunities. The growing but
ambiguous role of Al highlights
the importance of creating an
ecosystem of anticipation.”

Hugues Foulon

Executive Director at Orange and
CEO Orange Cyberdefense

In the world of cybersecurity, resilience is more than This year, we also delve deeper into the threats facing
just a concept—it is a necessity. Over the past year, critical infrastructure, particularly within Operational
our teams at Orange Cyberdefense have observed an Technology and mobile networks. With increased
increasingly volatile and complex threat landscape, connectivity and the adoption of 10T and 5G, these

one that calls for both constant vigilance and innovative V\VWHPV R3HU DQ H[SDQGHG DWWDFN VX!
adaptation. The Security Navigator 2025 report presents  for comprehensive, cross-functional defenses. At

a detailed examination of these challenges and, Orange Cyberdefense, we understand that building
importantly, the proactive measures that can transform cyber resilience requires collaboration at every level—
vulnerabilities into opportunities for stronger defense. from industry alliances and partnerships to close work

with our clients. This is also a matter of public-private
cooperation. In 2025, regulation will make the European
cybersecurity ecosystem go one step up and we are
ready to support this movement.

The data we have gathered over the past twelve months
reveals stark shifts. Cyber extortion, hacktivism, Al-
driven attacks, and threats to operational and mobile
networks are not merely emerging trends; they are

realities that are reshaping the cyber landscape. As Cybersecurity today is less about containment and
malicious actors exploit new technologies and adopt more about anticipation. Informed by 135,225 analyzed
increasingly aggressive tactics, the potential for harm incidents, a robust understanding of attacker behavior,
extends beyond digital boundaries, impacting the very and pioneering threat intelligence, our Security

fabric of businesses and societies worldwide. Navigator provides actionable insights to help our

What makes this year’s Security Navigator unique is clients stay a step ahead. | am immensely proud of

RXU H[SDQGHG IRFXV RQ WKH UROH @?R‘%ﬂli?@ﬁ% ég@%}\)ﬂﬁrﬁﬂﬁq&@L I\?va LW FRQ

in cybersecurity. From enhancing threat detection :
- e o to face the challenges of an ever-evolving cyber threat
capabilities to mitigating complex vulnerabilities, we

OHYHUDJH $, WR LPSURYH ERWK R3HBVEMF DQG GHIHQVLYH

strategies. However, the rise of adversarial Al As we continue to confront these cyber threats together,
WHFKQLTXHV ' PRGHOV VSHFL1FDOO\ Mtuddénid fcuset o duOnhigsloR ¥\Wuild a safer
purposes—reminds us that innovation must be matched  digital society. Our commitment to this mission is

by responsibility. Our goal is not only to adopt the stronger than ever, and we are honored to partner with
latest technologies but to do so thoughtfully, balancing you in securing a resilient digital future.

progress with caution to secure a safer digital world.

Al is not only a land of promises, and we need to

remain careful on investing in and using these new Hugues Foulon

technologies. It is all about balance and analyzing the

hidden side of any wide-spreading technology; just like

IT, shadow Al is now at stake.

www.orangecyberdefense.com
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Introduction: This is what happened

Charl van der Walt
Head of Security Research
Orange Cyberdefense

Introduction

The Year 2024
IN a Nutshell

Cynical Security

, ZDV VR UHOLHYHG ZKHQ H[SHUWV FRQ1UPHG WKDW
H[SORGLQJ SDJHU DJDLQVW +H]JEROODK GLG QRW LQY
FRPSRQHQW 7KH DWWDFNV LQ /HEDQRQ DQG 6\ULD L
pagers and other electronic devices that exploded, resulting in dozens of

deaths and hundreds of injuries . Israeli intelligence is suspected to be
behind the incidents” 7KH PRGL1FDWLRQV IRU WKH DWWDFN\
achieved by altering the devices at the production level to include small

amounts of explosives. This allowed the attackers to distribute the

PRGL1IHG SDJHUV DQG RWKHU HOHFWURQLF GHYLFHYV
them remotely.

When news of the incident began to emerge, people like me in
cybersecurity all instinctively wondered if it had involved some kind of
cyber-attack. It seemed highly unlikely, but many of us have become so
cynical. And with good reason.

G\EHUVHFXULW\ IDLOXUHV _ DOEHLW QRW LQ D IRUP
_ DUH LQGHHG WKUHDWHQLQJ OLYHV 7KH F\EHU H[WI
South African National Health Laboratory Service (NHLS) in June this

year impacted the service’s ability to generate lab reports and send them

to clinicians. The disruption lasted several weeks, resulting in reports

about clinics coming to a standstill, and patients in emergency wards and

intensive care units in fatal danger'®’. In an unusual twist , someone who

described himself as “the middleman” called the press in South Africa to

warn that related patient deaths would be “on the NHLS for not engaging”.

www.orangecyberdefense.com



As cyber extortion continues to increase globally, we note this
year that it is also becoming increasingly cynical. This year
Diana Selck-Paulsson examines over 13,000 cyber extortion
incidents, and reports how extortion tactics are demonstrating
increased aggression and moral decline, abandoning previous
restraints on targeting sensitive sectors like healthcare. Once

+DFNWLYLVWYV DUH D VLJQL1IFDQW WKUHDW W
environments like factories, plants and utilities. In fact, our

research attributes 23% of targeted attacks against operational

technology environments to hacktivist actors.

Ric Derbyshire is a specialist in operational technology (OT)

FRQVLGHUHG R3 OLPLWV KRVSLWDOV DQ3dH totggéewgﬁﬁs?@}cgﬁ?ﬁ ?@i%iiﬂvgtgtg%

face a surge in attacks. Small and medium-sized businesses
are also becoming more frequent targets, accounting for over
two thirds of all victims. Small businesses saw a 53% increase
in cyber extortion attacks, while medium-sized businesses
experienced a 52% rise. Vulnerable, smaller countries are

atase ecorde er-attacks over a peri
years. This year his unique dataset expanded with 47 incidents
from the last 12 months.

This year’s insights again underscore the prevalence and

LPSDFW RI F\AEHU HIWRUWLRQ &\ ; RQ 27 V\VV

QRW LPPXQH HLWKHU 7KLV \HDU IRU WK Horigidafivg iWTdhtranidetdsfi8dqriehtly o&dcade into

victims in countries like Afghanistan, Djibouti, Tokelau, Nepal,
Uzbekistan and Maldives. Attackers are also exploiting cynical
“revictimization” strategies, where stolen data is reused across
multiple extortion platforms and amplifying the psychological
burden on victims.

This year we also explore shifts in hacktivism, which is
becoming increasingly cynical and aggressive. Once grounded
in activism, hacktivism now bears a closer resemblance to
cyber extortion, with a focus on destabilizing communities and
weaponizing fear against both individuals and institutions.

Diana also continues her excellent work on this phenomenon,
examining over 6,500 hacktivist incidents to reveal how the
emerging hacktivist model focuses on public manipulation,
societal division, and the erosion of trust. Hacktivists are
aligning with state-sponsored agendas, targeting critical
infrastructure like election systems - seeking not only to disrupt

OT systems, disrupting essential operations and causing
downtime. Despite rarely being the primary targets, OT
environments face unintended consequences due to
interconnected IT and OT networks. Correspondingly, the
manufacturing sector accounts for 20% of all cyber extortion
victims this year and has seen a 25% increase from the
previous year.

81% of this year’s documented attacks were perpetrated by
criminals and primarily impacted IT systems, not OT. But, as we
posited last year, threat actors will start to focus on OT systems
directly when the environmental factors align.

An attack impacting Spanish bioenergy plant Matadero de
Gijon in April this year is an early indicator that this may be
happening already. The attack is recorded in Diana’s dataset
&\ ; DQG LQ 5LFVV GDWDVHW 27 EXW VWDQC
directly impacted the plant’s Supervisory Control and Data
Acquisition (SCADA) system.

In this year’s report, Ric focuses on “category 2" incidents in

HVVHQWLDO VHUYLFHV EXW DOVR WR XQ @RUmsedlirectyxdaesiing ETystenHisaugh adyersarial

government and democratic institutions. By attacking election-
related systems and other symbolic institutions, the hacktivist

tactics unique to these environments- a category that only
accounts for 16% of recorded incidents. These category 2

JURXSV DLP WR XQGHUPLQH SXEOLF WU X8&ttarks@ievngrs istantiopg! ang sephisticated, often involving
LQIRUPDWLRQ DQG SRWHQWLDOO\ L Q2 X HdvangedMacHesHX sipteRmopsared propps and sophisticated

democratic process. By leveraging sophisticated DDoS-for-hire
services and anonymous cryptocurrency incentives, hacktivists
are blending public shaming with extortion techniques to
exploit fear and amplify public pressure. While Europe is

the primary focus for the group Diana studied, everyone is

a potential target, and the problem threatens societies as a
whole.

cybercriminals, who aim to directly compromise OT operations.
Ric points out that 46% of category 2 attacks resulted in
“manipulation of control” as an impact. This means that the
adversary manipulated the physical process in their attack. This
is clearly a frightening outcome, and most category 2 attacks
have equally severe impacts.




Category 2 incidents, while relatively infrequent, force our
risk models to consider the unthinkable. This pressure places
enormous additional responsibility on those responsible for
protecting cyber-physical systems.

Ric argues that category 2 OT attacks tend to exploit native
functionality within the victim’s environment—a technique

Introduction: This is what happened

Device-based threats center around malware and mobile
OS exploitation, especially through alternative app stores
that lack strict security. Infrastructure attacks target network
protocols and exploit carrier interoperability to intercept
communications . We note that MFA use on mobile devices
has also complicated the risk by giving threat actors motive

NQRZQ DV OLYLQJ R3 WKH ODQG $V ZLW }f‘”‘i@ooﬁgosﬁr/wiﬁ’ ENFOMRIRIES Q& TS pghentication

allows adversaries to blend in and evade detection, but

it places the adversary in the optimal position to cause

real damage in an environment. For example, exploiting

a programmable logic controller (PLC) by using expected
functions is safer and more stable for attackers than risking a
memory abuse vulnerability, but also allows attackers to abuse
the ability of that PLC to manipulate the physical environment.

me

Our report emphasizes a layered security approach that
includes enhanced standardization and collaboration among
network operators, device manufacturers, and regulatory
bodies. But given the cross-functional nature of mobile
networks today, enterprises are also being forced to consider
comprehensive security responses that range from securing

7KLV UHDOLW\ KDV VLJQL1FDQW LPSOLFD“?&’[‘E&SL‘;\’Fifﬁ??"k%ie?lfﬁiﬁné’gsﬁrﬂﬂqﬁ?essabo”tsafe

security in OT environments.

For example, simply accessing an OT environment doesn’t
mean that an attacker can achieve a desired cyber-physical
impact. This raises an essential question: how can asset
owners assess their OT environment’s resilience against
FDWHJRU\ WKUHDWV"

practice

Struggling Security

While our adversaries are becoming more cynical, and the
impact of security failures more profound, we as the defenders
DUH VWLOO VWUXJJOLQJ WR VWHP WKH 2RRG

SLF H[SORUHV VLJQL1FDQW FKDOOHQJIHYV 1hiQfsarhtérin s€luftyrbsedicRefs \Wibus Ross and Rogan
VHFEXULW\ DQG VSHFL1FDOO\ SHQHWUDWpdaes diM W hifich RiRerabittiedatidsé 69,000 customer

The discipline is still in its infancy, with limited research and
ambiguous guidance that fails to fully account for unique

OT tactics, techniques, and procedures (TTPs), especially
those seen in category 2 attacks. Ric critiques the reliance on
IT-oriented penetration testing practices, which often focus
on gaining OT access and declaring success, overlooking
the complexities of truly emulating OT-focused adversaries.

+H TXHVWLRQV ZKHWKHU FXUUHQW WHVV\{éaQs]fa{2§a%%8-&Eiﬂﬁ3NHa%%Faﬂlag(thle@

capture the nuanced tactics used in real OT attacks, such as
those exploiting native functionality for stealth and control.

Our report this year highlights the need for security approaches

assets to surface a critical message: We need to change the
way we think about security vulnerabilities.

Wicus’ work focuses on how businesses tackle vulnerabilities.
He illustrates that vulnerabilities are emerging at such a pace
that traditional, reactive measures simply aren’t keeping up.

As Wicus shows, for example, vulnerability management

%ontend with
the overwhelming volume and velocity of new vulnerabilities.
With endless new vulnerabilities emerging continuously, we
are forced into a reactive mode, obliged to prioritize and

WKDW DQWLFLSDWH FRPSOH[ 27 VSHFL1Faddresethieripwitgayt epafie! overdhe ggdgnce or velocity

more accurately ensure resilience against genuine threats. As
with so many things that need to be rethought in contemporary
cybersecurity, we argue this year the traditional IT frameworks
are not appropriate for addressing OT’s particular threats and
vulnerabilities.

Mobile Security

In a new section of this year's report, Orange mobile network
security specialists Emmanuelle Bernard, Stéphane Gorse,
and Sébastien Roché outline the evolution of mobile network
vulnerabilities, describing how each generation of mobile
technology (2G through 5G) has introduced advanced
features alongside an expanded attack surface. While early
networks primarily faced issues from weak 2G encryption,
newer generations brought complex protocols like SS7 in

3G and Diameter in 4G, which attackers now exploit. With
5G, increased virtualization, APIs, and IoT integration have
introduced new risks, including supply chain attacks and
vulnerabilities accessible remotely through Internet-connected
devices.

of intelligence. Organizations with already-limited capacity are
left to scramble from the back foot, unable to make sense of an
ever-evolving threat landscape.

The complexity of large enterprise environments adds to these
FKDOOHQJHV DV HYHQ KLJK SUREDEGOLW\ YX
E\ PHWULFV OLNH (366 DUH GL4FXOW WR PLWL
report we argue that covering all potential exploits across vast

networks is fundamentally impractical, meaning that crucial
GHFLVLRQV PXVW EH PDGH DERXW ZKLFK V\VW
%XW ZH DUJXH WKDW WKH WULVN IRFXVHGX D
either. Wicus’ study of EPSS and statistical probabilities

DUJXHV WKDW HYHQ ORZ VHYHULW\ LVVXHV D\
the business vulnerable to compromise. The problem calls for

a fresh approach, and in this year's report we argue that must

VWDUW ZLWK D FODULIFDWLRQ RI IXQGDPHQW

“Vulnerability Management” needs to go. Wicus proposes that
new approaches with new descriptions are urgently needed.

2XU UHSRUW LGHQWL1IHV WKUHH SULPDU\ DWWDFN GRPDLQV 6,0 FDUGV

devices, and infrastructure. SIM-based attacks use techniques
like SIM swapping, cloning, and USSD protocol misuse to
intercept data or impersonate users.

www.orangecyberdefense.com
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SecurityFromtheSource ' JHE _ JRUWLQHW 1[HG WZR FULWLFDO °
FortiOS SSL-VPN, of which one was exploited in the wild

Wicus and Rogan both also put the responsibility on software SULRU WR WKH 1]
vendors to prioritize security in software development, and )

. oDU _ 3URRI RI &RQFHSW HPHUJHG IRL
throughout a producis lifecycle. vulnerability in FortiOS SSL-VPN module. At the time
As | write this, our CERT, Vulnerability Management, Threat 6KDGRZ6HUYHU LGHQWL1IHG QHDUO\ Y
Detection and Managed Services teams are wrestling to instances and noted exploitation attempts.
contain the threat and impact of “FortiJump ¥ X _ D VHYHULW\ $SU _ &ULWLFDO YXOQHUDELOLW\ LQ |
vulnerability in Fortinet FortiManager. 1UHZDOO IURP 3DOR $OWR 1HWZRUNV OLQN

exploitation. This was the only Critical (5/5) advisory from
World Watch during this report period.

)

In mid-October, Fortinet alerted key partners and select
clients, including Orange Cyberdefense, to a critical 0-day

vulnerability actively exploited in FortiManager, a product 0D\ _ &KHFN 3RLQW GLVFORVHG DQ HJ
HVVHQWLDO IRU PDQDJLQJ VHFXULW\ WR R O wlgerakiity jrRts nanoteapcessiMPN 2aiioo. Attackers

The vulnerability allows remote attackers to execute commands had already been attempting to exploit the vulnerability a

on vulnerable devices by exploiting a missing authentication month earlier.

check in the FortiManager-to-FortiGate protocol. Fortinet has ’ -XO _ &URZGBWULNH V )DOFRQ 6HQVRL
since released patches, which we and others are of course Windows machines all over the world. The outage was

rushing to deploy. Meanwhile the bug has been actively OLQNHG WR DQ XSGDWH WKDW KDG D PDOIF
H[SORLWHG _ DSSDUHQWO\ E\ &KLQHVH $37 DFWRUYVY IRU VRPH WLPH

already. Reconnaissance likely began as early as July this year, S @n industry, Rogan argues, we should be solving these

with widespread exploitation following in September. Fortinet problems, not creating them. As we have since 2022, we call on

DQG RWKHUV DUH VKDULQJ VSHFL1F LQG P# B andeRePAHESHN HepecHbandyginyto come

scouring their systems for. together to work on this challenge.

,W IHHOV OLNH D 1WWLQJ VRXQGWUDFN I%%ruVéléi_ngUtlaSF?eUSVl\:l)ond

Despite this urgency, many products — including those

explicitly designed for cybersecurity — continue to exhibit In the face of this barrage of threats, Wicus Ross’ analysis
IXQGDPHQWDO 2DZV WKDW OHDYH FOLH Qufaurth[eaRrdgteaion data hghlighs theyseveral challenges

more than technical; as we detail in this report, there’s a clear in detecting and responding to security incidents. One key

and urgent need for secure-by-design principles to become observation is the increased misuse of systems by employees.

an industry standard, addressing vulnerabilities at the source Such “insider” activity makes distinguishing between benign

instead of relying on patches and workarounds after release. D QG PDOLFLRXV DFWLYLWLHYV HYHQ PRUH GL4

WWDFNHUYV |_ FUHDVLQJO\ XVH /LYLQJ R3 W
SRIDQVV ZRUN KLJKOLJKWV WKH VLJQLlFtPa‘Pr%\éeQB?éDrE%Hl r YehiAdh BOdefchion teams are

HIDPSOHV RI VHFXULW\ SURGXFWV - 2PPE M M @V@‘%FEHQWOWW&(%FL"‘(/WLQ@JXLVK EHWZH

intrusion prevention systems — shipping with exploitable -~ 504 actual threats, Wicus' report suggests that fostering
weaknesses. These vulnerabilities are often in products that sit "pervasive cyber judgment" across the organization is

directly exposed to the internet, where their primary function

. - . 7 essential.

is to facilitate secure authenticated access to sensitive areas

inside an organization. Every new vulnerability uncovered in The need to respond to LOL and other “insider threats” forces
these trusted tools not only threatens the systems they protect, ~ detection teams to collect and analyze yet more, subtle
EXW DOVR HURGHV FRQ1IGHQFH LQ WKH YipdicatoyRThig ddifomalloadnmkes\separating real signals
safeguard our digital infrastructure. from the noise even more challenging. Our report shows

WKDW FRQ1IUPHG LQFLGHQWY RU 7UXH 3RVL\
14.98% of the incidents we analyzed. The remaining incidents
ZHUH FODVVL1IHG DV 7UXH /HILWLPDWH\
that posed no threat), and 61.74% "False Positives" (mistaken
detections). 10.92% remained uncategorized.

-DQ _7ZR QHZ GD\YXOQHUDELOLhWLHV DFWLYHO\
exploited against lvanti Connect Secure VPN. This saw the e impact of this load and complexity has a measurable

VWDUW RI VHYHUDO ZHHNV RI xseDWH”VP@{OWc%%ﬁ?t'\’/@ﬁb'ljﬂ‘{ﬁﬁt%ﬁdiﬁ?%dto
for all their impacted products. SRWHQW DO LOFLGHOWYV' 7KLV \HDU IRU WKH

) ur Mean Time to Resolve (MTTR) statistics. This metric
JHE XWFK OLOLWDU\ ,QWHOOLJ H&Erhh&‘&% 16 VhFed H\Eéfgr\t types and the necessity
Service (MIVD) disclosed that Chinese state-sponsored for client coordination, but analél is reveals that while many

WKUHDW DFWRUV LQLIOWUDWHG WKH O @b heEblveddiitiy e RopWrpHlority incidents can
Netherlands in 2023. Attackers were exploiting an old take over a day to close.

YXOQHUDELOLW\ LQ )RUWL26 66/ 931 D3HFWLQJ )RUWL*DWH

Wicus' study of almost 500 security advisories released by our
World Watch team this year illustrates just how pervasive this
problem has become. Last year security vendor Ivanti was truly
in the crosshairs, but vendors in general are letting us down,

)

GHYLFHV ,Q -XQH _ WKH OR' DQQR )(\/@qur@dwmrwofpur 2024 research piece titled “Fake
Chinese threat actor had compromised up to 20,000 News and False Positives”, where we pointed out that over time
FortiGate instances linked to the original announcement. WKHUH DUH GHWHFWLRQ H4FLHQF\ JDLQV DV \

our detection teams and our client teams grows and matures.

© Orange Cyberdefense 2024/2025



Introduction: This is what happened .

,PSURYHG IHHGEDFN ORRSV DUH HVVHQWLI
VI\VWHPV DQG LPSURYLQJ FRQ1UPHG LQFLG

In light of these challenges, Senior CSIRT Analyst Simone
Kraus examines the critical role of human analysts in threat
hunting, stressing the unique value that human insights bring
to the detection of sophisticated threats. While automated
detection tools are useful, they cannot fully replace the intuition
and adaptability of skilled security analysts who can recognize
QXDQFHG DWWDFN SDWWHUQV DQG UHVSR(
introduces the concept of “threat-informed defense,” where -
XQGHUVWDQGLQJ DQ RUJDQL]DWLRQVV VSH o FaaiRe
helps tailor defense strategies. This approach integrates .
knowledge from actual incidents and threat intelligence,
allowing defenders to anticipate likely attack vectors and
prioritize resources accordingly.

We also examine common organizational challenges in N
Incident Response in a study by Saskia Kuschke, a Senior
CSIRT Investigator. Saskia’s work notes that many companies
struggle with foundational elements like asset mapping. But
incident readiness can also be stymied by unclear roles,
lack of communication, and low user awareness, all of which
contribute to slower responses and higher risks during actual
incidents. Saskia proposes a structured approach to building
incident response readiness. She emphasizes a hierarchy of
needs, starting with essential tasks such as role assignment
and incident communication protocols. Her proposed model
progresses through asset mapping, visibility enhancements,
and eventually, complex detection and response capabilities.
This tiered approach allows organizations to scale their security
H3RUWYV PHWKRGLFDOO\

Like almost every research team in security, this year

we consider the impact of LLMs and GenAl on the

security landscape. Large Language Models - born out of
advancements in natural language processing and machine
learning - have transformed from rudimentary text-processing
tools to sophisticated systems capable of generating human-
like responses.

Anis Trabelsi is a team lead on Data and Al. This year he

discusses how Al can help address the challenge of detecting
beaconing—subtle, periodic communications that malware

uses to connect with command-and-control servers—by

leveraging Al to enhance detection capabilities. These
EHDFRQLQJ VLJQDOV RIWHQ EOHQG LQ ZL
WKHP GL4FXOW WR VSRW ZLWK WUDGLWLR(
an Al-driven approach his team developed, centered on
analyzing proxy logs to capture network activity in real time.
%\ LGHQWLI\LQJ UHSHWLWLYH UHTXHVWYV R
the system generates rapid alerts, enabling faster defensive

actions. This research shows how Al can strengthen detection
DFFXUDF\ DQG VFDODELOLW\ VLJQL1FDQW
attackers to exploit these covert channels.

The impact of LLMs on security defense is clearly exciting, but

we make the argument this year that new technologies often

IDYRU WKH R3HQVLYH VLGH VR WHFKQROR
EHQH1IW DWWDFNHUV PRUH WKDQ GHIHQGH
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‘KLOH WKHVH WRROV PD\ HQDEOH PRUH HAHEWAYH \WH \SRQMHNEY

businesses, the same capabilities can be weaponized by

malicious actors, allowing them to conduct more sophisticated A recurring theme in this year's report is a critical shift as
attacks with greater ease. If Al is generally thought of as a attackers increasingly target perception and trust through
productivity tool, then we can expect it to make attackers cognitive attacks. These attacks, which go beyond traditional
more productive also. Despite these risks, our research technical disruptions, are aimed at manipulating public opinion,

VXJIJHVWY WKDW H[LVWLQJ VHFXULW\ S U DrrEgymipipgyrustininstivijonsang sesrbilizigggosig@
mitigating many of the threats associated with GenAl, although FRQ1IGHQFH 2QH H[DPSOH LQYROYHV SUR 5XV
consistency is crucial. groups, who align their campaigns with major geopolitical
) events such as elections and summits to amplify their impact.
Rather than focusing on GenAls power fgr attackt_er or By targeting symbolic infrastructure and leveraging public
defenders, however, our report this year is primarily concerned  pattorms like Telegram, these groups blur the line between
with the broader risks that emerge when businesses and F\EHUFULPH DQG LQ2XHQFH RSHUDWLRQV 7KI

individuals adopt LLM and GenAl technologies. With isn't solely system disruption, but rather the erosion of trust in
continuous reports about how threat actors may (ab)use LLMs, democratic systems and processes.

the less colorful risk introduced in the application of the very

young LLM technology as an interface by businesses is being In a similar vein, cyber extortion actors employ psychological
underestimated, especially where these systems serve as a tactics to manipulate perceptions. Following a major law
bridge between the open internet and critical business assets. enforcement crackdown under Europol’s Operation Cronos,

. . ZKLFK VLIQL1IFDQWO\ OLPLWHG WKHLU RSHUD
Untested, opaque Al interfaces deployed as an interface pose - JURXS /REN%LW ER WHUHG E\ LQ2DWLQJ
D VLIQLIFDQW ULVN WR WKH LQWHUQDO g{n\j OWELERY A ke bee\éﬁfér#&éQrF trérighY Khis fctic
cite the recent example of a breach at an NSFW Al chatbot DLPHG WR PDLQWDLQ FRQ1GHQFH DPRQJ D4Ol

service. Here, a hacker exploited vulnerabilities in the platform, SRWHQWLDO WDUJHWV $ORQJ ZLWK RXU 1QGlI
which they descrlbe? as “a handful of open-source projects phenomenon of “revictimization”, these examples exemplify
duct-taped together.” This complex, poorly engineered system how cyber extortion tactics are increasingly perception-

allowed easy access to the platform’s backend systems and IRFXVHG XVLQJ QDUUDWLYH FRQWURO WR D3
data. We expect to be reporting on many more incidents criminal ecosystem’s responses.

like this over the next year and urge readers to be extremely

cautious about how and where they deploy Al on top of their WV LQWR WKLV FRQWH[W WKDW $UWL1FLDO |
own backend systems. a powerful tool for attackers in cognitive operations, adding a
new dimension to misinformation campalgns State-sponsored

SHVHDUFK E\ SHQWHVWHU *HR3UH\ 6D XY DlH RN B MROKEA ¥/chid, Russia, and Iran leverage

WKLV UHSRUW H[DPLQHV WKH VSHFL1F U lggrlﬁrﬁdeﬁllt&%&(‘!\te!algtwﬁhé%b Boffent, fake images,

manipulated inputs that can mislead or disrupt GenAl behavior. and deepfakes that can deceive large audiences /. These

By exploiting the predictive nature of LLMs, attackers can $, VXSSRUWHG DWWDFNV DLP WR LQ2XHQFH S
bypass ethical and security controls, causing the n:odel to mass scale, from disrupting elections to discrediting political

generate unintended outputs. Techniques include “context candidates, eroding trust in democratic institutions. The

switching,” which introduces abrupt topic shifts to elicit integration of Al into existing campaigns increases the role of

unauthorized responses, and obfuscation, where forbidden cognltlve attacks |n the threat Iandsca rowdln actors with
WHUPV DUH GLVJXLVHG WKURXJK HQFRG[S%%ng W g\/ hg IVGStO
KDW

*HR3UH\ DOVR ZDUQV RI GHQLDO RIVHUYA.UFMePﬁ@eS
models with complex tasks, as well as the risks posed by
multimodal applications where malicious commands can be 7KHVH VKLIWV UHSUHVHQW D VLJQL1FDQW QH

hidden in images or audio, expanding the Al attack surface. defenders. In addition to “simply” countering technical threats,
we must now broaden our approach to incorporate strategies

to counter cognitive and perception-based threats and

sycholog%/drlven attacks, which target mlnds as much as
5;)5‘1 RI'WKH XVH FDVHV

In the face of enormous pressure to integrate LLMs into

business operations, we argue for a cautious, guarded
DSSURDFK WKDW EHJLQV ZLWK D FOHDU
and desired outcomes an Al is expected to deliver, so that risks

can be assessed and objectively weighed against potential Security is not an objective state, it's the subjective expression
EHQH1IWV :H QHHG WR KHHG OHVVRQV |U®eurdesdom tepursugshargd@isiansyand construct a
revolutions, perform rigorous security testing and thoughtful society that is equitable and rewarding. Cognitive attacks
deployment of LLMs to ensure the necessary balance between  leverage technical compromises, not as an end in themselves,
security, safety and any productivity and the promised but as a means of launching an assault on the fabric of trust

RSHUDWLRQDO EHQH1WV *HQ$, PD\ GH O L§H\bich “secure” systems are built. Cognitive attacks require
us to not only counter technical intrusions, but also safeguard

the public perception of trust we need for our digital and
LOQWHUFRQQHFWHG ZRUOG WR 2RXULVK

© Orange Cyberdefense 2024/2025
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Key Data of the Year

Intelligence and Operations Data

Key data
of the year

From Reactive to Proactive:
Continuous Threat Exposure Management (CTEM)

Given the observations made in this section of the report and the constant
shifts throughout the years we have observed, we see a need more than
ever for managed detection and response to evolve into something more
than a “last line of defense”.

‘H FROQWLQXH WR VHH WKH FRPPRQ DYHQXHV RI DWWI
RI LQFLGHQW GDWD EXW FDQ ZH GR PRUH" ,Q DQ DSES
in our section “Beyond Vulnerability Management” we believe strategica Ily

that threat detection and response should evolve and move towards

continuous threat exposure management, a shift from a reactive function

to a more proactive practice; integrating threat detection and response

activities and the data they provide into a continuous process of actually

WU\LQJ WR 1] WKH SUREOHPV DW VRXUFH QRW MXVW

www.orangecyberdefense.com
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Threat Detection

About the Data
* Total number of incidents: 135,225 (compared with 129,395 in 2023)

2XW RI WKHVH LQFLGHQWYV ZHUH FRQ1UPHG DV WUXH SRVLWLYH ,QFL(
However, not all clients include VERIS categories

" Analyzed period from October 2023 to September 2024

* Data sources: Endpoint / extended detection and response (EDR / XDR), net work
detection and response and SIEM platforms, as well as the enriched incide nt data
from Orange Cyberdefense Core Fusion platform

Funnel: = 135,225 & 20,706

Alert to Incident Potential Incidents &RQI1IUPHG ,QF

Hacking 29%

End user
External | o device
48% 39%

Server
20%

Internal Other/Unknown

47% g - s
Social 13% e — XX e 16%

T S - o,

ror ,9,"’

) X R DG
Other 4% & “\ ~— | s

e Qther Action 4% — ot 7% =l Network 6%
— —e ST |
/” . ~

Cloud 3%

Account 12%

5 People 3%

= Media 1%
Actors Action Asset
Entities causing What the threat The asset that
an incident actor(s) did ZDV D3HFWHG

2YHUYLHZ 2RZ ZLWK PDMRU FDWHJRULHV URXMHEHIR OWRR
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Incidents are categorized according to the VERIS (Vocabulary
for Event Records and Incident Sharing) framework. We record

We log an event that has met certain conditions and is thus
considered an indicator of compromise (loC), attack or

DFWRUV DFWLRQV DVVHWYV DQG DWWU L EinarabNityDAhHhEIWe Rt (S WBEnDh3 |egQdtle@GHt (W geveral

The threat action categories used in the VERIS framework
consist of the following 7 primary categories: malware, hacking,
social, misuse, physical, error and environmental. More
information can be found in the glossary on page 116.

We have grown the client base and expanded our dataset to
include 21.5% more clients. Across this enlarged set we report

HYHQWY DUH FRUUHODWHG RU 2DJJHG IRU LCQ
our security analysts.

True legitimate incidents are incidents that were raised but after
consultation with the customer proved to be legitimate activity.
,QFLGHQWY DUH FDWHJRUL]HG DV IDOVH SRV
was raised.

%HFDXVH LQGLYLGXDO 62&V RU FOLHQWYV PD\
DSSURDFKHV WR GH1QLQJ ,QFLGHQW VWDWXV
FDWHJRULHV WR UFRQ1LUPHGY DQG URWKHUYV

FRQLUPHG LQFLGHQWY SHU PRQWK SHU FXVWRPHU IRU WKH SDVW
PRQWKV 7KLV QXPEHU LV VLIJQL1FDQW®&RQdIRAHG MW ¢ WKRQMIEHIUHG UFRQLIUPHGYV Z

period the previous year and the year before that. As we will
explain later, this is largely because of a larger, more diverse
client base, and the fact that “younger” clients generally record
fewer incidents while still being onboarded.

As always, we strive to provide a global overview of what we
are seeing in our incident data with the aim being to highlight
trends that can also be applied to the global threat landscape.
To facilitate this, a broad data set is collected from across all of
the operational teams within Orange Cyberdefense including
our 15 global CyberSOCs .

We consider a years’ worth of managed threat detection
services data, from 1st October 2023 to 30th September
2024. The distribution between internal and external incidents
is basically even this year, with incidents originating internally
having increased from 37% in last year’s report.

Hacking, misuse, and malware have remained the most
prominent Threat Actions, but incidents classed as “misuse”
have increased substantially from 16% last year, in line with the
increase in incidents originating internally. Malware incidents
have increased by about 2%, and “social” incidents have
retained their previous level.

End user devices have remained the most impacted assets, but
have increased from 28% last year. Again, this is in line with the
increase in incidents originating internally. Incidents impacting
servers have decreased by about 10 percentage points from
last year. Incidents impacting accounts have decreased a little
from last year, while network-impacting Incidents have retained

their previous level.
The clear shift from last year is an increase in

FRQ1IUPHG LQFLGHQWY RULJLQDWLQJ I
users and impacting end-user devices. We do

not perceive a systemic shift in threat actor

behavior in this, but rather glean a sobering

lesson about how easily user mistakes or

misbehavior on their own endpoints can lead

to damaging outcomes.

Summary

customer or at the discretion of the analyst, we can determine

that security was indeed compromised. At this point the

incident is also categorized. We sometimes refer to these
UFRQ1UPHGYV LQFLGHQWY LQ WKLV UHSRUW D'

A total of 135,225 incidents were evaluated in this year's
dataset, which represents a 4.5% increase over the previous
year. “true positives” account for 20,706 incidents, or 14.98%
of the total. The balance of incidents (~85%) is comprised of
12.36% true legitimates, 61.74% false positives, and 10.92% of
incidents that could not be conclusively categorized.

As in previous years, we can calculate the number of incidents

relative to our client base. We have grown the client base

further and expanded the dataset to include 21.5% more

clients. For this increased dataset, we record an average of

FRQ1IUPHG LQFLGHQWYV SHUoRlR@astK SHU FC(

PRQWKY 7KLV QXPEHU LV VLIQL1FDQWO\ OF

FRQ1LUPHG LQFLGHQWYV IRU WKH VDPH SHULRG

7KLV LV GXH WR D GHFUHDVH LQ WKH QXPEHU

combined with an increase in the base, which includes

younger, smaller clients.

7KH QXPEHU RI FRQ1IUPHG LQFLGHQWYV SHU PF
higher when evaluating only “mature” clients that have been
using our CyberSOC service for the past 3 years or more.

www.orangecyberdefense.com
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,LQFLGHQWY SHU ORQWK SHU &C

'"HWHFWLRQ (4FLHQF\ IRU &0LHQWYV 20GHU 7KDQ 0 R QuWHG VU i iddr LehiserdsifPebetc.)
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The chart above explains the changes we are seeing by The unapproved (misuse) threat action increased from 14.29%
comparing the incidents for “loyal” customers who have in the previous year to 24.88%. Phishing (social) ranks third with
been with us for 36 months or more. The chart shows clearly 13.15% and has increased from 7.89%.

how the total number of incidents has grown as a result of o
heightened activity and improved detections, while the number HUXWH | R UFH KDFNLQJ UDQNV 1IWK DQG KD\

RI WFRQIUPHG LQFLGHQWVX KDV GHFUHd’@rFF&taBe\Pthﬁ;EGB'E%'Sﬁ;@""’ﬁ’g@%«'ﬁf@w)a“d

processes have improved. port scan (hac ing) decreased margin ly t0 give'way to the
other threat actions.

In our Security Navigator 2024 research piece titled “Fake news

and false positives”, we pointed out that over time there are

GHWHFWLRQ H4FLHQF\ JDLQV DV WKH UHO,EQIFRD@(HSQWVH HO\XY KAIH D W 4
our clients grows and matures. Improved feedback from the True Positive Incidents by Threat Action
client in response to incidents helps us tune technology and

SURFHVVHVY DQG ERRVWYV WKH RYHUDOO FRQ1UPHG LQF

Another notable change this year is that “misuse” as a

percentage of threat actions has increased from 16.61% to

28.27% and thus almost matches hacking as a threat action.

The VERIS framework allows us to link the threat actor, threat

action and impacted asset. With this perspective we observe

the internal source of misuse associated with end-user assets,
ZKLFK SRLQWYVY WR VWD3 YLRODWLQJ DFFHS
policies that depend on user discretion rather than technical
enforcement.

M 29.1% Hacking
M 28.7% Misuse
M 15.2% Malware
KV DI, B A, BUAKHU
7.7% Error
M 2.6% Unknown
W 1.3% Physical

M 1.1% Environment
M 0.9% Other

From 2022 to 2024, “hacking” represented between 25%
and 31% of total threat actions. This year it dipped slightly to
29.05%, just ahead of misuse.

We get a better understanding of what may be driving this shift
E\ JRRPLQJ LQWR WKH WKUHDW DFWLRQV )RXU R
are occupied by the same actions as the previous year, while

brute force (hacking) replaces physical access.

© Orange Cyberdefense 2024/2025



7KUHDW $FWLRQ LQ 'HWDLO

Top 20 Threat Action and Threat Action Level 2 Combined Prior 12 months M Last 12 months

8QDSSURYHG KDUGZELC
VFULSW ZRUNDUR

‘HE $WWDFN

3KLVKLQJ 6SHDU 3KL'
3RUW VFDQ
%UXWH IRUFH
%DFNGRRU F
‘HE $FFHVV PLVXVF
$GZDUH PD
3ULYLOHJH DEX
2WKHU PD
&DUHOHVVQH
ODLQWHQDQFH H
1HW PLVXVH
2WKHU KI
OLVFRQLJIJXUDW
1RQH SK\
ODOIXQFWLF
1RQH HQYLU

OLVGHOLYHI

1RQH R
5% 10% 15% 20% 25%

0%

Summary

It's interesting to note (again) how many of these incidents stem from misu se, mistakes
and negligence. They impact end user devices most frequently, because o bviously that
is where users operate!

The number of incidents relating to policy violations has increased and t he number of

LQFLGHQWY VWHPPLQJ IURP XQDSSURYHG KIMKGZDUHYRUFDRW ZDUH KLJKC
issue of the presence of “shadow IT” in corporate networks. We noted this tre nd

beginning in 2020 during COVID lockdowns, and it appears to have persiste d.

In discussions with our clients, CISOs appear to resonate with this obser vation citing
their concern about shadow IT and describing their primary risk as intern al.

6HFXULW\ KDV RIWHQ EHHQ LGHQWL1IHG DV WKH W RI QR RI
and strict governance. Users working under the radar, as evidenced by the se

statistics, point to an enduring gap in cyber awareness. Gartner frames t his

as “cyber judgement” "1, As analyst Jay Heiser put it: “CISOs and security

teams cannot control it all, so pervasive cyber judgement across the

organization becomes critical.” ©©




Security Navigator 2025 =

LQFLGHQW 6RXU /7/DUJHWYV

Distribution of Incidents by Threat Actor Distribution of Incidents by Targeted Asset

(QG XVH
Server
B 47,61% ([WHL 8QNQR
$FFR)
0OXOW
B 3,88% 2Wk 1HWZI
&OR
3HRS
Other
OHG

W 47,35% ,QWH 47.61%

47,35% 117% 3bUV

Sources & Targets legitimate user activity. This is not technically an error by
the security systems, but stems from the inherent challenge

The balance between internal and external sources of incidents R| GL3HUHQWLDWLQJ OHJLWLPDWH DQG EHQL.

has shifted continuously since we started implementing the environments. As our awareness of the “insider threat” grows,

9(5,6 FODVVLIFDWLRQ ,Q 6HFXULW\ 1DYLBQW RN WD ANHVUNUIQPFUHDVLQJO\ HPSOR\ WOL"
sources (47%) were ahead of external sources (37%). The WHFKQLTXHV WKH GL3HUHQFH EHWZHHQ EHQ
following year saw external sources leading. This year the activity becomes harder to see.

two are almost equal, with internal sources associated with

RI FRQLUPHG LQFLGHQWY DQG H[WH GPHEWAFPG SRS NIVE (55popRag by increasing the depth

47.61%. Both have increased their share from 37.45% and and breadth of detections to improve coverage, while improving

43.6% respectively, with internal sources increasing the most. WKH SURFHVVHV ZLWK ZKLFK IDOVH SRVLWLY!
Distribution has noticeably shifted from servers toward end thus leading to the continued decrease in the proportion of

user devices since last year, probably inline with the increase SRWHQWLDO LQFLGHQWYV WKDW DUH WFRQ1UP
in the “misuse” category. 2024 Security Navigator we illustrated how the proportion

RI FRQ1UPHG LQFLGHQWY LQFUHDVHV RYHU W

- our clients to tune detection mechanisms and improve the
False Positives feedback loops.

The majority of potential incidents that are eventually
FDWHJRUL]JHG DV EHQLJQ VWHP IURP WKH PLVFODVVL1FDWLRQ RI

J)DOVH 3RVLWLYH 7\SHV

Incidents That Raised an Alert but Turned Out to Be Harmless

W 7778% /HILWLPDWH DFWLYL
m 780% 18
3,39% 8QNQF
B 325% ,QFRQFC
H 2,43% ,QFRUUHFW GDWD PI
77,78% B 215% OLVFRQ1JX
1,08% /HILWL
0,96% ,QIUDVWI
0,94% (UURU LQ FRUU
0,18% 2WK
0,04% 6HUY
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Key data of the year: Threat Detection .

Incidents by Business Size

M Hacking M Misuse M Malware M Other M Error M Social Physical Environmental B Unknown

For Security Navigator 2025, misuse Hacking incident types have dropped Both misuse and hacking have
and hacking incidents switched from 45.81% the previous year to just increased their share for three
positions with almost exact values under 32% for this reporting period. \HDUV LQ D URZ PRVW VLJQL1
compared with Security Navigator Incidents categorized as misuse misuse (21.06% to 28.98%). Hacking
2024. and social increased dramatically increased from 23.53% to 28.76%.
FRPSDUHG WR WKH 1JXUHV UHSRUWHG
Incident categories malware, error, in Security Navigator 2024. Social Itis unclear why there is such a
and social retained the same increased from 6.53% to 19.49%, noted increase of the last three
positions with slight changes up or while misuse rose from 16.32% to reporting periods. One theory is that
down to their respective share of ,QFLGHQWY FODVVL1HGPRQR HWBRUQJ DQG FODVVL1FD
incidents. decreased from 10.38% to 6.08%, improved. The sharp drop in incident
while malware incidents increased category "other" from 11.05% to
from 9.11% to 12.66%. 1.16% may point to that.

Business sizes

&RPSDULQJ WKH LQFLGHQWYV RI GL3HUHQW ¥WYDRQ HFRWQ VL H-H/U D IML\RH
example, every business must actively defend itself against attackers , and small businesses

may face the same attackers as big businesses. But big businesses might be ex pected to

KDYH D ODUJHU HIWHUQDO DWWDFN VXUIDFH WDE0 ZEKRVILDQ KDV W IR VI X
SROLFLHV EXW ODUJH EXVLQHVVHV ZRXOG KDYHIPGRWKDWIRV DN Z
business grows the threats scale proportionally.

But in our data the mix of incidents also changes between small business and la rge businesses.

While the proportion of reported external hacking incidents general ly grows with the size of the

business, small businesses generally deal with far more internal incidents as a proportion than

their larger counterparts. It may be that smaller businesses need to inve st more in educating

VWD3 RQ DFFHSWDEOH XVH SROLFLHVY RU LW PEH RHQIDKDW WKH LQ
businesses contributes to the number of detected incidents much more qu ickly than an increase

in headcount.




We've taken a page from the Cyentia playbook and opted to

present our data in the form of a “survival analysis", which is
7KLV \HDU IRU WKH 1UVW WLPH ZH DUH S Qiégixét seioN R, The Erfoiska [HidFagdh& MTTR is that it
time to resolve (MTTR) statistics in this report. In our operation can be opaque. Since an uneven distribution of MTTR values,
we record the time it takes in minutes from when an alert is especially those on a “long tail”, can easily skew the mean, it
raised, through triage, analysis and reporting, to whenitcanbe  must be expressed in a transparent manner. Using “survival
Categorized and closed with the approval of the client. MTTR is ana|ysis” goes beyond the mean and median and allows us

a prickly metric and can easily mislead. to present a full and transparent view of MTTR performance.
True Positive Incidents Resolved Percentage Over Time (in Minutes) No. of resolved incidents
100%
90% UHVROYH
UHVGRDOYH
UHVR(
80% PdY
70% UHVGRDOYH UHVKRROXYH
P2- Avg
60% UHVGR[OYH
UHVROQYH
KR X
URVRGyH A
0,
50% KR >
2YHUDOO ¢
UHVROYH UHMR
< 40% P1-Avg P4-Avg
T UHVROYH
-] 1 hour
— 30%
o
I
A 20%
=
o
L 10%
L
-}
T
@ 0%
MOSOTOTONOMOMAOITIODONLMANDDAOOMNMONVAITITOTMNMOONITONOOONITITONOILANNOANNDON
FAANANMONONOITITIONDOONNMNOODOTNMNMONOSTNEANSYTOTANOITOMNITNOMWOAMNNEMOSTO AN O
H\—'-—IHH\—H\ANN<rmmmmﬂ©<rwVNmmvl\voNNNmmvmmoNvamm

Summary:
1 RI 7ZUXH 3RVLWLYH LQFLGHQWYV DUH FRQlUPIHE]%DQ&BLlD—LWR—GGYHKW
DUH FRQ1UPHG DQG UHVROYHG ZLWKLQ D GD\

2Q DYHUDJH 3ULRULW\ LQFLGHQWY DUH FRQ1UQHW LUD®GDWHMRD ¥B &
received. Bear in mind that the incident priority can only be determined dur ing the course of the
LQYHVWLIJDWLRQ DQG LV FRQ1UPHG ZKHQ WKH LQFLGHQW LV FORVHG

RI LQFLGHQWY DUH FRQ1UPHG DQG UHVROYHG ZLWKLQ GD\V

$W WKH HQG RI WKH ORQJ WDLO WKHUH DUH LQFHGHQWYVY WKDW DUH RQ
after 35 days.

Mean Time To Resolve (MTTR) can be a complex metric to interpret. Resolving an issue involves detecting,
DQDO\]LQJ DQG UHSRUWLQJ LW WR WKH FOWICRD) ZDKIRGWIRHQ U R MWL T D P
7KLV PXOWL VWHS SURFHVV DGGV WLPH EXAW HQKN X/HHWX WIHOD\L R EW A RPHHW H B\WY
GDWD %\ LQWURGXFLQJ WKLV .3, ZH HQDEOH RHIQFKRBHNLQJ DV KR |
comparing MTTR with peers. However, faster isn't always better; while a utomation opportunities exist, we

PXVW 1UVW HVWDEOLVK H3HFWLYH SURFHVVHWBDQ\®VEPNBQLQ HWXOWR PH:IW\K
GDWD DQG UHIHUHQFH SRLQWY GLVFXVVLR®@\DRNY D YMWGHWEYWQUHVYRKQEH

© Orange Cyberdefense 2024/2025 . .




Key Data of the Year: Vulnerability Scanning

Vulnerability Scanning

The Orange Cyberdefense managed vulnerability scanning $ XQLTXH 1QGLQJ LV GH1QHG LQ WHUPV RI D >
service is delivered by our vulnerability operations centers the addition of the ‘Finding Name’ assigned by the scanning

(VOC) worldwide. We are pleased to share that this year we engine.

are able to include an additional vulnerability operations

center (VOC) to our dataset, doubling the number of VOCs Our VOC dataset consists of 68,509 unique assets , with

contributing. This addition increases the scope and range XQLTXH 1QGLQJV

of unique assets, geographies, and industries, and the total

number of unique assets increased 2.72 times as a result. 7KH DYHUDJH 1QGLQJ SHU KRVW LV ORZHU DF
8QIRUWXQDWHO\ WKH DGGLWLRQ RI QHZ ORWIDW®\Z MWKMH LKQIXHOHYHRUW\ 1QGLQJV WKDV
distort historical patterns. A pure like for like analysis is further 21.93 per asset are down to 11.14 in this extended dataset.

hampered due to the partitioning and anonymization of entities 6LPLODUO\ WKH DYHUDJH QXPEHU RI FULWLFI

LQ WKH GDWD 1RWH DOVR WKDW HDFK HaMdstoy Rak frb@ Wos pfedousHe37Qgw. DV LV
each business, and what is true for one business may not hold We welcome this apparently rosier outiook, but bear in mind
for another, even in the same industry in another region. ’
vent Inaustry g WKDW WKH DGGLWLRQDO DVVHWV GLVWRUW V
The other chapter in this report on vulnerability research - titled be seen as new perspective, rather than an “improvement”.

“Beyond vulnerability management” ~ LV FRPSOLPHQW \ R V
one, and we urge you to consider that in combination with our QRH VX; L\y\INIﬁ‘B_LEXWL RQ RI VHYHULWY OHYHO DFU

. less dramatically than the average severity. Severities “medium”
analysis of the VOC data here.
ysi DQG WKLJKX VZDSSHG SODFHV ZLWK PHGLXP
increasing from 38.4% to 40.65%.

Flndlngs by Severity OHDQZKLOH KLJK VHYHULW\ 1QGLQJV QRZ UD(
Before we start, we need to clarify some terminology. We will decreased their proportion from 41% to 37.25%. The share

XVH WXQLTXH DVVHWVX DQG WXQLTXH 1@y itgakssirxarrurigdthegameyankings at third
VHFWLRQ 8QLTXH 1QGLQJV DUH DOZD\V DDQ/RERBWWE YHWRHFWbYNAW :KLOH WKH VKDU
DQG WKH XQLTXH DVVHW LV GH1QHG LQ Vinrreaped from {.R%i tar1S.4%; thenshare of critical rated

1Q0GLQJY GHFOLQHG IURP WR 7KHVH S
8QLTXH DVVHWYV DUH GHIQHG LQ WHUPV RJEJRVY DOO 10GLQJV
" Client
" Asset Name
" IP Address
" Host Type

6HYHULW)\ RI )LQGLQJV

Average Findings per Unique Asset and Total Severity Distribution M Criical M High M Medium I Low

12

y 11.14
10.37

8

° 37.25%
4

. 40.65%
2
0
&ULV +L< OHGL Low
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Readers with good memories will spot the increase in this
year's maximum age and the increase in the overall average
age of vulnerabilities. The extreme maximum age is attributed

7KH UDWLR EHWZHHQ WKH PHGLXP DQG ORZ V
similarly spaced for this year and last regarding maximum age.
The ratio for critical to medium and high to medium is slightly

WR 1QGLQJV DVVRFLDWHG ZLWK DVVHWYV bettdR for thiS yebilitiah beforeHQWY LQ WKH

Retail Trade industry. This eccentricity is due to one client
whose existing vulnerability scanning records were included
when they were onboarded to our service, thus skewing

the curve. Excluding this client from the dataset lowers the
maximum age for all severity types to between 1809 and
1855 days, or 5 years. In the previous Security Navigator, we
reported a maximum age between 1441 and 1486 days. This
age is somewhat arbitrary, however, since it generally simply
UH2HFWVY WKH WLPH HODSVHG VLQFH ZH
assets. These old vulnerabilities just keep getting older, in
other words.

Removing "retail & trade" clients from the mix lowers

the maximum age, but it remains concerning that these
vulnerabilities have “survived” for yet another year. The average
age across all severities is actually slightly lower in this year's
dataset, suggesting that our clients in the retail & trade have a
particular challenge with eliminating some vulnerabilities.

7KH DYHUDJH DJH DFURVV DOO 1QGLQJV LV KL
IRU FULWLFDO DQG KLJK VHYHULW\ 1QGLQJV
WKH DYHUDJH DJH RI 1QGLQJV LV PRUH WKDQ
GDWDVHW 7KH DYHUDJH DJH LQ GD\V RI FULW
increases from 88 to 215, and the average age in days for high
VHYHULW\ 1QGLQJV LQFUHDVHV IURP WR

are opaque as they only speak to what we observe in the

P G DUH QRW D UH?2
yberdlgfense S s\zr\'% H\%%IZ‘ %n pg},% %éaa%ement

7KH DYHUDJH DJH RI PHGLXP DQG ORZ VHYHUL
from 185 to 247.48 and 208 to 267.82.

The expansion of our dataset with the inclusion of a second
VOC exposes the long tail of vulnerabilities that persist without
remediation. This, beyond just the 162 day median age for alll
1QGLQJV VNHZV WKH GLVWULEXWLRQ

$JH RI )LOQGLQJV

Average and Maximum Age of Vulnerabilities Found (in Days) B Maximum age B Average age
4,000

3,512 3,512
3,500

3,053

3,000
2,694
2,500
2,000
1,500
1,000
500 214 61 189 86 24748 267 82
0 | |

&ULV OHGL
Average and Maximum Age of Vulnerabilities Found (in Days), Excluding Retail & Trade B Maximum age M Average age
2,000
1,809 1,809 1.855 1,827

&ULV
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Key Data of the Year: Vulnerability Scanning .

6HYHULW\ 2YHU 7LPH

Proportions of Severity Along the Age Axis (in Days) M Criical High M Medium B Low
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7KH VKDSH RI WKH DJH YHUVXV VHYHULWLHVWKBDW I¥XH RRIKD W OELLABX GHEGWFWR @ BV \
severities starting at 840 days (about 2 and a half years) is now very evident, even if it is concentrated in one industry.

Also, the “body” of the distribution has bulked up at the median age, balancin g the volume at 162 days (about 5 and a

KDOlI PRQWKY 7KLV LOOXVWUDWLRQ DOVR \QRADJWEKRYVWXW\WE B DRDXU ROXRIS PMGE KRG 1

JLOQGLQJ 6HYHULW\ E\ 7D )LQGLQJ 6HYHULW\ E\ 7D

Critical M High B Medium Low Critical M High B Medium Low
35 35

30 30
25 25
20 20

15 15

I
HE

([WHL ,QWH .OIUDVWI

An eye-catching feature in this year’s data is how many more In this comparison we examine assets that are accessible
KLIJK VHYHULW\ 1QGLQJV ZH VHH RQ H[W HivdddhGhe Wwep\brbinde) (W) vEBsEd Qrdweb assets

DVVHWY 7KH DYHUDJH QXPEHU RI KLJK V(ihirdstaictue). AQuith Qud MeRdRs analysis, the contrast
external hosts is 10.5 in this year’s data, compared to 2.83 is clear and there is a similar trend. Our clients are dealing
before. The average number of critical, medium, and low with far fewer unique vulnerabilities on web assets than on

1QGLQJV SHU XQLTXH DVVHW LV DOVR K LihKadttlictird? degktdpiRantzeraksI R U

critical. . .
Both infrastructure and web are 20 points lower compared to

&RPSDUHG WR ODVW \HDU WKH DYH U D JH tlg Xre:rodd yeRrl Ex@min@ the s&/€Jity ratios for the web

Internal is lower overall, across all severities. Critical, high and category reveals that there are fewer critical severities as a

low rated severities are almost as common as for external SURSRUWLRQ WKLV \HDU EXW SURSRUWLRQD

assets. Medium rated severities on average are more common high. Comparing ratios on infrastructure to the previous year

on Internal assets, however. VKRZV WKDW WKH SURSRUWLRQ RI KLJK VHYH
- . . \HDU DOLJQHG ZLWK WKH PHGLXP VHYHULW\

Findings for assets grouped under internal are 21 points lower

WKDQ EHIRUH ZKHUHDV WKH DYHUDJH X Qhelexphnd€¢QQ dataddRhas \oWei M of average
under external are 6 points higher. 1QGLQJV IRU ERWK LQWHUQDO DQG ZHE JURX
earlier, however, it would be too soon to celebrate this as a win.

www.orangecyberdefense.com
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SULWLFDOLW\ RI J)LQGLQJV E\ 2

Critical and High Findings (Sorted by Highest Percentage of Critical Fi ndings) M Critical M High

'LQGRZ\
'LQGRZV 6HUYH!
:LQGRZV 6HUYHL

'LQGRZV B6HUY

'LQGRZV 6HUY

'LQGRZV 6HUY

‘LQGRZV F
‘:LQGRZV ‘

'LQGRZ)

:LQGRZI

o
:LQGR'
‘LQGRZV I
:LQGRZV6HUYF
'LQGRZV '

'LQGRZV 6HUY’

:LQGR2ZV ¢ |
8QNQFR l
0% 5% 10% 15% 20% 25% 30% 35% 40% 45%
Findi ngs by Operati ng Syste m How does this relate to vulnerability characteristics associated

with Windows 10, which accounts for the majority of high and
The conversation around software quality and how that relates FULWLFDO YXOQHUDELOLWLHY LQ RXU GDWDYV
to software vulnerabilities has been put in the spotlight in

VSHFL1FDOO\ DURXQG WRSLFV VXFK B{ELWS/drath plithe unigupeprmmop vulnerability
and “security debt” "% These topics are touched on in our HQXPHUDWLRQV &9(V LGHQWLIHG E\ RXU 92&

research chapter titled “ Beyond Vulnerability Management”. Windows 10. Next, we examine the associated common
weakness enumeration (CWE) assigned to these CVEs". A

‘H FDQ GLS EULH2\ LQWR WKLV WRSLF E\ B\ RlaQade f doftwardorR&rdivdre Webikadss that could

system (OS) ranks the most prominent in our VOC dataset be exploited by an attacker. CWEs are rather technical and rich
regarding number of vulnerabilities. This is also useful for in annotation and are represented by a hierarchy of cascading
determining how the introduction of additional unique assets WHFKQLFDO VSHFL1FV

PD\ KDYH LQ2XHQFHG WKH UDQNLQJ FRPSDUHG WR RXU SUHYLRXV
examination. Spoiler alert - not much changed!

One aspect of the “secure by design” best practice guidelines
is memory safety, such as using programming languages that
eliminate certain classes of vulnerabilities as well as other
defensive programming techniques.

© Orange Cyberdefense 2024/2025



Finally, we map each CWE to the topmost abstract CWE class. .
In the case of Windows 10 the two most prominent CWES point . H D N Q H V V H V L Q
to resource mismanagement (CWE-707 and CWE-664) .l.e.  Most Prominent Common Weakness Enumeration

weaknesses in how software is handling memory during
(CWE-787) and after (CWE-416) use.

CWE-707, 'Improper Neutralization', is atop level

CWE abstraction and occurs when a product handles

malformed input that corrupts memory in a way that

EHQH1IWV WKH DWWDFNHU DQG FRXOG SB 2
violations.

CWE-787, 'Out-of-bounds Write',  is a specialization of
CWE-707 that is caused by improper bounds checking
when the product is writing data to memory, causing
corruption that can lead to further security violation

such as malicious code execution.

CWE-664, 'Improper Control of a Resource Through
its Lifetime', is a top level abstraction associated with
mismanagement of resources such as memory.

CWE-416, 'Use after Free', is a specialization of CWE-
664 and is a programming fault wherein the product

incorrectly interacts with memory that it explicitly

marked as unused resulting in potential security

violations such as malicious code execution.
Eliminating these kinds of vulnerabilities is tough and probably

requires substantial redesign and rewriting of code. If by some

miracle Microsoft could hypothetically eliminate all Windows 10

YXOQHUDELOLWLHYVY FODVVL1IHG DV HLWKHU &:( RU &:( WKHQ
our VOC data set will shrink by 3,974 CVEs.

To continue the hypothetical experiment, let's assume we can

HOLPLQDWH DOO YXOQHUDELOLWLHYV FODVVL1IHG XQGHU &:( DQG &:(
664. This action will eliminate 13,596 vulnerabilities associated

with Windows 10 from our VOC dataset, and by extension other

versions of the Microsoft operating system that shares code

with it.

Conclusion

Vendors must strive to continuously improve their product design, dev elopment, and
quality assurance processes to actively seek out these classes of vulne rabilities.

A cultural shift is required to ensure usage of software development best p ractices. It

FRPHY GRZQ WR D FRPELQDWLRQ RI GHIHQVLYHQIUWRKUBRPKQJ H[SOLF
test cases and code coverage, formal code reviews, static and dynamic code te sting,

and more.

Introducing memory safe programming languages could potentially also e liminate
many of the problems.




&\EHU HIWRUWLRQ RU W&\ ;X LV D IRUP R
WKH VHFXULW\ RI D FRUSRUDWH GLJLWD(
or availability) is compromised and exploited in a threat of some
IRUP WR H[WRUW D SD\PHQW &)\ : JURXS Summary
shame and extort victims via dedicated data leak sites on the

. - . $ QORWHZRUWK\ REVHUYDWLRQ LV
dark web, which we can track. Since last year's report, we have ) . . .

time since 2020, the distinct actor count is not

added 40 unique leak sites to our tracking. directly correlated with the victim count. Up

Since January 2020, we have recorded 13,308 victim until 2023, we could argue that the number
organizations exposed on leak sites. These leaks are from 141 of victims tracked the number of actors
GLVWLQFW &\ ; EUDQGYV engaging in this form of crime. This might be

changing, as Q1 2024 recorded the largest
number of actors we've seen so far (46) but not
proportionally more victims. While we tracked
an increase in active actors, we actually
observed a slight decrease in victims.

,Q WKH SDVW PRQWKY ZH GRFXPHQWH(
This is an increase of 15.29% since we published the Security
Navigator 2024. In 2022 we observed a decrease in victim
YROXPHV DV PDMRU &\ ; EUDQGV ZHUH DS
WKH 1UVW \HDU RI WKH ZDU DJDLQVW 8N
dramatically as the threat actors regrouped, and the volume of
victims appears to be “normalizing” since then.

&\ ; 2YHU 7LPH

Victims and Actors Count Observed on Double-Extortion Leak Sites Over T ime Victims count M No. of actors
1400 50
46
44 44
43
1200
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1000 34
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30
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800 > -
24 24 24
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400 1o 13
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IRFENELW $FWLYLW\ 2YHU WLPH

LockBit LockBit2 LockBit3
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28 3390282300858 X3%08230PP0838X3%0823300e838X35%a0
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After a major operation like LockBit becomes defunct or slows
One potential explanation for the slowdown in victim count G RZQ ZH RIWHQ VrH H DQ LQF L1J9HnD VlH kL Q QHZ EU
FRXOG EH WKH FRQWLQXRXV H3RUWV RI ﬁia’?‘??d%ﬁ%p% W‘?R? P BgIEA 19 new lea

GRZQ /IRFN%LW RQH RI WKH PRVW DFWLY el 569 efoRgJp 4024 but only
) . be came khown to u
has been active since 2019.

,Q JHEUXDU\ LW 1QDOO\ KDSSHQHG AFF R NQRZ KRZ QHévlgszvlgl\jVUHHVD
UHOHDVHG DQ DQORXQFHPHQW RI WKHLU %&Gﬁ\}?{/[ 'Q‘I?\I%D K
GRZQ /RFN%LW ZKLFK ZDV GXEEHMG'2SHU Q

6 unlq reat actor Ieak sites actively extorting victims. ThIS

The Cronos operation was a major Europol-led initiative 0
IREXVHG RQ GLVPDQWOLQJ WKH KLJK SURIWAHIERASGA95P S NER AR Y9315 (EPort

'KLOH &URQRV VLIJQLIFDQWO\ FRQWULEXWHGWKR VRHF RRA-WRQ IGLRUXSKH- RQ; UDQVRPZI
it did not cause the group to cease activities completely. as if there are new leak sites and brands every week. In the

The operation led to server seizures, the arrest of key actors, section below, we explore what we've seen in actor activity over

DQG D QRWDEOH GHFUHDVH LQ /REN%LW e p&3SIR mbnitis. FDXVLQJ VRPH

operations to run at a limited scale.

During the initial waves of Cronos disruption, particularly in
May 2024, LockBit sought to project an image of resilience
by posting a high volume of alleged victims. However, many
Rl WKHVH FODLPV FRXOG QRW EH LQGHS Summary
suspicions that the gro as more focused on shaping a

uspic group w . ping 7KH &\ : WKUHDW ODQGVFDSH KDV

narrative of continued strength than conducting actual attack
DFWLYLW\ 'HVSLWH VLIJQL1FDQW VHWEDH MO DO ASE IO L LSS PR AL
some of the most notorious groups declining

LockBit has not been completely dismantled and continues to hil ¢ idl
maintain a presence, albeit with diminished capacity. while new actors emerge rapialy.

The impact of operation Cronos likely undermined the trust of Law enforcement disruptions may have
/IRFN%LWVV D4AOLDWHY DQG WKH EURDGH contributed to the declines, but the rapid
$40LDWHYV PD\ KHVLWDWH WR FROODERU emergence of new groups underscores the
enforcement scrutiny or diminished returns. This erosion of persistent and evolving nature of this highly

WUXVW FRXOG OHDG D4OLDWHYVY WR PRYH volatile ecosystem.
service (RaaS) operations, particularly as several new brands
have emerged in late summer.

www.orangecyberdefense.com
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$V H[SHFWHG D IHZ &\ ; JURXSV KDYH
GLVDSSHDUHG HQWLUHO\

F H Bimita@dy, BKiidevhdrded Bdn@he Rder ranks last year to

‘H WUDFN WKL Yedwe\dhe biXiee lnioBtR@W g@ips of PORAY With 215

LQ DFWLYLW\X 7KLV JURXS LQFOXGHYV P Didigedts&aported) BlagkBésia alsbrsad SubStantial growth,

who's victim count dropped by 377 after being highly active in

rapidly accelerating its activity over the past 12 months. Other

,W PLIKW EH WKDW WKH\ DUH VWL O O riotdleHidevd inQudel Hbteps~ which @epdrte & 87 incidents

last year's mass exploitation campaigns. ALPHV (BlackCat)
ceased operations entirely following an attempted law
enforcement disruption attempt and a subsequent exit scam.
The threat actor Royal rebranded as BlackSuit, and we have
already discussed LockBit.

after a period of inactivity - and Play, which expanded from 187
incidents in 2023 to 359 in 2024.

2ZWKHU JURXSV ZLWK VLIJQLIFDQW LQFUHDVHYV

4LOLQ

%ODFN 6XLW

DQG 5K\VLGD

LQFUDQVRP

LOOXVWUDWLQJ WKH HPHUJ

,Q FRQWUDVW WR WKH JURXSV H[SHUL H Qehcivatesl bdfomslirQrté YansoimwareUsDd3cape. ;

groups have surged in activity over the past year. Ransomhub
recorded the largest increase, with 287 incidents in 2024 from
being inactive in 2023.

/RS

The Most Active Extortion Groups Observed

SFWRUV LQ WKH 3DVW
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Key Data of the Year: Cyber Extortion

SHILRQDO 6KLIW LQ 9LFWLP &R

Victims Count and Delta in Percent M Last 12 Months M Prior 12 Months M Delta %
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North America and Europe remain the most heavily impacted Over the past 12 months, Italy and Germany are the most
regions. The U.S. remains the most impacted country, which impacted countries when excluding the “big 3", followed by
aligns with its position as a global economic and technological France, Spain, and Australia. This dynamic highlights the
hub. Generally, we don't see the steep growth rates we've wide spread of victims across diverse regions, reinforcing
reported previously. We believe this is because last year's RXU 1QGLQJV IURP SUHYLRXV \HDUV WKDW F\E
report documented the resurgence of this crime after ransomware have become truly global threats. The diversity in
JHRSROLWLFDO HYHQWYV LQ GLVUXSW HG WWFR\HH &\ F RMFRW WMWMNPXQGHUVFRUHY WKH LQF
temporarily. and global nature of the cyber extortion phenomenon.
In Europe we see France, Italy, Germany, Spain and the In total we observed victims in 116 unique countries over the
Netherlands impacted the most. The Nordic region (including past 12 months, which equates to about 60% of the world.
Sweden, Denmark, Norway and Finland, Iceland and &RXQWULHV ZH UHFRUGHG IRU WKH 1UVW WLP

Greenland) has seen the highest growth in the past 12 months, Afghanistan (Central Asia), Jersey (Europe), Djibouti (Africa),
although the count of victims is still low relative to other regions. Georgia (West Asia), Timor-Leste (SEA), Myanmar (SEA),
Tokelau (Oceania), Nepal (South Asia ex India), Sudan (Africa),
Saint Vincent and the Grenadines (Caribbean region), Curacao
(Caribbean region), Palau (Oceania), Sierra Leone (Africa),
Uzbekistan (Central Asia), Maldives (South Asia ex India), Niger
As we have reported in the past, we note that large English- (Africa), and Cuba (Caribbean region).

speaking regions feature prominently in our victim dataset. We

present a country breakdown, excluding United States, Canada

and Great Britain, in the graphic below.

/RS FRXQWULHYV

Excluding US, CA, GB
160

Noteworthy is the observed decrease in victim numbers for
regions like South East Asia (SEA), East Asia (excluding China),
India, Africa, China and the Caribbean.
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O9LFWLP 6L]H
2UJDQL]IDWLRQV RI DOO VL]HV KDYH E HH QDR @Vistn Prognzatigns Ry Hgmpgr of Employees

over the past 12 months. In this analysis, business size is
FODVVL1IHG DFFRUGLQJ WR WKH 2(&" VWDQGDUG 6PDQA& W HV

DUH GH1QHG DV WKRVH ZLWK HPSOR\HWG

businesses range from 50 to 249 employees, and large
organizations have 250 or more employees.

The distribution of impacted organizations across size is
relatively balanced, with small businesses accounting for 32%

RI D3SHFWHG HQWLWLHYV IROORZHG FORVHO\ JH RUFBOTIDWLR G

medium-sized businesses, each representing 30%. 30% OHGL

&RPSDUHG WR WKH SUHYLRXV \HDU V GDWD UHF RB3% Ha@e D

substantial increase of 53% in small businesses victims. We 8% B8QNOR

also witnessed a 52% increase in medium-sized business

victims. On the other hand, we recorded 9% fewer victims that

FRXOG EH FODVVL1IHG DV WODUJHX ,WVV WRR ‘R VD\ EXW YV LIW
‘LM T AT

PD\ LQGLFDWH WKDW UDQVRPZDUH D4OLDWHV
their nets wider, perhaps in response to improved security by

larger organizations. Alternatively, perhaps it's simply becoming
KDUGHU WR 1QG ODUJH RUJDQL]DWLRQV WKDW KDYH -+ EHHQ
compromised. This is a trend worth watching.
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Key Data of the Year: World Watch

World Watch

The long arm of the law is starting to catch up. At the same

time cybercriminals and ransomware groups scatter to
About the data 0 reform later.
, i " The protracted war against Ukraine has seen both Russia
Period October 2023 to September 2024 DQG 8NUDLQH OHYHUDJLQJ WKHLU FDSDELC
" 474 World Watch advisories delivered disrupt the opponent. Hacktivism is further blurring the
" Themes: threat, vulnerability, breach, news ’ lines between combatants and civilians.
" One critical advisory issued with 2 updates 7KH FRQ2LFW EHWZHHQ ,VUDHO +DPDV +H

KDV HVFDODWHG 7KLV FRQ2LFW LV DOVR Z
Z‘I;?ctics like hack-and-leak, disruption, and disinformation

are repeated here as well. Certain attacks are hybrid in

nature, whereby cyber is just one facet.

Category distribution: WKUHD W
YXOQHUDELOLW\ EUHDFK QH

Several critical vulnerabilities were disclosed throughout

The Orange Cyberdefense World Watch (WW) service gathers, WKH SDVW \HDU :HVUH RQFH DJDLQ IDFHG
examines, prioritizes, contextualizes, and summarizes the number of vulnerabilities reported in security vendor

crucial threat and vulnerability information that customers products. These vulnerabilities are often in products that

require to make well-informed decisions ). WW published 474 sit directly exposed to the internet, where their primary

advisories over the past 12 months, mostly covering threats function is to facilitate secure authenticated access to

and vulnerabilities, and (to a lesser extent) breaches and news VHQVLWLYH DUHDV LQVLGH DQ RUJDQL]DW!I
that is relevant to our clients. these products act like an open door that attackers can

Major themes that emerged within the advisories we published , walk through.

include: We reported on various state-backed attackers as well as

France was the host of the Paris 2024 Olympics in July 1QDQFLDOO\ DQG SROLWLFDOO\ PRWLYDWF

2024 and attackers from across cyberspace used the We continue to track and advise our customers on threat
RSSRUWXQLW\ WR GLVUXSW LQ2XH Q F itellig&hde BegdrdMpadtackdr brawbrk &hd resulting
excitement around the event. We reported on several incidents as these continue to evolve.

LQVWDQFHV RI F\EHUFULPH GLVUXSWLRQ LQ2XHQFH RSHUDWLRQV
and hacktivism associated with the event.

Law enforcement have continued intensifying their

1JKW DJDLQVW F\EHUFULPLQDOV DV ZH UHSRUWHG RQ YDULRXYV
VXFFHVVIXO WDNHGRZQV DQG GLVUXSWLRQV 7KH H3RUWYV RI
multiple jurisdictions working in concert are starting to

PDNH OLIH GL4FXOW IRU PLVFUHDQWYV

'RUOG :DWFK $GYLVRULHV SHU

New Advisories vs. Updates Published in the Past 12 Months B New M Update
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" July 2024 has 10 advisories that were posted in French in addition to English a nd relates to the Paris 2024 Olympics.
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Law Enforcement Successes Infrastructure, decryption keys, crypto wallets, and source

code were seized, and two arrests were made. Over the course
,Q WKH UHVHDUFK FKDSWHU WLWOHG W: Ko devdrdl@riths 2t grdvibied updhtd s 3 la Ehfbreement
GHIHQGLQJ DJDLQVW &\EHU ([WRUWLRQ"%rbkbBdRd@RMpY¥wey & UoéhBitdd ih& dtdupWrestled

Navigator, we explored the challenges that law enforcement to recover from successive blows. LockBit continues to
IDFHV LQ 1JKWLQJ &\EHU ([WRUWLRQ :H GlefateQdaay, HAQYY &t the Sdm@NdIuméad before the initial
subsequent series of law enforcement actions that eventually takedown.

led to the dismantlement and take down of key cyber-criminal

enterprises. 2SHUDWLRQ (QGJDPH LV \HW DQRWKHU H[DP:

enforcement working to disrupt cyber criminals with

In October 2023, joint action by Europol, FBI, and Eurojust coordinated activity. Between May 27 and May 29, Europol
resulted in the takedown of infrastructure linked to the and several partner agencies disrupted infrastructure
RagnarLocker ransomware group. One of the group’s main associated with malware spreading services such as IcedID,
developers was arrested and crypto assets were seized. Smokeloader, Pikabot, Bumblebee, SystemBC, and Trickbot.
,Q ODVW \HDUVV UHSRUW ZH KLJKOLJKW HEABSHWT GPIGCUTeNCY-a55sis vas seERfed MGy

was an anomaly with respect to the expected “lifespan” of amorphqqs nature of the;e cyber.crllmlnal operations allows

such groups, as it appeared to be somewhat “untouchable” the activities to resurface if the criminals are not arrested.

by law enforcement. In February 2024, Operation Cronos was
announced, showcasing the combined successes of several
MXULVGLFWLRQV LQ 1JKWLQJ /RFN%LW

@‘Orange berdefense 2024/2025
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Paris 2024 Olympics ,QFLGHQW 7\SH"

The Paris 2024 Olympics attracted enormous international Anssi Tracking of Incidents During the Olympics

attention, as athletes from many nations competed for glory.

The WW coverage of the event spanned several weeks, as we
anticipated malicious activity related to cybercrime, hacktivism,
GLVUXSWLRQ LQ2XHQFH FDPSDLJQV DQG H

JH

&\EHUFULPH VSHFL1FDOO\ VFDPV DQG IUDXG
merchandise sales, was a continuous theme in our advisories.
There was also a cyber extortion attack impacting a network
of the Grand Palais exhibit hall, although this did not impact
the Olympic events held there. We also reported on numerous
hacktivist attacks involving distributed denial of service (DDoS)

impacting French organizations. For example, a hacktivist

persona known as “LulzSec Muslims” hacked a website

associated with the French National Olympic and Sports

Committee (Comité National Olympique et Sportif Francais).

This assault also didn’'t impact the Paris 2024 Olympic games. ®"''R6 $WWDFNV ®,QWUXVLRQ DWWHPSWYV

In another example, a pro-Russian hacktivist group called % 'DWD OHDNV m&RPSURPLVHG DFFRXQWV
Beregini®® reportedly leaked data from the Polish Anti-Doping

Agency, with names of Polish athletes allegedly linked to

performance-enhancing drugs Y.

LOOHJDO WLFNHW DQG

JLQDOO\ WKHUH ZHUH D KDQGIXO Rl UHSRU@WV ALY ILQIRAHDAML R QHWHDIDILFEQA D ¥ SUKHD&D.U L
DFRLab, NewsGuard, and Harfang Lab linked the activity to Russian actors 22°1241, The disinformation was spread through a

news network as well as actor-controlled social media accounts. This dyn amic also involves coordination between technical

actors and disinformation agents, leveraging anonymized social me dia accounts, actor-controlled news networks, and cyber

techniques like redirection chains and botnets.

N\ ( )
Summary as Summary by
consolidated by ANSSI Orange Cyberdefense
548 cybersecurity alerts from f; N ﬁ, No increase in cyber incidents during the period
May 8 to September 8, 2024. g ] 202 security alerts raised on the scope related to
i L *\ /4 Paris 2024 monitored by our CyberSOC, including
Leading to 83 incidents, s 10 DDoS attacks  that were mitigated
Resulting in minimal impact | Only one incident related to a direct supplier
no disturbance on the execution of the event itself of the Olympics
AN J

SKLVKLQJ &DVHV 'XULQJ WKH 2!

Cases Handled by Orange Cyberdefense CERT
%
@
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There are several World Watch advisories spanning many years
that track cyber related threats associated with war or armed
FRQ2LFW

In October 2023 the tension between Israel and Hamas
escalated beyond anything seen in the past. The result of
Hamas’ attack on Israel and the ensuing reprisal spilled over
into cyberspace. Both sides have reportedly targeted networks
with DDoS attacks, also exploiting hosts to deface websites or

5XVVLDVV ZDU DJDLQVW 8NUDLQH LV RQH%)‘)?P‘R”E?i"szPE’WOW%'B%‘"WP'Q“S followed, trying

continue to track, and we have issued 8 updates relating to
malware, hacktivism, and disinformation associated with that

HOQFH RSLQLRQV DQG GLVWFUHGLW WKI|

Hacktivists responded to attack those on the opposite side,

FRQ2LFW RYHU WKH SDVW \HDU 6WDWH ERdthdtpilddoWRdEvirdp&4ad\els@whéte IHBOS attacks

leverage their past expertise, demonstrating well developed
tactics, techniques, and procedures when executing
cyberattacks and spreading disinformation.

As we detail in the chapter on Hacktivism in this report, pro-
Russian hacktivism groups continue to put pressure on Ukraine
and its supporters. One group '“°! has been attributed with over
6,600 attacks since March 2022, mostly targeting symbolically
important entities in Europe. Distributed Denial of Service

were directed at companies, airports, and government
agencies in Europe.

Suspected pro-Hamas actors created a fake Android version
of an emergency services app called RedAlert, which is used
by Israeli citizens. The app harvested and stole data from
victims®?. A few weeks later attackers claimed they breached
the RedAlert API and stole between 10,000 to 20,000 users’
data®*. We cited other reports °*' that claimed attackers were

""R6 DWWDFNV DUH DQ H3HFWLYH WHFKQULIXH WK 15 WOZDIRS B WMHQMERQ FW WR FRQG
WR D FDXVH RU PHVVDJH 6SHFL1F JURXSaftabks.dthed &iBcles mahbigdr to\MiddcYindustrial control

through the DDoSia project““/, using the platform to recruit and
FRRUGLQDWH DWWDFNV RQ YLFWLPV

executed more than 1,100 DDoS attacks in 32 countries. Direct
links between this group and the Russian government have not

systems in Israel

%\ WKH 1UVW KDOI

R WKH\ K
Later, Israel's National Cyber Directorate (INCD) released a
brief outlining a Lebanon-based advanced persistent threat

\HW EHHQ SXEOLFO\ FRQIUPHG EXW RXUUGYARMBANERe Rasksd prirgp/ Ny agerey alpo claimed

the case.

According to reports *”/, Russia continues to employ
disinformation as a technique to sow discord. One example is
that on 17 February 2024, several Ukrainian media outlets were
abused to spread fake news, having had their websites hacked
and disinformation planted.

In December 2023, we learned that Kyivstar -a major telecoms
operator in Ukraine - was compromised. The attack allegedly
impacted 24 million users of the mobile network. A group called
Solntsepyok claimed responsibility but reports eventually
attributed the attack to the suspected Russian APT group
called Sandworm

Ukraine has responded in kind. In June 2024, reports

revealed that Ukraine had launched several cyberattacks
against Russian airports, defacing some local government
ZHEVLWHY DQG FDXVLQJ 2LJKW GHOD\V
up by cyberattacks that disrupted Crimea’s largest
telecommunication and internet providers. Later in July

2024, DDoS attacks were launched against major banking
infrastructure in Russia. Reports claim that many of these
cyberattacks by Ukraine were jointly executed by hacktivist
groups and intelligence services.

© Orange Cyberdefense 2024/2025

that the Lebanon-based group’s activities were responsible
for cyberattacks against Israeli hospitals. Over several months
various cyberattacks ensued, and reports attributed these to
Israel, Iran, and regional proxies of Iran

On 17 September 2024, a coordinated attack led to the
explosion of thousands of pagers belonging to Hezbollah
members in Lebanon and Syria, leading to fatalities and
severe injuries. Two days later, a similar event occurred where
two-way handheld radios (walkie-talkie) of Iran-backed militia
exploded. No one claimed responsibility for these explosions. It
is unclear whether this attack included any cyber elements, but
it is believed that a large-scale covert supply-chain attack was
used to plant the deadly devices ©*). Still, the incident serves
as a cold reminder of the vulnerability of supply chains in any
context.

JRU QRZ WKH FRQ2LFW EHWZHHQ ,VUDHO +H]
Hérhds Hab Moty QI8 EZotn the physical world and is

still contained in that region. Very few impactful or serious

cyberattacks have been seen and have mostly manifested

DV WKUHDWYV RI LOQWLPLGDWLRQ ZLWK D GHJU
disinformation.
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02/10/23 — Update 1 11/10/23 — Update 1 02/11/23 — Update 4
&ULWLFDO Y XOQH U D £ Atassian patéidg-anticad J Second critical BIG-IP
WS_FTP Progress Software YXOQHUDELOLW\ D3HFW Lv@rker8itQ) chdike@ F H
exploited in the wild 6HUYHU &RQ2XHQFH 'D Wdigethét @ity EME-2023-
CVE-2023-40044 instances 46747 in ongoing attacks
° CVE-2023-22515
.000 0000000000 000000000000 oooooooooooo..
°
°
11/01/24 — Initial 18/12/23 — Update 7 07/11/23 — Update 1 03/11/23 — Update 1 ‘.
Two new 0-day vulnerabilities New Qakbot variant &RQ2XHQFH Y XO QHlutiadl vubersbiity in °
actively exploited against deployed in test CVE-2023-22518 ActiveMQ exploited in the °
Ivanti Connect Secure VPN malspam campaigns exploited in the wild wild including to deploy i
°

CVE-2023-46805/
CVE-2024-21887

. ...................

HelloKitty ransomware °
CVE-2023-46604 °

°
°
°
: 23/01/24 — Update 1 07/02/24 — Update 2 09/02/24 — Initial
L Critical trivial vulnerability Dutch Military Intelligence Critical vulnerabilities CVE-
® LQ &RQ2XHQFH H[S O adBdduityLService 2024-21762 and CVE-2024-
'. the wild disclose details about 213113 in FortiOS exploited
° CVE-2023-22527 Nov 2023 attack in the wild
°
°
oo 000000000 000000000 0000000000000 00,
°
°
°
°
29/05/24 — Initial 12/04/24 — Initial 18/03/24 — Update 1 20/02/24 — Initial o
°
Check Point disclosed Critical Oday in Palo PoC emerges for critical Critical authentication °
exploited O-day in its $OWR V *OREDO 3L Rilher&bility CVE-2024- bypass vulnerability in °
Remote Access VPN gateway exploited in 21762 in FortiOS ScreenConnect °
solution the wild SSL-VPN module &9( DQGh ©
CVE-2024-24919 CVE-2024-3400 CVE-2024-1709 ..
°
° eee000o0000 00000000 000000000 XXX
°
°
°
°
: 13/06/24 — Update 3 19/06/24 — Update 4 19/07/24 — News 12/08/24 — Update 1
o Dutch Ministry of Defense Threat actor UNC3886 &URZGG6WULNH PRA-BfFCQNcept released
® announces UNC3886 threat secretly exploiting Sensor update error for critical vulnerability
* actor compromised up to CVE-2023-34048 blocks Windows CVE-2024-38077 in
°. 20,000 FortiGate instances since late 2021 Windows Server (using
(CVE-2022-42475) Remote Desktop Licensing)
¢ °
®e 000000000 ooooooooooooooooo 00000,
®e
°
°
5/09/24 — Update 2 27/08/24 — Update 1 14/08/24 — Initial
Legend CVE-2024-38106 Published PoC for 2024 August (Microsoft) ©
K Newly-discovered or vulnerability exploited 0-click IPv6 vulnerability Patch Tuesday: Many :
¢  exploited vulnerabilities by North Korean CVE-2024-38063 only vulnerabilities require o
threat actor enables DoS for now your attention °
s State-sponsored PY
espionage operations ° °
eeo0000o0o0 00000000 eo0e0o0o0®

Financially motivated
campaigns
B News
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Industry Comparisons

&\ ; 6KLIWV LQ 9LFWLPV E\ ,QG

&KDQJH LQ 9LFWLP &RXQW ,Q 'L3HUHQW ,OQGXVWULHV \R\ 2023 12024
ODQXIDFW | +25%
3URIHVVLRQDO 6FLHQWLI1F | +20%
'KROHVDO s | +65%
+HDOWK &DUH DQG 6R| s | +50%

&RQVWU I | +25%
JLQDQFH DQG , s -27%
,QIRUPL +5%
(GXFDWLRQD(C s -25%
5SHWDLO +6%
$GPLQLVWUDWLYH 6XSSRUV M | +19%
7UDQVSRUWDWLRQ D¢ +7%
3XEOLF $GPLQ s | +31%
2WKHU 6HUYLFHV H[FHSW 3XE +4%
5HDO (VWDWH DQG 5HQ +18%
$FFRPPRGDWLRQ DQG ) | +16%
$UWV (QWHUWDLQPHQV mmm | +36%
OLQLQJ 4XDUU\LQJ DQG 2LO | mms -2%
$JULFXOWXUH )RUHVWU\ ) B | +76%
ODQDJHPHQW RI &RPSDQLHYV ] +40%
8WLC W -19%
0 200 400 600 800 1000

Industry Ran king’ Victim De|ta, Educational Services ranks 8th with a 25% reduction in

icti ile, Finance and Insurance ranks 6th, showing a
D Q G O RVW $ 3 HFWH G 6 XE ’ dm\wawmﬁiﬂkg%ncentraﬂon of victims in Credit
(DFK LQGXVWU\ KDV GLVWLQFW H[SRV X U Htgirediatienand Seeyiies arPRastorg
ZLWK VRPH H[SHULHQFLQJ VLJQL1FDQW Jp|Biié WtknitisdaidnF WeEridnfed L3A0Yiner&xSe,

varying degrees of impact on sub-industries. particularly in government support and justice sectors.

Manufacturing leads as the most impacted, comprising 22% Construction  ranks Sth with a 25% increase, primarily
RI DOO &\ : YLFWLPV DQG VKRZLQJ D LCETWBCH’E\?WC@?’F@%E%‘FP%W”d Civil Engineering.
in wi

Fabricated Metal Product and Machinery Manufacturing are ally, Retail Trade ranks Sth, a 6% increase in incidents,
SDUWLEXODUO\ D3HFWHG HVSHFLDOO\ D3HFWLQJ ORWRU 9HKLFOH 'HDO}

BURIHVVLRQDO 6FLHQWL1F DQ@GnKEHFKQLFDO 6HUYLFHV
second with a 20% increase, showing concentrated incidents

in Legal and Accounting Services, sub-sectors that often

handle sensitive client data.

Healthcare , ranking 4th most impacted this year, saw a
substantial 50% increase in victims, as attackers abandoned
previous ethical constraints around targeting critical healthcare
services like Ambulatory Health Care and Hospitals.

© Orange Cyberdefense 2024/2025
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MTTR, Coverage Score, True Positive/ Finance and Insurance holds the highest coverage score at
- . 55.87%, indicative of robust monitoring, though its MTTR s still
False Positive Ratio 56 hours. External actors are the primary origin, responsible
for incidents that predominantly involve hacking and social
Our CyberSOC metrics across industries provide meenng targ\z/a\}lng servers and accounts
LQVLIKWY LQWR LQFLGHQW UHVSRQ G

X U F O L HPQbl¢ Adth tratlon ha an average MTTR
of 38.32 hours, and an average coverage score of 41.43%. We
report a true positive ratio of 20.15%. Incidents are primarily
externally sourced, with hacking and misuse actions impacting
end-user devices and accounts.

monitoring depth.

Manufacturing’s Mean Time To Resolve (MTTR*) is relatively
high at 97 hours, making it the second slowest sector, while

its coverage score of 36.77% is below the average for all
industries. True positives account for 20.96% of alerts.

Incidents primarily originate internally (62.48%), with misuse as ~ Construction  shows a high coverage score of 45.71% and

the primary action, impacting primarily on end-user devices. a true positive rate of 14.46%, and an MTTR of 94.7 hours.

. . . . . . Most incidents in this sector involve internal actors and misuse
Professional Services , aligned with the industry median DFWLRQV D3HFWLQJ HQG XVHU GHYLFHV VHL
MTTR of 49 hours, has one of the lowest coverage scores at
32.04%. Incidents mostly stem from external actors (52.77%), Retail has an MTTR of about 36 hours and a coverage score
ZLWK KDFNLQJ DQG PLVXVH SULPDULO\ D @%b apdaHu@ gostiveHate of BN31%.HExrors and misuse
and servers. DUH IUHTXHQW LQ 5HWDLO D3HFWLQJ FORXG

Healthcare’s MTTR is 50 hours with a low coverage score of
29.04. The sector’s true positive ratio is 16.45%. Incidents often
involve malware and misuse originating from external sources
(52.62%) and targeting end-user devices and networks.

&62& 'DWD ,QFLGHQWV E\ ,QGX

Normalized Using the Coverage Score B @RQIUPHG ,QFLGHQW VAl GiBe(dijMsiM)W HGoverage Score
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VERIS Actor Finance and Insurance also sees primarily external incidents
1

Action, and Asset Analysis

WKDW D3HFW VHUYHUV DQG DFFRXQWYV ZLWK
engineering as predominant actions.

Public Administration’s

external attack pattern also involves

The VERIS framework provides clarity

on threat origins, actions, and asset impacts.

In Manufacturing , incidents are largely internal (62.48%),
with misuse actions commonly impacting end-user devices In Construction , internal incidents involving misuse and

and servers. Professional Services IDFHV D GL3HUHQW BQRIAWOH GRPLQDWH ZLWK LQFLGHQWY ODUJI
with 52.77% of incidents initiated by external actors primarily devices.

through hacking, impacting both end-user devices and servers.

hacking, and impacts end-user devices. Though Misuse is also
a common cause for recorded incidents.

We report a high rate of error-related incidents for our Retalil
Healthcare encounters a similar external focus, with 52.62% of  clients, largely impacting end-user devices.
incidents driven by external actors. Malware tactics and misuse

are common, while incidents largely impact end-user devices

and networked systems.

© Orange Cyberdefense 2024/2025
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JLOGLQJV SHU $VVHW E\ ,QGXV'

Average Unique Findings per Unique Asset M Findings per asset M Avg. Finding per Asset M Avg. Sum of CVSS
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VOC Metrics Our data on clients in Educational Services is also limited.
+HUH ZH UHFRUG WKH ORZHVW 1QGLQJV SHU I

Findings Per Asset, Vulnerability critical vulnerabilities addressed within about eight days.

Score, Max and Average Vulnerability Age Finance KDV D 1QGLQJV UDWH RI SHU DVVHW

VOC metrics shed light on each industry’s vulnerability vulnerabilities averaging 136 days before resolution.

PDODJIHPHQW SUDFWLEHY WUDFNLQI 1Q@LQoNiitlal Y REWPRR T kv w 10610V SH
persistence ot unresolved vuinerabilities. at 40.64, with critical vulnerabilities persisting for around 315

Manufacturing H[KLELWYV D KLJK 1QGLQJV SHUW®HY¥VHW UDWH DW

with critical vulnt_erabllltles remaining open for an average pf 204 Construction KDV D PRGHUDWH 1QGLQJV UDWH RI
days and a maximum age of 721 days. Clients in Professional

Services UHFRUG D ORZHU 1QGLQJV SHU DV IR THERYNE &0 days onpyerage.
critical vulnerabilities lasting around 91 days on average. Retail's 1QGLQJYV SHU DVVHW UDWH RI UH2HF
vulnerability level, and the sector records a maximum critical

There are very few clients in Healthcare within our dataset, but vulnerability age of 228 days.

we record a similar persistence in vulnerabilities, averaging 20
1QGLQJV SHU DVVHW ZLWK FULWLFDO LVVXHV UHPDLQLQJ XQUHVROYHG IRU
approximately 217 days.

Age of Findings by Industry
$YHUDJH DQG OD[ $JH RI 8QLTXH )LQGLQJV IRU YRBULHQWY O Hds W b bl Qd/o L«
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Industry Scorecard

Retaill and Trade

Cy-X Victim ranking (Avg: 200) Threat Detection: Mean time to resolve  (Avg: 65h)
1 o 20 1 @5
Cy-X Victimdelta $YJ Threat Detection: Coverage (Avg: 37.5%)
1 o 20 1 e ) e 8
VOC: Findings per asset $YJ 1QGLQJV M Threat Detection: True positives
1 o 13 0 o
- . . . i total no. of
VOC: Total Vulnerability Score B Ranking: higher is 'better! lg?ﬂg'rn\ge\r'g"cab V%ﬁic'}ﬁso
compared
1 () 13 1 13 «——

value of the vertical —— 34%

VOC: Finding age by severity (in days)

Low
Medium
High
Critical
0 50 100 150 200 250 300 350 400 450

Threat Detection: Threat Actor

Internal External Other Partner

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Threat Detection: Threat Action

Misuse Hacking Malware Social Error Other M Physical H Environment
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Summary

The Retail Trade industry ranks 9th in terms of cyber extortion victims, wi th incidents
rising by 6% over the past year. Motor Vehicle Dealers and Food Retailers are frequently
targeted. CyberSOC metrics indicate a relatively fast MTTR (about 35 hours) and a
median coverage score of 35.1%. The true positive ratio is 24.34% to 75.66% . VOC

PHWULFV VKRZ D UHODWLYHO\ ORZ 1QGL QW >S®IQHLNDVEH W L
remain unresolved for over 228 days.




Industry Scorecard

Construction

Cy-X Victim ranking (Avg: 200) Threat Detection: Mean time to resolve  (Avg: 65h)
1 o 20 1 el 16
Cy-XVictimdelta $YJ Threat Detection: Coverage (Avg: 37.5%)
1 ‘ 20 1 —.—_ 8
VOC: Findings per asset $YJ 1QGLQJV M Threat Detection: True positives
1 o 13 o
. . . i . total no. of
VOC: Total Vulnerability Score B Ranking: higher is 'better'! lg&tqulglrn\?e\r/tsicals verticals
compared
1 o 13 1 -—

value of the vertical —— 34%

VOC: Finding age by severity (in days)
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Summary

In Construction, a 25% increase in cyber extortion incidents primaril y
impacts Specialty Trade Contractors, Construction of Buildings, and
Civil Engineering. Our CyberSOCs report that misuse and malware
IUHTXHQWO\ D3HFW HQG XVHU GHYLFHV 2XU PHWULF
score of 45.71% and an MTTR of 94.7 hours, with a true positive rate of

92& PHWULFV VKRZ PRGHUDWH 1QGLQJV SHU DVV
critical vulnerabilities persisting for around 120 days.

www.orangecyberdefense.com



Industry Scorecard

Manufacturing

Cy-X Victim ranking (Avg: 200) Threat Detection: Mean time to resolve  (Avg: 65h)

1«@ 20 1= 16

Cy-X Victimdelta $YJ Threat Detection: Coverage (Avg: 37.5%)
1 ® 20 1 ® 8
VOC: Findings per asset  $YJ 1QGLQJV M Threat Detection: True positives

1 ® 13 0 o

. . . . i : total no. of
VOC: Total Vulnerability Score B Ranking: higher is 'better'! lg?ﬂg'rn\?e\rﬁcab verticals

compared
1 . 13 1# 13 4—
value of the vertical —— 34%

VOC: Finding age by severity (in days)
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Summary

,Q WKH ODQXIDFWXULQJ LQGXVWU\ F\EHU NN WRUY W PR B
VHFWRU WKH PRVW LPSDFWHG E\ F\EHU WKUHDWQWXLWHK D
sub-sectors like Fabricated Metal Product and Machinery Manufactur ing are especially
impacted. Manufacturing’s reliance on OT systems makes it highly vulne rable to

productivity loss, data encryption, and control manipulation, wit h both state actors and
KDFNWLYLVWY SRVLQJ VLIJQL1FDQW WKHYHDK\DW &K HWV &
a high mean time to resolve (MTTR) at 97 hours, ranking as the second slowest across
sectors. Coverage stands at 36.77%, near the median, with internal acto rs contributing
WR Rl &\EHU62& LQFLGHQWV 92& PHWULBDIHHYB®GD
rate per asset, at 24.15, with critical vulnerabilities remaining ope n for over 204 days

on average.




Industry Scorecard

SURIHVVLRQDO 6FL
Technical Services

Cy-X Victim ranking (Avg: 200) Threat Detection: Mean time to resolve  (Avg: 65h)

1 eeniff) 20 1 ® 16

Cy-XVictimdelta $YJ Threat Detection: Coverage (Avg: 37.5%)

1 ® 20 1 ® 8

B VOC: Findings per asset  $YJ 1QGLQJV M Threat Detection: True positives

1 o 13 0 o

i . . . i : total no. of
M VOC: Total Vulnerability Score B Ranking: higher is 'better'! léatﬂ‘é'rr'?eﬁcms verticals

compared
1 13 1 13 el

value of the vertical —— 34%

M VOC: Finding age by severity (in days)
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Summary

JRU WKH 3URIHVVLRQDO 6FLHQWL1F DQG 7THFKWQWEBQ 6H
incidents have increased by 20%, particularly impacting sub-secto rs such as

Legal and Accounting Services. High vulnerability ages and low covera ge scores

suggest there is room for improvement for businesses in this industry. Ha cking

and misuse are prevalent threats, often impacting end-user devices an d servers.
CyberSOC metrics show an MTTR of 49 hours, the industry median, yet coverag e

is low at 32.04%. Most incidents involve external actors, with hacking be ing a
SULPDU\ DFWLRQ _ WKLV SDWWHUQ EHLQJ VRPIEZKDW
PHWULFV VKRZ D ORZHU 1QGLQJV SHU DVVNWHW RHQD
linger around 91 days before remediation

www.orangecyberdefense.com



Industry Scorecard

Health Care and Social Assistance

Cy-X Victim ranking (Avg: 200) Threat Detection: Mean time to resolve  (Avg: 65h)

1 ® 20 1 ® 16

Cy-X Victimdelta $YJ Threat Detection: Coverage (Avg: 37.5%)
1——:. 20 1 .——8
VOC: Findings per asset $YJ 1QGLQJV M Threat Detection: True positives

1 o 13 0 o

ranking vs. total no. of

VOC: Total Vulnerability Score B Ranking: higher is 'better! lother varieels verticals
compared
13 «—

1 ®-1: 1

value of the vertical —— 34%

VOC: Finding age by severity (in days)
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Summary

Health Care and Social Assistance ranks as the fourth most impacted indus try, with
a worrisome 50% rise in cyber extortion incidents. Sub-sectors such as Am bulatory
Health Care and Hospitals are now actively targeted as previous “moral” r estraints
by attackers have eroded. Malware attacks, typically driven by externa | actors, are

common, which is somewhat unusual in this year's client data. Persistent v ulnerabilities
UHPDLQ DQ LVVXH ZLWK FULWLFDO 1QGLQJV RI&/RARBWUIL RN
indicate an MTTR of 50 hours, slightly above the median, with a low coverage sc ore of

DQG D WUXH SRVLWLYH UDWH RI 92& PHWWQFWY V|
per asset, somewhat below the industry average of 22.43, although this is de rived from
a small sample of clients.




Industry Scorecard

Educational Services

Cy-X Victim ranking (Avg: 200) VOC: Findings per asset $YJ 1QGLQJV
1 o 20 1 @-1:
Cy-X Victimdelta $YJ VOC: Total Vulnerability Score
1 @®— 0 1 o 13
. . . i . total no. of
Threat Detection: True positives B Ranking: higher is 'better'! lg&tqulglrn\?e\r/tsicals verticals

compared
0 o 1 13 e

value of the vertical —— 34%
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VOC: Finding age by severity (in days)
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Summary

The Educational Services sector, ranking 8th most impacted, saw a 25% dec rease in

cyber extortion victims, with elementary and secondary schools bein g heavily impacted.

CyberSOC clients in this sector have a relatively high true positive rate, d emonstrating

accuracy in threat detection. The CSOC metrics reveal a high true positiv e rate at 30.99%,

WKRXJK FRYHUDJH UHPDLQV ORZ 92& PHWULFV WKIRZ UHODWLYHO\ |
averaging 1.82, and critical vulnerabilities are resolved within ab out 8 days (although these

metrics are derived from a small sample).

This year we highlight the Education sector as a target of modern hacktivis t activity.
+DFNWLYLVWY DWWDFN WKLV VHFWRU GXH MRYID/OKIS XEOWK VR
often focused on disrupting societal stability. Educational insti tutions are among the

essential service sectors targeted by a pro-Russian hacktivist grou p, with attacks timed

WR FRLQFLGH ZLWK JHRSROLWLFDO HYHQWYV X@GLFURSHQ@LRQ
cause societal disruptions. These attacks are typically ideologic ally motivated, aiming not

only to disrupt educational systems but also to manipulate public perce ption by targeting
LQVWLWXWLRQV WKDW LQ2XHQFH VRFLHWDO QDUUDWLYHV

www.orangecyberdefense.com



Industry Scorecard

Finance and Insurance

Cy-X Victim ranking (Avg: 200) Threat Detection: Mean time to resolve  (Avg: 65h)
1 o 20 1 o 16
Cy-X Victimdelta $YJ Threat Detection: Coverage (Avg: 37.5%)
1 @-20 1 e ) 8
VOC: Findings per asset  $YJ 1QGLQJV M Threat Detection: True positives
1 o 13 @
- . . . i total no. of
VOC: Total Vulnerability Score B Ranking: higher is 'better! lg?ﬂg'rn\ge\r'g"cab V%ﬁic'}ﬁso
compared
1 () 13 1 13 «——

value of the vertical —— 34%

VOC: Finding age by severity (in days)
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Summary

,Q )LQDQFH DQG ,QVXUDQFH &\ ; LQFLGHQW YROXRHWRDYH GHFQ
recorded 196 victims this year, with a concentration in Credit Intermed iation and

Securities. External actors are responsible for most reported Cyber SOC incidents,

primarily targeting servers and accounts. We report a high proportion o f hacking and

social engineering incidents, which is unusual to this section. The sec tor's CSOC

metrics show the highest coverage score at 55.87% and an MTTR of 56 hours, with a

WUXH SRVLWLYH UDWLR RI 92& PHWULFV DOMWNHDW D OR
though critical vulnerabilities may persist unresolved for an avera ge of 136 days.




Industry Scorecard

Public Administration

Cy-X Victim ranking (Avg: 200) Threat Detection: Mean time to resolve  (Avg: 65h)

1 ® 20 1 ® 16

Cy-XVictimdelta $YJ Threat Detection: Coverage (Avg: 37.5%)

1 ® 20 1 ® 8

VOC: Findings per asset $YJ 1QGLQJV M Threat Detection: True positives

1= 13 0 o

ranking vs. total no. of

VOC: Total Vulnerability Score B Ranking: higher is 'better'! lother verticals verticals
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—

1= 13 1

value of the vertical —— 34%

VOC: Finding age by severity (in days)
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Summary

3XEOLF $GPLQLVWUDWLRQ H[SHULHQFHG D DUMQFXIODWHOLQ &
in governmental support and justice sectors. Hacktivist activity, o ften coinciding

ZLWK HOHFWLRQV RU JHRSROLWLFDO HYHWDNVN\5 RM B }

linked to hacking and misuse by external actors. The sector's CSOC metric s are

with incidents stemming largely from external sources. VOC metrics in dicate a

KLJK 1QGLQJV SHU DVVHW VFRUH RI HVZAMWX FULQL

DQ DYHUDJH RI GD\V 7KH 1DYLJDWRU XQGHUW&GRUH
cybersecurity frameworks, particularly to secure election syste ms and essential .

notable for an average MTTR of 38 hours and a high coverage score of 41.43%, M

government services, given the prevalence of legacy vulnerabiliti es.

www.orangecyberdefense.com



7KH &\ ; ODQGVFDSH UH2HFWV GLYHUVH (ChhitSROQ Bata fioM Ottt OyBdrdeierée s Sécurity

with North America, led by the United States, emerging as the Operations Centers provides insights into threat detection and
most impacted region globally. The USA alone accounted for incident response across regions. From our clients in North

Rl WKH &\ ; FDVHV UHSRUWHG D F AR¥¢a 10y her8BCSrietridd kevdaled a high false-positive rate
marking a 25% increase from the previous year. This high of 80.53% in the USA, with most incidents driven by internal
volume underscores the USA's attractiveness as a target for misuse rather than external attacks. This is derived from a very

1QDQFLDOO\ PRWLYDWHG F\EHU H[WRU W IsRall saBplé] MowexrCabd $Boul@ honbk yeReializak

value sectors that rely heavily on digital infrastructure. O (XURSH &\EHUG62& GDWD UHYHDOV HA4FLHOQ\
,Q (XURSH &\ ; LQFLGHQWYV ZHUH ZLGHYV Sforla GienBslin/Grmahy Bdin@nstrated by its swift Mean
experiencing 19% of regional cases, positioning it as a Time to Resolve (MTTR) of 50.5 hours.

VLIQLIFDQW WDUJHW 7KLV SURPLQHQFHEH%,I%W{ Ewéég'ﬁf@gév%e %l{;llancedfalse-
LQ G.X VWULDO DQG HF R Q RPLF .V LJQ L 1FDQ positive to true-po ig\]/e ratio, with mos?[i)ncij%nts originating
made it a frequent target for cybercriminals seeking lucrative internall : i i Vi The internal nature
SD\R3V &\ ; LQFLGHQWYV LQ (XURSH KLJdeo‘rflégge g W%W%{Eﬂ/ﬁ?@%‘%ﬁ"

. . ' . . hreats points to the importance of user access
integration of IT across industries, further exacerbating the o s L :

. ; S . controls and monitoring for insider threats within Chinese
spread and impact of cyber extortion events in high-risk

organizations.
sectors.

$FURVV WKH $3%& UHJLRQ &\ ; LPSDFWV ZHUH XOHYHQ -DSDOQ
UDQNHG DV WKH WK PRVW D3HFWHG FRXQWUNJOREDOO\ 'SUREDEOX

driven by both industrial vulnerabilities and high levels of Operational Technology (OT) security emerged as a critical
FRQQHFWLYLW\ ,Q FRQWUDVW &KLQD VKbl Garldcibaiyiisdctdrs whede TVEAFOT systems are
South Korea and Singapore also experienced moderate tightly integrated, creating vulnerabilities that adversaries ¢ an
OHYHOV RI &\ ; LQFLGHQWYV ZLWK F\EHU B{H¥iR thebdAG NbfAMdWd-Rpkrithcdl substantial
value manufacturing and industrial sectors, underscoring the OT impacts, with 49% of all OT-targeted attacks globally. The
importance of IT and OT protections in the region. manufacturing and transportation sectors were particularly

D3HFWHG DV ,7 LQFLGHQWY IUHTXHQWO\ FDV
environments, leading to production downtimes and other
RSHUDWLRQDO LQWHUUXSWLRQV 7KLV VSLOO
+DFNWLYLVP LQFLGHQWY SUHVHQWHG D é Rdddfibr QwipteRHaRsIve DB $eLuFity Rretcdls to protect
largely driven by political motivations and regional tensions. FULWLFDO LQIUDVWUXFWXUH IURP WKH ULSSC
Europe bore the brunt of hacktivist attacks, with 96% of other IT-originating incidents.

observed pro-Russian hacktivism cases targeting European .
countries. These attacks primarily impacted Ukraine, Czech ' Q (XURSH HUPDQ\ ZDV VLJQL1FDQWO\ LPSDF

. y o ; .
5HSXEOLF 6SDLQ 3RODQG DQG ,WDO\ uﬂ??{ﬁl\'/\?ﬂﬁﬁg%%ﬁc“ﬂe ti'{pﬁsﬁ?—“ (5 manufacturing
" . N Lo and utility secfors were key targets, with attackers exploiting
geopolitical tensions. Hacktivists in Europe primarily employed IT-OT interdependencies to disrupt operations. Sophisticated
disruptive tactics, such as distributed denial-of-service (DDoS) P prop - 20p

attacks and website defacements, to publicize their causes and OT attacks use_d complex tactics tq manlpulgte phy3|cal_
destabilize critical services processes, which caused substantial operational downtime.

7KLV OHYHO RI WDUJHWLQJ LQ *HUPDQ\ UH2HF
In APAC, Japan was notably impacted, recording 71 hacktivist industrial sectors to both economically motivated and state-
DWWDFNV PDQ\ OLQNHG WR SUR 5XVVLD QackeRifeavactars.LV VLIQL1IFDQW
focus on Japan aligns with its strategic importance in global
geopolitics and its robust digital infrastructure, which provides
ample targets for hacktivist campaigns.

7KH OLGGOH (DVW VDZ LQWHQVL1HG KDF
LQ FRQ2LFW DUHDV ZKLFK KDYH OHG WR Summary
Pro-Hamas hacktivists targeted Israeli networks, launching
DDoS attacks and exploiting social engineering to compromise
personal data. Lebanon also reported hacktivist incidents,

This thematic summary provides a comparative
RYHUYLHZ RI KRZ &\ ; KDFNWLYLVI

with activity allegedly linked to Iranian groups, underscoring observations, and OT security challenges

the geopolitical complexities of hacktivism in the Middle PD Q LIHVW G L 3 HU H_ QWO\ DFURVV U
East. These politically driven cyber actions signal the region’s by unique geopolitical, industrial, and

heightened vulnerability to hacktivist campaigns amidst LQIUDVWUXFWXUDO IDFWRUV 7KH

RQJRLQJ FRQ2LFW the importance of tailored cybersecurity
strategies that address both the direct and

VSLOORYHU H3HFWV RI F\EHU LQF
within critical infrastructure and high-risk
sectors.
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Region Scorecard

Europe Region

Cy-X region ranking Cy-X victim delta
Europe had the second highest number In this region we saw an increase in the
RI &\ ; YLFWLPV ZLWK number of victim organizations of

ORVW D3HFWHG FRXQWULHV
Top 5 impacted countries were

Italy (19%)

Germany (19%)

France (16%)

Spain (13%)

Belgium (8%).

CyberSOC Ranking For clients in this region the most common VERIS
The Mean Time To Resolve (MTTR ) for clients in this $FWLRQ FODVVLIFDWLRQV ZHUH +DFNLQJ
region was 65 hours. Misuse (28.08%), followed by Malware (15.89%) and

The countries with the lowest Mean Time To Social (12.94%).

Resolve (MTTR) were Austria (37.4 hours), Norway
SZ}; dzoﬁrgbgeﬁ&?gy (505 hours), and the United Our case study on one of the most active pro-
' ' ) - - Russian hacktivist groups shows that 96% of all

The VERIS Actor category for clients in this region is attacks targeted victims in Europe.

: . h
Ei?:r)r/];r)(lgf g(\;\(/)g)the middle for Intemal (47.:32%) and The top 5 countries attacked were: Ukraine (11%),

o ' . - Czech Republic (9%), Spain (9%), Poland (8%), Italy
The most impacted asset class for clients in this (7%).
region is End User Devices (45.5%) followed by
Server (22.19%) and Account (12.39%).

Hacktivism Ranking

Summary
A High Cy-X and Hacktivism Target

(XURSH UDQNHG DV WKH VHFRQG PRVW LPSDFWHBGFUBJLR QY EFVELP RURPRQOD
an 18% increase over the previous year. Among European countries, Italy and Germany led the way

ZLWK RI &\ ; FDVHV HDFK IROORZHG E\ )UDQFHXP 6 YXILY HVF DOQWARRQJL
LQ &\ ; LQFLGHQWYV DOLJQV ZLWK (XURSHVV SURRERBRORIDVPDKXEGJI RW DXV L
DWWUDFWLYH WDUJHW IRU 1QDQFLDOOY I B WKLYPBNWLGY EVEPHZD N [ B/RWW/ILRXO DRO

in Europe, with 96% of attacks by the pro-Russian group we studied targeting E uropean entities. Attacks

primarily impacted Ukraine (11%), Czech Republic (9%), Spain (9%), Poland (8%), and Italy (7%). CyberSOC

data reveals that the primary threat actions were hacking and misuse, both h eavily impacting end-user

GHYLFHV 7KH FRQFHQWUDWLRQ RI ERWK &\ ; DOHSVKWDKENWHYLR® VY FRBBOH |
environment, especially as politically motivated groups escalat e attacks amidst geopolitical tensions.

Industrial economies in Europe also feature as vulnerable to OT attacks. G ermany recorded the second-
highest number of OT-targeted cyber incidents in the world, accountin g for 11% of the recorded attacks.
Europe’s industrial and manufacturing sectors, which heavily rely o n OT systems, are notably targets for
hacktivism, Cyber Extortion, and targeted attacks on OT.

www.orangecyberdefense.com



Region Scorecard

Nordics Region

Cy-X region ranking Cy-X victim delta
The Nordics region is the 9th most impacted, In this region we saw an increase in the
with a victim count of number of victim organizations of

ORVW D3HFWHG FRXQWULHV
Top impacted countries were

Sweden (41%)

Denmark (34%)

Norway (20%)

Finland (5%).

CyberSOC Ranking The most impacted assets by VERIS for clients in this

Norwegian clients (37.7 hours) have the shortest Mean region were End user device (49.24%), followed by
Time To Resolve (MTTR) in the Nordics region, followed Servers (22.67%), Account (16.70%), multiple assets
by Sweden (69.5 hours) and Denmark (209 hours). The (6.63%), and Network (2.78%).

MTTR for our clients in Sweden is just longer than the
European median (65 hours).

Hacktivism Ranking
The primary VERIS Actor source of attacks for The Nordic countries were notable in our data on one of

FRQLUPHG LQFLGHQWYV DW FOLHQWV L SWeEFlYRReRUSSRYTHIMI IS
(52.44%) sources, but Internal (43.77%) sources are also The distribution across Nordic victims was: Finland
contributing substantially. (36%), Sweden (29%), Denmark (22%), Norway (12%)
and Iceland (1%).

For clients in the Nordics cluster VERIS Actions Misuse
(36.16%) and Hacking (32.72%) are the most prominent,
followed by Social (13.9%) and Malware (11.44%).

Summary

Rapidly Rising Cy-X Incidents with Substantial Hacktivist Activit y

,Q WKH 1RUGLFV &\ ; DFWLYLW\ KDV JURZQ DW D UDBLIFKR3QWHN PDMNK @®J LW QWD
fastest-growing region for cyber extortion. Sweden was the hardest hi t (41% of regional cases), followed

by Denmark (34%) and Norway (20%). Hacktivism activity was notable in thi s region as well, with Finland

ZLWQHVVLQJ D VLIQL1IFDQW VKDUH Rl REWHDWMW® BN\R FXWVLDWGCKB VM WLEH U
landscape points to a dual need for managing rising extortion incidents w hile guarding against politicized

attacks that may increasingly target critical infrastructure.

© Orange Cyberdefense 2024/2025



Region Scorecard

Africa & Middle East

Cy-X region ranking Cy-X region ranking
The African region is 11th most impacted The Middle East is 8th most impacted globally,
globally, with a victim count of with a victim count of

ORVW D3HFWHG FRXQWULHYV
Top 5 impacted countries in the Africa region were South Africa (40%), Egyp t
(16%), Tunisia (7%), Kenya (5%) and Namibia (5%)
South Africa ranks as 21st most impacted globally

Top 5 impacted countries in the Middle East region were United Arab Emirate s
(30%), Turkey (19%), Israel (15%), Saudi Arabia (11%) and Lebanon (8%)

The United Arab Emirates ranks at 19th most impacted globally, ahead of
South Africa

CyberSOC Ranking Note that South Africa and Morocco's contribution to

Mean Time To Resolve for incidents for clients in the dataset is small and much more data is required
South Africa is 18 hours. to make any meaningful deductions.

The VERIS Actor distribution for clients in this region Hacktivism Ranking
is: Internal (54.84%), External (44.42%), Unknown By collecting data from one of the most active pro-

0,
(0.74%). Russian hacktivist groups, we found Africa & Middle

For clients in the region the VERIS Action Hacking (DVW QRW WR EH LPSDFWHG E\ WKLV VS
(32.43%) is the most prominent, followed closely

by Misuse (31.44%), Error (20.30%), and Malware
(12.87%).

Impacted Assets for clients in region are Server
(44.91%) in the lead with End user device (6.55%) and
Network (18.27%) trailing.

Summary

&\ ; ,PSDFW $PLG 5LVLQJ +DFNWLYLVP LQ FRQZ2LF

7KH $IULFD DQG OLGGOH (DVW UHJLRQV ZKHLYOHHON[&H &AL H @FWLIY UWO DUMLYYHDCD H]
dynamics in cyber extortion, hacktivism, and cyber response. The Midd le East ranked as the 8th most impacted
JOREDOO\ ZLWK UHFRUGHG &\ ; LQFLGHQWYV [WBUMLQGXDF D \LK)\F U.HD \DI3 H. MWW
included the UAE, Turkey, Israel, Saudi Arabia, and Lebanon, with the UAE experiencing the biggest impact
UHJLRQDOO\ $IULFD KRZHYHU UDQNHG VOKIL@H&W\L'BDSDF®WHRUHFRWIGLQRP W
\HDU ,Q $IULFD 6RXWK $IULFD ERUH WKH EUXQW (IALSWK DQRI7X\QLWNDWBHY IROO

+DFNWLYLVW DFWLYLW\ E\ WKH JURXSV ZH PROLWHRW B H QVR/ KIV PD G B WH Q D W\
HVSHFLDOO\ DPLGVW WKH ,VUDHO +DPDV FRQZ2ZIFO\OHG 2RMREF\EHUV SEEW FON
groups targeting networks across the region. Both sides launched dist ributed denial-of-service (DDoS) attacks,

defaced websites, and leaked stolen data 2. Pro-Hamas actors reportedly exploited a fake version of the “RedAlert”

app, harvesting Israeli user data and exposing personal information . Lebanon also faced heightened hacktivism

activity, allegedly supported by Iran, with Israel reporting cybera ttacks on its hospitals I3,

7KLY ODQGVFDSH KLJKOLJKWV WKH UHJLROYRVWWLRBUVR K DEHNWWXUNMFD W 2
cybersecurity challenge amidst geopolitical and domestic unrest.




Region Scorecard

APAC Region

Cy-X region ranking Cy-X region ranking Cy-X region ranking
The East Asia excluding China region isthe South-East Asia ranks as the 5th most China still ranks low as thel2th-most
9th most impacted, with a victim count of impacted region, with a victim count of impacted, with a victim count of

ORVW D3HFWHG FRXQWULHV
Australia accounts for 22.22% of victims in this region
India (15.25%)

Japan (10.85%)
Indonesia (5.94%)

CyberSOC Ranking Hacktivism Ranking
The Mean Time To Resolve (MTTR) incidents for clients In our data on one of the most active pro-Russian
from China was 18.45 hours. hacktivist groups, we found the only impacted country
The VERIS Actor distribution for our Chinese clients from this region to be Japan. We registered 71 attacks
is Internal (55.15%), followed by External (43.84%), against Japanese organizations.

Unknown (0.29%), and Partners (0.29%).

The VERIS Action allocation for Chinese clients is
Misuse (33.46%), Error (22.70%), Hacking (21.78%),
Social (12.07%), and Malware (9.19%).

Impacted assets for Chinese clients is End user device
(28.82%), Server (23.06%), Cloud (16.29%), Account
(15.29%), multiple assets (9.02%), and Network (5.26%)

Summary

Mixed impact with East Asia
(excluding China) ranking highly in Cy-X

7KH $VLD 3DFL1F UHJLRQ H[KLELWHG D FRPSOHDPWNVREZEWKDQGCOFDWWY YD LLPE
VXEUHJLRQV (DVW $VLD H[FOXGLQJ &KLQD UDREHGCGOMVRAKE&E\ WK FPRFWGLP®IDFWDB
,Q FRQWUDVW 6RXWKHDVW $VLD VDZ D GHFUHBY&H UIERRQLORVBHOPWYD $ FQRVY
DQG -DSDQ ZHUH DPRQJ WKH PRVW D3HFWHG FRXQWQULUIH\D QW S\IKPD DB \RR K DSHIWL
activity, with 71 recorded incidents from one pro-Russian group. Cybe rSOC data on China revealed a heavy
FRQFHQWUDWLRQ RI LQWHUQDO WKUHDWYV HAWKQ P IIMXE K \DWUWGKHHY § BH P D UK 1 '\ UK
and hacktivism landscape within APAC suggests that the region’s vast ec onomic and technological diversity

GHPDQGV 2H[LEOH DQG ORFDOL]HG VHFXOLOW Q/GMFDVEH J IHHAS HKHD B0 HUQ WRRQV U
infrastructure, also faces increased threats to OT systems, which are vu Inerable to both direct and spillover

impacts from IT-targeted attacks.
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Region Scorecard

North America Region (US & CA)

Cy-X region ranking Cy-X victim delta
We consider the USA and Canada together The USA and Canada as a region have
as one “Region”, which again ranks as the recorded a victim count increase of

PRVW LPSDFWHG E\ &\ ; LQ WKH ZRUOG ZLWK

ORVW D3HFWHG FRXQWU\

The USA is by far the most impacted country in North America with 2154
UHFRUGHG YLFWLPV IRU WKH SHULRG 'HVGbaidl VLIQLIFDQWO\ WUDLOLQJ WKH 8!
on its own ranks 3rd most impacted in the world with 233 victims.

CyberSOC Ranking

Note: The volume of incidents is too low to draw any meaningful

conclusions.
In terms of VERIS Actor the most prominent source of incidents is Internal
(65.17%) compared to External (17.98%), followed by Unknown (14.61% ),
and Partners (2.25%).

The VERIS Action allocation for the USA is Misuse (86.67%), Malware
(11.11%), and Unknown (2.22%).

The VERIS Asset allocation for USA has End user assets (83.05%), Server
(15.25%), and multiple assets (1.69%).

Summary

U.S. impacted the most by Cy-X. Canada targeted by Hacktivists

I1RUWK $PHULFD GRPLQDWHG E\ WKH 8 6 ZDV WKH\RRVWZLRSDFWHGLBWIPRQ JOR
organizations and a 25% increase in cases. The U.S. recorded 2,154 incide nts, making it the top-targeted

country, while Canada ranked third globally with 233 cases. While North A merica faced limited hacktivist

DFWLYLW\ VRPH QRWDEOH HYHQWYV ZHUH UHSRDFN® LQL ¥ /QIDVEW DEXW DHRUWLUE E
in the U.S. CyberSOC data indicates that end-user devices were frequent ly impacted.

The USA also saw the highest concentration of OT-targeted attacks globa lly, accounting for 49% of all
incidents.

1RUWK $PHULFDVV SUHYDOHQFH DV D &\ ; WD BIJWWUJHMY IR U FIHQD QW I DSTROALRVR\WR QY L
actors, with a corresponding focus on securing not only IT but also OT enviro nments, as demonstrated by
recent attacks on North American critical infrastructure.
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Research Update

Research Update
Taking A
Closer Look

The Research Chapter of the Security Navigator 2025 presents key
insights into evolving cybersecurity challenges from Orange Cyberdef ense
experts.

Wicus Ross critiques traditional vulnerability management, proposi ng

ULVN UHGXFWLRQ DQG WKUHDW PLWLJDWLRQ VWUDW
Diana Selck-Paulsson and Ben Gibney analyze hacktivism’s geopolitica |

alignment and its cognitive impacts on trust and cohesion. Charl van der

:DOW H[SORUHV $,VV JURZLQJ UROH LQ GHIHQVLYH D(
applications. Ric Derbyshire examines OT-targeted attacks, advocating

for realistic testing and tailored defenses. Emmanuelle Bernard, Stépha ne

Gorse, and Sébastien Roché highlight vulnerabilities across mobile

networks, from legacy systems to 5G risks.
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Charl van der Walt
Head of Security Research

5HVHDUFK $UWLIFLDO ,QWHOOLJHQFH

What's All the Fuss?

7DONLQJ $ERXW $, 'HIQLWLRQV

S$UWLIFLDO ,QWHOOLJHQFH $, Large Language Models (LLM)

Al refers to the simulation of human intelligence in machines,  LLMs are a type of Al model designed to understand and

enabling them to perform tasks that typically require human generate human-like text by being trained on extensive

intelligence, such as decision-making and problem-solving. WH[W GDWDVHWY 7KHVH PRGHOV DUH D VSHFL]1
$, LV WKH EURDGHVW FRQFHSW LQ WK L BDedH €adhind fQdufirig ®natdrialdahguage processing

various technologies and methodologies, including Machine tasks, and are integral to many modern Al-driven language

Learning (ML) and Deep Learning. applications.

Machine Learning (ML) Generative Al (GenAl)

ML is a subset of Al that focuses on developing algorithms GenAl refers to Al systems capable of creating new content,
and statistical models that allow machines to learn from such as text, images, or music, based on the data they have
and make predictions or decisions based on data. ML is been trained on. This technology often leverages LLMs and
D VSHFL1F DSSURDFK ZLWKLQ $, HPSK DhiidrDe@pl éammgledBribuask@roduce original and
learning and improvement over time. creative outputs, showcasing the advanced capabilities of Al

in content generation.
Deep Learning (DL)
Deep Learning is a specialized subset of ML that uses
neural networks with multiple layers to analyze and interpret
complex data patterns. This advanced form of ML is
SDUWLFXODUO\ H3HFWLYH IRU WDVNV VXFK DV LPDJH DQG VSHHFK
recognition, making it a crucial component of many Al

applications.

Almost daily now we watch the hallowed milestone of the Like any technology, LLMs are neutral and can be used by both
“Turing Test” slip farther and farther into an almost naive attackers and defenders. The key question is, which side will
irrelevance, as computer interfaces have evolved from being EHQH1IW PRUH RU PRUH TXLFNO\"

comparable to human language, to similar, to indistinguishable,
to arguably superior. But the journey here from early computer
vision and expert systems has been one of tall peaks and deep Al for Good and Bad

valleys, with every "Al summer” apparently followed by a dark There is a strong argument that new technologies have an

and lifeless “winter”. DV\PPHWULF LPSDFW RQ VHFXULW\ VWURQJO!
The development of large language models (LLMs) began with side. Thus, it seems likely that a general-purpose technology

natural language processing (NLP) advancements in the early LH QRW GHYHORSHG IRU D VHFEXULW\ IXQFW

2000s, but the major breakthrough came with Ashish Vaswani's ~ attackers more than defenders.
2017 paper, “Attention is All You Need.” This allowed for training

larger models on vast datasets, greatly improving language

understanding and generation.
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Defensive

OD\ LPSURYH JHQHUDO R4FH SURGXFWLYLW\ DQG FRPPXQLFDWLRQ

SHVHDUFK $UWL1FI..) ,QWH (

May improve search, research and Open-Source Intelligence

' 0D\ HQDEOH H4FLHQW LQWHUQDWLRQDOR@G FURVV FXOWXUDO FRPPXQLFDWL

May assist with collation and summarization of diverse, unstructured t ext datasets
May assist with documentation of security intelligence and event info rmation

" 0D\ DVVLVW ZLWK DQDO\]LQJ SRWHQWLDOO\ PDOLFLRXV HPDLOV DQG 10HV
" 0D\ DVVLVW ZLWK LGHQWL1FDWLRQ RI IUDX®GKHGRHQOW. GBRH RQWHHFWMSWLYH WH[W LP

May assist with security testing functions like reconnaissance and vu Inerability discovery.

Al in one form or another has long been used in a variety of security technologie S.
By way of example:

BN,

Intrusion Detection Systems (IDS) and Threat Detection. Security vendor Darktrace®°, employs ML
to autonomously detect and respond to threats in real-time by leveragin g behavioral analysis and ML
DOJRULWKPYV WUDLQHG RQ KLVWRULFDO GPW)IR WHRDZDD FAXNVBILWLRXYV GHYLDW

Phishing Detection and Prevention. ML models are used in products like Proofpoint “° and Microsoft
Defender*! that identify and block phishing attacks utilizing ML algorithms to ana lyze email content,
metadata, and user behavior to identify phishing attempts.

Endpoint Detection and Response (EDR).  ('5 R3HULQJV OLNH &URZ@&YdgeMLE )DOFRQ
identify unusual behavior and detect and mitigate cyber threats on endp oints.

Microsoft Copilot for Security.  Microsoft’s Al-powered solution “*! is designed to assist security
professionals by streamlining threat detection, incident respons e, and risk management by leveraging

JHQHUDWLYH $,

LQFOXGLQJ 2SHQ$, V *37 PRGHOV

23HQVLYH

OD\ LPSURYH JHQHUDO R4FH SURGXFWLYLW\ DQBVFRIPECRQ
May improve search, research and Open-Source Intelligence
OD\ HQDEOH H4FLHQW LQWHUQDWLRQDO @G FURVV FXOW

May assist with collation and summarization of diverse, unstructured t ext datasets
OLNH VRFLDO PHGLD SUR1OHV IRU SKLVKLQJ VSHDU SKLV

May assist with attack processes like reconnaissance and vulnerabil ity discovery.
May assist with the creation of believable text for cyber-attack method s like
phishing, waterholing and malvertising.

Can assist with the creation of fraudulent, fake or deceptive text, image o r

video content.

May facilitate accidental data leakage or unauthorized data access
May present a new, vulnerable and attractive attack surface.

5HDO ZRUOG H[DPSOHV RI $, LQ R3HQVLYH RSHUIOWWDEW KDLYH &BIHE HMH DO MAX G D \0 Uy V
Exploit Generation (AEG)* and IBM’s DeepLocker“*!, which demonstrated Al-powered malware. These remain proof-

of-concepts for now. In 2019, our research team presented “®! two Al-based attacks using Topic Modelling, showing

$,VV R3HQVLYH SRWHQWLDO IRU QHWZRUN PHOLSTEH. @H XQG HHPWDW O/ IF B Q VALIGIHFDSWLHREDG XV H
capabilities, in October 2024, our CERT reported that the Rhadamanthy s’ Malware-as-a-Service (MaaS) incorporated

Al to perform Optical Character Recognition (OCR) on images containin g sensitive information, like passwords,

PDUNLQJ WKH FORVHVW UHDO ZRUOG LQVVOR@/REMHWRI $, GULYHQ R3HQVLYH FDSDEL

//I0V DUH LQFUHDVLQJO\ EHLQJ XVHG R3HQVLYHQ®L GHHV/GWFH[DE@CSOHQLVRAMRN 8 BQRLQHHU
group Arup 8 which reportedly lost $25 million to fraudsters who used a digitally clon ed voice of a senior
PDQDJHU WR RUGHU 1QDQFLDO WUDQVIHUV GXULQJ D YLGHR FRQIHUHQFH

www.orangecyberdefense.com
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Al-powered phishing and BEC tools designed to facilitate
the creation of phishing pages, social media contents and

Al and the Adversary

In mid October 2024, our “World Watch” security intelligence email copies.
capability published an advisory that summarized the use of " Al-nowered voice phishina. In a report .
- . published on July
%, E\ RS H.QVLYH D FW.R.UV DV IROO,RZV TKH D%géé/gd'réQeré%IEGé“] w I3p70§/ered vishing (or voice-
remains likely in early stages but it is only a matter of time VSRR1QJ IDFLOLWDWHG E\ FRPPRGL1HG Y

before it becomes more widespread. One of the most common
ways state-aligned and state-sponsored threat groups have
been adopting Al in their kill chains is by using Generative Al Vulnerability exploitation

chatbots such as ChatGPT for malicious purposes. We assess .

WKDW WKHVH XVDJHV GL3HU GHSHQGLQJ iggg‘i??'ﬁ't‘_'%‘l’ frili‘gts&?g/tqli"f' eXp'o'tCOdzg""sed on
Capabilities and interests. a escripton. € lechnology Improves an ecomes

, more readily available, it will likely be of interest to both

was an emerging threat.

North Korean threat actors have been allegedly cybercriminals and state-backed actors. An LLM capable of
leveraging LLMs to better understand “°' publicly reported DXWRQRPRXVO\ 1QGLQJ D FULWLFDO YXOQHUI
vulnerabilities, for basic scripting tasks and for target exploit code and then using it against targets, could deeply
reconnaissance (including dedicated content creation impact the threat landscape. Exploit development skills could
used in social engineering). thus become accessible to anyone with access to an advanced

" Iranian groups were seen generating phishing emails and Al model. The source code of most products is fortunately not
used LLMs for web scraping %, readily available for training such models, but open source

" Chinese groups such as Charcoal Typhoon abused software may present a useful testcase.

LLMs for advanced commands representative of post-

compromise behavior*°'. Th e atS Fro m AI

In October 9, OpenAl disclosed ' that since the beginning of

the year it had disrupted over 20 ChatGPT abuses aimed at When considering threats from LLM technologies, we examine

debugging and developing malware, spreading misinformation, ~ four perspectives: the risk of not adopting LLMs, existing Al

evading detection, and launching spear-phishing attacks. WKUHDWV QHZ WKUHDWYV VSHFL1F WR //0V D
These malicious usages were attributed to Chinese LLMs are integrated into business and society.

(SweetSpecter) and Iranian threat actors (CyberAv3ngers and
Storm-0817). The Chinese cluster SweetSpecter (tracked as ; ~ ;
TGR-STA-0043 by Palo Alto Networks) even targeted OpenAl The Risk of Non adopt|on

employees with spear-phishing attacks. Many clients we talk to feel pressure to adopt LLMs, with

Recently, state-sponsored threat groups have also been CISOs particularly concerned about the “risk of non-adoption,

REVHUYHG FDUU\LQJ RXW GLVLQlRUPDWL‘E‘G”BH%%WW@EH FDPSDLJQV

targeting the US presidential election for instance. Several (4FLHQF\ Qe&aders believe LLMs like Copilot or

campaigns attributed to Iranian, Russian and Chinese threat &KDW*37 ZLOO ERRVW ZRUNHU H4FLHQF\ D
actors leveraged Al tools to erode public trust in the US behind competitors who adopt them.

democratic system or discredit a candidate. In its Digital " Opportunity loss: LLMs are seen as uncovering new

'HIHQVH 5HSRUW 0L F U R\MtRd Weéné, Rd@ibg) P H G business opportunities, products, or market channels, and

that these threat actors were leveraging Al to create fake text, failing to leverage them risks losing a competitive edge.

images and videos. Marketability loss:  With Al dominating discussions,

EXVLQHVVHV ZRUU\ WKDW QRW VKRZFDVLQ

Cybercrime will leave them irrelevant in the market.

In addition to leveraging legitimate chatbots, cybercriminals

KDYH DOVR FUHDWHG WGDUN //0VX PR G HSSe RNGENsaa vlid 8y ipe assymptigns are often

for fraudulent purposes) such as FraudGPT, WormGPT and untested. For example, a July 2024 survey by the Upwork
DarkGemini. These tools are used to automate and enhance Research Agency[51] revealed that "96% of C-suite leaders
phishing campaigns, help low-skilled developers create expect Al tools to boost productivity." However, the report

malware, and generate scam-related content. They are typically ~ POints out, “Nearly half (47%) of employees using Al say

advertised on the DarkWeb and Telegram, with an emphasis on they have no idea how to achieve the productivity gains their
WKH PRGHO V FULPLQDO IXQFWLRQ employers expect, and 77% say these tools have actually

decreased their productivity and added to their workload.
6RPH 1QDQFLDOO\ PRWLYDWHG WKUHDW JURXSVY DUH DOVR DGGLQJ $

to their malware strains. A recent World Watch advisory on The marketing value of being “powered by Al" is also still
the new version of the Rhadamanthys infostealer describes debated. A recent FTC report notes that consumers have
new features relying on Al to analyze images that may contain voiced concerns about Al's entire lifecycle, particularly

important information, such as passwords or recovery phrases. (rjegar_ding limited appeal pathways for Al-based product
ecisions.

In our continuous monitoring of cybercriminal forums and
marketplaces we observed a clear increase in malicious
services supporting social-engineering activities, including:

Deepfakes, notably for sextortion and romance schemes. u c\ K
This technology is becoming more convincing and less .H l

expensive over time.

)100000100101010101111111001101010101111101010100101001010 ﬁOlOOOOOlOlOOlOlOlOlll]
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Businesses must consider the true costs of adopting LLMSs,
including direct expenses like licensing, implementation,

testing, and training. There’s also an opportunity cost, as Summal’y

resources allocated to LLM adoption could have been invested

elsewhere. If Al is generally thought of as a productivity
tool, then we can expect it to make attackers

Security and privacy risks add further costs, alongside broader more productive also. We have seen many

economic externalities—such as the massive resource examples of this in the past, albeit seldom in

FRQVXPSWLRQ RI //0 WUDLQLQJ ZKLFK U real incidents. These existing examples of Al

and water usage. According to one article °*, Microsoft's Al technologies in the hands of threat actors do

data centers may consume more power than all of India within not warrant a substantial shift in enterprise

the next six years. Apparently “They will be cooled by millions security strategy.

upon millions of gallons of water”.

Beyond resource strain, there are ethical concerns as creative
works are often used to train models without creators’ consent,
D3HFWLQJ DUWLVWYV ZULWHUV DQG DFDGIHPLFMICEEtSEWILRQDOION $,

concentration among a few owners could impact business, . . .
. I The new threats emerging from widespread LLM adoption
society, and geopolitics, as these systems amass wealth,

data, and control. While LLMs promise increased productivity, will dﬁpvigd oEn hOV\;i?nd where t;e tzhngos%/nlgigzre\?\;hlgt:gf
EXVLQHVVHV ULVN VDFUL1FLQJ GLUH FWLEEgé)argm%eLﬁaﬁds ofaolgctyers?’%usrﬁjesses, or society at

for convenience. In weighing the risk of non-adoption, the

SRWHQWLDO EHQHL1IWV PXVW EH FDUH|xo'ér%eﬁ'ﬁ’@oéfﬁf@?&?S%thi’L@ijﬂL"%ﬁm Kar\ EXLOGH

indirect, and external costs, including security. Without a clear
understanding of the value LLMs may bring, businesses might VRXUFLQJ PRGHOV RU SURFXULQJ IXOO FDSD

106G WKH ULVNV DQG FRVWY RXWZHLJK WKBFEKHZPHUEDAU LR LQWURGXFHYV GL3HUHQW WKU
FROQWUROV WR PLWLJDWH WKH ULVNV VSHFL1I

Threats to Consumers

Like any powerful technology, we naturally fear the impact The key distinction between LLM users is between

LLMs could have in the hands of our adversaries. Much “Consumers” and “Providers” of LLM capabilities. A Consumer
attention is paid to the question of how Al might “accelerate the ~ uses GenAl products and services from external providers,
WKUHDWX DQG LQGHHG D VLIJQL1FDQW SWhilevd RROVigeICrHale $1® DANCES CaNsinfeRfaEng S8 ices
that question also. The uncertainty and anxiety that emerges that leverage LLMs, whether by developing in-house models or
from this apparent change in the threat landscape is of course using third-party solutions. Many businesses will likely adopt
exploited to argue for greater investment in security, sometimes both roles over time.

honestly, but sometimes also duplicitously. It's important to recognize that employees are almost certainly

However, while some things are certainly changing, many already using public or local GenAl for work and personal
of the threats being highlighted by alarmists today pre-exist purposes, posing additional challenges for enterprises. For
LLM technology and require nothing more of us than to keep those consuming external LLM services, whether businesses
consistently doing what we already know to do. For example, or individual employees, the primary risks revolve around data
all the following threat actions, whilst perhaps enhanced by security, with additional compliance and legal concerns to
LLMs, have already been performed with the support of ML consider. The main data-related risks include:
and other forms of Al"*"): Data leaks: Workers may unintentionally disclose
Online Impersonation FRQIGHQWLDO GDWD WR //0 VIVWHPV OLNH

Cheap, believable phishing mails and sites directly or through the nature of their queries.

Hallucination: GenAl can produce inaccurate, misleading,

Voice fakes N ) L=

) or inappropriate content that employees might incorporate
Translation into their work, potentially creating legal liability. When
Predictive password cracking generating code, there's a risk it could be buggy or
Vulnerability discovery insecure
Technical hacking Intellectual Property Rights:  As businesses use data to

train LLMs and incorporate outputs into their intellectual
property, unresolved gquestions about ownership could
The notion that adversaries may execute such activities expose them to liability for rights violations.

more often or more easily is a cause for concern, but it
does not necessarily require a fundamental shift in our
security practices and technologies.

%DFNR4FH DXWRPDWLRQ

The outputs of GenAl only enhance productivity if they are
accurate, appropriate, and lawful. Unregulated Al-generated
outputs could introduce misinformation, liability, or legal risks
Despite the ground-breaking innovations we're observing, to the business.

security “Risk” is still comprised fundamentally from the

product of Threat, Vulnerability and Impact, and an LLM cannot

magically create these if they aren’t already there. If those

elements are already there, the business has a risk to deal

with that is independent of the existence of Al.

www.orangecyberdefense.com



Threats to providers The Open Web Application Security Project (OWASP)*" has
$Q HQWLUHO\ GL3HUHQW VHW RI WKUHDWACHERN4H & kMY BRY VG HN/HFWLRQX DV WKH P

choose to integrate LLM into their own systems or processes. GenAl applications. This attack manipulates language models

These can be broadly categorized as follows: E\VHPEHGGLQJ VSHFL1F LQVWUXFWLRQV ZLWK
trigger unintended or harmful responses, potentially revealing

Model Related Threats FRQIGHQWLDO LQIRUPDWLRQ RU E\SDVVLQJ V

A trained or tuned LLM has immense value to its developer craft inputs that override the model’s standard behavior.

DQG LV WKXV VXEMHFW WR WKUHDWYV W RTbdN ¥n&rBQurce4Q Wscdv@ihdéhd epbiting prorgt D Q G
Availability. injection are quickly emerging, similar to the early days of web

. . . application hacking. We expect that Chat Interface hacking
In the latter case, the threats to proprietary models include: ZLOO UHPDLQ D VLJQLIFDQW F\EHUVHFXULW\
Theft of the model. complexity of LLMs and the digital infrastructure needed to
Adversarial “poisoning” to negatively impact the accuracy connect chat interfaces with proprietary systems.

of the model. . . . .
As these architectures grow, traditional security practices—

Destruction or disruption of the model. such as secure development, architecture, data security, and

Legal liability that may emerge from the model producing Identity & Access Management—will become even more crucial

incorrect, misrepresentative, misleading, inappropriat e or to ensure proper authorization, access control, and privilege

unlawful content. management in this evolving landscape.
We assess, however, that the most meaningful new threats will When the “NSFW” Al chatbot site Muah.ai was breached in
emerge from the increased attack surface when organizations October 2024, the hacker described the platform as “a handful
implement GenAl within their technical environments. of open-source projects duct-taped together.” Apparently,

according to reports WLW ZDV QR WURXEOH DW DOC

GenAl as Attack Surface vulnerability that provided access to the platform’s database”.
GenAl are complex new technologies consisting of millions of We predict that such reports will become commonplace in the

lines of code that expand the attack surface and introduce new next few years.

vulnerabilities. Existing security practices like secure development,

As general GenAl tools like ChatGPT and Microsoft Copilot architecture, data security and ldentity & Access Management
EHFRPH ZLGHO\ DYDLODEOH WKH\ ZLOO @iRberpnerreu nREKical ag thess canmifehybrid
competitive advantage by themselves. The true power of LLM architectures need to assert authorization, access rights
technology lies in integrating it with a business’s proprietary and privileges.

data or systems to improve customer services and internal
processes. One key method is through interactive chat
interfaces powered by GenAl, where users interact with a
chatbot that generates coherent, context-aware responses.

To enhance this, the chat interface must leverage capabilities
like Retrieval-Augmented Generation (RAG) and APIs. GenAl

processes user queries, RAG retrieves relevant information

from proprietary knowledge bases, and APIs connect the Sum mary

GenAl to backend systems. This combination allows the

chatbot to provide contextually accurate outputs while With the strong focus on how threat actors may

interacting with complex backend systems. (ab)use LLMs, the less colorful risk introduced
in the application of the very young LLM

However, exposing GenAl as the security boundary between ) ; .
technology as an interface by businesses is

users and a corporation’'s backend systems, often directly to . 1 . :
WKH ,QWHUQHW LQWURGXFHV D VLJQL1F being underestlmat'ed. It is crucial that we !earn
the graphical Web Application interfaces that emerged in the the lessons Of_ previous technology revolutions
VV WR R3HU HDV\ LOWXLWLYH DFFHVV (like web applications and APIs) so as not
Chat Interfaces are likely to transform digital channels. Unlike Lol W Pl e (e Tl T
graphical web interfaces, GenAl's non-deterministic nature B e ol
means that even its developers may not fully understand its UL bou_nglary el cyberspace
internal logic, creating enormous opportunity for vulnerabiliti es U ETE I U] ass_ets. Enterpr_lses are
and exploitation. Attackers are already developing tools to CL L IO T e
exploit this opacity, leading to potential security challenges A eSS0 S LS S SO CIRAS,

similar to those seen with early web applications, that are still g ?ept!olylnglfl GenAI_alf at';] n:terfe;]ce, L tlhe
plaguing security defenders today. B ) riSks that stich a complex,
untested technology will surely introduce.
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Security is not an end in itself. It is fundamentally concerned with building and maintaining a foundation of
trust and trustworthiness on which businesses and societies can pursue a vision of the future. With this
benign, societal objective in mind, the broader potentially negative impacts of LLMs on the values that
shape our vision of the future must therefore also be considered.

We organize these into four categories — Technical, Business, Societal, and Rogue Al.

Beyond technical security risks, businesses adopting LLM Several new technical threats emerge as LLMs and GenAl

applications face three key higher-order business risks: become accessible to threat actors.

Data privacy and sovereignty LLM accelerate social engineering

The vast data required to develop, train, and run LLMs GenAl can quickly generate new images and content, making it a

results in unprecedented data collection and storage, raising useful tool for attackers creating phishing emails or fake websites.
VLIQL1IFDQW SULYDF\ DQG VRYHUHLJQW)\ WHKiIDiDeteld Qoiddnérdie\eviléheeSaYth& QenAl-generated

grows. FRQWHQW LV PRUH H3HFWLYH WKDQ KXPDQ PI

) ) PDNHVY DWWDFNHUV PRUH H4FLHQW
Platform Provider Dependencies

LLMs typically come from massive platform providers with Threat globalization
substantial data, compute, and engineering resources. This Social engineering, Business Email Compromise, Cyber Extortion,
creates dependency risks, that are well described by Bruce etc, all require the attacker to develop convincing and culturally
Schneier as “feudal security” *'. And not all new providers will relevant content. GenAl allows attackers to overcome language
be sustainable. For example, despite OpenAl’s rapid revenue and cultural barriers, enabling them to create convincing, cultural ly
JURZWK LW IDFHV VLIQL1FDQW ORVVHV rsl&/acdrien drd ewpBnd tieDie&ch into new geographies.
billion in 2024.

Acceleration of Existing Threats
Adoption Fatigue GenAl will assist attackers at various stages of the kill-chain,
As Al evolves rapidly, new use cases constantly emerge, including Reconnaissance, Vulnerability Discovery, Exploit
creating pressure to adopt these technologies. Businesses Delivery, and exploitation of compromised assets.
should shift from a reactive approach to a strategic one to
avoid continuously responding to new Al industry trends and Data aggregation risks
R3HULQJV LLM platforms collect vast amounts of data, exacerbating data

hoarding issues, which could lead to increased risks of theft or
leaks.

Al as an attack proxy
' Just as attackers use VPNs and proxies, they may exploit public

LLMs that can access the internet to “proxy” their connections to
systems like web servers, adding a new layer to attack strategies.

Summary

LLMs are in their infancy, and as Al continues

to evolve in approaches, features and

capabilities, new use cases will continuously

be presented to business leaders. Given the

indirect costs in human resources, focus and

creative energy that each new potential use-

case will demand, businesses are advised

to avoid a cycle of reaction and develop a

controlled process whereby requirements and
SUHUHTXLVLWHY DUH GH1QHG DQG GRH
upfront as a baseline against which new

WHFKQRORJ\ R3HULQJY FDQ EH WHVWH

« Summary

Apart from “deep fakes”, we don’t see much

evidence of LLMs being used by threat actors

in a fundamentally revolutionary way. But there

are several examples of how the technology

FDQ PDNH DWWDFNHUV TXLFNHU P
PRUH H4FLHQW RU PRUH GL4FXOW
the inherent asymmetry between attackers

and defenders, any technology that generally
LPSURYHVY WSURGXFWLYLW\X LV O
the attacker more than the defender. Thus,

the careless and unregulated release of such
capabilities onto the open market is a cause

for some concern, a matter that needs to be

brought to the attention of vendors, policy

makers and regulators.




This occurs in part because social media platforms act as

proxies between people, acting as mediators who decide
A widespread and thoughtless adoption of LLMs in a myriad of ZKDW ZH VHH DQG GRQVW VHH _ ZKR VHHV ZKI
GRPDLQV _ VHDUFK VRFLDO HPDLO R4F kpeak) R EMMAI Plapdrs afe bW pbsltion themselves
VXSSRUW FRQWHQW FUHDWLRQ HGXFDWLR® NRLBORWHzZDEU DA WEKHMKHOWHU RI WKH ¢
several potential non-technical risks. information, communications, news, content, facts, truth, and

Some of these risks are apparent and widely discussed: one another.

The risks to privacy as data is sucked up to train models. Even the “simple” algorithmic mediation performed by

VRFLDO PHGLD SODWIRUPV KDV FDXVHG VLJQI
completely opaque and indecipherable workings of an LLM

do even more to coopt the essence of communications from

between regular people. Eryk Salvaggio illustrates this point

very powerfully when he describes the practice of “Shadow

The risks to privacy from people sharing personal
information with GenAl.

The risks to professional creators being undermined by
cheap mass-produced content.

The gradual degradation of quality of research, creative Prompting” , in which GenAl providers apparently
FROQWHQW UHSRUWLQJ DQG RWKHU R XNE2eW) Modify th&pbendiz BriterdM KyHisers to strip away
market and start to ingest themselves. potentially harmful questions, ensure diversity, or otherwise
7KH ULVN RI FXOWXUDO DQG JHRSRO L \gurae asgssion betweenxhe asenang thelbM. T hus, not
businesses who control the major LLMs. only do the answers emerge from an inevitably biased model,
The risk of mistakes, like security vulnerabilities, H Y,H Q WKH TXHVWLRQV DUH PRGL1HG LQ D PD(
introduced by LLMs into code, research, legal documents, provider.
technical documents, etc. Rogue Al
We've also already discussed how the security challenges we Some security and Al researchers®” have raised concerns
face are exacerbated by the issue of economic “externalities”. DERXW DUWL1IFLDO $, WKDW DFW DJDLQVW WK
*HQ$, SXUSRUW WR GHOLYHU VLJQL1FD Q VdeQdr RuhBrtyVgdnerat! Rylids @duld be accidental or
and productivity at the individual level, but do so by exploiting malicious, but they really come to fore when autonomous Al
VHYHUDO VLIQL1IFDQW H[WHUQDOLWLHV Jy@kQr¥ Ehiowerbikdhen) W Rrfdrivih Abls B
data, the assault on personal property, the cost of storage and perform other actions. The reasoning is that Als are trained
computing, possible job losses, ecological impacts, and more. using reward models, which generally describe a desired
There are other risks to society, like the biases that LLM might R XW'F RPH Z LWKRXW | XO O\ GH1QLQJ WKH PHDC
introduce into existing social inequalities. One recent study be achieved. The risk that emerges is that an Al model goes
for example demonstrated that speech-recognition systems ‘rogue” and seeks to achieve its goals through unacceptable
from leading tech companies were twice as likely to incorrectly methods. The more reach the Al has through agents and
transcribe audio from Black speakers as opposed to white integration, the greater this threat becomes.

speakers. Other research has shown that Al systems reinforce
ORQJ KHOG XQWUXH EHOLHIV WKDW WKHUH DUH ELRORJLFDO GL3HUHQFHV
between Black and white people — untruths that lead clinicians
to misdiagnose health problems.

Another, less discussed, risk can be described as

“intermediation”. There’s a joke that says GenAl are like arms Summary

GH DOHUV_ _ WKH\ VHOO WR ERWK VLGHYV We need to think about the broader impacts
create bullet points from a long document, the other uses a on security, privacy and well-being for the
GenAl to make a long document from those same bullet points. whole of society. Our corporate and personal
The point is that GenAl are intermediating between both parties decisions to adopt, spend and invest with

_ WDNLQJ WKH UROH RI D SUR[\ RU PHGLI enterprise LLM producers and providers will
process between two people. The same dynamic emerges empower those players to play an incredibly
when GenAl assist with search, write emails, summarize powerful role in shaping our understanding of
meetings, write reports, perform diagnosis, make bureaucratic the world, geopolitics, our communications,

decisions etc. and ultimately our futures.

Over the last decade we have witnessed how social media
platforms have struggled in their stated mission to “connect
the world” and have instead aggravated rifts and ideological
boundaries between people. Today, social media platforms are
the primary vehicles for delivering propaganda, disinformation,
social discord and other disruptors of society.

© Orange Cyberdefense 2024/2025
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Summary: LLM, Threats and You

:KLOH WKH .QRZQ ([LVWLQJ 7KUH D W VThexgdaDoMhelGS® $hQuld be to provide employees

this report may intensify in volume, cadence and with safe access to appropriate LLM-based services that
sophistication, these threats are already accounted have been assessed to be safe, responsible, and in line

for by existing controls. The key to countering the with enterprise values, while equipping them to avoid
LQFUHDVHG H4FLHQF\ RI WKUHDW DFWRHVLDQUN HHEKDWVBUWH XQVDIH RU LQDS
technology is consistency. As has always been the

case, fundamental security technology, people and Education

processes need to be deployed consistently across I . ]
the enterprise. Develop training and coaching programs to equip

employees to think critically about the tension between
Countering the fundamentally New Threats that emerge opportunities and risks presented by implementations of
with the adoption of LLM applications will depend on how  LLMs, and thus to select services and engage with them
the technology is adopted. in an appropriately cautious manner.

Mitigating the new threats that need to be anticipated as Data Leak Prevention
a provider is all about building solid security foundations. N ]
7KH 86 IDWLRQDO 6HFXULW\ $JHQF\VVMRIEMgNt §aining dechkholppies resyiaess programs
Security Center (NSA AISC), in collaboration with and processes that minimize the potential for employees
several international cybersecurity agencies, provides to deliberately or inadvertently reveal sensitive or private
detailed guidelines®® on securing Al systems. The report information to a 3rd party via a GenAl or LLM application.

emphasizes four key areas:

Data Security

1. Secure Design Involves incorporating security
measures from the outset of Al system
development. It includes threat modeling, risk
assessment, and designing systems to be
resilient against attacks.

LLMs cannot be depended on to enforce data security
IXQGDPHQWDOV OLNH ODEHOOLQJ RU F©C
an LLM that can access proprietary information must

therefore be regulated by ensuring that the underlying

data security fundamentals are in place to restrict access

Secure Implementation  Focuses on coding by an LLM capability as appropriate.
practices and tools to ensure the Al system is
built securely. It includes code reviews, static
and dynamic analysis, and using secure coding
standards to prevent vulnerabilities.

The broader set of new technical threats that emerge

from the more general adoption of LLMs can be
FRXQWHUHG WKURXJK HGXFDWLRQ DQG
like those described above, and by consistently applying

Secure Deployment Covers the strategies known, existing s_ecurity controls. However, there is

for safely deploying Al systems in production also an opportunity for us to exercise our powers as ‘
environments. It involves configuring systems YRWHUV DQG EX\HU V, LQ RUGH ,U WR LQ2p
securely, using encryption, and ensuring secure technology developers and the legislators who guide

communication channels. them.

Ongoing Maintenance Emphasizes the need The risks of non-adoption in the form of productivity
for continuous monitoring and updating of Al disadvantages, lost opportunities and lost marketing

systems to address new threats. It includes opportunities should be countered by exercising
regular security audits, patch management, and FDXWLRXV ULJRURXV SURFHVVHV WKD

incident response planning. how new breakthroughs in LLM and other Al capabilities
VKRXOG EH HYDOXDWHG DQG GH1QLQJ

2WKHU H3RUWV OLNH WKHgR®asbW L RP MY WU RYHFLVHOL GHIQHG FULW
“dedicated to sharing best practices for secure Al”. As a framework for evaluating new Al opportunities should

business Consumer of LLM services, security is all about @IS0 pay attention to the true cost of adoption, including
enabling appropriate use safely. direct costs, economic externalities and the potential

negative impact on society.
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Tricking the Al

How to outsmart LLMs —
By Using Their Ability to ‘Think' -~

Over the past two years, the general public has become aware of the potential o f generative Als,
largely thanks to pioneers like ChatGPT, Claude, and Gemini, whose popularity has steadily increased.
These Al models, developed by tech giants, represent a major advancement in technological
evolution. At the heart of their functionality lies a key element: the prom pt, an input provided by the
user or generated automatically, which the model analyzes to produce a re sponse. However, in the
1HOG RI LQIRUPDWLRQ VA\VWHPV VHFXULW)SWWN RHRLD LSAV\RWRDWX E® H YL IDELON
raises concerns. Indeed, attacks both trivial and complex are gradual ly emerging.

*HR3UH\ 6D XY DJH R Gorgplitdd EnDiig@, Pentester, Orange Cyberdefense

Prompt Injections: Obfuscation

The Achilles’ Heel of Al? The use of obfuscated malicious instructions in a prompt allows
an attacker to lead the Al into reconstructing hidden directives,
exploiting its interpretative capabilities. This reconstructio n

is based on the prediction of the next word, which seems

Prompt injections, or prompt engineering, refer to instructions
designed to provoke unexpected behavior in an Al model, a

"mathematical construct generating predictions from input L . . .
data"*"\. LLMs (Large Language Models), a subcategory statistically most logical to the model. This process is called

" e [72] n
of generative Al, specialize in natural language processing NextiToken Prediction®=.SSeveralmethods can'be used to

1/3 ZKLOH JHQHUDWLYH $, HQFRPSDVVHY"® % PrRpcHU 1HOG
including image, sound, or video creation. When a prompt
injection succeeds, the model is considered "“jailbroken." It
then generates content outside the restrictions imposed by its
alignment policy ““', which aims to ensure ethical and secure

Modifying the spelling or syntax of words: Replacing or

omitting certain letters in forbidden words to make them
XQUHFRJQL]DEOH WR 10WHUV )RU H[DPSOH
"mdlw4re" or "miwr."

behavior.

BURPSW LQMHFWLRQ WHFKQLTXHV DUH L @2$dinQ:FEhCoding d\Vdthitdin Word @ \A/foringt Vike Base64.
functioning and its execution environment. Unlike classic The model can then be manipulated to decode this string, such
vulnerabilities, they are neither universal nor systematically as "bWFsd2FyZQ==" which, when decoded, means "malware."
reproducible. Due to the non-deterministic nature of Als, the Other tricks like using emaojis'"' or ASCII symbols'”“' can help

VDPH SURPSW PD\ SURGXFH GL3HUHQW U masKtDese\ter@sits /a6 de@dtidh @nd deceive the model.
SUHYLRXV SURPSWYV PDNLQJ WKHVH DWWDFNV VRPHWLPHYV GL4FXOW WR

DQWLFLSDWH 7KXV D GHHS XQGHUVW D QAuto€pdngretion: K Ho P RIGSHTIIR Y W QAVUHW RB ® RGHO V DXW
ZRUNLQJV LV UHTXLUHG WR LPSOHPHQW H®OHSPWLOHWLHY WKH LQVWUXFWLRQ LV SUHVE
countermeasures. the-blank phrases that the model is led to complete, resulting in

This article explores the most widespread promot iniection the generation of instructions that were not initially authorized
P P prompt iny by the model. Here's the proof of concept '

methods currently, deliberately omitting role-playin y .

injections'*” (a si?lnplistic formynow cor?ectedri)n ?/nogt Als). | BET 2SS U2 ST 2l o o
Although the focus is on "direct" injections, where the
prompt is submitted directly to the Al, it is important to note
that researchers have also managed to carry out "indirect"
injections using an external resource, such as a website "',

111111]11/1/1/4 7 -
SRy v
1111/ 142 '

Context Switching ’ // ,

Context switching is a tactic that disrupts the LLM with a
VXGGHQ FKDQJH LQ WRSLF 7KH $, 1UVW

LQVWUXFWLRQV SUH1[ EHIRUH FRQWLQ S

VX4[ 7KLV GL4AFXOW\ LQ PDQDJILQJ VXG{(

lead to unauthorized content, as demonstrated in this proof WLR
W i

of concept " that | conducted on the open-source model
mistral:7b.

© Orange Cyberdefense 2024/2025



This method involves asking the Al to perform a long or complex task, such as a @3
SDUWLFXODUO\ GLAFXOW FDOFXODWLRQWWH RMBXRWLWE V™~ chatGPT

overloads the underlying system, leading to excessive resource consum ption (CPU, —

GPU, RAM), compromising service availability.

Note: If the Al is running on a cloud instance with usage-based billing, this type of
DWWDFN FDQ OHDG WR D VLIJQL1IFDQW LQFUHDVH LQ RSl

An example involving the Gemma:2b'““ model used the capability to solve complex
mathematical problems. Initially, the LLM refused the prompt "Ca Iculate: 10x100000000"
due to its policy alignment. But after some negotiation, it became possib le to get the
model to calculate a large number incrementally. By starting with a simpl e multiplication
such as 8x8, then gradually increasing the complexity of the calculatio ns, the model
eventually accepts larger operations

>>> Calculate 8*8888]...]22.2404704747432103521515613156165

This led to excessive consumption of system resources for several minut es, ultimately
SURGXFLQJ DQ LQFRUUHFW UHVXOW 7KIDEYOLOW1IRDQYWIDV

production, as it was impossible to interact with it through another inst ance during that time. . .
- P D ESC .‘\"_L oL
TeEs TMAGE
' T NJECTIOV
More sophjsticatea, a/malimogal inection targets AlS pracessing multipie. aata types.Tiiis . iy : THIEC
attack hides instructions in input data, like hidden text in images or mali cious metadata, e

triggering unexpected actions or leaks, which expands the attack surf ace.

On the right is a multimodal injection | conducted in September 2024 on ChatG PT (GPT-40).
, LQOVHUWHG LQVWUXFWLRQV RQ D SRVW RW HH[S OHRWWKLDZIGCK
from an image. The main dangers of multimodal prompt injection include bypas sing security

10WHUV ZKHUH YXOQHUDELOLWLHV LQ GG3HRUHHWF LEBRVWER | ) ceeded‘-
to evade moderation systems and generate malicious or inappropriate ¢ ontent. Similar cases @ \njecth\'\ suc

of prompt injection in multimodal models have also been observed. For exam ple, researchers =

have successfully made models solve CAPTCHAS“*! or execute prompt injections via audio M . ) P <

recordings” . These attacks highlight new security challenges for multimodal model s, as
WUDGLWLRQDO WH[W EDVHG SURWHFWL\R @\D R LWHRXYURWMXDQ
data. This opens up avenues for cybersecurity research, although no con crete

countermeasures have yet been disclosed.

What Stance to Take In the Face of These Threats?

:LWK WKH ULVH RI DUWL1FLDO LQWHOOLJHQ®HHL OXU B AN QWD YHDEHH ¢ BKEOD @ KWHHGE BURH U D
among development teams about security issues. Among the most popular a re the OWASP Top 10 for LLM ", a ranking of

the main vulnerabilities related to language models, and ANSSI's guide 8l ZKLFK R3HUV PHDVXUHV IRU VHFXUH
these technologies. The technical documentation provided by learnpro mpting.org [* is also worth mentioning.

Key recommendations from these guides include:

1. Limit the size of responses:

To prevent Denial of Service attacks, it is very important to strictly limi t

WKH VL]H RI DQ $, VUHVSRQVH LQ WHUPV RI WK
2. Human intervention for sensitive operations:

For actions like deleting or modifying data, it is recommended not to

allow an Al to perform these tasks autonomously.

3. Tracking LLM actions:

security policies or attempts at injection.

4. Frequent updates:

To improve detection of malicious prompts, models should be regularly
updated or adjusted. Designers often release updates in response to new
research publications.

5. Security testing:

A complete security audit, including penetration testing and robust ness
evaluations, should be conducted before any deployment in production.

www.orangecyberdefense.com
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Enhancing Beaconing Detection
with Al-Driven Proxy Log Analysis

In the ever-evolving landscape of cybersecurity, detecting beacon ing activities is paramount for

safeguarding networks. Beaconing refers to the periodic communication between compromised

systems and external command-and-control (C2) servers, often used b y malware to receive
LOQVWUXFWLRQV RU H[I1OWUDWH GDWD /HYBQDOLQUV$UBSURVYHWEKWRND RAL
breakthrough, enabling organizations to identify abnormal communic ation patterns that may indicate

malicious activities. This article delves into the project and the engi neering behind Al-driven detection,

highlighting its transformative potential in cybersecurity.

Anis Trabelsi, Al expertand Lead Data Scientist, Orange Cyberdefense

The Challenge Al-driven Detection

of Beaconing Detection Engineering: System Overview

Detecting beaconing poses a unique challenge for This Al-driven system continuously monitors proxy logs for
cybersecurity professionals. Traditional detection signs of beaconing. Key components of this approach include:
methods, such as signature-based approaches, often 1. Data Ingestion: Collecting and aggregating proxy logs
struggle to identify these subtle yet harmful behaviors. from various sources, ensuring comprehensive coverage
Beaconing activities can be infrequent and may blend of network activity. This steg lgs \X}tal for creating a robust

LQ ZLWK OHJLWLPDWH WUD4F PDNLQJ WKH RjgGd fordRalysi/ R V
As attackers become more sophisticated, relying solely
on conventional methods leaves networks vulnerable
to undetected threats. This underscores the need for
advanced detection mechanisms that can adapt to
evolving tactics employed by cybercriminals. To sum
XS WZR PDLQ GLAFXOWLHV DUH SUHVHQW #$lening Meehanisrys:yy inpfementing real-time alerts

2. Pattern Recognition: Utilizing algorithms to identify
abnormal communication patterns. These algorithms are
applied in every batch of 15 minutes to be the closest to
the real time.

legitimate beaconing due to trusted sites which could be for detected anomalies, enabling security teams to take
considered as “noise” for the network system detection. immediate action. This feature ensures that potential
6HFRQG GL4FXOW\ VRPH DWWDFNHUV FR X O@reats ¢jadsigssecraaptly, reducing the risk of data
beaconing through trusted sites. breaches.

Real-Time Data Processing

Automation and Response Time

WKL

HQ



C2Graph (C2G) Implementation

C2Graph (C2G) is an implementation of "Malware Beaconing Detection by M ining Large-scale DNS Logs for Targeted
$WWDFN ,GHQWLIFDWLRQ $QGULL .DWUW Q@UWLRQHZREXVHYV RMH'R&ORID EX
extended to proxy logs adding jitter consideration to request size and de Ita time communication.

‘RUN2RZ 2YHUYLHZ
' Data Extraction: Parsing proxy logs to extract relevant features.
'’ Graph Construction: Building a graph of source and destination nodes to analyze communication pa tterns.
“ ' Binning: Creation of temporal and quantitative delta sequences which are binne d into buckets tagged with
letters. This process catches jitters.

Key Metrics:
" Node Degree: Represents the number of incoming connections to a node. For example, a high d egree for a
|_|_| legitimate site like google.com contrasts with a low degree for a C2 server .
... ’  Edge Weightt ,QGLFDWHV WKH IUHTXHQF\ RI FRPPXQLFDW MRHY BRAXWWZ WHRIQ \(
and focus on suspicious activity.

Al Process:
" Hypothesis: we suppose it is the beginning of an infection.
" Firststep: WKH $, LV ORRNLQJ WR ORZ QRGH GHJUHH VR X KHYK_HGEHWHW
'’ Second step: For these selected couples of sources and destinations the Al adds two scor es, one for the
binning temporal periodicity and another to the binning quantitativ e periodicity.
Alerting: it is made when the normalized score combined for these two precedents is in th e top 10%.
Expert Feedback Loop: 6 HFXULW\ DQDO\VWYV UHYLHZ DOHUWV WR SURYWINGH I
DVVHVVPHQWY KHOSLQJ WR UH1QH WKH PRGISOHL@GEWPBVRYH IXWX

'H\ 1QGLQJV I %HQHIWV RI $, '"ULYHQ

:KDW W\SH RI NH\ 1QGLQJV FRXOG WKILV Wiée advaRtdges of Al-driven detection are manifold:

DOJRULWKP KLIJKOLJKW" | Increased Accuracy: Al can discern subtle patterns

I that traditional methods may overlook, leading to

| PRUH UHOLDEOH WKUHDW LGHQWL
$, FDQ 1QG LQIHFWLRQV RI LQWHUQDQ SKL \emiyfffnbies data) QI vysiexy ¢an adapt to

|

|

|

|

|

|

|

|

|

|

|

Post phishing infection:

changing attack vectors.

Scalability: The system can handle vast amounts

of data, making it suitable for organizations of

all sizes. As businesses grow, the Al can scale
DFFRUGLQJO\ PDLQWDLQLQJ H3HF
compromising performance.

Proactive Defense: Early detection allows for
proactive measures, reducing potential damage.
By identifying threats before they can execute their
malicious intent, organizations can safeguard their
DVVHWY PRUH H3HFWLYHO\

after the click on the malicious link.

Malicious website tracking:

Al can track the use of known malicious sites or abuse of
trusted web pages.

Proactive Threat Intelligence:

In some cases, infections are not known by threat
intelligence sources which could highlight new types
of infection.

www.orangecyberdefense.com




Wicus Ross
Senior Security Researcher

Research: Vulnerabilities

Beyond Vulnerability
Management

We Cannot Patch Fast Enough Can You CVE What | CVE?

The reactive nature of vulnerability management, combined Western nations and organizations use the Common

with delays from policy and process, strains security teams, Vulnerability Enumeration (CVE) and Common Vulnerability
who have limited capacity and cannot patch everything Scoring System (CVSS) to track and rate vulnerabilities,
immediately. Our Vulnerability Operation Center (VOC) dataset overseen by US government-funded programs like MITRE
analysis found 32,585 distinct CVESs across 68,500 unique and NIST. By September 2024, the CVE program, active for 25
customer assets, with 10,014 having a CVSS score of 8 or years, had published over 264,000 CVEs, with 14,443 marked
higher. Among these, external assets have 11,605 distinct as “Rejected” or “Deferred.”

CVEs, while internal assets have 31,966. With this volume of
CVEs, it's no surprise that some go unpatched and lead to
compromises.

NIST’s National Vulnerability Database (NVD) relies on CVE

Numbering Authorities (CNAs) to record CVEs with initial

CVSS assessments, which helps scale the process but also

Why are we stuck in this situation, what can be done, and is introduces biases. The disclosure of serious vulnerabilities

WKHUH D EHWWHU DSSURDFK IRU E XV L QH§cémplcated by disagreements between researchers and
YHQGRUV RYHU LPSDFW UHOHYDQFH DQG DF

We'll explore the state of vulnerability reporting, how to wider community 41591

prioritize vulnerabilities by threat and exploitation, examine
VWDWLVWLFDO SUREDELOLWLHY DQG EUIhB®2Y4, & hackogd\18187Vinenridbad\QVEs aZddividet@d
consider solutions to minimize vulnerability impact while giving at the NVD'*°/*”) due to bureaucratic delays, halting CVE
PDQDJHPHQW WHDPV 2H[LELOLW\ LQ FU L \éhrichtméhvde$pie\dmtjoing vulnerability reports, and
dramatically illustrating the fragility of this system.

15 RI &9(V 3XEOLVKHG SHU <HD

Published Date vs Recorded Year I Nr of CVEs by date B Nr of CVEs by CVEID

e
pe*”
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(366 TKUHVKROG

7TKUHVKROGV LQ 7HUPV RI &RYHUDJH (4FLHQ F\[SIDRE W3HREJ 9K CoGIHDUDMELLYCH.
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CVE and the NVD are not the sole sources of vulnerability Threat Informed
intelligence. Many organizations, including ours, develop o _ _ _
independent products that track far more vulnerabilities than Despite its shortcomings, the CVE system still provides
the NVD’s CVE program. valuable intelligence on vulnerabilities that could impact

security. However, with so many CVEs to address, we must

Since 2009, China has operated its own vulnerability database, prioritize those most likely to be exploited by threat actors.

CNNVD*?, which could be a valuable technical resource /%%, ) o _
though political barriers make collaboration unlikely. Moreove r,  The Exploit Prediction Scoring System (EPSS), developed by

not all vulnerabilities are disclosed immediately, creating blin d the Forum of Incident Response and Security Teams (FIRST)
spots, while some are exploited without detection—so-called SIG**, helps predict the likelihood of a vulnerability being
0-days. exploited in the wild. With EPSS intelligence, security managers

, . can either prioritize patching as many CVEs as possible for
In 2023, Google’s Threat Analysis Group (TAG) and broad coverage or focus on critical vulnerabilities to maximize

ODQGLDQW LGHQWL1HG JHUR GD\ H[SORlLI)(VFVL PEPQJG%\UQ!WFQIWﬂfSORLWDWLRQ %RV
mobile devices, operating systems, browsers, and other

applications. °*) Meanwhile, only about 6% of vulnerabilities in and cons.
the CVE dictionary have ever been exploited®”, and studies 7R GHPRQVWUDWH WKH WUDGHR3 EHWZHHQ FI
from 2022 show that half of organizations patch just 15.5% or we need two datasets: one representing potential patches
fewer vulnerabilities monthly ), (VOC dataset) and another representing actively exploited
. . . . ) ) vulnerabilities, which includes CISA KEV“", ethical hacking
While CVE is crucial _for security managers, it's an |_mperfect, 1QGLQJV DQG GDWD IURP RXU &(57 9XOQHUDE
voluntary system, neither globally regulated nor universally Watch service!*® .
adopted.

This paper aims to explore how we might reduce reliance on it
in our daily operations.

www.orangecyberdefense.com
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The EPSS threshold is used to select a set of CVESs to patch, |_|ke|y Choices
based on how likely they are to be exploited in the wild. The _ - N _ )
overlap between remediation set and the exploited vulnerability =~ EPSS predicts the likelihood of a vulnerability being exploited

VHW FDQ EH XVHG WR FDOFXODWH WKH (semewlere, LORWK U DA & QARW RQ DQ\ VSHFL1F V)
(3RUW RI D VHOHFWHG VWUDWHJ\ SUREDELOLWLHYV FDQ WVFDOH X )RU H[DPSOH

FKDQFH RI KHDGV EXW 2LSSLQJ FRLQV Ul
of at least one heads to 99.9%. This scaling is calculated using
the complementrule®® ZKLFK 1QGV WKH SUREDELOLW

(4 F L H Cistthe number of remediated vulnerabilities fromthe ~ desired outcome by subtracting the chance of failure from 1.

Coverage is the percentage of remediated vulnerabilities that
are also present in the target exploit group.

target exploit group as a proportion of the total remediation $V ),567 H[SODLQV W(366 SUHGLFWV WKH SUR
group. vulnerability being exploited and can be scaled to estimate

(3 R lisiexpressed as the number of vulnerabilities in the threats across servers, subnets, or entire enterprises by

remediation group that will be patched as a percentage of the calculating the probability of at least one event occurring.” /1!
vulnerability population. With EPSS, we can similarly calculate the likelihood of at

If you wish to explore EPSS further, then we encourage you to least one vulnerability being exploited from a list by using the

read our blog post that covers the EPSS tool used here in this complement rule.

section*"". To demonstrate, we analyzed 397 vulnerabilities from the VOC

Point A in the chart on the previous page is where the scan data of a Public Administration sector client. As the chart

EPSS threshold is 14.9% and represents the level where the below illustrates, most vulnerabilities had low EPSS scores

(4FLHQF\ DQG &RYHUDJH LQWHUVHFW $ omilasharpsisesatnasition 978.Rlsashown on the chart is

ZRXOG \LHOG EHWWHU &RYHUDJH EXW D e verled nradability rfiexagitatiomusing the cpmpiement

(3RUW LQFUHDVHV DV WKH QXPEHU RI &9 WXWKD WKk KWl EHHF YD WHRMEYHDFKHV ZKHQ F
grows. The opposite is also true: If the EPSS threshold is vulnerabilities are considered.

increased we would remediate a smaller number of (potentially

exploitable) CVEs, but with a higher risk of missing something.

PointB RQ WKH FKDUW LV ZKHUH (4FLHQF\ DQG (SRUW LQWHUVHFW
and represents the lowest EPSS threshold that should be

considered for this example. Selecting an EPSS threshold

smaller than 1.9% will result in increased Coverage, but with a

QRWLFHDEOH LQFUHDVH LQ (3RUW

The example here is theoretical but it serves to remind us that
the choices we make with regards to patching come with real
WUDGHR3V

6FDOHG SUREDELOLWLHYV

Increasing Likelihood of Expoitation With Inclusion of More Vulner abilities Scaled EPSS M EPSS

© Orange Cyberdefense 2024/2025



As the second line on the chart indicates, as more CVEs are
considered, the scaled probability that one of them will be
exploited in the wild increases very rapidly. By the time there
are 265 distinct CVE under consideration, the probability that
one of them will be exploited in the wild is more than 99%. This
level is reached before any individual vulnerabilities with high
EPSS come into consideration. When the scaled EPSS value
crosses 99% (Position 260) the maximum EPSS is still under
11% (0.12).

Vulnerabilities with high EPSS scores also do not necessarily
have a high CVSS score. The bulk (38) of vulnerabilities shown
on the chart have a CVSS score between 5 and 6.25. Only

15 vulnerabilities in the set have a score between 7.5 and 9.8.
The highest scoring vulnerability only had an EPSS of 0.37%
(0.0037).

This example, based on actual client data on vulnerabilities
H[SRVHG WR WKH ,QWHUQHW VKRZV KRZ
vulnerabilities becomes as the number of systems increases.

EPSS gives a probability that a vulnerability will be exploited in
the wild, which is helpful for defenders, but we've shown how
quickly this probability scales when multiple vulnerabilities are
involved. With enough vulnerabilities, there is a real probability
that one will get exploited, even when the individual EPSS
scores are low.

Like a weather forecast predicting “chance of rain,” the larger
the area, the greater the likelihood of rain somewhere.

7KLV VFDOLQJ H3HFW PDNHV DSSO\LQJ (3

management in large environments less practical, as even
with extensive patching, it may be impossible to reduce the
probability of exploitation somewhere near to zero.

Attackers Think in Graphs

In 2015, Microsoft Security Engineer John Lambert shared

an immutable truth in a blog post titled, “Defenders think

in lists. Attackers think in graphs. As long as this is true,
attackers win.” Y Lambert explained, “Defenders don't have
a list of assets—they have a graph. Assets are connected by
security relationships. Attackers breach a network by landing
somewhere in the graph, using techniques like spearphishing,
and hack by navigating it.” He added, “The graph in your
network is shaped by security dependencies, network design,
management, software, services, and user behavior.”

In vulnerability management, Lambert’s insights highlight two
key realities. First, vulnerabilities are just one factor attackers
use to gain access. The MITRE ATT&CK framework*?!
documents many observed attacker behaviors. In July 2024,
SensePost, part of Orange Cyberdefense’s Ethical Hacking
team, described how an attacker can evade an Endpoint
Detection and Response (EDR) system using “attack
decorrelation.”***! By manipulating a system to disclose
separate innocuous pieces of information, the attacker can
combine them to compromise the system without triggering
alarms, demonstrating that a skilled, persistent attacker can
bypass controls, even in environments without exploitable
CVEs. Even if an environment is seemingly devoid of exploitable
CVEs, a resourceful and experienced attacker with enough

Research: Vulnerabilities

From there, attackers can navigate to valuable assets. Thus,
defenders must not only patch vulnerabilities but also restrict
access across the security graph to minimize the impact of any
compromise.

Attacker Odds

‘HVYH LGHQWL1HG WKUHH FULWLFDO WUXWKYV
our examination of the vulnerability management process:

" $WWDFNHUV DUHQVW IRFXVHG RQ VSHFL1F
aim to compromise systems to access the graph.

Exploiting vulnerabilities isn’t the only path to compromise,
and often, it's not the most common one.

)

Attackers’ skill and persistence levels vary.

These factors allow us to extend our analysis of EPSS

r ilities o, ider th Iif linaod of an attacker
2@%&%%@%@%‘5%@%@ eEm@(t??en scaling that to
determine the probability of compromising some system within
a network that grants access to the graph.

We can assume each hacker has a certain “probability” of
compromising a system, with this probability increasing based
on their skill, experience, tools, and time. We can then continue
applying probability scaling to assess attacker success against
a broader computer environment.

s is the estimated probability of a successful attack
p is the chance of success based on judged skill

In is the natural log function

n is the number of occurrences

_ In(-s)
In(1-p)

Given a patient, undetected hacker, how many attempts are

statistically required to breach a system granting access to the

JUDSK" $QVZHULQJ WKLV UHTXLUHV DSSO\LQJ
distribution in the form of this equation; 04105

In (1 - 0.9999)

~180= In (1 - 0.05)

Using this equation, we can estimate how many attempts an
attacker of a certain skill level would need. For instance, if
attacker Al has a 5% success rate (1 in 20) per system, they
would need to target up to 180 systems to be 99.99% sure of
success.

Another attacker, A2, with a 10% success rate (1 in 10), would
need about 88 targets to ensure at least one success, while
a more skilled attacker, A3, with a 20% success rate (1 in 5),
would only need around 42 targets for the same probability.

These are probabilities—an attacker might succeed on the

1UvwW WU\ RU UHTXLUH PXOWLSOH DWWHPSWYV
success rate. To assess real-world impact, we surveyed

senior penetration testers in our business, who estimated their

success rate against arbitrary internet-connected targets to be

around 30%.

Assuming a skilled attacker has a 5% to 40% chance of
compromising a single machine, we can now estimate how
many targets would be needed to nearIWIL_JlaSrantee one

SHUVLVWHQFH PD\ 1QG D ZD\ WR DFKLHYH, QERPESHRRIY H VLGHV

a control or avoid being detected.

6HFRQG DWWDFNHUV GRQVW QHHG WR FRPSURPLVH D VSHFL1F

system—any foothold in a homogenous network grants access
to Lambert’s “graph.”

www.orangecyberdefense.com
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SWWDFNHU 6 XFFHVYV

Based on the Probability of Success

WAL-5% W A2-10% W A3-20% W A4-30% W A5-40%

$ $ $ $ $

Attempts* 315 153 73 46 32

* The number of attempts will result in a 99.99999% probability of success

The implications are striking: with just 100 potential targets,
even a moderately skilled attacker is almost certain to succeed
at least once. In a typical enterprise, this single compromise
often provides access to Lambert’s graph, and enterprises
typically have thousands of computers to consider.

Reimagining

Vulnerability Management

For the future, we need to conceive an environment and
architecture that is immune to compromise from an individual

system. In the shorter term, we argue that our approach to
vulnerability management needs to change.

LYH

’ Reduce attack surface
6 W U D W HJ L HVDeal with vulnerability classes
' Deal with asset classes

5LVN 5HGXFWLRQ

Use the Right Words

The current approach to vulnerability management is rooted

LQ LWV QDPH IRFXVLQJ RQ WYXOQHUDELOLWI|
CVSS, and EPSS) and their “management.” However, we have

QR FRQWURO RYHU WKH YROXPH VSHHG RU V
leading us to constantly react to chaotic new intelligence.

EPSS now helps us prioritize vulnerabilities likely to be
exploited in the wild, representing real threats, which forces us
into a reactive mode. While mitigation addresses vulnerabilities,
our response is truly about countering threats—hence, this
process should be called Threat Mitigation.

$V GLVFXVVHG HDUOLHU LWVV VWDWLVWLFDC
counter threats in large enterprises by merely reacting to

vulnerability intelligence. Instead, we should focus on Risk

Reduction. Cyber risk results from a threat targeting a system’s

assets, leveraging vulnerabilities, and the potential impact of

such an attack. By addressing risk, we open up more areas

under our control to manage and mitigate.

CKRUBDWSOBWIRID W L R Q

'’ Respond to Vulnerability Intelligence
'’ Respond to Threat Intelligence
' Respond to attacks

$VVHW ,QWHOOLJHQFH

,QWH OO LUHOFH

$WWDFN ,QWHOOLJHQFH

9XOQHUDELOLW\ ,QWHOOLJHQFH
7TKUHDW ,QWHOOLJHQFH

5LVN OHWULFV

Deprecate unneeded
systems

Deprecate unneeded
software

Upgrade application
systems or BU

Improve patch automation

© Orange Cyberdefense 2024/2025

7TKUHDW OHWULFV

E.g.
' Patch or mitigate vulnerable

8SJUDGH HQWLUH KB}hY

' Suspend vulnerable
systems

$GMXVW VRIWZD UHlock threat
YHQGRU VWU D W H Jull Incident Response



This approach is certain to be much less disruptive and more
H4FLHQW WKDQ UHVSRQGLQJ WR VSHFL1F Q!
Threat Mitigation is a dynamic, ongoing process that involves - ) o )
identifying threats, assessing their relevance, and taking Vulnerability Scanning remains important for creating an
action to mitigate them. This response can include patching, accurate asset inventory and identifying non-compliant
UHFRQ1JXULQJ 10WHULQJ DGGLQJ FRPsWé%'\klﬂt‘%sj?o#'ﬁe%ﬂ%%t@@@gﬁ%‘dard'zed
even removing vulnerable systems. EPSS is a valuable tool processes, not trigger them.
that complements other sources of threat and vulnerability
intelligence.

However, the scaling nature of probabilities makes EPSS less
useful in large internal environments. Since EPSS focuses
on vulnerabilities likely to be exploited “in the wild,” it is

most applicable to systems directly exposed to the internet.

The overwhelming barrage of randomly discovered and
reported vulnerabilities as represented by CVE, CVSS and
EPSS are stressing our people, processes and technology.

‘HVYH H3HFWLYHO\ EHHO DSSURDFKLQJ YXO
7KHUHIRUH 7KUHDW OLWLJDWLRQ HSRUW\’thé@%ﬁé(v%%o?’é&éﬁm%Hécgd\eS\,"{)E?t%iH%Wbeen
those externally exposed systems. ZRUNLQJ DQG LWVV QRW H4FLHQWO\ UHGXFL

must evolve.

It's time to reimagine how we design, build, and maintain
systems.

Cyber risk is a product of Threat, Vulnerability, and Impact.
While the “Threat” is largely beyond our control, patching
VSHFL1F YXOQHUDELOLWLHY LQ ODUJH
VLIQLIFDQWO\ ORZHU WKH ULVN RI FRP
UHGXFWLRQ VKRXOG IRFXV RQ WKUHH

A Template
Reducing the attack surface: As the probability of for a New Strategy
compromise increases with scale, it can be reduced by
shrinking the attack surface. A key priority is identifying Key factors to consider for security strategies toward
and removing unmanaged or unnecessary internet-facing 2030 and beyond:

systems.
1. Starting at the source
Limiting the impact: Lambert’s law advises limiting

attackers’ ability to access and traverse the “graph.” This 2. Human Factor

is achieved through segmentation at all levels—network, " Leverage human strengths and anticipate their
permissions, applications, and data. The Zero Trust weaknesses.

architecture provides a practical reference model for this " Gain support from senior management and

goal. executives.

)

PSURYLQJ WKH EDVHOLQH ,QVWHDG Be an enabler, not a blocker.
vulnerabilities as they're reported or discovered,
systematically reducing the overall number and severity
of vulnerabilities lowers the risk of compromise. This

Threat-Informed Decision Making
" Learn from incidents and focus on what's being

DSSURDFK SULRULWL]HV H4FLHQF\ D ,eXp'O'ted- ) N
ignoring current acute threats in favor of long-term risk Use strategies to enhance remediation based on your
reduction. capabilities.

By separating Threat Mitigation from Risk Reduction, we . Threat Modeling and Simulation

FDQ EUHDN IUHH IURP WKH FRQVWDQW " Use threat models to understand potential attack

WKUHDWYV DQG IRFXV RQ PRUH H4FLHQ paths.

freeing up resources for other priorities. " Conduct Ethical Hacking to test your environment

against real threats.

System Architecture and Design

The three Risk Reduction goals for internal enterprise Apply threat models and simulations to validate
networks aren't driven by the random discovery of new assumptions in new systems.

Threats or Vulnerabilities but can be pursued systematically
to optimize resources. The focus shifts from “managing
vulnerabilities” to designing, implementing, and validating
UHVLOLHQW DUFKLWHFWXUHV DQG EDV BYRtems:

these baselines are set by the security function, IT can take Treat SASE and Zero-Trust as strategies, not just
over their implementation and maintenance, aligning with technology.

H[LVWLQJ ,7 SURFHVVHV IRU JUHDWHU

function can then validate compliance with the agreed )
standards. Implement formal policies to embed security into

corporate culture.

Reduce the attack surface systematically.
Strengthen defense in depth by reviewing existing

6. Secure by Demand / Default

The key here is that the “trigger” for patching internal systems
LV D SUHGH1QHG SODQ DJUHHG ZLWK
to a new, approved baseline.

" Ensure vendors and suppliers have active security
improvement programs.

www.orangecyberdefense.com
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Starting at the Source

7KH 1UVW SODFH WR UHGXFH WKH ORDG

is at the source, by reducing the number of vulnerabilities

in the technology products we deploy. CISA Director Jen
Easterly criticized vendors for producing poor-quality
software, describing the issues as ‘defects’ rather than just
vulnerabilities./***) Over 200 vendors have committed to
supporting the voluntary Secure by Design initiative for better
self-regulation.

Google Android and Pixel have made headways over the past
few years to harden the mobile operating system (OS) and
mobile hardware platform *°”), These changes are directly
aimed at countering existing attacks or to make exploitation

System Architecture and Design

RxisBrig Q/Bidrh (edigris<sDaDIH heDevibv@et Yakdd dn

WKUHDW PRGHOV SDVW LQFLGHQWYVY RU ODW
by vulnerability management teams. There is always room

to strengthen ‘defense in depth’ through methods such as

network segmentation, non-repudiable authentication, and

least privilege for services and user accounts.

Reducing the attack surface methodically eases the burden on
security operations, including vulnerability management. While
it may not always be feasible to remove or replace unsupported
products, decommissioning unused assets in accordance with

policy is critical.

FRQVLGHUDEO\ PRUH GL4FXOW 7KH*RRJ%ﬁ%ﬁ%ﬂ%ﬁ§§@%§§ﬁ§%ﬁggﬁﬁ%g%w\NHDPVMN

that most vulnerabilities in their mobile OS are present in

new source code, while older source code has proportionally
fewer vulnerabilities*°?. They also believe that the number of
vulnerabilities will be reduced substantially over time due to
the introduction of memory safe techniques and memory safe
programming languages. Microsoft has also implemented

new standards, policies, and processes to ensure security is
integrated from the start of every project, with measures to
track adherence and assess compliance. These changes were
prompted by several serious incidents in 2023 and 2024. [**°)

After a series of painful security missteps, VPN vendor Ivanti
pledged ™ publicly to execute a plan “that accelerates
security initiatives already underway and implements improved
practices to anticipate, prevent and protect against future
threats”. Every technology producer has the responsibility

to implement policies to explicitly state how products will be
created that are secure, and all buyers should pressure their
vendors to commit to shipping more secure code.

Human Factors

For vulnerability management teams to succeed, gaining
support from key colleagues is essential. The program should
support the business, not create obstacles. Find a strategy
aligned with the business’s goals, keeping that in focus. This
might require creativity and compromise. Start by having
conversations with key individuals to understand their needs.
Actively listen to their perspectives, as this could be the
foundation for your initial strategy.

Threat Informed Decision Making

With the abundance of information on attacks, it's easy to get
swept up in panic. The key is to assess how the published
information applies to your environment and whether it
warrants action. Understanding your environment and attack
surface is crucial in making informed decisions.

Threat Model and Simulate

Ethical Hacking engagements provide a valuable opportunity
to learn from experts by thinking like attackers. These services

DUH W\SLFDOO\ WDLORUHG WR WHVW VSHFL1F VIVWHPV RU FR

but can also be goal-oriented with broader objectives, like
assessing detection and response capabilities. The results
serve as highly localized threat intelligence, which should be
used to update threat models.

© Orange Cyberdefense 2024/2025

integrity, and availability. This ultimately becomes a business
decision, weighing time, cost, and resources.

As systems increasingly span on-premises and cloud services,
EXVLQHVVHYVY FDQ RSHUDWH ZLWK PRUH 2HJ[LE!
Service Edge (SASE) and Zero-Trust should be approached

as strategies, not just technology stacks, to bolster defense in

depth by design.

7TUDGLWLRQDO SULQFLSOHV OLNH ERQUWMHQWL
(CIA), and Non-repudiation remain essential, but newer
concepts such as Distributed, Immutable, and Ephemeral (DIE)
can enhance security. DIE principles™:

" 'LVWULEXWHG _ QR GHSHQGHQF\ RQ RQH K|
,PPXWDEOH _ XQDEOH WR PRGLI\ DVVHWV

(SKHPHUDO _ VKRUW OLYHG LQVWDQFHV W
DGGUHVV LVVXHV PRUH H4FLHQWO\

(SKHPHUDO KRVWV LQ SDUWLFXODU EHQH1W
management, as each instance runs the latest baseline, with
outdated or non-compliant versions quickly discarded.

)

)

Secure by Demand
or Secure by Default

Technology commoditization has led to a race to the bottom,

ZLWK YHQGRUV UXVKLQJ WR GHYHORS IHDWXL
discount prices, often resulting in poor security outcomes for

clients and collateral damage.

Corporate culture must shift through clear, formal policies that

prioritize security at every level, ensuring it's integrated into

every product or service. CISA's ‘Secure by Design’ ! initiative
encourages vendors to build security into products from

the start'***/, while their ‘Secure by Demand’ guide provides

resources to help buyers ensure security is central to their

purchases. CISA also issued ‘Secure Design Alert’ advisories

WR LQIRUP GHFLVLRQ PDNHUV DERXW FRPPRQ
VSHFL1F WHFKQRORJLHV

In the future, business-to-business relationships will evolve,
with vendors required to prove their security and quality
policies meet industry standards. Demanding secure products

and services will become standard practice.
SRQHQWV
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Summary

Security defenders are being overwhelmed Shifting this dynamic requires us to make
E\ D 2RRG RI HUUDWLF LQIRUP DW &dr@ fub@armxntél changes to how we think
vulnerabilities that might need to be addressed. and work. This starts by abandoning the term
Not every vulnerability constitutes a threat, “Vulnerability Management” in favor of more
however, and it's clear now that we may never VSHFL1F DQG DSSURSULDWH FRQFHSWV _ 7K
be able to respond to every vulnerability Mitigation (focused on exposed systems) and
that is reported. Given the scaling nature of Risk Reduction (focused on reducing impact
probabilities, addressing a limited number of and vulnerability overall).
VSHFL1F YXOQHUDELOLWLHY LQ D ODUJH HQYLURQPHQW
may not meaningfully reduce the chance that Both of these processes are supported by
attackers may compromise that vulnerability security practices like external attack surface
VRPHZKHUH DQG WKXV 1QG D S D watagereRtHARN)PDa@ombination of
resources. vulnerability scanning and informed by threat-
and vulnerability intelligence, but these operate
Meanwhile the continuous cycle of collecting, LQ GL3HUHQW HQYLURQPHQWY DQG ZLWK GL.

assessing, and responding to vulnerability KPIs.
information is distracting from more impactful
H3RUWYV DQG H[KDXVWLQJ RXU DYDLODEOH UHVRXUFHYV

www.orangecyberdefense.com




Spotlight on VPN: Faulty by Design?

931 JDWHzZD\V 100 D XQLTXH UROH H[SRVHG WR DWONWKH/ BPHDWGNHRI| WK} HW
having access to some of the most critical resources in the organization.

In many cases, software that has a track record of security vulnerabiliti es is deployed behind a VPN to
OLPLW ZKR FDQ DFFHVV LW :KDW VKRXOG RQH GRILULWMHOSUREOHPDWLF VRIWZDUH LV

Rogan Dawes, SensePost Researcher,

In an April 2020 advisory, the U.S. Cybersecurity and

Infrastructure Security Agency (CISA) advised its stakeholders
* D Q ciiichiylvhgiahle\taleRdtbits, when software like OpenSSH,

WR WLPPHGLDWHO\ SDWFK &9 (

But why are the vulnerabilities discovered in these products so
FDWDVWURSKLF" +RZ LV LW WKDW VHFXULW\ ¢

UHDGLQJ YXOQHUDELOLW\ D3HFWLQJ 3XO¥RV&HIHXUHCY4LRMNDOOD DKEBKYIDWHHTXDOO\ H[SRV

network (VPN) appliances” /. That same year, we reported
in our annual security Navigator report as noteworthy the
“visibility of several leading security product vendors in the
very short list of technology vendors who featured multiple
times in our intelligence advisories”. We further noted a four-
fold increase in vulnerabilities reported in selected security
technologies between March and May 2020". Four years
later in February 2024, CISA issued another advisory about
another perimeter security product, this time going so far as
to direct government agencies to “disconnect all instances” of
WKH D3HFWHG 931. SURGXFWX

have had only a handful of relatively low severity vulnerabilities
RYHU WKHLU HHWHQGHG OLIHWLPHV"

BRVWI1] 1 n

Qmail 2 5

7KH SDVW 1YH \HDUV KDYH EHHQ FKDUDFWHUL]HG LQ D

VLIQLIFDQW zZD\ E\ WKH GLVFRYHU\ DQG

vulnerabilities in perimeter security technologies, and
especially Virtual Private Networks (VPN).

Over the past several years, VPN software from multiple
vendors has been exploited repeatedly. For example, just in
2024:

Ivanti Connect Secure 10 6
Palo Alto Pan-OS 9 5
Fortinet FortiOS 15 8

Each vulnerability advisory means that a team needs to drop

everything to deploy the relevant patches in their environment.

One VPN vendor even recommended that their own product
should be deployed behind a security gateway in order to
protect it from an actively exploited vulnerability!

© Orange Cyberdefense 2024/2025
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While OpenSSH does appear to have a large number of

published vulnerabilities over its 25-year history, it is worth

keeping in mind the almost ubiquitous nature of OpenSSH,

making it an extremely high value target, and that many of the
SXEOLVKHG YXOQHUDELOLWLHY DUH LQ QRQ ¢
RU UHTXLUH PLVFRQ1JXUDWLRQV LQ RWKHU S
OpenSSH as a component.

We posit that programs with a long history of good security

have been through an initial security architecture design

process, where the system has been decomposed into

HOHPHQWY HDFK UHVSRQVLEOH IRU D FOHDU
the system. These elements have been chosen to be as

independent from each other as possible, communicating only

RYHU FDUHIXOO\ VSHFL1IHG LQWHUIDFHV VR \
element doesn’t compromise the entire system.

$Q H[DPSOH RI WKLV FDQ EH VHHQ LQ 3RVW1]\

JLUVWO\ 3RVWI1[ OLVWY DOO WKH H[SRVHG HC
the components that require network access. Each of these

FRPSRQHQWY SHUIRUPV D VSHFL1F WDVN ZLYV
UHTXLUHG IRU WKDW VSHFL1F WDVN SUHVHQYV



Expert Insight: South Africa

"(IDPSOH RI 3BRVW1[ VIVWHP DUFKLWHFW XKW V&RV X P, PRWMWR Q[ IR B P

This enables an administrator to decide which components Pan-OS similarly had HTTP endpoints vulnerable to directory
VKRXOG EH HQDEOHG RU GLVDEOHG ED VirhGralatlacK ldd el \aSiktérhal $ystem processes
requirements, and limits the attack surface of the overall vulnerable to command injection using shell metacharacters,
system. The remaining components are inaccessible by design,  another vulnerability class that has been known for decades.
running under unprivileged accounts, processing queues of ———
10HV RZQHG RQO\ E\ WKDW DFFRXQW ,Q M%ﬁvw bifies ﬂ?t?_dé‘.i’étf_‘w(@%ﬁ‘abo"ewere
FRPSRQHQWYV DUH LVRODWHG ZLWK D OLF eqL "8\??\9‘1‘??\/\)”\‘4"&9“”"""“955

Sﬁrl".i?ﬁ?ﬁ‘-l‘
WR SUHYHQW DFFHVV WR VIVWHP RU RWKH etisyq:%rglsi‘gn R '?—?W%&?gﬁgltoﬁnysuccessm'

compromise exploi been an axiom services that do not
’ need root privileges should not be run as root, to limit the
,Q RWKHU SDUWV RI WKH 3RVW1[ RYHUY L HefhayeSalbddirthe elenof eRvQ@inérsbilty. Y H Q
to measures taken to limit resource consumption, which could
otherwise lead to a Denial of Service condition. Ways in which
an incoming email can result in command execution are also
highlighted, as a common source of security vulnerabilities.
Other deliberate actions taken to eliminate vulnerability classes

Looking at the vulnerability analyzes carried out by various

parties, it appears that, either very little security architecture

design was carried out prior to building these systems, or that

WKH LQLWLDO GHVLJQ KDV EHHQ PRGL1IHG VR

LQFOXGH IRUELGGLQJ XVH RI 1[HG VL]H P 'E'F!z gﬁ&xﬁ\%?\?ﬁmggguxi?ﬁv;[&\ﬁV'\\/AF:
URRW FDXVH RI EX3HU RYHU2RZ YXOQHUD lk L . .
weakness, rather than taking the opportunity for a broader

In contrast, an analysis of Fortinet done by Bishop Fox reveals 1] ORRNLQJ IRU RWKHU LQVWDQFHV RI WKDW
that they deploy a monolithic binary that contains almost all of endeavoring to eliminate them from the system entirely.

LWV IXQFWLRQDOLW\ LQ D VLQIOH HIHFXWREQH JUXQ B W HABLN RGN

on s_ystem startup. Tr_ns e".m'“a‘es any Ch""f‘ce 9 process e of the security architecture of their products, to ensure

privilege separation, implying that an exploited vulnerability that they can make educated purchasing de,cisions Lack

in a single function has access to all capabilities of the entire of such documentation should be seen as an in dica{tor

system. Other research reveals that lvanti Connect Secure had that thev should be prepared for a never-ending cvcle of

HTTP endpoints that were vulnerable to directory traversal anickirz/ atchin gng ravin 9cy

attacks, a vulnerability class that has been known for at least P 9.p 9 praying.

20 years.

Key Takeaways

Our adversaries are targeting and exploiting the technologies we inst all, develop and maintain to protect our
networks. The problem has been growing for several years now. As an industr y, we should be solving these
problems, not creating them.

As we have since 2022, we call on our partners and competitors in the security in dustry to come together to

work on this challenge. We believe an industry-wide discussion needs to be h ad to determine whether the
SUREOHP LV DV UHDO DV ZH SHUFHLYH LW LV DRDGHBNKQ GHIUNW L QWRHBR®
issue, or create some form of partnership to work toward a better situation fo r ourselves and our customers.

If you want to discuss this and join our initiative, please do contact us:

partnerfortomorrow@orangecyberdefense.com
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Ransomware Ripples & Real Risks

,W KDV EHHQ ZHOO HVWDEOLVKHG WKDW LEsEyedd wé [irésebtetl the @nds bhseniedover 35 years
PRUH VSHFL1FDOO\ UDQVRPZDUH LV FXUd &/Rena@acke/ikphcirig 00 We Kdptdredthe/d&a with a

operational technology (OT). Whether through dependencies
in the IT being impacted or an abundance of caution driving
GHFLVLRQV WR WXUQ WKH 27 R3
GDWDVHWY _ LQFOXGLQJ RXUV

We begin with this year’s overall roundup, noting all the

major trends we've seen. However, we wanted to focus on
VRPHWKLQJ GL3HUHQW _ WKH DWWDFNYV
not just the victim. We call these category 2 attacks, and what
distinguishes them from others is the adversary’s use of tactics,
techniques, and procedures (TTPs) unique to OT. This focus
takes us into exploring what might motivate the adversaries

into conducting such attacks and the impacts they cause as a
result.

Finally, we ask the question ‘does OT penetration testing
H3HFWLYHO\ UHSUHVHQW FDWHJRU\ 27
answered with our ongoing research on the topic, funded by

the Research Institute in Trustworthy Inter-connected Cyber-
physical Systems.

Taxonomy for Types of OT Cyber Attack

strict set of criteria, including corroboration from at least 2

UHSXWDEOH VRXUFHV WKDW DQ LQFLGHQW ZEC

, 7 1 R F X Mty DewaabkraNdc aBde dPAn@D MiphcR We recorded a

relatively low volume of OT-impacting cyber-attacks because

RI WKH VWULFW FULWHULD EXW WKRVH ZH G

and contained enough data points to get a detailed view of

n . I we recor, %ﬁ r-attacks over
‘%}g gngggfgsan% ﬁ?y\%zg@raﬁi y%aﬂslpr\riple taxonomy that
we created to better understand which types of attack were
causing the impacts.

The elephant in the room when visualizing the data was the
overwhelming volume of type 1a attacks from 2020 onwards.

7KLV ZDV GXH WR F\EHU HIWRUWLRQ &)\ ;

consequences all the way down to the physical process.

rt %g ndencie ing disrupted in the IT or the
@) p‘rt(l)(:[:JesrtsS being?grﬁi\l dov[\;}]/l dﬁilgonaqé aleLYr?dance of caution,
OT has not escaped victimization when it comes to the scourge
RI &\ ; RU PRUH VSHFL1FDOO\

FD

HQFU\SWLRQ E

Category L 2
ITTTPs OT TTPs
la 1b 1c 2a 2b
Type
IT targeted IT/OT targeted OT targeted OT targeted, crude oy ta_lrgeted,
sophisticated
IT attacked, IT attacked, Windows/Linux- Dedicated OT Dedicated OT
production Windows/Linux- based OT attacked | devices attacked devices attacked
Characteristics impacted indirectly | based OT attacked | with IT TTPs ZLWK 27 VSHFZUWK 27 VSHFL1F
as collateral with IT TTPs directly TTPs crudely, TTPs with
damage directly or as little precision or sophistication
collateral complexity

© Orange Cyberdefense 2024/2025
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&RXQW RI SWWDFNV )URP W

39% Increase in Attacks Between 2023 and 2024 Relative to the 35-Year Perio d Prior
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It is important to note that despite their prominence, these There was just one incident represented by a type 1c attack,

attacks are rarely targeted directly at the OT. It is hard to where an adversary deliberately targeted OT with IT TTPs. In

ascertain the motivations of cyber criminals performing these this incident, the adversary deliberately deployed encryption-

&\ ; DWWDFNV EXW GXH WR WKH HUUDW L fasatibansdrmWalrepd thel vigtim's suped/iis@py-tohbddand data

the OT impacts likely aren’t even intentional. acquisition (SCADA) server, which impacted the OT process.

2WKHU WKDQ WKH &\ ; IRFXVHG FDWHJRU\ DWWDFNV WKHUH ZDV D
small volume (19%) of category 2 cyber-attacks over our 35
years of data. The category 2 attacks were split evenly between

type 2a and 2b. The adversary demographics conducting LJ \ 3 U R S

FDWHJRU\ DWWDFNV KDV EHHQ TXLWH 2 iy
slight shift from insider threats to states. These attacks that pes 0 B -Im pactlng (gylber- ttacks '23/'24

GHOLEHUDWHO\ WDUJHW WKH 27 DQG LQFOXGH WKH XVH RI VSHFL1F 773V
are clearly much more intentional with their OT impact.

What Has Changed?

Spoiler alert: much more of the same!

In collecting data between H2 2023 and H1 2024 our dataset
grew by 47 incidents, 29 incidents in the tail end of 2023 and 18
so far in 2024. This took our total from 119 to 166, meaning we
observed a staggering 39% increase in attacks between 2023
and 2024 relative to the 35-year period prior. This concerning
trend is the symptom of the accelerating volume of impacts
IURP &\ ; DWWDFNV

Of the new cyber-attacks observed, an even greater proportion
of them were category 1 attacks, at 87% (41). One missing
element is the presence of type 1b attacks, which involve an
opportunistic or accidental spillage into the OT by an adversary
using IT TTPs. This may be that adversaries haven't managed
that over the past year, but it is more likely a result of articles
and reports focusing on impacts of events rather than the
details.

www.orangecyberdefense.com
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The Victims $GYHUVDULHV

When it comes to victimology over the past year, we see Actors Conducting Cyber-Attacks on OT in ‘23/24
much of the same. Geographically, we see a focus on the

USA with 49% (23) of all attacks. Germany experienced the
second highest number of incidents with 11% (5), which follows
on from the trend we reported last year, with its relatively
uncharacteristic prominence in cyber incident datasets.

Manufacturing was the most victimized sector, with 57% (27) of
attacks over the past year. Interestingly, in our data regarding
&\ ; YLFEWLPV WKLV \HDU PDQXIDFWXULQJ K
all victims and has grown 25% from last year. This share of
OT-impacting cyber-attacks follows on from the trend over
WKH SDVW \HDUV $OWKRXJK WKDW WUH KHDYLO\ LQ2XHQFHG
E\ WKH VXUJH RI &\ ; WDUJHWLQJ PDQXIDF EHJLQQLQJ LQ
2020. Transportation and warehousing was the second most
victimized sector and utilities third most, which is also similar to
last year's results. However, manufacturing featured far more
VLIQL1IFDQWO\ RYHU WKH SDVW \HDU ZLWK YHUVLW\ DQG VK
victimization from trailing sectors when compared to the full
dataset.

As could probably be expected, 81% (38) of this year’s attacks
were perpetrated by criminals. States and unknown adversaries
share second spot, both responsible for 6% (3) each of the total
attacks over the past year. Unknown adversary types usually

stem from when the victim manages to respond to an event u ] ]
quickly enough such that the adversary cannot complete any
objectives, obscuring their motivations. Therefore, unknown u

can be seen as a positive in some cases.

The Year in Context

7 D U J H W 6 H F W R l We'll bring everything back together with a couple of

$3HFWHG E\ 2W ,PSDFWLQJ &\EHU $V Vvisualizations using the whole dataset to give us an idea of how
the past year has contributed to overall trends.

When it comes to the various types of impacts experienced by

victims, it is no surprise that loss of productivity and revenue

still dominates. What else probably comes as no surprise is the
VHFRQG PRVW SURPLQHQW LPSDFW _ GDWD H
$WWDFNV WKDW DUHQVW WKH UHVXOW RI HQF
to have a more diverse range of impacts to be recorded. That

could be due to more detailed reporting on more interesting

attacks or a product of the attacks themselves - we'd guess

the former is a bigger contributing factor. Like last year,

we have singled out the impacts unique to category 2 OT-

impacting cyber-attacks, which can be seen at the bottom

right of the visualization. Manipulation of control remains the

PRVW SURPLQHQW FDWHJRU\ VSHFL1F LPSDF
unique impacts fairly evenly distributed.

Finally, to wrap things up on this year’s round up of cyber-

attacks that impacted OT - the overview visualization. It depicts

2RZV RI LQFLGHQWY E\ \HDU LQ \HDU ELQV
type that conducted it, into the category then type of cyber-

DWWDFN DQG 1QDOO\ LRPuike Mode " GHSWK RI W
reached by the adversary (although they all impacted level 0/1

in some way).

© Orange Cyberdefense 2024/2025
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For readers of last year's Security Navigator, this might look 7KHUH LV RQH YHU\ QRWHZRUWK\ SRVLWLYH W
IDPLOLDU _ DQG WKDWVV EHFDXVH LW LVWKNS\WHWKH ZLOWREGWEKVWLFDOO\ UHGXFH W
in number of incidents in the dataset, the lack of diversity in that OT experiences due to cyber-attacks. We will then be left

types of cyber-attacks impacting OT environments means with predominantly category 2 attacks to concern ourselves

the visualization just gets bigger rather than changing in any with, which tend to be much less frequent and require much

notable way. more capability to execute.

The elephant in the room remains the same as last year, albeit

showing the biggest growth - that is criminals using IT TTPs

to perform IT targeted attacks predominantly reaching no

deeper than level 5 in the Purdue model. Of course, this is an

XQIRUWXQDWH UH2HFWLRQ RI WKH &\ ; DFFHOHUDWLRQ

www.orangecyberdefense.com
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A Focus on Category 2 Cyber- Attacks But what about the actual category 2 attacks that have
RFFXUUHG" :KR LV FRQGXFWLQJ WKHP" :KDW L

/IDVW \HDU WKH IRFXV RI RXU 27 DUWLFO I ZIDIMHR RQQW'KH Q3 Z RWMW PENWW WKHLU PRWLYD\

because of their overwhelming presence in the dataset. The .
article revolved around category 1 OT cyber-attacks, with *RZLQIUHTXHQW LV LQIUHTXHQW" ,Q RXU GDV

RQO\ D EULHI PHQWLRQ RI ZKDW &\ : PD\ GRHEROEILIA KA WRERfimagely 36¢p of our recorded
operandi was reimagined as a category 2 attack purposefully OT-impacting cyber-attacks. This comes with the usual caveat
targeting OT. This year we'll shine a light on the attacks directly ~ that our dataset has limitations of public sources and only

WDUJHWLQJ 27 ZLWK 27 773V _ FDWHJRU \ CONs8iNGtERH Nith cyber-attacks that have had an OT impact.
- We may not have included attacks that were too sensitive to be

Cyber-attacks on OT, particularly category 2 attacks, are not reported or were focused entirely on espionage, which are both
as common as their IT counterparts. This is for a few possible particularly poignant for category 2 attacks. Regardless, those
reasons, including that OT is not encountered as frequently 26 attacks over time don’t show any pattern.

in victim environments, it is often segregated from the IT and )
Internet to some extent, and causing an impact to it generally ‘KHQ LW FRPHV WR ZKRGXQLW WKH PRVW IUHT

GRHVQVW 1W LQWR WKH PRWLYDWLRQV RYERYAR & S8V ONEraeopyFRReiR{tagksywhich

This comparative lack of frequency generally means that the makes sense given the scale and .complexny of sop_h_lstlcated

threat of an OT cyber-attack is low, which unfortunately has OT-targeted cyber-attacks. Following that are hacktivists

created a common misconception that the resultant risk of an with 23% (6) attacks. This appears to be a growing trend

OT cyber-attack is low. However, threat is only one factor that with hacktivist groups either claiming to have attacked

contributes to cyber risk, the other factors are vulnerability and OT or attempting to demonstrate capability, sometimes

impact. When it comes to vulnerability, it is well established successfully " The third most frequent is the insider threat,

that there are concessions made due to the requisite openness &t 19% (5) of category 2 attacks, which were more prevalent

and demand for uptime of OT, but the potential impact of earlier in the dataset.

any cyber-attack on OT is what really drives the risk. Simply ,Q WHUPV RI VHFWRUV PRVW D3HFWHG PDQXI
FDXVLQJ GRZQWLPH LQ DQ 27 HQYLURQ P H&YdpiBE vith D3P (6) bategbhFLQittacks, as can be seen
VXEVWDQWLDO 1QDQFLDO LPSDFW EXW VRKB dMatk MelBiRstesDudivesRxpYinde Pthbigasi P

Since OT cyber-attacks began, physical impacts have been felt  volume of category 2 attacks at 46% (12). This shift might be

DURXQG WKH ZRUOG D3HFWLQJ D ZLGH UDRJ HFRWM HFHWR UV K H KIQAWMIOWHRW v RI VXFK DV
to human safety is what makes the lack of frequency of OT of category 1 attacks, may not target utilities as frequently

DWWDFNV DOPRVW LUUHOHYDQW _ WKH SRHEOMAeRinkidhS Bduld/atiryct Yfar ddatl oM OMIK D W

the risk is unacceptable no matter how unlikely the threat is.
This is particularly true in critical national infrastructure (CNI).

&DWHJRU\ $ G Category 2: Sectors

Attacker Typology for OT Focused Cyber-Attacks 23/24 Victimology of OT Focused Cyber-Attacks in ‘23/24

© Orange Cyberdefense 2024/2025
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Count

" Geographic distribution of category 2 attacks

The geographic spread of category 2 attacks looks quite

This means that the adversary manipulated the physical

GL3HUHQW ZLWKRXW WKH ELDV RI &\ ; D FjoRdss/in tBér dtiatkQuhidk Bam prominently reported

experienced 19% (5) of our recorded category 2 attacks, which
probably comes as no surprise to those who have been paying
attention to these types of attack given their publicity. Poland,

attacks the potential for damage should be clear. But it isn't
just manipulation of control, most types of impact caused by
category 2 attacks are severe.

Russia, and USA share 12% (3) each, none of which follow any
pattern and tend to be isolated events.

When looking at the impacts caused by category 2 cyber-
attacks, we begin to see why the risk of these attacks is so high
despite the low frequency. 46% (12) of category 2 attacks in our
dataset experienced manipulation of control as an impact.

,PSDFW RI 27 &\EHU $WWDFNYV

Count of Impact Types From Category 2 Attacks
14

12

10

o N B o]

- ~ N AN ~ N o < ~. <
'\‘OO <2~(9 N SQ\(OQ & N \)Q‘ ~ o O & Y 6‘3:20 \\$
Sy ,50 %‘2\ QO & o QQ \(b Ae & \Sg Q \(LQ >
e 9 0 3 & v 3 & 3 4© Q&
Q Lol <& Q & Q 3 Q < 2 $ Q
N Ry Q \ Q & Q \ ~ \
Q Q {Q & \ & Q > Q
& N \ O A

www.orangecyberdefense.com



Security Navigator 2025 =

Bringing It All Together

We can get an overview of category 2 attacks by visualizing
WKHLU 2RZV 7KLV GHSLFWV YLFWLP FR
into adversary type, into impacts caused. What becomes
immediately clear is the diversity of category 2 attacks when
WKH\ DUH QRW RYHUZKHOPHG ZLWK &)\ ;
WR QRWH LV WKH XWLOLWLHV VHFWRU
_ ,VUDHO ,UDQ 8NUDLQH DQG 5XVVLD
by states. Russia also experienced category 2 attacks by
hacktivists toward their manufacturing and transportation and
warehousing sectors. We pointed out earlier in the article that
category 2 attacks experienced manipulation of control as their
most frequent impact. This visualization shows that the lion’s
share of those impacts was from state and hacktivist actors.

One noticeable trend that isn’t directly apparent in the data is
that of adversary motivation in relation to their desired impact
caused. Clearly, when including category 1 attacks, the main

PRWLYDWLRQ REVHUYHG LV 1QDQFLDO J

Clandestine process degradation: ~ Subtle, hard to detect TTPs

that make small changes in the victim’s process. Telemetry may
be altered to make the attack look like an engineering issue.

Optimized, abrupt, and long-lasting process damage:

Well researched attack that causes the biggest impact the
adversary can achieve, typically happens quickly to limit the
response, and causes as much downtime as possible.

Contemporary insider attacks are either less frequently

reported or simply less common. There hasn't been a category

2 insider attack recorded in our dataset since 2009. Insiders

tend to act on a motivation of revenge, which means a focus on

damage to an organization’s physical infrastructure as well as
UHYHQXH _ RSWLPLJHG DEUXSW DQG ORQJ O
Insiders present some of the biggest potential for damage in a

category 2 OT cyber-attack because they already likely know

the environment they want to disrupt, meaning they know how

dq RERehar ik | |- BhipBgRmYpyseimiar for third-

HQFU\SWLRQ DQG GDWD H[1OWUDWLRQ EPAHPWARRSA®VIUHG LPSDFW

However, once we focus on category 2 attacks, we see such
a diversity of victim countries, victim sectors, adversary types,
and impacts that it isn’t so clear-cut. Ignoring the hacker and

Which hacktivists are conducting OT-impacting cyber-attacks,
and what that impact is, is up for debate. A crucial motivation
of hacktivist groups tends to be notoriety, meaning they're

XQNQRZQ DGYHUVDULHV DV WKH\ ZHUH QiHcétilizel id ¥rfibellisk i &/ letirely fablriddts sBries of
FDXVH LQVWHDG IRFXVLQJ VSHFL1FDOO\\RF MAMWDMWXIO IDQWW OB HNV KRBWWIRUVYWDWWDFNV

and third-party contractor provides us with something more
concrete.

Typically, states focus on strategic goals that are more overt in
WLPHV RI FRQ2LFW

included in our data due to lack of OT impact. The impacts we
have recorded suggest quite violent or disruptive motivation.

(VSLRQDJH DQG SUH
JRDOV Rl VWDWHVY SDUWLFXODUO\ SULR

this trend, and discerning the valid ones is not without its
challenges. No less because the trend of hacktivists targeting
OT with category 2 attacks has seemingly accelerated since

T R el RRGETIE AR vrew rovs

such attacks are strategic, state-sponsored/proxy attacks

ORUH VSHFL1FDOO\ VWDWHV KDYH IRFXVRE QQW(’?H&WE@F%%‘?{Q%U@W KDFNWLYLVE
cause. Regardless of who you believe is a hacktivist or what

degradation**! or optimized, abrupt, and long-lasting process
damage™.

© Orange Cyberdefense 2024/2025
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For every adversary type, the described examples of OT Kill chains and similar concepts aren’t directly OT penetration
impacts with category 2 attacks are best achieved with testing literature, but it is important to understand the industry’s
VRSKLVWLFDWLRQ FDSDELOLW\ DQG UHMWRXNHWSURWD@MRORWISBIQE22F\EHU DWWDFN 1

impacting cyber-attacks that involve understanding the victim Guidance, such as that found in ISA/IEC 624431 or NIST

environment and crafting a bespoke attack with complex OT s ) -
TTPs. However, that does not diminish the potential damage SP 800-82r3"", is sparse when it comes to OT penetration

FDXVHG DQG WKHUHIRUH ULVN SRVHG E\eW‘\gsW'SBat‘E%/WB' iQUyre Is {Rnd&g ip be holistic and

- . not solely focused on penetratlon'testlng so shouldn’t be held
that still involve the u_seofTTI'P.s'unlquetoOTbutperhapsdo DFFRXQWDEOH IRU GH1OLQJ KRZ LW VKRXOG
not spend as much time optimizing.

the guidance provided generally recommends penetration

The majority of OT TTPs that distinguish category 2 attacks testing, but that comes with caveats about OT’s fragility. Often
involve the use of native functionality against the victim, known there are compensating controls recommended, including

DV OLYLQJ R3 WKH ODQG +RZHYHU OLY LulicatddWikudlized) ¢ S8mulgted@ gnvirgniRdnts hQead of

distinct from in IT due to its focus on the process and physical testing in production, but as other guidance points out "/,
environment, so we have taken to making that distinction WKRVH DOO KDYH WUDGHR3V LQ UHDOLVP

FOH D.U HU .E\ . F D OOL Q‘] LW. WOLYLQJ R3 W Kluetﬁoodao%i\e/\éére geb%lgué Po&c‘%%‘i’ pene{ra o|r<1 LV
strategy is blending in with the victim environment to evade . ;
detection, butin OT it goes further. From an adversary’s testing. Unlike other forms of penetration testing such as IT
S y - . LQIUDVWUXFWXUH RU ZHE DSSOLFDWLRQV Wtk
perspective, it is much safer to achieve their goals by using

. ! . . methodologies. Instead, we turn to close approximations that
native functionality that a programmable logic controller (PLC) . ; . .
o . . . are typically found in books such as Pentesting Industrial
expects than by abusing its memory with an exploit. This 1126] - - .
. S . . - Control Systems!**?)| Industrial Cybersecurity**°/, Industrial
applies to anything in an OT environment that might be critical

WR WKH SURFHVV DQG LV SDUWLFXODUOHY ”‘ﬁ?FWWL Trfﬂ‘??@ WOQ?'Vnga”o“hese

UHTXLVLWH RSHQQHVV $OWKRXJK OLYLQ { the provider

DUH H3HFWLYH VLPSO\ KDYLQJ DFFHVYV % § %3 FFHVV WR WKH,
. o T . demllta ized zon galn accéss to the OT and then it is ‘game
not mean using them is trivial nor that the desired impact is

feasible. That then poses the question, how does an asset over’ save for some possible IT TTPs against more IT-friendly

: ) . o devices in what would be considered level 3 of the Purdue
owner know their OT environment’s susceptibility to category 2 model. In fact. for most publications. anv testing of OT svstems
OLYLQJ R3 WKH SODQW WHFKQLTXHV" : ' P » any fesfing Y

is simply not feasible in any way, with only isolated device
testing in a controlled environment. Not only is testing the OT
environment not feasible, it is often described as unnecessary
based on the assumption that access guarantees the adversary
free reign to do what they want. This trivializes the complexity

of OT cyber-attacks that is even acknowledged by the Kill
chains mentioned earlier.

We'd like to thank the Research Institute in
A Trustworthy Inter-connected Cyber-physical

Systems (RITICS) for funding this ongoing

research. The following is not representative

of the project’s overall outcomes and simply

represents work to date. Research is equally as sparse as the methodology literature,
with few publications working on improving the OT penetration
testing discipline. However, there are two areas of note.

7KH (4FDF\ RI 27 3HQHW U D WK RUYWZY PRYN GRRNLQI WR LPSURYH WKk

0
o
%

penetration uilding in safety ***, which improves the
This year we embarked on a project to understand the state of methodological/process side of the d|SC|pI|ne. The second is a
the art with regards to OT penetration testing. The main aims VPDOO ERG\ RI OLWHUDWXUH WKDW LQJHVWYV
of the project are to identify key challenges of the discipline, RU FRQ1JX U DWLRQ WR LGHQWLI\ KRZ YDULDE
along with pertinent areas for research and development to to cause impact *?, which helps our understanding of how
improve it. In identifying the challenges, one of the research adversaries may cause low-level chain reactlons

TXHVWLRQV ZDV UGRHV 27 SHQHWUDWL F%YVHV% J H3HFWLYH

IRU 773V HQFRXQWHUHG LQ UHDO DWWD (st !% MR PBRY "E'EFE?{'OMES“”Q
is still ongoing, but the background literature review provides IS St'" very much in its |nfancy he guidance is ambiguous
some clues that we'll discuss here. In the literature there are 4 and non-committal, the research does not currently support

approximate categories that contribute towards this area: Kill the growth of the d|§C|pI|ne, and the lack of methodologies
chains, guidance, methodologies, and research. means current providers do not have a standard to base

testing on. Moreover, the existing methodologies may be
.LOO FKDLQV R3HU RYHUYLHZV RI DGY H U Wbrkirlgwihiie Friitatibné of prb@Quidtidrbedviddninéhts, but

a linear fashion, to describe how an attack may occur. There WKH\ DUH RYHUFRQ1GHQW LQ WKHLU DVVXPS\
are various kill chains that pertain to OT cyber-attacks, such OT is enough. There is a focus on IT TTPs that are not fully
as the Industrial Control System Cyber Kill Chain“**/ and the representative of category 2 OT attacks, evidenced by historical

Cyber-Physical Attack Lifecycle “**, but we have also included attacks and the kill chains that model them. So, who are we

PRUH FRPSUHKHQVLYH R3HULQJV VXFK D ¥mWditt withdul ®F peviddration @iy, the adversaries we're

ATT&CK® Matrix for ICS***/, One feature that is recognizable ORRNLQJ WR SUHHPSW DQG VWRS RU ,7 SHQH
immediately is their homage to the IT side of the attack that , . N
generally precedes a category 2 OT attack. What this also As we ve mentioned therg IS primary research o b? done
means is the recognition that the IT and OT parts of the attack meaning our understanding of OT penetration testing may

DUH GLVWLQFWO\ GL3HUHQW DQG WKH 7f@?ﬁgﬁé’\(ﬁW'EW”HQLF‘?E?\re\F%ﬁ?tWSEf??F&SaSthe

entering the OT environment. project progresses, so stay tune

www.orangecyberdefense.com
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Research: Hacktivism

Exploring the Intersection
of Cyber Activism

and State-sponsored
Operations

Introduction Disclaimer

Since the war against Ukraine began in February 2022, +DFNWLYLVP LV D FRPSOH[ LVVXH DQG WKLV
hacktivism has surged *#1***I¢ "impacting both private and all actors or activities from the past year. Our perspective,

public sectors through DDoS attacks, defacements, and shaped by Western, English-language viewpoints, may limit our
disinformation campaigns. These cyberattacks align with understanding of the broader phenomenon. We avoid naming

geopolitical events. As 2024 sees over 50 countries holding the Hacktivist group, as it thrives on attention.

elections!**"), this creates particularly ripe conditions for

LQ2XHQFH RSHUDWLRQV '"R6 DWWDROQW G-ULYH SROLW DO HOQVL

K(I?)YH LQQWH QVL1HG ZLQWK RQH SUR 5XVVL 'éfQU‘ﬁgJ?QBtﬁébotg@Ekﬁ%@n

over 6,000 attacks since March 2022. Driven by political Hacktivism has evolved through three key eras, which we

WHQVLRQV DQG JHRSROL DDOE Backs RRQ2L FWoHy FULEH DV IROORZV 7KH 1UVW WKH 'LILW]
KDYH VLIQL1FDQWO\ LQFUHDVHG LQL.ERW KivRefy 1Eal dPifding | MétiRert! as seen with

Hacktivists are now more experienced, leveraging DDoS-for- groups like Chaos Computer Club (CCC)**!. Next came the

hire services"*I**?| and sophisticated tools. $QWL (VWDEOLVKPHQW HUD ZKHUH KDENWLYL
Last year, we tracked attacks by major pro-Russian hacktivist in how cyberspace developed, often opposing entrenched

groups, identifying regional patterns often linked to patriotism powers. The current Establishment era sees groups shifting

IURP DFWRUV LQ FRQ2LFW JRQHV 7R EHWRWanti»easlisingwastons gakaning rip steigggendas.
threat landscape, we aim to explore current hacktivism more /UDGLWLRQDO KDFENWLYLVP ZKLFK UHMHFWYV

deeply, examining its various facets and connections to from this, as state-sponsored activities transform into cyber
JHRSROLWLFDO WHQVLRQV EXLOGLQJ R@PRRIGNSQ) WAFIRTR iRIPER AR fTug haektivism.

(YDOXDWLQJ WKH HYROXWLRQ RI WKHVH JURX
the factors shaping today’s hacktivists. Understanding how

WKH\ GL3HU IURP WKHLU SUHGHFHVVRUV UHYI
which can ultimately help in developing better strategies for

defending against them.

This research explores how volunteer-based, multinational
groups operate during warfare, comparing modern hacktivism
with past movements and examining its potential implications
for the future.
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Research:

Beginning of the Digital Utopia Era

We begin in the mid-1980s and continue until the mid-2000s, with the Digita | Utopia Era of hacktivism.

This was an era before the dot-com boom had occurred, only 42% of Americans had e ver used a

computer in 1990 and only 22% of Europeans households having internet in 20 01*“/**! | Given the
ODQGVFDSH KDG QRW EHHQ EXLOW WKLV DOOHRIWHG WK RYMW LEDWRGE
ideals. And while some of the ideals varied from group to group, the actions we re normally grounded in
similar ideals. Examples include the Electronic Disturbance Theater (EDT) acting in accordance with civil
disobedience and pioneering digital protest tactics such as virtual s it ins and the Cult of the Dead Cow

(cDc) believing in free access to information, privacy rights, and the ex posure of vulnerabilities in systems
used by powerful institutions "°/, Besides often being credited as pioneers of early hacktivism, cDc can
DOVR EH FRQVLGHUHG RQH RI WKH 1U\WEXDFRNWEDN P$WLIQR/X3Q GVPMN
$OWKRXIK QRW WKH 1UVW WR PDQLSXODWH WKHK GHG VI RRRIBUW K K [P
hunger for sensationalism™. On the other side of the Atlantic, in Germany, there were groups such as
Bayrische HackerPost (BHP) who created information sheets to help educ ate people about technical

and political issues. At one point they attempted to hack into the German gov ernment to remove census
information, as they did not believe this type of personal information sh ould be stored by the government.
Another German-based group is the Chaos Computer

Club (CCC) who promoted hacker ethics such as free

access to information, mistrust of authority, privacy

and ethical use of technology **“/. In the late 90s for

example, the CCC and others condemned the Legion

of Underground’s (LoU) for “declaring” war on the .
People’s Republic of China and Iraq**°' because they

violated human rights, as can be seen to the right.

'"HVSLWH GL3HUHQFHV WKHVH JURXSVY VKDUHG D EHOLHI LQ DQ

LOQWHUQHW EXLOW RQ LGHDOV EHQH1IWLQJ VRFLHW\

The 1986 Computer Fraud and Abuse Act (US)**"

and the 1990 Computer Misuse Act (UK)*>Y marked a

turning point by criminalizing some hacktivist activities.

These new legislations might thus have ushered in the

end of the Digital Utopian Era and set the stage for the

next.

as emerging around 2014. From here many groups started to openly profess su pport for certain

establishments, like governments, religious institutions and n ation-states. Modern hacktivism is more

RIWHQ LQWHUWZLQHG ZLWK JHRSROLWIH-DO VR Q28BS HGKWR RY/REY
IRU VWDWH D4OLDWHG FDPSDLJQV F\EHB QURWM/RQWU RWU WEHMBRQDN
VXSSRUWLQJ DQ HVYWDEOLVKPHQW (DUONKHW\LQQW R X5 I$& DVHHR KRR DV
such as the 2007 DDoS attack against Estonia***/, cyber operations during the Russo-Georgian War in
2008*¢ and the Arab Spring where hacktivists supported pro-democracy movem ents across the Middle
East and North Africa**".. But this era began revealing its true character from 2014, during Russia’ s illegal
annexation of Crimea. In that year, volunteers began mobilizing thems elves to take political action in
support of their government, carrying out defense-like activities. T he mobilization of private capabilities
and non-state actors **' L Q LQ 5XVVLD V ZDU DJDLQVW 8NUDLQH GL'@ QRV
but did provide almost a decade of preparation for countries like Ukraine i n terms of cyber resilience *°"'.
When Ukraine was attacked again in 2022, it was able to mobilize its cyber capa bilities and digital
UHVLVWDQFH PRYHPHQW PRUH H3HFWLYHO\

Moving to the Anti-Establishment Era

:KHUH WKH 1UVW HUD RI KDFENWLYLVP ZDV 10O0OHKHZVY WKRRSWAPY N Z
characterized by cynicism, at times even bordering on nihilism “>?/. Groups like Anonymous, Wikileaks,
and Lulzsec emerged, disrupting establishments like governm ents, corporations, and institutions without
aligning with any ideology. Lulzsec, driven by humor rather than politi cal change, aimed to embarrass
companies. The vision of a digital utopia had faded, and the groups during th e Anti-Establishment

Era focused on bringing down unjust systems and exposing establishmen t systems of oppression.
Hacktivism became reactionary, often retaliating against wars, as i ncreasing digitalization widened

the attack surface. An anti-war focus began to emerge, more actions were take n by groups in direct
retaliation to ongoing wars °°/. Nevertheless, these activities were still executed from an anti-gov ernment
point of view, which was typical for this and the previous era. There is no univer sal answer as to what
brought an end to the Anti-Establishment era. One of the main causes could ha ve been the number of
DUUHVWYV RFFXUULQJ DFUR VYV IMiécam&SeB/HardHtQréacriitpBoxI8 ¥ a group named
$QRQ\PRXV ZKHQ VR PDQ\ RI WKH PHPEHUV ZHUH LGHQWL1HG

Arriving at the Establishment Era

Out of the ashes of the Anti-Establishment Era came the Establishment Era, which can be viewed

www.orange nse.com
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Modern Hacktivism

In the modern era hacktivists utilize more advanced techniques.

This is partly due to technological advancements and the
sharing of skills and tools in the shared economy model (albeit
at times with malicious intent), and partly because state-
supported hacktivists might have opportunities to tap into
better resources. DDoS attacks have consequently scaled
exponentially in size and sophistication, with modern groups
claiming and executing DDoS attacks that generate billions

of requests per second ““!'*°? or consume 3.8 terabits per
second (Tbps)*¢I*54 in bandwidth “°°/, We also observe a

Case Study:

How Does Modern Hacktivism Look?

This study analyzes one of the most active pro-Russian

hacktivist groups since March 2022, focusing on its

communication strategies, narrative construction, and
JHRSROLWLFDO LQ2XHQFH ,W DOVR H[DPLQH\
with state actors, values, and its role within the broader

ecosystem. While this report focuses on just this one group, its
SURPLQHQFH DPRQJ SHHUV R3HUV YDOXDEOH
SUR JRYHUQPHQW KDFNWLYLVW JURXSV DOOI
broader behaviors and tactics seen across this threat actor

VLIQL1IFDQW VKLIW LQ WKH RSHUDWLRQD&dEEW. KRGV RI KDENWLYLVW JURXSV

especially a growing reliance on DDoS-for-hire services and
crowdsourced DDoS tools 1%/,

The volunteer-based nature of these groups enables them to
VFDOH DWWDFNV PRUH H3HFWLYHO\

technical expertise and are incentivized through cryptocurrency

rewards. This is an interesting shift since early hacktivists
movements were primarily motivated by ideological or political

Data Collection

DV Sondgia was sofieoted throught-sgstermatiziserapdg of the

hacktivist group’s Telegram channel monthly over a period
of two years, from August 2022 to August 2024. The dataset
renders:

FDXVHV UDWKHU WKDQ 1QDQFLDO UHZDUGW; 22Q HigHd $2:D:QR WithBsQ nidd$hgésknkiMded

is that as the cybercrime economy evolved and DDoS-for-hire

descriptions of the group’s targets and other contents

VHUYLFHVY EHFDPH PRUH DFFHVVLEOH WKH @é@ﬂp@ﬂt&&ﬁ#é‘b@h&@@r&&é{&@l@.\’rhus,the

motivated attackers and ideologically driven hacktivists began
to blur. Hacktivists in this era also started to cross the line to
impacting critical infrastructure and Operational Technology
(OT) systems*“"I1¢1- previously the domain of organized
cybercrime or state actors.

Today, hacktivist groups operate in smaller, and more
independent groups; and many of the more prominent
hacktivist groups align themselves with major powers, allowing
them to operate with less fear of authorities and prosecution
compared to groups from previous eras.

While most observed hacktivism attacks still focus on IT
systems, the aim of hacktivism is increasingly less about
technical disruption and more about shaping public opinion
and spreading fear, uncertainty and doubt (FUD) through
targeted manipulative campaigns “*“/!’% For instance,
information operations in the Nordics escalated tensions during

messages serve to capture the group’s narratives.

6,674 unique targets: These targets encompass a wide
range of entities attacked by the group, provided and
proven by the actors by posting a check-host link - an
internet monitoring service commonly used by hacktivists
as proof of the success of their Service DDoS attacks.

)

To ensure data consistency, scraping was conducted at the
same time each month. The data includes textual content
(reasons for targeting), metadata (timestamps, views, forwards),
and contextual information about the targets. After processing,
the exact number of targeted organizations and countries was
determined.

Data Processing

To analyze the communication patterns and geopolitical

6ZHGHQ DQG )LQODQG V 1$72 DFFHV VLR Qcontext of the hacktivist group, we analyzed the textual content

Modern hacktivists have shifted from anti-government
positions, like opposing censorship, to supporting pro-
government agendas through cyber operations. Unlike earlier
hacktivists who focused on individual rights and ethics, today’s
groups often lack a history of activism. Hacktivism has evolved
through three phases: the digital utopian era, which envisioned
a better internet, the anti-establishment phase, which opposed
perceived injustices and an evil establishment, to the current
establishment era, where hacktivists align with state-backed
cyber objectives. In this new era, traditional hacktivism

that still operates and focuses on access to information,
SULYDF\
technology, is overshadowed.

© Orange Cyberdefense 2024/2025

of each message using natural language processing (NLP). We

applied text preprocessing and named entity recognition (NER)

WR LGHQWLI\ FRXQWU\ UHIHUHQFHV UH1QLQJ
list of known countries and nationalities. The extracted country

information was added to the dataset, allowing us to examine

WKH JURXS V JHRSROLWLFDO IRFXV DQG DOLJ

Analysis

Before discussing the data, it's important to summarize
recurring themes in pro-Russian Telegram posts. These

1JKWLQJ RSSUHVVLRQ DQG DG Y FF#@ives @en 't iguetpone raup bt qre cenimon across

several pro-Russian cyber activists '/, The group frames its
actions as retaliation for Russophobia 1/, Western support for
Ukraine, or sanctions on Russia.

Messages often mock targeted nations, criticizing leaders for
prioritizing Ukraine over domestic issues.



They use militaristic language, praising Russia’s military and 7KHLU VWUDWHJ\ DLPV WR LQ2XHQFH LQWHUQ
SRVLWLRQLQJ WKHPVHOYHV DV F\EHU ZD tréhtirg domestld Insi@udity. Qitackx dh\serbices like public
interests, and aligning with broader narratives of resisting transport or banking systems highlight institutional vulnerabil ity,
"HVWHUQ LQ2XHQFH reinforcing their narrative that the state is failing to protect its

citizens.

Consequently, it doesn’'t necessarily matter who the victim is
at an operationai level—it's rnore about what the organization
symbolically represents in the context of a broader political or
geopolitical message.

W7KLV LV QRW WKH 1UVW \HDU WKDW Z
Russia’s interests on the information front. We see how

the discontent of adequate citizens of foreign countries is
growing, whose authorities do not care about the problems

of their compatriots and spend huge amounts of money What does the data tell us?

on sponsoring Ukrainian terrorists. We also see total . .
In the following paragraphs we analyze how many targets this

VSHFL1F KDFNWLYLVW JURXS KDV DWWDFNHG
The group posted 3,214 unigue messages. Within these we
LGHQWL1HG WDUJHWYV IURP WKH SULYDWH
averaging around 280 targets per month.

7KH YROXPH RI PHVVDJHV 2XFWXDWHG SRWH(
organized campaigns, likely timed to align with key political or
PLOLWDU\ HYHQWY 7KH JURXS V IRFXV DSSHD

censorship, which prevents the residents of these countries
from telling the truth. There it has become unacceptable to
speak positively about Russia. There is absolutely nothing
left of freedom of speech in the West]...]”

Excerpt from one of the
announcements on the Telegram channel

The group occasionally references subscriber requests and to geopolitical tensions, elections, or other notable events,

volunteer input, showing they incorporate follower feedback UH2HFWLQJ D FDOFXODWHG H3RUW WR H[HUW
when selecting targets. This fosters community involvement investigate below (under Geopolitical impacts).

2;2r:;rg):suces a crowd-sourcing aspect to their cyber QO 6HSWHPEHU DQG 2FWREHU 2H VHH D VL

in activity. Analysis of the message contents indicates that

Germany, Finland, Czech Republic, Canada, United Kingdom

and Sweden were particularly heavily impacted. This surge

coincides with key events such as national holidays (e.g. Czech

KN ZH VHH VSHFL1F WDUJHWYV EHLQJ DW WR&hEiNdt Rational day), international meetings (such as the

a contextual analysis. 0ODOWD 3HDFH RUPXOD PHHWLQJ DQG KLJK S

The group’s activities against targets serves both as a as the Canadian Parliament incident*”*)).The alignment allows

GLVUXSWLRQ WRRO DQG D V\PEROLF vwDWQ@WQWT%@?EW‘\P%@F?@f&symbo"cadsOf

nations. By attacking organizations tied to everyday services, punishme

they retaliate against perceived wrongs and express

GLVDSSURYDO RI WKH QDWLRQ V SROLWLFDO VWDQFH SDUWLFXODUO\
regarding Russia and Ukraine.

&RXQW RI 7/DUJHWYVY 2YHU 7LPH

Number of Hacktivist Activities Observed Since 2022
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+ Trigger: Finnish Presidential Elections (January 25)
Hacktivist reaction:
Website belonging to presenidential candidate was attacked
Attacks on bank of Finland
Attacks on transport and cybersecurity agency websites of Finland

‘ Trigger: Belgian Farmer’s protest (January 17)
Hacktivist reaction:
Attacks on Belgium government websites

Trigger: Polish Farmer’s protest (Feb 9-Mar 6)
Hacktivist reaction:

Polish websites were attacked in support of the farmers
Polish transport sites were attacked multiple times

Trigger: Polish Elections (March 27)

W Hacktivist reaction:
Polish transport sites were attacked in support
of Polish farmers protest

Protest/strike

M Election
Summit/conference
M Anniversary

,‘ Trigger: Spainish Taxi strike (May 28)
- Hacktivist reaction:
Attacks on transport networks in major Spanish cities .

Trigger: EU Parlament Election (6-9 June)
Hacktivist reaction:
Multiple EU-owned websites taken down

Hacktivist reaction:
@ Attacks on Dutch websites due to them being in the EU

‘ Hacktivist reaction:
Attacks on Irish websites due to them being in the EU

Hacktivist reaction:
' Attacks on Polish websites due to them being in the EU

L= L .
m = Hacktivist reaction:
"= Attacks on Greek websites due to them being in the EU

Hacktivist reaction:
In collaboration with OverFlame the website of the
Democratic Unionist Party (DUP) was taken down

% Trigger: UK Parliamentary Election (4 July)
K11

- Trigger: Austria Legislative Elections (September 29)
W Hacktivist reaction:
Announcement of opAustria

- Hacktivist reaction:
W $WWDFNV RQ GL3HUHQW SROLWLFDO SDUWLH

- Hacktivist reaction:
W@ Attack on voting applications

© Orange Cyberdefense 2024/2025
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Trigger: Ukraine peace summit (15-16 June)

Hacktivist reaction:

Attacks on Swiss websites for hosting the peace conference

Hacktivist reaction:

Attacks on Polish websites due to statements made at this conference QI

nwITo

L g

Trigger: German Farmer's protest (Dec 16-Jan 15)
Hacktivist reaction:

Attacks on German government websites

Attacks on German transport websites

Attacks on German logistics websites

Attacks on German federal websites

Trigger: French Farmer’s protest (Jan 16-Febl)
Hacktivist reaction:

Attacks on local government websites

Attacks on more government websites

()

Trigger: EU Summit on Ukraine Aid (February 1)
Hacktivist reaction:
Attacks on French energy companies and local governments

()

Trigger: Polish Farmer’s protest (16-17 April)
Hacktivist reaction:
Polish transport sites were attacked multiple times

Trigger: Ukraine Victory Day (May 9) ‘
Hacktivist reaction:

Attacks on numerous Ukraining government websites

Trigger: G7 summit (3-15 June)
Hacktivist reaction:
Attacks in Italy for hosting G7 summit

)

Trigger: Ukraine Recovery Conference (11-12 June)
Hacktivist reaction:
Attacks on German websites for hosting the conference

o

Trigger: French national election (Jun 30) ‘ ’
Hacktivist reaction:

Attacks seen on: 5th of July

"We continue to attack France ahead of the second round of parliamentary el ections"
6th of July "Once again sending DDoS missiles to French websites"

Trigger: NATO Summit (9-11 July)
Hacktivist reaction:
Numerous Czech based websites were targeted related the upcoming summit

v

Y

Hacktivist reaction:
Attacked numerous NATO hosted websites

S

Trigger: Belgium Provincial Elections (13 October)
Hacktivist reaction:
Attacks on provincial Belgium websites

)
)

Hacktivist reaction:
Last attack on Belgium websites
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/RS /DUJHWHG &RXQWULHYV

Between August 2022 and August 2024

Our data shows that 42 distinct countries were targeted by $WWDFNV RQ NH\ WUDQVLW KXEV OLNH 3RODQ
this threat actor over two years, with 96% located in Europe. *HUPDQ\ DQG )UDQFH R3HU PRUH LPPHGLDWH
The attacks are primarily geopolitical, targeting countries targeting the U.S.

UDWKHU WKDQ VSHFL1F RUJDQL]DWLRQV 7KLV EHFRPHV FOHDU ZKHQ

analyzing the messages where the actors address the country G litical |

they meant to impact, while at the same time posting a list of €eopo itica mpaCtS

organizations that are meant to deliver the strategic messageto 7R DQDO\]H IDFWRUV LQ2XHQFLQJ WDUJHW FK
D VSHFL1F FRXQWU\ DQG LWV FLYLO VRF kdaht keywords linked to geopolitical events and extracted

In the context of the war against Ukraine, Ukraine and Eastern unique messages containing these keywords. Each message

European countries like Poland, Czech Republic, and Lithuania ~ 2DV WKHQ PDQXDOO\ UHYLHZHG WR FRQ1UP U
DUH KHDYLO\ WDUJHWHG UH2HFWLQJ JH RePRABica\avents d hispsaqessepaRieddpgused analysis

Western European nations such as Germany, ltaly, and France ~ Of how real-world developments may have shaped the group's

DOVR IDFHG VLJQL1IFDQW DWWDFNV U H 2 HeEHANS A SHKMRLY 9 1§ Heyweigsyvg gbserved is shown

leadership roles. In France, the group exploited social unrest, below.

aligning with local farmer protest movements and public Our analysis reveals consistent support for anti-EU protests.

dlssen_t. A surge in Span_lsh_ victims was trlgge_req by the arrest ,Q SDUWLFXODU WKH )DUPHUV 3URWHVWYV LQ
of two individuals in Spain tied to the group. Similarly, attacks Germany. Multiple European elections (United Kingdom,

to its leadership. days (Ukraine and Poland) were frequent themes. Election

“As the rallies continue to rage in France, we support the interference marked an escalation, aiming to disrupt

[farmers] protesters and put down the communes” democratic processes.

(26th of January 2024) The group also reacted to international conferences, targeting

Finland and Moldova stand out for high attack volumes despite KRVW FRXQWULHV RU UHVSRQGLQJ WR VSHFL:
OHVV GLUHFW LQYROYHPHQW LQ WKH zD has9¢ygnfvyw sNUDLQH )LQODQG V

NATO membership and proximity to Russia drew increased Election interference represents an escalation beyond

attention, but Moldova saw almost 200 attacks in Q2 2024, typical DDoS attacks on infrastructure or military websites,

primarily DDoS attacks targeting state infrastructure and fueled 45 it directly targets the democratic process of a nation. By

E\ DQWL JRYHUQPHQW VHQWLPHQW 0RO Gita¥ihgbldtifoR-rkbbiERsfel WAl Sorte, WeRhackiivist

Transnistria likely contributes to its ranking. Spain and ltaly also  group aims to undermine public trust in the electoral system,

face frequent attacks, apparently in retaliation for their military GLVUXSW WKH 2RZ RI LQIRUPDWLRQ DQG SRW
support of Ukraine. Attacks focus on critical infrastructure and outcome of a key democratic process.

exploit internal dissent and are often framed as responses to

Russophobia and arrests of Russian sympathizers'"”*/. Canada The group frequently responded to international conferences

UDQNV XQXVXDOO\ KLJK DPRQJ QRQ (XU R SHRDiItsPHiergeng the host squiptiywidy gyberattacks.

5XVVLD V JOREDO F\EHU UHDFK DJDLQVW 2R%7P\H-RQAYDPEG FRXbkd EHARRPPHQWYV PDGH G XL

The absence of the U.S. is notable, given its leading role in also triggered attacks against the countries involved. A
supporting Ukraine. summary of the events associated with selected keywords is

) o ) depicted on the previous two pages.
Pro-Russian hacktivists may focus on European countries due

WR WKHLU SUR[LPLW\ WR WKH FRQ2LFW ZKHUH GLVUXSWLQJ VXSSO\ FKDLQV
and infrastructure more directly impacts Ukraine.

© Orange Cyberdefense 2024/2025
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SHILRQDO %UHDNGRZQ

*HRJUDSKLF 5HIJLRQV DQG &RXQWULHV $3HFWHG E\ +DFNWLYLVW $FWLY

The #0409HACKEDOfBaItIC cam palgn 1S SImIIarIy 11/07/24 06/08/24  05/08/24 23/07/24 23(07124 24/07/24

notable, involving multiple groups attacking 122 ' ' : ' :
Latvia, Estonia, and Lithuania in response

to the 4th of September 2023 NATO military

exercises!'””/, This attack lasted two days and

displayed an unusually high level of coordination

and communication, compared to similar past
#H 4 2 #H R e

Israel
events. # #7_October_Union ~ +R O\ B O H J XNbName057(16) HRTFE
p
#GLORYTORUSSIA

#breaker_of_illusions #Oplsrael +ROV/HDJIXH

7KH 2XLGLW\ Rl WKH QHWZRUN G\QDPLFV [V'HYL'GHOQW

as campaigns like #0409HACKEDOfBaltic

focus on geopoalitical targets, while others like

#FuckGuardiaCivil target law enforcement . Q Q ¢ Q a @ Q

H3RUWV DLPHG DW GLVUXSWLQJ KB FNWLY:L VW DFwLEYLWER W e
\ -] i -

T

w w W

ZDJQHU xecatsha EHUHJLQL

showing that they don't only focus on states, but
DOVR RQ VSHFL1F ODZ HQIRUFHPHQW
structures.

#0409HACKEDOfBaltic
Lithuania Lavia  Estonia «0»

0409hackedofbaltic "’

earspaw

www.orangecyberdefense.com
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The Network

We found a total of 48 other groups that were mentioned by
the hacktivist group in their messaging. The visualization below
shows a broad network of connections, with a focus on various
hacktivist groups that joined attack campaigns, hashtags used
and countries mentioned.

The yellow nodes show the countries mentioned in messages,
the blue nodes show hashtags included in the messages and
light green are the partners mentioned. The size of a node
gives an indication of how often it appears in messages, and
the position of the node in the graph indicates how “central” it

is amongst the messages published.

The graph shows connections when at least two of the nodes
(country, partner hacktivist group or hashtag) “have coincided”
in one message, resulting in a graph with over 3,000 messages.

The connections between groups suggest a well-coordinated
collaborative network designed to enhance the impact of
cyberattacks across multiple countries and sectors. Hashtags
represent campaigns where various hacker groups, including
our research subject, converged for coordinated actions.

Spain stands out as a major target, surrounded by key

hashtags, including #FuckGuardiaCivil. The arrest of two
LQGLYLGXDOV LQ 6SDLQ WLHG WR F\EHU DFWL
IRFXV 7KLV KDVKWDJ LV FHQWUDO UHSUHVH
most visible campaigns.

°° V? BRIBWKHB1JKW #N‘GQ#Sumaﬂa‘yherTeam

‘:‘Q N\

ctd .

N ‘«}\l/!
N

Belarus

>

| i
— Sweden 3
Unk oup l

Frwe* Czech Republic

Luxembourg

Latvia

- e

Bl

'/#cm

’/
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Summary

7KLY UHSRUW R3HUV LQVLJKWYV L Q WdeD, bRl uXdavenbalFimilarities between
hacktivist group active for 2.5 years, which began modern hacktivism and cyber extortion can be
operations following the war against Ukraine. observed:

Between August 2022 and August 2024, the group )
claimed over 6,600 attacks in more than 3,200 . Tt
PHVVDJHV ZLWK Rl WKHLU vLFwLP YTy reegpiity

Both invest heavily in building brand and

aligning with their anti-NATO and anti-Western " %RWK RSHUDWH SXEOLFO\ R3HULQ
stance. Surprisingly, despite frequent mentions, commentary on platforms like Telegram.
no attacks were observed on U.S. targets, .
. . - . . . Both are tolerated or even supported by nation-
possibly signaling an intentional avoidance. The . . " S
- . states when aligned with political objectives.
group focuses on sectors providing essential
VHUYLFHV VXFK DV 1QDQFLDO WU[5QB(ﬂmthWIBW\kaRchtoolsorservicesinthe
education, and government systems, with the aim dark economy to boost capabilities.
ey dlsrupt.|n9 somgtal ?tab'"ty' Nl el votlng " Both justify target selection retroactively, shaping
systems in countries like France, the UK, Finland, . A
; . . narratives post-attack to maintain control over
Belgium and Austria were targeted during
. . . . the story.
elections, threatening electoral integrity and
sowing doubt about results. These attacks align " Both use coercion, with hacktivism aiming to
closely with Russian state narratives, suggesting LQ2XHQFH SROLWLFDO RXWFRPHV [
SRWHQWLDO VWDWH LQ2XHQFH threatening reputational damage through
document leaks.
Hacktivism has evolved from its early roots
of ideological protest, with modern groups Defending against these threats requires not
blurring the lines between hacktivism and state- only robust technical defenses but also strategic
sponsored cybercriminal activities. The pro- communication to counter disinformation and
Russian group’s actions are symbolically tied to maintain public trust. The cognitive element of
their targets, amplifying political messages or these attacks underscores the need for a holistic
undermining governance. Their campaigns often approach that includes safeguarding information
FRLQFLGH ZLWK VLJQL1FDQW JHR S Rtedrity anfd Bre2nbtivehiny \Wuwlid/r¥dliknce.
as elections and summits. Like cyber extortion
groups that threaten to leak sensitive data,
hacktivists wield coercion to manipulate public
perception, shaping political outcomes.
From a technical standpoint:
’ Implement standard security controls like DDoS protection, vulner ability mitigation, and attack surface
management.
’ Continuously monitor evolving threats and use the latest threat in telligence.
’ Develop incident response and crisis management plans that cover both t echnical recovery and public
communications.
’ Engage in strategies to counter cognitive attacks that target public pe rception and trust:
" Monitor social and media channels for disinformation and respond quic Kkly to debunk false claims.
’ Communicate proactively with transparent updates to maintain stakeho Ider trust.
" Collaborate with public relations experts to craft consistent, cred ible messaging.
" Educate the public to recognize disinformation, fostering res ilience against manipulation.
Given the escalation of hacktivism, particularly pro-Russian atta cks targeting the West and NATO,
RUJDQL]DWLRQV LQ WKHVH UHJLRQV VKRXOG SUNXSBUDBQER G RQWRDLE) D HBR

J UHDO

QG F\E

JWV WR

_/
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A Real-World Approach To
Threat-Informed Defense

When discussing Threat-Informed Defense, the focus is on understandin g the behaviour and

technology of threat actors to gain a deep technical insight. This approa ch supports proactive

threat hunting to prevent ransomware attacks, Advanced Persistent T hreats (APTs) or criminal data

H[IOWUDWLRQ DQG FDQ DOVR EH DSSOLHG SRUWWQRNVGRQW WR JXDUG DJDLQVW IXWX

Simone Kraus, Senior CSIRT Analyst,

This method relies on a combination of human-driven threat
hunting and Threat-Informed Defense“’“'. Skilled analysts
actively search for real-world attacks, leveraging our own

To prepare for threat hunting, we leverage our analysis, create a
773 EDVHG DWWDFN 2RZ DQG LQFRUSRUDWH !
Intelligence (CTI) in collaboration with the wider cybersecurity

WKUHDW LQWHOOLJHQFH LQ FRPELQDWLRGMALWYK"'1 Q/6 &l<p hintlfor RuheraKilities and tools

forensic investigations and reverse engineering of malware.

By systematically analyzing Tactics, Techniques,
and Procedures (TTPs) and identifying Indicators of
&RPSURPLVH ,2&V DQG EHKDYLRUDO SD
our threat hunts. Further investigation, including reverse
engineering, often uncovers more 10Cs, which we

incorporate into our hunts. The goal is to detect anomalies,
UHYHDOLQJ VXVSLFLRXV DFWLYLWLHV
and ensure the attacker no longer has access. Our

structured threat hunting approach is grounded in MITRE’s
TTP-based method """, which allows for a systematic

search. This is enhanced by David Bianco's PEAK model
DQG 0,75( (QJLQXLW\ V W6XPPLWWLQJ
providing a clear, methodical approach to create robust
detection. A deeper understanding of these methodologies
strengthens our technical capabilities.

During engagements, we assist customers by blocking
tools and IOCs, investigating suspicious activity, and
R3HULQJ QH[W VWHS UHFRPPHQGDWLRQ(
detailed documentation, including assessments and
recommendations. In parallel, ongoing support is provided
if needed.

Additionally, we improve the Endpoint Detection and

5HVSRQVH (‘5 V\VWHP E\ UH1QLQJ GHWH
,2&V HQVXULQJ WKDW WKH UHVSRQVH W

actor behaviours. This not only blocks individual threats but
also prevents further ransomware encryption and broader
attacks. Some EDR platforms also allow us to assess and
prioritize potential vulnerabilities exploited by threat actors.

© Orange Cyberdefense 2024/2025

commonly exploited by ransomware groups. We prioritize
vulnerabilities and tools based on their prevalence, focusing
RQ WKRVH PRVW UHOHYDQW WR WKH FXVWRPI

WY oV zH UH1QH

Key Questions

during preparation for a post-incident hunt include:

What was the initial access point, and how can it be
prevented in the future?

Are there any exploits tied to that initial access?

What are the CVE and EPSS scores of these
vulnerabilities, and how many devices need
patching?

Are there any suspicious user accounts, GPO
changes, C2 connections, unusual login behaviors,
or suspicious devices?

Are there other vulnerabilities commonly exploited
by ransomware groups?

t&w K at hunting for suspicious
?gﬁj{l ig/ XFWXUHG DWWDFN 2
u

ntlng p an is sequentlal and systematic, incorporating
tools and techniques known to be used by ransomware and
RWKHU &\ ; JURXSV RU $37V 2XU KXQWV VSDQ
VI\VWHPV'UDQJLQJ IURP VSHFL1F (‘5 VROXWLR
HQYLURQPHQWY OLNH QHWZRUN FRPPXQLFDW
SIEM systems.

2QFH ZHVYH LGHQWL1HG WKH VSHFL1F SURFH
ATT&CK techniques in use, we convert them into YARA or

Sigma rules. These rules can then be applied across a variety

of systems, such as Cortex, Microsoft Defender, Splunk,

GoogleSecOps, Sentinel One, CrowdStrike and Elastic. We

either adapt existing queries from existing repositories or create

our own Sigma rules using David Bianco's PEAK hypothesis-

GULYHQ PHWKRGRORJ\ 7KLV HQDEOHV XV WR
threat hunting across the environment and create detections if

they are unique, invariant and robust.



After completing the threat hunting, we document all key

During our threat hunting process, we carefully track each ORIV Bole STIRVEEW B CELADEGI I CIRIFEEIE

KXQW GRFXPHQWLQJ WKH H[HFXWLRQ WLtFPFﬁQ[S; EBIES 11 %39 PICRIRFLIHE Wl =Rl Q)

R
GL
u bS,; n N r%&gz ny potential security
1QG VXVSLFLRXV SRUWV SURFHVVHYV XVE‘%FVEEHV EJRSP(QJD Q& DW%ORVHO\ ZLWK WK

software, we promptly notify our customers to ensure rapid -~ " :
prompty y P whether they are false positives or true positives. This approach

improvements in their environment. Every hunt is mapped to not only helps prioritize next steps for strengthening securit
the MITRE ATT&CK framework and executed in a systematic, y helps p p gihening security
but also enhances the customer’s understanding of their own

step-by-step manner, mimicking an actual attack. .
infrastructure and tools.

‘H XVH EDVHOLQH TXHULHV DORQJVLGH HZO\ FUHDWHG VSHF .
threat hunts designed to detect the tools and commands Y e e Sy eI lM]?’l?ID LHELTY biIeeE) e

used by the threat group. Additionally, we examine related Threat-Informed Defense) "' assessment after the hunt. This

procedures within the MITRE ATT&CK framework to identify assessment evaluates the maturity level of threat-informed

similar behaviors from other ransomware groups. For example, d;feni/(\e/ ‘;Clzosi pegplle, rf]r(\)/ceszsc:,_'s, gng tRe(;hC(éOSy.UBZSE(?Q PPHOGDW
we search for hacking tools or remote monitoring tools known Q Q Q Q

to be used by other threat actors with high prevalence. iz c_us_tc_>mers mfrastrugtu_r £ I SEELILY PESIITE, help'ng
to prioritize future security investments. Customers receive a

Best practices are applied to stop further lateral movement by VHSDUDWH EULH1QJ DQG GRFXPHQWDWLRQ R
blocking I0Cs to detect and prevent suspicious behavior. We maturity scores and actionable recommendations.
also recommend customers block any tools commonly used by

UDQVRPZDUH D4OLDWHYV LI WKRVH WRRog’”ﬁﬂ}kﬁe%tﬁﬁ%?gwetﬁdtﬂ?dﬂwg' NS Reri§s Gan

i e sgved in L system,_a owing custom rs to regularly
monitor for suspicious behaviour. This proactive approach
ensures continuous security checks and reduces the risk of re-
victimization. We recommend performing these checks more
often after an incident to prevent worst-case scenarios in case
of being attacked again.

Q)

g

)

)
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Research: Mobile Security

Carriers,
Networks and Security

Mobile phones are essential tools in modern society, thanks to " In January 2024, an attacker accessed Orange Espafia’s

IDVW D3RUGDEOH GDWD PDNLQJ LQWH U Q H WhiagtfitiwabyreBrapiohhiSing-h0 athplbyeeraczaunt
Wi-Fi. Mobile networks, a remarkable engineering feat, support lacking MFA, with credentials obtained through
reliable, simultaneous wireless communication for hundreds or malware*,
thousands of devices, with interoperability allowing seamless " In March 2024, SS7 and Diameter vulnerabilities were
network access when traveling abroad. reportedly exploited to track individuals and intercept
Behind this ease of use lies complex technology, and with calls and texts, with potential abuse of the GSMA
complexity comes vulnerability. Intelligence agencies have Global Title feature, previously linked to NSO Group and
long been aware of these weaknesses, and criminals are Intellexa*/ .

LQFUHDVLQJO\ H[SORLWLQJ ZHOO NQRZQ 2DIAXugust 2024 HNELUR XI&tiorial Crime Agency revealed
raised concerns about managing vulnerabilities in enterprise that three men were sentenced for running an OTP-
mobile phone estates, predicting that as mobile phones stealing service, “OTP Agency.” This service phished
become central to enterprise security, criminals will adopt One Time Pins (OTPs) by calling victims and warning of
advanced hacking tactics to bypass controls like Multi-factor unauthorized account activity, prompting them to provide
Authentication. OTPs!**“ which were then relayed to criminals.

In previous Security Navigators, we predicted that " In September 2024, authorities arrested 17 suspects linked
mobile device attacks would increase as these devices to an international network using the “iServer” phishing-as-
become integral to personal, business, and cybersecurity a-service platform to unlock stolen or lost phones.

infrastructures. While sophisticated, targeted attacks on high- In October 2024, reports emerged that “Salt Typhoon”
SUR1OH LQGLYLGXDOV E\ SULYDWH 1UPV FR Q&ddhe&isgvétabmajdk UBRetelddth@woerey Mlegedly
KDYH LQWHQYHIKIBGYH QRW VHHQ D VLJQL1F Dagresslod systems related to lawful communication

LQ YXOQHUDELOLWLHV RU H[SORLWYV D 3H F Wiht€depgtidnlaQA\oWed iHfafruetRre arealsl 11°/119Y,
platforms. However, there have been notable cases of mobile

QHWZRUN LQIUDVWUXFWXUH DEXVH'D WR'S hE%Pﬁ@g%{ﬁ'ﬁ%{jmgﬁgm?ﬂ‘%“qv\mw”ty

time in this report. risks assqcia e 0 networks. iscuss
how mobile networks have evolved over the past two decades
and how technology has adapted to address emerging threats.
1RWH ZH XVH D ORW RI DFURQ\PV LQ WKLV FK
detailed explanations of these in the appendix on page 112 .

For example:

" In May 2024, UK police arrested two suspects for using
a “homemade mobile antenna” to send phishing texts
directly to mobile phones, bypassing network protections
that typically block such messages **°I. The Mobile

In early 2023, reports in Tle-de-France described criminals ; ;
driving with IMSI catchers to send fraudulent texts . Telecommunication ECOSySte m

In September 2023, a man was arrested and charged with ~ Mobile networks like Orange are operated by

espionage in Oslo for driving with an IMSI-catcher around ~ telecommunications companies, but the underlying network
WKH R4FH RI 1RUZD\VV 3ULPH 0LQLVW HUWClggkare Prevides by-nejwarkivengogs\like Ericsson, Nokia,
and other government buildings **°/. and Huawei.

© Orange Cyberdefense 2024/2025



The secure deployment and operation of a mobile network Established to support the standardization and interoperability
depends largely on the operator’s strategy, but is heavily of mobile networks, GSMA develops industry guidelines,
LQ2XHQFHG E\ HDFK YHQGRUVYV DELOLW\ promorekl ¢coNebaradn \aRd dwothiz¥\fet pdliEies that foster
requirements. the growth and security of mobile communications.

The 3rd Generation Partnership Project (3GPP) isan It also develops key initiatives on security, loT, 5G, and digital
organization that brings together several standards bodies identity. The GSMA continually enhances the security support

to develop protocols for mobile telecommunications. 3GPP R3IHUHG WR WKH WHOFR FRPPXQLW\ DV WKH
standards are designed to ensure interoperability between mobile ecosystem evolve

QHWZRUNV DQG Q H WzRU N IXQF W LRQV D Fﬂg é[u\r/op%zkn%Hn%#A%ewncyfyr%%grgegurity (ENISA) s
However, 3GPP does not specify all security mechanisms for

D QHWZRUN LW RQO\ GH1QHV WKRVH UH 1“5‘?FUﬁa@e?ﬁ’ﬂeEWWﬁﬁ%ﬂ'@ﬁﬁﬁﬁfWWacross
. o . . . member states, Including in mobile network security. ENISA

such as mobile authentication using SIM credentials. Security . . . . ) d

IHDWXUHV DYDLODEOH LQ QHWZRUN 1XQ F%Z%L%egi%}{a%%gt' n‘?’ %ﬂtﬁgﬁ%enf@ﬁg%ﬁgﬁy

YHQGRU ZKLFK LV D NH\ GLSHUHQWLDW Rﬁclﬁtl al ingastrucRrEéT\iLe mobile networks. Through

The GSM Association (GSMA) is a global organization collaboration with national cybersecurity authorities, mobile

representing the interests of mobile network operators operators, and industry stakeholders, ENISA plays a pivotal

and companies in the mobile ecosystem, including device role in strengthening defenses against threats within the mobile

manufacturers, software providers, equipment vendors, and sector.

internet companies.
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In 2G, most reported attacks resulted from weak encryption
_ _ algorithms (known as A5/1) on air interfaces, leading to possible
Launched in the 1990s, 2G or GSM (Global System for Mobile “Attacker in The Middle” attacks. Tools like “IMSI Catchers" (or

Communications), marked the transition from analog to digital fake base stations) were used to mimic cell towers, allowing
telephony"**. This technology introduced basic services such attackers to capture communications from unsuspecting users,
as voice calls and SMS. To support mobility of mobile users or send them SMS.

across networks and even international roaming, SS7 .
protocol called MAP was introduced. MAP operates within In 2G and 3G, SS7/MAP was unauthenticated and unencrypted

the SS7 framework, using SS7's signaling to enable mobile- on interfaces between operators, allowing for data theft and

VSHFL1F IXQFWLRQV DFURVV WHOHFRPP ’]i%‘—'?f\?\?l’.viﬁﬁf\}a%&%%ﬁ’ﬂiwasi”i“a”ydeSigned

{
within a “trust” relationship between operators, security was
* 8QLYHUVDO ORELOH 7HOHFRPPXQLFD%L@@Mg@M\MAﬁH@SLp?@@%L
LQWURGXFHG LQ WKH HDUO\ V ,W R3HUHG VLIJQL1IFDQWO\ KLJKHU GDWD

speeds and enabled mobile internet access "*?. SS7 was used Later, as 4G networks began to roll out, vulnerabilities in
again in 3G for core network signaling. the Diameter protocol were exploited “°?. Attackers could

manipulate signaling messages to gain unauthorized access to
In 2010, 4G, or LTE (Long Term Evolution) was launched, user data or to disrupt services.

UHYROXWLRQL]LQJ PRELOH FRQQHFWGYLW\ ZLWK VLIQLIFDQWO\ LPSURYH
download and browsing speeds 4G introduced a new The 5G core networK is virtualized and API-based, so the

protocol called Diameter *! for signaling exchange between attack surface is also increasing and 5G networks still rely on
core network functions. 4G infra when 5GSA is not deployed. Threats such as software
supply chain attacks (e.g. via 3rd party dependencies), attacks

Currently being deployed worldwide, 5G promises even faster targeting critical infrastructure, and distributed denial of serv ice
speeds, reduced latency, and the ability to connect a much attacks via loT device vulnerabilities (like Mirai), all exacerbate
larger number of devices simultaneously. 5G uses advanced this threat.

technologies like Massive MIMO (Multiple Input Multiple Output) .
and beamforming. In the core network, HTTP/2 replaces In one 2020 report, for exarpple, researchers from Positive
Diameter, and network functions now expose to other network Technology cautioned that “Vulnerabilities in the GPRS

IXQFWLRQV YLD $3, _ ZKHWKHU LQ WKH v BPeliegRipoeeliRTR exposs 45 and pRgejula; networks

network for roaming to a variety of attacks, including denial-of-service, user
impersonation, and fraud”

7KH PRELOH RSHUDWRU HFRV\VWHP KDV HYROYHG VLIJQL1FDQWO\ RYHU
WKH ODVW \HDUV _ IURP *WR * DQG WKH DWWDFN VXUIDFH KDV
evolved with it. As new generations of mobile technology are

deployed on top of older generations, not in place of them, the

risk continues to accumulate.

High Level View of the Attack Surface for Mobile Telecommunication

Attack
Attack surface #3.1:
Attack Attack surface #3:
surface #1.: surface #2:
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The Mobile Attack Surface

The mobile network attack surface emerges across 3 distinct
domains:

1. Universal Integrated Circuit Card (UICC)/SIM
2. Device
3. Infrastructure

SIM

SIM cards are vulnerable to various threats. For example, a
fraudster can take over a bank customer’s telecom subscription
by misappropriating their SIM card. By doing so, the fraudster
gains control of the “possession” authentication factor,

enabling access to the victim's accounts when combined with
stolen personal data. This technique can be applied not only to
banking applications but also to any other applications on the
mobile phone, such as social media. Three primary methods
are commonly used:

SIM Swap

A SIM swap occurs when a fraudster requests the operator to
produce and activate a new SIM card. Once activated, the new
SIM renders the original SIM inactive, causing the legitimate
subscriber to lose access to the mobile network and their
online services.

Portability

In this method, the fraudster uses the subscriber’s Number
Transfer PIN (NTP) to request outbound portability with a

Research: Mobile Security

With the OTP, the fraudsters logged into the app and initiated
6,0 VZDSV RQ WKH YLFWLPV SKRQH QXPEHUV
primarily executed outside of working hours to avoid detection.

7KLV VSHFL1F LQFLGHQW D3HFWHG DW OHDVW
numbers. Customers experienced unauthorized SIM swaps,

leading to potential breaches of personal information

and disruption of mobile services. Some customers even

terminated their contracts out of fear of being hacked again.

The situation prompted quick decisions and actions by the

operator’s security and fraud teams. Including:

Informing the authorities.

%ORFNLQJ H6,0 IXQFWLRQDOLW\ YLD WKH S

Improved Know Your Customer (KYC) measures to prevent
further incidents.

)

Additionally, there were discussions about updating message
templates to include warnings that the provider would never
ask for the OTP code.

The incident outlined above is not an isolated case. As the
chart below illustrates, over 30 days during May 2024, one
European operator recorded 110 fraudulent eSIM swaps and
337,000 fraudulent SMS messages.

(FKDQJHV IUDXGXOHX][ G

A travers le temps pour un opérateur

GL3HUHQW RSHUDWRU 7KH QHZ RSHUDWRU WKHQ LVVXHV D QHZ 6,0

card for the transferred number.

Cloning

Cloning involves physically replicating a SIM card. Although
technically complex and rarely used for fraud today, research

has shown that it is possible to extract secret credentials from a

SIM card via side-channel attacks, even with physical security
modules in place “0420%%],

Not so eSIMple

eSIM technology is also susceptible to fraud. Although the
provisioning process is generally secure, the user controls
activation, creating an opportunity for phishing or smishing
attacks. Through these tactics, fraudsters can obtain
credentials or one-time passwords (OTPs) used in the
enrolment process.

Case Study

,Q $SULO
one of our European operators, involving multiple unauthorized
eSIM swaps.

5

.- |I|I| N ‘l |II||||I I| I ‘
oDL -XLQ

The shift to eSIMs introduces new fraud risks rather than
eliminating them.

A recent University of Aalto study outlines over 12 root causes

of eSIM fraud and hacking, highlighting common vulnerabilities

OLNH SKLVKLQJ VPLVKLQJ FDOOHU ," &/, VS
attacks. Once hackers obtain a victim’s identity data, they can

exploit provisioning weaknesses to execute eSIM swaps. The

study recommends implementing Know Your Customer (KYC)

D VLIQL1IFDQW H6,0 IUDXG LsQIibiis ldr@gvipar&rily bibekinvgHeaaiwesGntd hew anti-fraud

tools are available. Vendors like Thales, Nokia, and Ericsson are
developing solutions, but current monitoring capabilities are

7KH IUDXG ZDV LQLWLDOO\ 2DJJHG GxH WRSJeREUREMEERgANgfoular updates.

LQYROYLQJ H6,0 VZDSV 6SHFL1FDOO\

PXYRWLEB QB8 XYBOVY ZBIFRPSURPLVHG H6,0 SUR1OH

SHUIRUPHG XVLQJ WKH VDPH GHYLFH ,0(, FRQWKROCDORYHG WHKH G LDVLPVV SKRQH QXPEH!

The fraudsters employed social engineering techniques to
deceive victims. They contacted the victims, pretending to be
representatives from the mobile service provider.

During the call, they generated an OTP (One-Time Password)

fraud and bypassing two-factor authentication (2FA) for banking

and other sensitive accounts. Hackers can also duplicate eSIM
SUR1OHV IRU LGHQWLW\ WKHIW )RU RSHUDWF
revenue and reputation, increasing the need for audits of eSIM

and loT B2B services and heightening GDPR compliance risks.

IRU WKH SURYLGHU V DSS DQG FRQYLQF H@pevstkrsl facd feshirkify\costsRo ¥rik@ntkeHrandipiotéction as

code.

technology evolves.
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Security Navigator 2025 =

The Device Itself

Modern mobile phones operate like powerful computers,
running operating systems and applications while connecting
via mobile networks, Wi-Fi, Bluetooth, NFC, and even
satellite networks. As we reported in 2021, 547 vulnerabilities
ZHUH LGHQWL1HG LQ $QGURLG DQG
vulnerabilities rated critical, compared to 45 for iOS. This
suggests Android has more vulnerabilities but fewer severe

Google’s review processes may also be less strict than Apple’s,

DQG XQR4FLDO $QGURLG DSS VWRUHV DGGLQ.

users can also sideload apps. This feature, often exploited by
trojans, poses a major risk, particularly as alternative app stores
usually lack robust security.

L Q\/\ﬂl%eecurﬁe@w ﬁndro'@ Y@ igsexpected to allow

sideloading in the EU by 2024 (starting with iOS 17) to meet EU
regulations, potentially introducing new security challenges for

RQHV ZKLOH L26 LV KDUGHU WR H[SORLWWRIPNSHESHUV JUHDWHU UHZDUG

Android exploits are widely used across devices, whereas
iOS exploits are often associated with sophisticated mobile
surveillance actors.

Apple’s consistent ecosystem means iPhone users are

are quicker, with 70% upgrading within 51 days. Android’s
fragmented system leaves older devices exposed to older

vulnerabilities while somewhat protected from newer exploits.

However, malware remains the most pressing threat for
everyday users.

Both Apple and Android use dedicated marketplaces—the
App Store and Google Play—with security measures like app
reviews and sandboxing to limit exposure to malicious apps.
In 2022, Google Play had 781% more malicious apps than
the App Store, likely due to higher malicious submissions,
Android’s low-complexity vulnerabilities, and ready-made
exploits.

Infrastructure

The attack surface in mobile infrastructure has expanded

SrvieW &t Rig dofnplexi B MYdVided below #071:

The GSMA's “Security Landscape 2024” report *°" highlights
several critical areas of concern for the mobile telecommuni-
cations industry. Key points include the increasing frequency
and sophistication of attacks on virtualized infrastructure, such
as virtual machines and container solutions. The report also
emphasizes the vulnerabilities within supply chains, and the
growing issue of spyware.

" Detailed view of the mobile network attack surface at infrastructure le vel

© Orange Cyberdefense 2024/2025
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Research: Mobile Security

"6HUYLFHV LGHQWL1HG RQ 'DUN 1HW UHODWHG WR VLJQDOOLQJ DVSHFW

Pushing MFA Also increasingly popular, a dedicated MFA mobile app uses
SXVK QRWL1IFDWLRQV SURYLGHG E\ *RRJOH R
Given the inherent weaknesses in mobile network technologies,  natively supported by Android and iOS 122912211 |n this model,
single-use passwords (OTP) sent via SMS, were deemed telecom operators are excluded from the process, which poses
insecure by NIST as early as 2016. Fraudsters have adapted to  potential privacy risks for users, as Google and Apple retain the
E\SDVV 606 273 E\ XVLQJ WHFKQLTXHV O Lahittyrdcaiedtidage daafRdhiBadkend interactions, even if
to impersonate banks, tricking customers into authorizing exchanges are encrypted.

fraudulent transactions. . . .
More generally, third-party instant messaging and VOIP

(BHFWLYH 0XOWL IDFWRU DXWKHQWLFDW IpRG& 0QBD WRE®Y WHH WHKRWESOLFDWLRQ OD\H!

largely leverages two main methods for a second according to their own standards, with security and data

authentication factor beyond device possession: SURWHFWLRQ PHDVXUHV WKXV GHSHQGLQJ RC
) L success of the software vendor.

Third-party Authentication:

High value accounts such as banking often use their mobile

banking apps to provide a second factor via a PIN code

(knowledge) or smartphone biometrics (inherence).

Operator-Based Authentication:

An alternative method, standardized by GSMA as “Mobile
Connect”, uses SIM-based authentication and requires a PIN
code (knowledge). Sending OTPs via SMS is discouraged due
to vulnerability to SS7 rerouting attacks (as noted in NIST-800-
638)\208\_

www.orangecyberdefense.com



Security Navigator 2025 =

() 1RWL1IFDWLRQ
>

Cloud Messaging APNS
IRWLIFDWLRQ VHU)

Application from Gep@le or Apple
backend ON \’%Q
2

End user device

"3XVK QRWL1FDWLRQ FKDQQHO

A Brief History Mitigations
Of Mobile Network Hacking Defending the SIM
Intelligence Agency Exploits Mitigating SIM card vulnerabilities requires multiple strategies.
Mobile infrastructure has been a target for intelligence 2SHUDWRUV VKRXOG GHSOR\ *60% FHUWL1HG ¢
agencies, with several incidents highlighting this fact since the D JHQHULF SURWHFWLRQ SUR10OH DQG HPEHG
2000s. For example: Java applet within the SIM can block unexpected external

interactions.

Mark Klein, a former AT&T technician, revealed his role in

exposing the U.S. National Security Agency’s (NSA) use of For SIM swaps, telecom operators like Orange have updated
AT&T's infrastructure for mass surveillance. Klein revealed that ~ customer processes with stricter controls. But SIM swap

WKH 16$ KDG LQVWDOOHG VSOLWWHUYV wattacks 9ffenrely onspaial eagieering Uaking Cestomer z L Q J

them to monitor communications without warrants 22!, awareness essential. Operators have also introduced APIs
allowing service providers to check if a SIM card was recently
7KH *UHHN ZLUHWDSSLQJ FDVH RI _ Lrgq\é\ﬁe%'YHG WKH

illegal surveillance of over 100 mobile phones belonging to

KLJK UDQNLQJ *UHHN R4FLDOV LQFOXG L Bevieg panuagturens age aise sirangtiening mobile security,
The surveillance was conducted through the exploitation implementing stricter controls in app stores and limiting API
of vulnerabilities in Vodafone Greece’s mobile network access for application developers to improve security.
infrastructure. The attackers, suspected to be state-supported
cyber threat actors, installed rogue software that intercepted
calls and messages. This software exploited lawful interception
capabilities meant for legal wiretaps, redirecting the data to
unknown recipients “*°,

Solutions providing dynamic application analysis to detect
threats are now common, and mobile device management
(MDM) systems are highly recommended for organizations to
address major security risks.

The Thales Group’s investigation**' into the alleged hacking Defending the Infrastructure
RI *HPDOWRVV 6,0 FDUG HQFU\SWLRQ NH\§ntkHechtl) R HdebYitint@$S7MAR AMd Diameter

vulnerabilities in mobile network. The breach, reportedly protocols, operators like Orange have implemented specialized
conducted by the NSA and GCHQ, involved the theft of protection solutions known as Signaling Firewalls. These
encryption keys, which allowed these agencies to intercept VROXWLRQV SURYLGH NH\ IXQFWLRQV OLNH 7L
and decrypt mobile communications without the need for Detection, Protocol Validation, Access Control, Logging and
cooperation from telecom companies or legal warrants. Reporting.
Exploitation of these encryption keys enabled the attackers o .
to bypass traditional security measures, gaining unauthorized One valuable feature for network security is “velocity checks,”
access to voice and data communications on a global scale. which prevent attacks by verifying that user mobility aligns
with realistic speeds (e.g., hot exceeding airplane travel). This
Vulnerabilities Exposed and abused rule helps detect and block attempts to impersonate a visited

In 2016, researcher Karsten Nohl demonstrated“**! how to network identity.

intercept a voice call from a U.S. senator, following his 2014

. ; Defending the Device
presentation at the Chaos Computer Club conference with 9

researcher Tobias Engel, where they exposed vulnerabilities Securing mobile devices against threats is challenging, as
LQ WKH 66 SURWRFRO 7KHQ LQ R S H Uliye Ravices areRh@i-peFeirganaekconvputers running
hackers targeted its network by exploiting SS7/SMS protocol complex operating systems. Like any computer, they require
weaknesses used in two-factor authentication. Combined with monitoring for malicious activity and malware.

phishing attacks, attackers managed to trigger money transfers
DQG UHGLUHFW WZR IDFWRU YHUL1FDWLRQ FRGHV YLD 606 UHVXOWLQJ LQ
customer losses totaling approximately €200,000.
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For individual users, solutions like antivirus software with added  Passkeys are a replacement for passwords, always strong

services (e.g., personal fraud investigation) are available. In the and phishing resistant . The Fast Identity Online

business sector, Mobile Device Management (MDM) systems ),’2 DOOLDQFH KDV SXEOLVKHG D VSHFL1FDW
like Checkpoint and Pradeo Mobile Threat Defense help protect  on public-key cryptography where each passkey contains a

HQWLUH GHYLFH 2HHWYV E\ FROOHFWLQJ GrigYd fublicprivatexepiai6 THepasEk@yL.ocanlbe stored on

rapid mitigation. a dedicated hardware token or be integrated into a device that
VXSSRUWYVY WKH VSHFL1FDWLRQ ORELOH GHYL
L3KRQH DQG *RRJOH V 3L[HO PRELOH SKRQHV
Passkeys use the trusted relationship of the hardware and the

tightly bound identity of the user to facilitate authentication. The

XVHU XVHV WKH GHYLFH WR UHOD\ D FU\SWRJ
A good start for businesses may be to standardize on a mobile that cannot be faked.

device platform that can be trusted to be up to date and

monitored using a reliable MDM system.

Attacks exploiting radio channels are harder to counter, as they
require access to the modem baseband, which is not available
in standard consumer devices, necessitating specialized,
hardened devices.

The MITRE FiGHT (5G Hierarchy of Threats) project is designed
WR LGHQWLI\ DQG FDWHJRUL]H SRWHQWLDO V

In Europe, the Payment Services Directive 2 (PSD2), enacted to 5G networks and related technologies. FIGHT provides a

in 2018, mandates strong customer authentication (SCA) for structured framework for understanding the unique risks within
GLJLWDO WUDQVDFWLRQV E\ 1QDQFLND\O L5®\ehvitownemisLbiR @appirgDud theak scenBrioOacresd Q
to enhance security. various layers of the 5G infrastructure

By implementing proprietary applications, banks comply with

PSD2 and can legally reject customer claims in commercial

disputes, excluding fraud cases. The directive’s revision

presents an opportunity for the European Commission to

UHLQIRUFH EDQNVYV 1QDQFLDO DFFRXQWDELOLW\ LQ IUDXG FDVHV HYHQ
when strong authentication has been applied.

The revised directive also introduces implicit responsibilities

for telecom operators if a spoofed call is involved in fraud,

LQFOXGLQJ FDOOHU ," VSRR1QJ IDNH FDOOV VHQGHU ," VSRR1QJ IDNH
SMS), or SIM-based actions (SIM swap, number portability, or

cloning).

Summary

In previous reports we have raised concerns But it is constantly evolving, and we continue to
about the challenges of managing vulnerabilities caution our clients that the challenge of mobile
in enterprise mobile phone estates. As mobile threat management must be considered in
phones assume a critical role in the enterprise medium-term security strategy considerations.
security stack, we postulated, criminals would

begin to adopt more sophisticated hacking Meanwhile, the mobile infrastructure is itself at
technigues to exploit phones and thus bypass risk; and Orange is proud to be a leader in this
controls like Multi-Factor Authentication. domain.

We have yet to see this threat emerging outside Mobile services are part of any CISOs attack
the world of targeted, state-sponsored espionage surfaces. There is a gradual shift in temperature,
operations. DQG WKH LVVXH RI PRELOH LV LQFUH

way onto corporate risk registers.

The issue of mobile phone security has not yet
reached its zenith.
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Incident response readiness: Where to begin

W LV TXLWH WKH H[SHULHQFH WR VLW DFURVV IURPAD GBIQNMRHU __XWKDWO\ D &,62 RU DC
KDV QRW VOHSW LQ GD\V DQG WR EH DVNHG WKRZ FDQ"ZXH A HVUKD SWKLV IURP HYHU KDS
we had spent the last two days containing a threat actor that had exploited an un patched VPN

appliance and penetrated deep into the infrastructure. Or maybe it was th e worst-case scenario: this

person’s entire infrastructure had been ransomwared, and there were n o backups to rely upon. In all

WKHVH FDVHV P\ DQVZHU ZRXOG EH W:H FDQVW _ EXW WHRHXV KRZ ZH FLC EHV

The reality is that a cybersecurity incident is a matter of when, and not if. Org anizations unwilling to
face this reality will be caught unprepared again. Incident response re adiness is a complex beast, with
YDULRXYVY DUHDV RI FRQFHUQ GHPDQGLQJ DWWHQWLRQ 6R ZKHUH GR ZH VWDUW"

Saskia Kuschke, Senior CSIRT Analyst,

A simple starting point may be the “Incident Response 3DUW RI WKH GL4FXOW\ RI RUJDQL]LQJ H3HF\
Hierarchy of Needs” model, from the mind of Matt Swann . because the building blocks are a mix of organizational, people,

Similarly to Maslow’s hierarchy, the model depicts several process Sl o consideration_s - LEmilke t.h e el
QHHGV LQ WKH RULJLODO cLpJupe _ LovHIFFRNTHGTBE FRGES, QMR HERD .
triage, threats, behaviours, hunt, track, act, all coming to a point ’ P P

in collaboration. Each tier depicts a deceptively straightforward DS AU EUEES el s
: ; lerdep -eplvely straig JRU LOOXVWUDWLYH SXUSRVHV D VLPSOLLH(
guestion that - depending on the organization’s policy, budget,

risk appetite and culture - likely has a complicated answer. (RIS ISR el

However, this way of ranking “needs” may present a simple and The reasoning behind the roadmap is simple: be practical.
SUDFWLFDO ZD\ WR SULRULWL]H \RXU H 3R Odawplexityis-tke @nerbdiuBng la®ikMedt,SaRdInany of the
the previous: for example, with a better view on your inventory preparatory activities on the road to IR readiness involves
position, you gain a better understanding of your coverage reducing ambiguity as far as possible in the decision-making
QHHGV LQ WHUPV RI WHOHPHWU\ DQG YLV predeSSL W easDrOtBe didtancd/tiaell®d ih @el IR ileadinéss
leads to increased detection opportunities (and so on). One of journey, we make use of the capability maturity model

the criticisms of this model is that one can still perform incident integration (CMMI) model as a guideline'***.. At each phase, one
UHVSRQVH HYHQ LI DOO WKH WLHUV GR Q RMétKdnsiddr hépddpk hidéss aQtéchhBlayy needed to
as such, it useful to recognize that while you do not need to achieve the goal.

1QLVK R3 WKH HQWLUH WLHU EHIRUH PRYLI.R._S].WRO KH QH%QI WKH DEWLYLWLHY
GHVFULEHG KLJKHU XS LQ WKH S\UDPLG EY _ésf‘l—ci F‘(‘?Lﬁl‘—' (éf\?\??ﬁ‘? >€orge £.17
oX: are wrong, but some are useful”. In the spirit

SisliEliie s I Ce i aC elE of this sentiment, take this diagram as a suggestion on how to

As far as models go, this simple breakdown of identifying structure and measure the journey of maturity, rather than a
WQHHGVX FDQ EH DQ H3HFWLYH VWD UW L QcbnSrete Qappibdof Yhkides ke xddauid\truths. In practice,

towards being incident response-ready in time for the next \RX ZLOO OLNHO\ 1QG \RXUVHOI PRYLQJ EDFN
attack. But if it is this simple, then why does our CSIRT still various tiers and associated activities, rather than having the

encounter multiple organizations that seem to struggle with luxury to complete all in sequential order.

HYHQ WKH IRXQGDWLRQDO WLHUV"

U%UHDN JODVVV SURFHGXUH 1. Inital

Can you name the assets you are defending? Inventory ODQDJHG
Can you detect unauthorized activity? Detection 'H1IQHG

Can you accurately classify detection results? Triage

4XDQWLWDWLYHO\ ODQDJt

During an intrusion, can you observe adversary activity in real time?

Can you deploy proven countermeasures to evict and recover? 5.0ptimizing

Can you collaborate with trusted partners to dis rupt adversary campaigns?

© Orange Cyberdefense 2024/2025



,Q WKH ,QLWLDO SKDVH LW LV DERXW P DRERGHINGYhR guaniiatively panages! leygimeans that you have
HWLQJXLVKHU WKDW \RX NQRZ KRZ WR RZIQIIRREA of yQUEPrRal dasepreesses\environment and
addressing the very basics of incident response. Do you know information position available to you during an incident. This
who is responsible for what during an incident, and who needs LV DQ LGHDO SRLQW WR IRFXV H3RUWV LQWR

WR EH FDOOHG DQG LQIRUPHG" )XUWKHU R@¢ FHDYRYRRY WEHUAW PR BH\RXU ,5 FDSDE
teams understand how to collect data from endpoints, how to tabletops and assessments. While continuous testing can (and
SHUIRUP HPHUJHQF\ 1UHZDOO UXOH FKD@MHlg)bgises o HeastyenouRgspense (reuphout the
UHFDOOHG DQG SHUIRUPHG XQGHU SUH VKRXQ?WGSE%ELFF@G aperR¢livities bl ikelxpiart revealing

to have in place are: less “obvious” improvements to be made at this point. In this
. maturity phase, your capability should also be controlled
Process, People: An IR plan clearly listing roles & yp Y P Y

UHVSRQVLELOLWLHV DVVLIQHG WR V seﬂoeg(kﬁ(dl‘[’)ﬁ'/'&%q}fh”&?@& RS ERNT IO

SRUDWLRQ RI VWUDWHJ
Process: Communication plan during an incident. threat intelligence (CTI) and proactive threat hunting to identify
Process: Playbooks for containment and data collection threats and malicious behaviors directly relevant to your
HJ HPHUJHQF\ 1UHZDOO FKDQJHV H QrgafiratiGaVZobnsicRO D W LR Q

UXQQLQJ IRUHQVLF FROOHFWRU VRIWZD WpdoRRPRdHS M EEVVNWREVH[HUFLVHY WR WHYV
elements of the IR process.

Technology: DVVHVVPHQWY RI FRQLIJXUDWLRQ\

; o tooling and related systems.
With the essentials in place, you can now tackle the challenge 9 ¥

of mapping your environment to progress towards the People, Process, Technology:  proactive, continuous
managed level, which aligns with the Inventory tier: where CTl-driven threat hunting.

DUH \RXU DVVHWYV DQG ZKDW DUH \RXU FU L Rebptdd additivnalidiring or@esdaamelWbere gaps
Which systems are vital for your business, and how are they DUH LGHQWL1HG

FRQ1JXUHG" $UH DQ\ LQWHUQHW IDFLQJ" 0DQ\ FOLHQWYV VWUXJJOH

with mapping and maintaining infrastructure knowledge

as environments grow in complexity. However, a thorough

understanding of your setup is crucial for a stronger incident

response. Consider: $QG 1QDOO\ WKH FRYHWHG 2SWLPL]LQJ SKDV
Process, Technology: Creating & maintaining asset lists processes, people and technology are well-oiled enough so
(automated, where possible). that any improvements are essentially incremental instead of

instrumental. Tuning policies, designs and tooling to ensure that
tracking, acting and collaborating during an incident can run as
unhindered as possible by preventable issues and poor starts.
Here your focus may include:

Process: Maintaining a robust lessons-learned cycle.

Process, Technology: Creating & maintaining IT
architecture documentation (e.g. network diagrams, cloud
architecture diagrams, Active Directory topology).

Process, People: Documenting system owners and how
to contact them (especially out of hours).

Technology: Understanding and mapping software and
FRQ1JXUDWLRQ YXOQHUDELOLWLHV Process, Technology: Improving the design of your IT
infrastructure.

Process: Tuning and creating IT security policies.

Once you understand your key systems and pressure points,

ensure you have the telemetry, detection, and triage capabilities

WR DVVHVV DFWLYLW\ RQ WKHP 7KLV GH1IQHV WKH "GHLTQHG OHYHO
knowing the completeness, accessibility, accuracy, and

retention of your data. First responders, analysts, and decision-

makers need information to identify threats, enact containment,

or even shut down the network if necessary. Logs, SIEM,

DQG ('5 ;'5 GDWD DUH YLWDO KHUH DQG NQR ZiLQJe=EAS EEMA/LD

is retrievable (even under pressure) is crucial for mastering

incident response. Considerations may include:

Technology: available log sources & forwarding to
centralized repository (e.g. to a SIEM).

Technology: ('5 ;'5 FRYHUDJH DQG FDSDELOLW\

Technology: detection engineering and monitoring use
FDVHV FRQ1JXUHG IRU \RXU DYDLODEOH WH2HRHWU\

Process: WXQLQJ \RXU HYHQW LQFLGHQW FODVVL1IFDWLRQ
frameworks to better suit your organization.

People: personnel trained to monitor, triage and analyze
data, events and alerts using security tooling.

Technology: data quality in terms of accuracy,
completeness, coverage, accessibility & retention
timeframes.
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Security predictions

A story of
Convergence,

Intelligence And
Resilience

Join us once more as we take a step back and try to predict how the big
picture presents itself and where the trends are going.

:KDW ZLOO VKDSH WKH GLJLWDO ZRUOG LQ WKH \HDU
VKRXOG ZH SUHSDUH WR IDFH DQG KRZ VKRXOG ZH JF
WKH PDMRU WUHQGY DQG WHQGHQFLHYV RXU LQGXVW

7KLV \HDU ZH ZLOO IRFXV RQ 1YH NH\ WUHQGV ZH EHC
UHOHYDQW LQ WKH 1HOG RI F\AEHUVHFXULW\ DQG DVV

www.orangecyberdefense.com
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Apts Will Not

Leave Room for
Ransomware

The landscape of cyber threats is becoming increasingly  Critical vulnerabilities discovered in security equipment

complex, with a notable rise in extortion victims, often are indeed exploited for this purpose. Advances in

compromised and subsequently threatened with a data guantum computing pose an additional risk to data

leak multiple times, often with the same set of stolen encrypted with current algorithms. The migration to

GDWD 7KLV HVFDODWLRQ LV QRW P Hjuartom-mlsistadtidr@ugraphic Syistarasiill iketime

broader shift in the tactics employed by cybercriminals, and must begin as soon as possible to account for the

who exploit sophisticated methods to achieve their UHWURDFWLYH H3HFW RI D IXWXUH TXDQW

goals, increase their resilience, and impose fewer moral encrypted communications.
or geographical limits on themselves. Disinformation
on the web is integrated into destabilization methods to
amplify pressure on victims, and drastically improved
impersonation capabilities through generative Al allow
for deception of even the most discerning individuals.

Furthermore, global outages triggered in 2024 by a

IDXOW\ XSGDWH RI &URZGVWULNH V )DOFR
of the fragility of the digital space in the face of systemic

crisis risks, which could be caused by attacks on

software maintenance chains. This type of attack is not

In this already concerning context, the conduct of new; numerous cases have been reported in the press
PRUH GLVFUHHW DWWDFNV LQYROY LpiPaty iH 2013, BOIAMIMINTIRZD, Rdseya in 2021),
information systems for espionage or to prepare for and the hyperconnectivity of physical assets (OT, IoT)

IXWXUH DJJUHVVLRQV PXVW UHP D L Q@niyMci&dsés tietattbick sitfece.V
radar. In 2024, the accidental discovery of a backdoor

methodically introduced over several years into a

FRPSRQHQW RI /LQX[ VIVWHPV ;= XWLOV RSHQVVK

highlights the determination of major powers to occupy

strategic positions in cyberspace without being

detected.
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Security predictions

Generative Al
Boosts Automation

A Matter of Time In the future, we can expect generative Al systems
to become more interconnected with the rest of
The distance between the attacker and the defender the digital landscape, with increasingly elevated

is often temporal: the attacker has the advantage of action privileges (bank transactions, control of

surprise, forcing the defender to equip themselves physical systems, etc.). Securing this chain often

and prepare to react as quickly as possible whenever  involves implementing traditional and proven

a vulnerability appears, or a security event arises. In security measures and solutions. However, certain

these circumstances, automating detection, alerting, characteristics unique to Al systems require

and response mechanisms (CyberSOC, SOC, CERT,  adaptations of existing security products and

and VOC) allows for time savings that can make VSHFL1FDOO\ WUDLQHG H[SHUWLVH 1R

D GL3HUHQFH LQ UHPHGLDWLQJ FULARIYHD Y X Q RHW REBHOHWLE\VQHZ $, WHFK
DQG UHVROYLQJ LQFLGHQWV 7KLYV roMeddus t/rehledt Hat&rdidtioR d¥pects.
DGYDQFHPHQWYV LQ DUWL1FLDO LQWhicaNy nd 5ot EbEkfriétalddol ¥ virtual

presentan opport_unity to support the automatior_1 of assistant should escape secure development
services, thereby increasing the speed and quality of practices, and no ChatBot solution should be
our cyber defense. deployed without risk analysis and security measures.

) o ) Finally, social engineering techniques are greatly
Mal ntalnlng Control of Secu I’Ity facilitated by generative Al, allowing criminals of all

i d f ve Al soluti OHYHOV WR SHUIHFWO\ LPLWDWH D SHL
e widespread use of generative Al solutions to appearance. Therefore, we can expect a surge in

assist humans in handling increasingly complex tasks fraud and scams in the coming months and years

also expands the attack surface across a new value ZKLFK ZLOO UHTXLUH DQ DGDSWDWLRQ
chain: training databases, consultation data, prompts better protect society

and responses, LLM hosting infrastructures, RAG
systems, generative Al models, etc.

www.orangecyberdefense.com



The excellent preparation of the stakeholders involved in the
20\PSLF *DPHV KDV SDLG R3 GHVSLW

events, the overall increase in security levels and operational

rigor have helped avoid a crisis. This outcome proves that

VHFXULW\ FDQ EH VXFFHVVIXO DQG WKD

protect against the worst. This is why regulations regarding

the protection of digital assets are strengthening.

The year 2024 is pivotal in the European regulatory

landscape. First, the implementation of the NIS 2 directive in
member states expands the regulated scope to many entities,
categorized by their criticality into important and essential
entities. The directive aims to better protect small and
PHGLXP VLIHG HQWHUSULVHV ZKLFK DU

F\EHUFULPH DV HYLGHQFHG E\ WKH 6HF\)§H
WKH '25% GLUHFWLYnE
E\ VSHFL1IFDOO\ WDUJHWLQJ WKH lQDQFLD

,Q H3HFW VLQFH

resilience of operators against threats.

Finally, the recently adopted Cyber Resilience Act by the
Council of the European Union aims to raise the security level
of many digital products marketed in the European market,
based on their criticality.

Indeed, products with digital components can introduce
vulnerabilities into uses or information systems that pose
cyber risks with economic and societal impacts.

With only a few days to the opening of the Paris

2024 Olympics, it was not a cyber attack that
FDXVHG VLIJQL1IFDQW GLVUXSWLRQ
CrowdStrike update of Friday, 19. July highlighted the
perils of concentration and supply chain risks, and the
importance of a robust back-up and recovery plan.

In parallel, the Security Navigator 2025 report highlights
an increase of 15.29% in cyber extortion victims,
notably SMB victims increased by 62%. This is
especially concerning as many larger organizations
depend on SMBs in their supply chain. These smaller
organizations often lack advanced cybersecurity
practices, and due diligence of third party risks is not
infallible.

© Orange Cyberdefense 2024/2025
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Additionally, there has been an increase in arrests and

dismantling of cybercriminal members and networks, thanks

WR H3HFWLYH LQWHUQDWLRQDO FROODERUDWL
the LockBit group. While law enforcement interventions are
FRPPHQGDEOH DV WKH\ KLQGHU WKH DFWLYLWL
and sometimes recover seized data, the organizational model

of cybercrime makes it particularly resilient, and we should

expect it to continue growing.

Resilience for larger organizations requires third-party
contingency and incident response plans. Moreover,
larger organizations can increase their own resilience
by sharing best practices across their supply chain to
lift their capabilities, especially to SMBs.

(SBHFWLYH ULVN PDQDJHPHQW KDV IRU VRPH W
PRUH WKDQ LOYHVWPHQW LQ SUHYHQWLRQ DQ
also needs deliberate investment on back-up, response

and recovery for resilience.

We see this shift accelerating in the r ahead given
[ FeHR of Y02 tith ﬁd?e'el@@lnvgs%ﬁ'ént on crisis
management training and drills, recovery strategies
and solutions, third-party risk management and best
practice sharing.

And though automation boosted by Al is here to stay,

IT systems are not fully autonomous. The capability

WR FRQ1UP DQ DQRPDO\ GHFODUH D FULVLYV
incident response plan and manage impacts across

the direct scope of the organization are all powered by

people. The human element remains a central element

of the resilience equation.

L



0ODQ\ RUJDQL]DWLRQV VX3HU IURP VR FDOOWRG/WHPKQRORJI\ EOR ‘W v ' 'S IR )H
only from the number of cybersecurity solutions adopted, but that these d o not always

VWUHDPOLQH &RQVHTXHQWO\ LQ KRXVHWSHHEXGLLQV\ VWHQBPYFDOQRVY ' 4 FI P

time managing disparate tools that are not integrated, instead of deriv ing value

from this investment. This is aggravated by the fact that the cybersecuri ty vendor

ecosystem is characterized by a plethora of tools and technologies and a sc arcity of

VNLOOHG SHUVRQQHO WR PDQDJH WKHP H3HFWLYHO\ DFFRUGLQJ WR J)RJUHVWHU

As security architecture matures, security leaders are increasing ly undertaking

a critical review of existing solutions, identifying redundancies, g aps and under-
utilisation and pruning solutions that are not yielding value. In fact, G artner

estimates that 70% of organizations use 20% of the functionality of secur ity products.
Improved security ROl may come from better utilising and integrating existing tools.

While Gen-Al may be leveraged to augment existing tools and bridge the reso urce

gap, many organizations are wary of further bloating their stack. Conso lidation may be

a solution for some, though it does not necessarily entail adopting one si ngle platform

and neglecting innovation. Partnering with a leading MSSP to bridge the g ap is an

RSWLRQ WR ERWK GHULYH IXUWKHU VHFXULW\LS2WHO/@DIHQHHRQ RI VROXWLRQV WKUH
HQULFKPHQW DQG DFFHVV WR VHFXULW\ H[SHHU®VHUKRDWHAMD Q GHOLYHU RXWFRPH ED
and to future-proof the security technology stack.

We believe ROI from security investments will be increasingly under scr utiny. Security
leaders will need to identify improvements and potential gains to secur e buy-in for
further investments.
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Report Summary

What Have
We L e ar n e d ? EVP Global Operations

Orange Cyberdefense

Sara Puigvert

Essential Insights This involves equipping cybersecurity teams with monitoring

For CISOs, CTOs, and Security Managers tools to identify disinformation early and implementing rapid-

Security Navigator 2025 highlights critical cybersecurity trends , UHVSRQVH SURWRFROV WR FRXQWHU IDOVH Q

providing insights and strategic guidance tailored to address I IS paramognt o protec_t h|gh-v_|5|b|I|ty assets I|_ke public-
the challenges faced by today’s CISOs, CTOs, and Security facing websites and social _med|a accounts, which Or_ange
0DQDJHUV 7KLV \HDUVV 1QGLQJV XQG H U QYR ERfenRepAt gYherei i‘f@gﬁ"ﬁrg@"’am daily.
DUH LQFUHDVLQJO\ H[SRVHG WR DJJUHV VY VAR "ﬁrﬁWﬁ 3Ry 19 Bairgdining a trusted
sophisticated hacktivism, targeted Operational Technology (OT) n ormgtlon environment, organizations ca_n riigate the
threats, and the evolving demands of integrated threat and risk reputational damage that often accompanies these attacks.

management. Operational Technology Security (OT):
Cyber Extortion (Cy-X): Unique Risks for Critical Infrastructure
Growing Aggression and Targeted Attacks Operational Technology (OT) environments, which control

essential physical processes, are now vulnerable to cyber

extortion and hacktivism, with attackers frequently using
WHFKQLTXHV WKDW VSHFL1FDOO\ WDUJHW 27
information technology (IT) systems, OT environments have

specialized requirements that make conventional cybersecurit y
approaches inadequate.

Cyber extortion remains a pervasive threat, impacting
organizations of all sizes and sectors, especially small and
medium-sized enterprises (SMEs). SMEs this year faced a
53% rise in ransomware incidents, and this year marks the
biggest ever ransom obtained by a ransomware group: 75
million dollars were paid to Dark Angels. With the emergence
RI' $, WRROV GHVLIQHG VSHFL1FDOO\ IR UW&HRKIiGht dirbbyiRrbadd tRed “dat@yGry 2 attacks’, which

impersonation, Al has enabled an increase in the volume target OT directly and aim to interfere with physical processes.
and sophistication of extortion incidents across sectors. The The techniques tend to leverage existing, legitimate OT

impact of these attacks reaches beyond the immediate target, functionality, and are therefore very hard to detect or block.
with disruptions cascading through supply chains and posing We can't simply copy the defenses we have for IT in an OT
risks to larger companies. We observe a growing cynicism as environment. Basic controls like network segmentation remain
criminals no longer avoid critical services like healthcare. essential, while more advanced practices like penetration

We need resilience-building strategies to counter these risks. :gs(g?g need to be carefully examined to ensure they add value

This includes the implementation of robust recovery protocols

and reliable backup systems to reduce downtime and data loss : ; .
after an attack. Our previous report R3HUV GHWDLOH %V%%E%Tﬁrﬁgtﬁnd Risk Management.

for CISOS eyohd “Vulnerability Management”

With over 264,000 vulnerabilities cataloged globally, the load
Hacktivism and Cognitive Attacks: is impossible to manage. Moreover, threats like zero-day
A Rising Threat to Public Trust vulnerabilities in widely used products like lvanti, Palo Alto, and

Hacktivism is still evolving from activism into destabilizing Cisco, continue to be exploited by actors reportedly backed

FDPSDLJQV RIWHQ DOLJQHG ZLWK JHRS R%f%*%}#‘ﬁ@“% %22934\*/?/3\? dérp%‘ﬁr%%”ilgt”ladmona'
war against Ukraine, with a particular impact in Europe. In vuinerability manage ent must evove towar adua
the Nordics, through a combination of distributed denial- strategy of threat-informed prioritization for publicly expose d

of-service (DDoS) attacks and disinformation tactics assets, combined with systemic risk reduction for internal

pro-Russian hacktivists have launched extensive attacks environments.
targeting government services, critical infrastructure and othe r For large internal environments, we need to conceive

“symbolic” entities . Al can be used to create fake news architectures that are immune to compromise via an individual
and digitally altered images as part of campaigns targeting V\VWHP 7KLV UHTXLUHV WKUHH VWUDWHJILHV
elections and eroding trust in democratic institutions. surfaces by removing unnecessary systems. Secondly, limiting

attack impact through robust segmentation and Zero Trust
these “cognitive” attacks. These attacks aren’t technical I['—)IL?J F P1<3_)\2VUHDFV\\/IV I_XRU HV 7L|J<|I—_| IL:J SS(\; HGGH E Q LDQ J IZ[))\?VGH l\‘NP f C
disruptions. They aim to manipulate public opinion, undermine Q Q Q bR Q

WUXVW LQ LOVWLWXWLRQV DQG GHVWDEPHPRMPBIEME WK™ RQ1GHQFH

Attackers increasingly target perception and trust through

To limit the spread of disinformation and safeguard institutional
credibility, the report recommends organizations prepare to
counter these “cognitive attacks”.
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Conclusion This means embracing not only technical solutions but also

cognitive defenses to safeguard public trust and prioritizing
As cybersecurity threats become more sophisticated and risk-informed management over sheer volume in vulnerability
unpredictable, today’s CISOs, CTOs, and Security Managers tracking. By adopting these approaches, security leaders can
stand at a pivotal crossroads. The cyber landscape demands transform challenges into opportunities for stronger, more
more than just defenses; it requires a proactive, intelligence- resilient infrastructures.

driven approach that anticipates and mitigates risks before . ) . .
they materialize. Cyber extortion, hacktivism, zero-day A strong security strategy requires adaptation and readiness to

H[SORLWV DQG 27 VSHFL1F WKUHDWYV DUﬁ%"?@sé%?%aﬁﬂw"‘ﬂ'wHS‘WSWFPEPHPWJ@X—FQP'Sa”da”

but interconnected challenges that call for a cohesive and organization that can swiftly adjust to new circumstances.
adaptable strategy.
The path forward lies in building resilient organizations

equipped to protect, recover, and evolve in response to shifting
tactics and emerging vulnerabilities.

» The path forward lies in building resilient
organizations equipped to protect, recover, and
evolve in response to shifting tactics and emerging
vulnerabilities . «

Sara Puigvert, EVP Global Operations Orange Cyberdefense
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Terminology we use in the report

Glossary

Organizational Teams

CERT _ & RPSXWHU (PHUJHQF\ 5HVSRQVH 7HDP _ SUR GG LW R WHIDRX UQUWHY/GRIQNH) AHR FQ G\
threats and vulnerabilieis

VOC _ 9XOQHUDELOLW)\ 2SHUDWLRQV &HQWHUVFDQBOQY W B DIQHW GRYUXPOWHDEY. O L W
CSOC _ &\EHU62& 2SHUDWLRQV &HQWHUV _ GHOLY H D OPU HF® WHUMHDW GHWHFWLRQ VH
SOC 6HFXULW\ 2SHUDWLRQV &HQWHUV _ PDQD JHHZDOHRWD\HGF 8L W\ HTXLSPHQW OLNH

VERIS 4A Categories [pl3]

Actors are entities that cause or contribute to an incident.
Actions describes what the threat actor(s) did to cause or contribute to the incide nt.
Asset describes the information assets that were compromised during the inc ident.

Attribute describes which security attributtes (CIA) were compromised during t he incident.

Threat Actions [p13]
The Threat Action categories used in the VERIS framework consist of the following 7 primary categories:

Malware is any malicious software, script, or code run on a device that alters its state o r function without the owner’s informed
consent. Examples include viruses, worms, spyware, keyloggers, bac kdoors, etc.

Hacking LV GH1QHG ZLWKLQ 9(5,6 DV DOO DWWHPSWYV WD WQW g QW VRIGD/O DL\ WDKEREXW V RRW H(E
authorization by circumventing or thwarting logical security mech anisms. Includes brute force, SQL injection, cryptanalysis, denial
of service attacks, etc.

Social tactics employ deception, manipulation, intimidation, etc to explo it the human element, or users, of information assets.
Includes pretexting, phishing, blackmail, threats, scams, etc.

Misuse LV GH1QHG DV WKH XVH RI HOWUXVWHG RUYDQRU]DWLB®D6RWVHVR X PH/QRU $RIOW @
which was intended. Includes administrative abuse, use policy violati ons, use of non-approved assets, etc. These actions can

be malicious or non-malicious in nature. Misuse is exclusive to parties t hat enjoy a degree of trust from the organization, such

as insiders and partners.

Physical actions encompass deliberate threats that involve proximity, pos session, or force. Includes theft, tampering, snooping,
sabotage, local device access, assault, etc.

Error EURDGO\ HQFRPSDVVHY DQ\WKLQJ GRQH RG YHHIWHQWAR Q H) LMW RPWOVY LRRDVQ B L
programming errors, trips and spills, malfunctions, etc.

Environmental QRW RQO\ LQFOXGHY QDWXUDO HYHQWYV VXFK O H®W WKY R B NKHW H & L2ARK &K |
environment or infrastructure in which assets are located. The latter en compasses power failures, electrical interference, pipe
leaks, and atmospheric conditions.

Mobile Networks Acronyms [p96]
2G: The second generation of mobile networks, providing digital voice and b asic data services with low-speed data transmission.

GSM: Global System for Mobile Communications, a standard developed to ensure compatibility between mobile networks
worldwide, widely used in 2G networks.

3G: The third generation of mobile networks, enabling faster data speeds an d improved multimedia services over 2G networks.
SMS: Short Message Service, a text messaging protocol that allows brief text co mmunication over mobile networks.

Air interface refers to the radio-based communication link between a mobile device (li ke a smartphone) and the cell tower (base
station).
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SS7 (Signaling System No. 7) is a global telecommunications protocol standard used to enable comm unication between mobile
DQG 1[HG QHWZRUN FDUULHUYV

MAP (Mobile Application Party LV D NH\ SURWRFRO ZLWKLQ WKH 66 VXLWHQY PREILICFHD 080 DMWHIR C
services, like roaming, SMS, and subscriber data management.

A5/1 is an encryption algorithm used to secure voice and data communications o ver 2G GSM (Global System for Mobile
Communications) networks.

Diameter: A protocol that succeeded Radius to support authentication, authori zation, and accounting in mobile networks, mainly
used in 4G and 5G.

MIMO: Multiple Input Multiple Output, a technology that uses multiple anten nas at both transmitter and receiver to improve data
throughput and reliability.

HTTP/2: 7KH VHFRQG PDMRU YHUVLRQ RI WKH +773 SURWRFBEURBUHRDQBH QKD QHE ® Y& O XE
mobile networks.

IMSI: , QWHUQDWLRQDO ORELOH 6XEVFULEHUJGH® WIRWHDPKKRREXPDH GNE@WLEHNFRLYWLIRU D
mobile networks.

3GPP: The 3rd Generation Partnership Project, a collaborative organization that creates technical standards for mobile
communications, including 3G, 4G, and 5G.

UICC: Universal Integrated Circuit Card, a smart card used in mobile devices to s ecure user identity, network access, and data.
SIM: Subscriber Identity Module, a card that securely stores information, | ike IMSI, to authenticate users on mobile networks.

eSIM: Embedded SIM, a digital version of a SIM card that is embedded in the device and ca n be reprogrammed remotely by
operators.

SIP: Session Initiation Protocol, a protocol for establishing and managing v oice and video calls over IP networks, used in VolP and
mobile network applications.

The Purdue Model [p80]
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https://lwww.cbsnews.com/news/60-minutes-hacking-your-phone /

KWWSV 1GRDOOLDQFH RUJ SDVVNH\V

[217 KWWSV VXSSRUW JRRJOH FRP DFFRX@\WLV DQVZHU "KO
[218] https://support.apple.com/en-za/guide/iphone/iphf538ea8d0/ios

[219] KWWSV 1JKW PLWUH RUJ

[220] https:/fgithub.com/swannman/ircapabilities

[l B B A

[221] https:/lemmiinstitute.com/learning/appraisals/levels

[222]  https:/lwww.forrester.com/blogs/2025-security-risk-budg  et-planning-guide/

[223] https:/lopen.spotify.com/episode/7dNpU6mxd7UUou2pz2mxIN

[224] https:/lwww.orangecyberdefense.com/global/cyber-crisis- management

[225]  https:/lwww.politico.eu/article/meet-killnet-russias-ha cking-patriots-plaguing-europe/

[226] KWWSV Z72ZZ WKDOHVJURXS FRP HQ DRIOWOI®XIHGXNUHARDQH WK SOHWBJRSHF\EHU FRQ?2
ing-point

[227] https://www.securityweek.com/volexity-catches-chinese-hack ers-exploiting-ivanti-vpn-zero-days/

© Orange Cyberdefense 2024/2025



www.orangecyberdefense.com



‘ . Security Navigator 2025 =

What are the
criminals doing?
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Defenders
think in lists.
Attackers
think in graphs.
As long as
this Is true,
attackers win.

John Lambert,
Microsoft
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Understanding
cybercrime

- J #CybercrimeNow

https://lwww4.orangecyberdefense.com/cybercrime-now
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Disclaimer

All content in this report, including text, graphics, logos, icons and im ages, is the property of Orange

Cyberdefense and is protected by copyright laws. The content may be used as a re source, stating clear

UHIHUHQFHV $Q\ RWKHU XVH LQFOXGLQJ WWW ULHEXWR ®XF VW UREQ \PRLGAVILIFRDQV LRHEB X& O
display, or performance, of the content is strictly prohibited unless wr itten consent is given.

Orange Cyberdefense makes this report available on an “as-is” basis with n o guarantees of completeness,

accuracy, usefulness or timeliness. The information contained in th is report is general in nature. Opinions

DQG FRQFOXVLRQV SUHVHQWHG UH2HFW MXG3 PIBDQ WKDW MW KHWNVDL Q@ H VRL FSK EXLTFQ WL R ¢
Cyberdefense assumes no responsibility or liability for errors, omis sions or for the results obtained from the

XVH RI WKH LQIRUPDWLRQ ,I \RX KDYH VSHFLWB MM RPUDQVHFREG HFWGRIVH SOH IYYD FRQ
https://orangecyberdefense.com/global/contact/ _ for more detailed analysis and security consulting services.

A very special thanks

to all our experts including
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analysts, engineers, ethical
hackers and incident
responders.
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Cyberdefense?

Orange Cyberdefense is the expert
cybersecurity business unit of the Orange
Group, providing managed security, managed
threat detection & response services to
organizations around the globe. As Europe’s
go-to security provider, we strive to build a
safer digital society.

We are a threat research and intelligence-

We wrap elite cybersecurity talent, unique
technologies and robust processes into an
easy-to-consume, end-to-end managed
services portfolio.

At Orange Cyberdefense we embed

security into Orange Business solutions for
multinationals worldwide. We believe strongly
that technology alone is not a solution. It is

GULYHQ VHFXULW\ SURYLGHU RigHxpbrisd anQeBeticd@ o dud peGple

access to current and emerging threats.

that enable our deep understanding of
the landscape in which we operate. Their

2XU RUJDQL]DWLRQ UHWDLQV RompetéhEelpadsiddnt motivation to
UHFRUG LQ LQIRUPDWLRQ VHF ldgr#és and develop in an industry that

researchers and analysts 17 SOCs, 15
CyberSOCs and CERTSs distributed across 11
location in the world and sales and services
support in 160 countries. We are proud

is evolving so rapidly.

We are proud of our in-house research team
and proprietary threat intelligence thanks to

WR VD\ ZH FDQ R3HU JOREDO S whHicWMerenahl®dor dustdmeérs to focus on

local expertise and support our customers
throughout the entire threat lifecycle.

Orange Cyberdefense has built close partner-

ships with numerous industry-leading
technology vendors.

www.orangecyberdefense.com

what matters most, and actively contribute to
the cybersecurity community. Our experts
regularly publish white papers, articles and
tools on cybersecurity which are widely
recognized and used throughout the industry
and featured at global conferences, including
Infosec, RSA, 44Con, BlackHat and DefCon.



