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Executive summary

Attack vectors §j Social engineering

ClickFix: Fake errors, real threats

A novel social engineering technique called ClickFix is taking the threat landscape by storm,
becoming the second most prevalent attack vector after phishing.

Infostealers § Malware as a service

Double trouble befalls prominent infostealers

Threat telemetry

ESET participated in disruption operations aimed at two notable infostealers: Lumma Stealer
and Danabot.

Infostealers § Malware as a service

SnakeStealer slithers to the top

In the wake of Agent Tesla’s creators abandoning their malware, SnakeStealer claims its
place as the most-detected infostealer in ESET telemetry data.
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Kaleidoscope and its evil twin scheme flood Android with ads

Android adware detections jump by 160%, fueled by new evil twin fraud and the rise of
potentially unwanted apps.

Android

The evolution of NFC fraud: From NGate to GhostTap to relay scams

NFC-based fraud soared more than thirty-five-fold, fueled by phishing campaigns and
Inventive relay techniques.

Ransomware

Get your popcorn: it's time for ransomware deathmatch

While the number of ransomware attacks and gangs has been growing, ransomware groups
are increasingly fighting each other, impacting several players including the top ransomware
as a service - RansomHub.
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Foreword

Welcome to the H1 2025 issue of the ESET Threat Report!

From novel social engineering techniques to sophisticated mobile
threats and major infostealer disruptions, the threat landscape In
the first half of 2025 was anything but boring.

One of the most striking developments this period was the
emergence of ClickFix, a new, deceptive attack vector that
skyrocketed by over 500% compared to H2 2024 in ESET telemetry.
Now the second most common attack vector after phishing,

ClickFix manipulates internet users into executing malicious
commands under the guise of fixing a fake error. The payloads
at the end of ClickFix attacks vary widely — from infostealers to
ransomware and even to nation-state malware — making this a

versatile and formidable threat across Windows, Linux, and macOS.

The Iinfostealer landscape also saw significant shifts. With Agent

Tesla fading into obsolescence, SnakeStealer (also known as Snake
Keylogger) surged ahead, becoming the most detected infostealer
N our telemetry. Meanwhile, ESET contributed to major disruption

operations targeting Lumma Stealer and Danabot, two prolific
malware-as-a-service threats.

On the Android front, adware detections soared by 160%, driven
largely by a sophisticated new threat dubbed Kaleidoscope.

This malware uses a deceptive "evil twin” strategy to distribute

malicious apps that bombard users with intrusive ads, degrading
device performance. At the same time, NFC-based fraud shot
up more than thirty-five-fold, fueled by phishing campaigns and
iInventive relay techniques. While the overall numbers remain

modest, this jump highlights the rapid evolution of the criminals’
methods and their continued focus on exploiting NFC technology.
-ach new iteration of NFC threats — from NGate to GhostTap, and
most recently SuperCard — demonstrates how attackers adapt to

new security measures.

The ransomware scene descended (even further) into chaos, with

fights between rival ransomware gangs impacting several players
INcluding the top ransomware as a service — RansomHub. Yearly
data shows that while ransomware attacks and the number of

active gangs have grown, ransom payments saw a significant drop.

This discrepancy may be the result of takedowns and exit scams

&

nat reshuffled the ransomware scene in 2024, but also partially

G

ue to diminished confidence in the gangs’ ability to keep their side

of the bargain.

wish you an insightful read.

Jifi Kropac
ESET Director of Threat Prevention Labs
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Attack vectors j§ Social engineering

ClickFix: Fake errors, real threats

A novel social engineering technique called ClickFix is taking the threat landscape by storm,
becoming the second most prevalent attack vector after phishing.

Proving, online, that you are human can take on many

forms. At times, you

text Into a blank fie

may need to transcribe blurry

C

, While on other occasions you're

asked to select all images of buses, traffic lights, or

stairs. Every now and then a website will have you drag

a puzzle piece to Its correct location within an image.

As the variety of reCAPTCHA checks has grown, users

have become accustomed to the process, and few

would question encountering a new type of challenge,

such as copying and pasting something onto their

device. And that Is precisely what cybercriminals have
thought, weaponizing one of the web's most frustrating

features Into a new Intrusion avenue.

ClickFix I1s a new type of social engineering that uses

a fake error or verification message to manipulate

victims Into copying and pasting a malicious script and

then running it. The list of threats that ClickFix leads to

IS growing by the day, currently including infostealers,

ransomware, remote access trojans, cryptominers,

host-exploitation tools, and even custom malware from
nation-state-aligned threat actors.

While virtually nonexistent a year ago, ESET's detection

for ClickFix,

TML/FakeCaptcha, grew by 517% between

H2 2024 anc
rising threats,
attacks and p

It IS Importan

H1 2025. This makes it one of the fastest
accounting for nearly 8% of all blocked
lacing it second In our top 10.

t to note that the multiple stages of the

attack, including the copied PowerShell commands or

scripts, executables, malicious “envelopes’, and final

payloads, are

names. There

covered by dozens of other detection
fore, the real prevalence of this threat

IS probably even higher than the HTML/FakeCaptcha

numbers. Countries reporting the highest volume of

detections In
and Poland, S

ESET telemetry are Japan (23%), Peru (6%),
pain and Slovakia (each over 5%).

ClickFix emerged in March 2024, in a campalgn

documented

by Proofpoint, being used by ClearFake

and TA571. This campaign used phishing emails

delivering ma
a page imitat

iIclous HTML attachments that displayed
Ing Microsoft Word or OneDrive. A

pop-up shown on those pages falsely claims that an

Sep-2024 Oct-2024 Nov-2024 Dec-2024 Jan-2025 Feb-2025 Mar-2025 Apr-2025 May-2025

HTML/FakeCaptcha detection trend in H2 2024 and H1 2025, seven-day moving average

- -
="y

Verification Steps

reCAPTCHA v2

| | 1. Press Windows Bution "#8"' + R
Flease verify Ihal you're not a robot by checking
the box below 2 PressCIRL+V

3. Press Enter

= 'm not 2 robol

This site s protecied by reCAPTCHA and the
Google Frivacy Policy and Termns of Service apply

Fake reCAPTCHA check instructing the victim to paste and execute a malicious command on thelir device



https://www.proofpoint.com/us/blog/threat-insight/clipboard-compromise-powershell-self-pwn
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.
error needs to be resolved before the content can As the number of ClickFix variants has grown,
be accessed. The victim Is then instructed to click a so have a variety of threats being delivered using
“Fix It" button - copying a PowerShell command to this technique. Currently the list includes popular EXPERT COMMENT
their clipboard — open a PowerShell terminal, and iInfostealers such as Lumma Stealer, VVidarStealer, Looking at ESET telemetry data, ClickFix has quickly become one of the most prominent
then paste It there to execute the command. Instead StealC, and Danabot; remote access trojans such _ . . . . . . . .
| | | B B cybercriminal intrusion vectors. What makes this new social engineering technique effective
of resolving the made-up error, this starts a chain of as VenomRAT, AsyncRAT, and NetSupport RAT; , I e _ _ _
| | . | o IS that It Is simple enough for the victim to follow the instructions, believable enough to
downloading and executing other malicious scripts remote monitoring and management tools such as I 3 . |
that ultimately lead to compromise by DarkGate or MeshAgent; post-exploitation frameworks such as ook like it might fix a made-up problem, and abuses the probability that victims won't pay
Matanbuchus malware offered as a service on the avoc and Cobalt Strike; and cryptominers, loaders, much attention to the exact commands they have been asked to paste and execute on
dark web. clipboard hijackers, and much more. In early 2025, their device. It Is also a good example of how threat actors quickly adopt new techniques,
| | attacks were spotted that attempted to deplo once they prove to vield results. With 1ts growing popularity, it is possible that Microsoft
By the end of 2024, attacks using the same social erlock (f ’ o Rhyeic ’ ooy yP y 5 | 5 p_ P y _p | _
. . . nterlock (former sida) ransomware. _
engineering technique flooded the web. Threat actors ( y Rhysida) and Apple, but also the open-source community, will add some kind of security warning
have been creating fake websites mimicking popular Nation-state-aligned threat actors also quickly like the one used for macros in Word or Excel, or for files copied from the internet, notifying
services — such as Booking.com or Google Meet - jumped on the bandwagon, incorporating this social users that they are about to execute a potentially dangerous script.
compromising legitimate websites with fake browser engineering technique into their toolsets for gaining Dugan Lacika. ESET Senior Detection Enei
update prompts, fake Cloudflare verifications or Initial access. North I<orea—a|igned I<imsu|<y, Lazarus, usan Lacika, B = CECEIOTN nglneer
reCAPTCHA checks, and distributing links leading to and DeceptiveDevelopment were the first, targeting
ClickFix pages via email campaigns. As reported in a Windows, Linux, and macOS users. Other actors soon | | . .
. . L . . However, in that specific case, the compromise only led to obfuscate or otherwise mask secondary payloads
recent ESET APT Activity Report, the North Korea- followed, including Russia-aligned Callisto and Sednit, | | | | | .
. . . to fetching a hidden JPEG file from the attacker’s server (detected by ESET as Win/Kryptik or Win/GenKryptik),
aligned DeceptiveDevelopment group also used this Iran-aligned MuddyWater, and Pakistan-aligned APT36. L | . . . o o
~ | | | - | and opening It In the background without causing any recognize malicious activity in memory, and identify
soclal engineering tactic by creating issues in popular - - . - . - o .
| 2 | g y. “ g" | POP While Windows users are the largest group affected, damage or taking other malicious actions. suspicious network behavior like data exfiltration.
GitHub repositories, proposing a "fix that instead macOS and Linux users have also come into the - - Users should also remain vigilant whenever anyone
sroup - crosshairs. For macOS, public reports reveal that | | | s offering “one-click” or “copy-and-paste” fixes to
; by th | he ClickE ) ClickFix campaigns dropped AMOS stealer. For Linux Intercepted by security solutions at several stages.
rompte the effectiveness of the ClickFix approach, . P . . . . . | | |
’ / | ’ S . . These Include the malicious and compromised website unknown Issues. In corporate environments, endpoint
threat actors have now reportedly started selling APT36 was seen rednjectlng victims to a counterfert URLS, HTML email attachments, HTA files, Javascript detection and response (EDR) tools can flag anomalous
builders that provide other attackers with ClickFix- CAPTCHA page that instructed them to run the files, Powershell scripts, and command line programs PowerShell usage — especially on machines that rarely
weaponized landine paces. malicious code via the Alt+F2 shortcut that, on most | | | | | | e - SETRTTHR -
P g Pag used to deliver the payloads. Reliable security solutions need it — and thus improve visibility into and protection

_Inux distributions, opens a Run Command dialog.

’ . against such attacks.
should also block “envelopes” used by the attackers 5



https://web-assets.esetstatic.com/wls/en/papers/threat-reports/eset-apt-activity-report-q4-2024-q1-2025.pdf#page=17
https://www.virusbulletin.com/conference/vb2025/abstracts/you-definitely-dont-want-copypaste-fakecaptcha-ecosystem/

ESET THREAT REPORT Executive summary  Foreword  Threat landscape trends Threat telemetry ~ Research publications ~ About this report ~ About ESET H12025 | 8
.S

ClickFix delivery method
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Fake error

asks user to paste
malicious code into
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Terminal Malicious code

Final payload

Simplified ClickFix attack flow
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ESET participated in disruption operations aimed at to two notable infostealers:

Lumma Stealer and Danabot.

The world is full of gloomy and disturbing news

lately, so how about something positive for a change?
Months of hard work on the part of law enforcement

and cybersecurity companies, ESET included, paid

off and resulted in not one, but two prominent

Infostealers disrupted by the authorities. Both Lumma
Stealer, a malware-as-a-service (MaaS) behemoth,

and Danabot, another MaaS operation of considerable

malicious influence, had their infrastructure largely
taken down in May 2025.

Here, we bring you an overview of the two
disruptions, as well as some recent data from ESET
telemetry regarding both infostealers. Our in-depth
research and reporting on these recent events can be

found in the respective Lumma Stealer and Danabot
blogposts on WelLiveSecurity.

Lumma Stealer steals no more?

Just half a year after we published the article covering

the unprecedented growth of Lumma Stealer in the
H2 2024 Threat Report, a reckoning has arrived

for this malware-as-a-service powerhouse. In May
2025, ESET, alongside Microsoft, BitSight, Lumen,
Cloudflare, CleanDNS, and GMO Registry, took part in

a coordinated global effort to disrupt Lumma Stealer.
The operation targeted all known Lumma Stealer C&C
servers from the past year, taking out a large part of
the malware’s exfiltration network. As part of the

disruption effort, ESET supplied technical analysis and
statistical information. Using our automated systems,
we also extracted essential data, such as C&C servers

and affiliate identifiers, from tens of thousands of

malware samples.

Research publications About this report About ESET

prominent

Dec-2024 Jan-2025 Feb-2025 Mar-2025

Lumma Stealer detection trend in H1 2025, seven-day moving average

Apr-2025

May-2025
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https://www.welivesecurity.com/en/eset-research/eset-takes-part-global-operation-disrupt-lumma-stealer/?utm_source=pdf&utm_medium=referral&utm_campaign=eset_threat_report_h12025
https://www.welivesecurity.com/en/eset-research/danabot-analyzing-fallen-empire/?utm_source=pdf&utm_medium=referral&utm_campaign=eset_threat_report_h12025
https://web-assets.esetstatic.com/wls/en/papers/threat-reports/eset-threat-report-h22024.pdf#page=6
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has already spread far and wide to other threats. ESET took part in this undertaking alongside Amazon,
EXPERT COMMENT Therefore, this takedown operation will most likely only CrovvdSFrike, -lashpoint, Google, Intel471, PayPal,

have a temporary effect on FakeCaptcha and other Proofpoint, Team Cymru, Zscaler, and several law
We can certainly call the Lumma Stealer disruption a success. The malware suffered a varieties of ClickFix attacks. enforcement agencies across the globe. The takedown
considerable technical blow, taking it out of commission for some time after the operation _ was a culmination of a years-long effort on the part
occurred. While we now see that the threat actors have started rebuilding Lumma Stealer Danabot brought to its knees of the involved parties — ESET's participation in this
iInfrastructure using DNS servers located In Russia, the reputation of this cybercriminal endeavor Just a couple of days after Lumma Stealer’s disruption, endeavor began as early as 2018. Our contribution

. . . . . . . Included providing technical analyses of the infostealer
has undoubtedly taken a hit. The ongoing success of Lumma Stealer is very much reliant on the the notorious infostealer Danabot also got Its

trust of its affiliates. This means that even if Lumma Stealer were to succeed in the rebuilding comeuppance, having been targeted by the FBI and US
effort, its user base might just straight up abandon it for another infostealer. In that case, the DoD’s Defense Criminal Investigative Service (DCIS), In
most likely path for the malware’'s operators would be to completely rebrand their service.

and its backend infrastructure, as well as identifying its

C&C servers. This coordinated operation resulted In the

. . . . . disruption of a large part of Danabot’s infrastructure,
conjunction with Operation Endgame coordinated by

_ impacting the malware significantly.
Europol and Eurojust. pacting & Y

Jakub Tomanek, ESET Malware Analyst

Looking at our telemetry data, before the disruption, activity happening behind the scenes: between June 17
Lumma Stealer activity in H1 2025 was even higher 2024 and May 1, 2025, we observed 3,353 new unique
than in H2 2024. We have registered a 21% Increase C&C domains, which means about 74 new domains

INn the malware’s detections. During this period, per week. We also noticed regular code updates being
there was also a considerable spike in the malware’s pushed during this period. This shows that Lumma
numbers following a spam email campaign on April Tl Stealer is a hugely prolific threat, making its disruption
mainly targeting Mexico, which saw more than 40% that much more important.

of Lumma Stealer attack attempts that day. While ESET telemetry also points towards Lumma Stealer

the takedown took place very close to the end of the being the primary payload of the HTML/FakeCaptcha

reporting period, we are already seeing a drop off In trojan, used in ClickFix social engineering attacks

Lumma Stealer detections.

described in the previous section of this report.
Dec-2024 Jan-2025 Feb-2025 Mar-2025 Apr-2025 May-2025

The In-depth research we conducted as part of the owever, even If this method might have mainly been

disruption effort reveals the degree of threat actor used to distribute Lumma Stealer in the past, its use Danabot detection trend in 12025 seven-day moving average


https://www.justice.gov/usao-cdca/pr/16-defendants-federally-charged-connection-danabot-malware-scheme-infected-computers
https://www.operation-endgame.com/
https://www.europol.europa.eu/media-press/newsroom/news/operation-endgame-strikes-again-ransomware-kill-chain-broken-its-source
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Danabot Is an infostealer written in Delphi that, same as Lumma Stealer,

operates as malware as a service. It Is available for rent on undergrounc

forums, putting a variety of tools at the malware affiliates’ disposal, who
can then establish and manage their own botnets.

Mic Test %+

D nhttps//mic-tests.com

Microphone Access Issues

Mo autherized microphones.

Waiting " *

Website luring the victim into executing malicious code copied into the clipboard

Threat landscape trends Threat telemetry Research publications About this report

About ESET

H1 2025 | 11

Cybercriminals have employed Danabot in quite a number of ways: apart
from the typical data exhltration capabilities, such as keylogging, screen
recording, and file grabbing, the malware is also used to distribute further
malware — even ransomware — to compromised systems. We have
observed it pushing, among other payloads, LockBit, Buran, and Crisis.

Additionally, machines compromised by the infostealer have been employed
to launch DDoS attacks.

The malware itself is distributed using a variety of means. Apart from

being spread through attachments in phishing emails, it is also delivered by
other malware, as well as via malicious sponsored links in Google search
results. As of late, this malware has also started to be distributed via the
ClickFix method: the potential victim is presented with a fake technical
Issue, with the “"solution” being running a command Iin a terminal window.

The command contains malicious PowerShell code that ultimately
downloads Danabot.

While, according to ESET telemetry data, Danabot is not as widespread as
Lumma Stealer, it is still a Maa$S operation of a considerable scale. Over the

vears of tracking this infostealer, ESET analyzed a large number of distinct
samples, and identified more than 1,000 unique C&C servers. Before the

disruption, the malware was on the rise, growing by more than 50% In

12025. Countries most affected by Danabot attack attempts during this
period were the US (44%) and Poland (29%). Thankfully, as can be seen In
the trend data on the previous page, Danabot detections have started to

decline following the disruption.
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In the wake of Agent Tesla’s creators abandoning their malware, SnakeStealer claims its
place as the most-detected infostealer in ESET telemetry data.

After several years of dominance in ESET's top

nfostealer statistics, it seems that the era of Agent

‘esla has come to an end. It had already slipped into

second place in H2 2024, when it was surpassed by
Win/Formbook, and its downward trajectory has

since continued. Now sitting in fourth place, the Hi

2025 Agent Tesla detections have decreased by 57%

compared to the previous period. Based on the claims
of the threat actors responsible for this notorious
malware-as-a-service (MaaS) operation, the reason
behind the decline Is quite prosaic: the operators

nave lost access to the servers with the infostealer’s

source code, and have therefore decided to stop Its
development indefinitely. This is why the drop in the
malware’s numbers has been gradual rather than
dramatic - It iIs not completely gone; new versions are

just not being developed.

While Agent Tesla Is slowly waning, it has already
been replaced by a new rising star: another MaaS

threat, named SnakeStealer and tracked by us mainly

as MSIL/Spy.Agent.AES trojan, iIs now the number

one infostealer according to ESET telemetry data.
SnakeStealer has actually been recommended as a
suitable replacement for Agent Tesla in the latter's own

Telegram channel. It seems that the recommendations
were key to the malware’s success, as the first surge
of SnakeStealer detections from the end of July 2024
roughly coincides with the time that Agent Tesla’s

development was discontinued.

SnakeStealer, also known as Snake Keylogger or 404

Keylogger, is .NET malware that first appeared in 2019.
Sold via a Telegram group, this infostealer Is capable

of logging keystrokes, stealing saved credentials,

capturing screenshots, and collecting clipboard data.

Jun-2024  Jul-2024 Aug-2024 Sep-2024 Oct-2024 Nov-2024 Dec-2024 Jan-2025 Feb-2025 Mar-2025 Apr-2025 May-2025

Agent Tesla ===SnakeStealer

SnakeStealer and Agent Tesla detection trends in H2 2024 and H1 2025, seven-day moving average

. In reply to this message

|s there any reliable keylogger you can recommend?

In reply to this message

Lo for Snake keylogger

Member of the Agent Tesla Telegram channel recommending SnakeStealer

10:02

10:10



https://web-assets.esetstatic.com/wls/en/papers/threat-reports/eset-threat-report-h22024.pdf#page=9
https://www.bitsight.com/blog/exfiltration-over-telegram-bots-skidding-infostealer-logs

ESET THREAT REPORT Executive summary  Foreword  Threat landscape trends Threat telemetry Research publications ~ About this report ~ About ESET H12025 |13
.

Our tracking also managed to catch several In these campaigns, SnakeStealer was usually
EXPERT COMMENT SnakeStealer campaigns targeting Central and Eastern packed with either Cassandra Protector or Pure
Europe. Among the monitored countries, Poland and Crypter, which we detect as MSIL/Kryptik trojan
While it is certainly possible that SnakeStealer will replace Agent Tesla as the dominant Latvia saw the highest number of attack attempts: and MSIL/TrojanDownloader.Agent trojan. A typical
infostealer, we have to keep in mind that the competition is fierce and there are various counting only the high-effort attempts that were example of such a case is the victim receiving an email
. . either targeted or took considerable measures to with an ISO file attachment, where the attachment
other prevalent infostealers offered on the market. One such example is the Pure | | | |
] - tocteal hich b <o b . , , A ¢ Tocla <t g appear credible, we saw almost 5,000 of them In contains a Pure Crypter executable, which then
OgS INntostealer, Wnic dS dlSO Deen rising in prominence since ent 1esia Stoppe . .
5 _ g P 5 PP Latvia, and more than 18,000 in Poland from January downloads, decrypts, and launches SnakeStealer.
updating. On the other hand, we cannot discount the power of word of mouth, since to April 2025
we have noticed multiple individuals on the dark web recommending SnakeStealer
as an alternative to Agent Tesla. By itself, however, there Is not much else that makes
SnakeStealer stand out in the sea of its competitors. Dzien dobry.

Prosze o potwierdzenie realizacji zatgczonego zamowienia.

Jakub Kaloc, ESET Malware Analyst

Pozdrawiam
The data Is then exfiltrated via FTP, SMTP, or Telegram steady influx of detections of this malware from mid-
bots. The malware Is distributed mainly as malicious January onwards. The infostealer's numbers more _
attachments in phishing emails. SnakeStealer’s than doubled between H2 2024 and H1 2025. We saw
operators also offer a VIP version of the malware that the highest rate of SnakesStealer activity In the spring One of the phishing emails with an attachment delivering SnakeStealer (machine translation: Good day. Please confirm the fulfillment of the
contains additional features for a higher fee. As these after it launched three successive email campaigns, attached order. Best regards)
two versions are quite similar to each other from with detection spikes occurring close to each other
a technical point of view, our MSIL/Spy.Agent.AES on March 25, April 3, and April 9. Each of those dates,
detection covers both of them. the malware hit more than 6,000 detections per day.

Looking at ESET telemetry data, we see that The countries that have seen the highest numbers

of attempted SnakeStealer attacks are Turkiye (15%),
Japan (13%), and Spain (11%).

SnakeStealer accounted for almost a fifth of all

iInfostealer detections we registered in H1 2025.

After an end-of-year holiday lull, there has been a
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Kaleidoscope and its
evil twin scheme flood

20%

s
Android with ad
Android adware detections jump by 160%, fueled by new evil twin fraud and the rise of
potentially unwanted apps. :
A sophisticated new Android threat dubbed ESET detects this threat as the .MPP variant of Geographic distribution of Kaleidoscope 11 111 2025
Kaleidoscope is flooding devices with intrusive ads Android/TrojanDropper.Agent; it accounts for 28% of
through a deceptive evil twin app scheme. While detections across the whole Android adware category.
Its name seems colorfully harmless, Kaleidoscope Is Kaleldoscope impacts a large number of Android users
actually a ploy designed to decelve advertisers and worldwide each month: according to ESET telemetry,
app stores. most victims are in Latin America, Turkiye, Egypt,
Kaleidoscope is an Android-based ad fraud operation and In.cla, where t.h|rd—palrty aplp store.s Are pop.)ular..
uncovered by IAS Threat Lab. Cybercriminals behind Users In the?*se Ijeg.IOnS gmntenUonaIIy Install evil .tvvm
this operation create two nearly identical versions of apps, resulting in intrusive ads and degraded device
the same app — a harmless one avalilable on official app performance.
stores (decoy twin) and a malicious version distributed The evil twin method used by Kaleidoscope Is a clever
through third-party app stores (evil twin). The evil twin deception tactic that pursues the steps described in the
generates intrusive, unwanted ads to fraudulently earn next four sections. Dec-2024 Jan-2025 Feb-2025 Mar-2025 Apr-2025 May-2025

advertising revenue. : : . .
Kaleidoscope detection trend in H1 2025, seven-day moving average


https://go.integralads.com/rs/469-VBI-606/images/AMER_Threat_Lab_Kaleidoscope_Report_IAS.pdf
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S .
Creating a decoy twin app evil twin appears to originate from the harmless and Users can effectively protect themselves by
First, attackers upload a legitimate app (the decoy legitimate ver5|9n. n reality, the intrusive ads are r.eal urllce.rstandlng hovv this evil twin d.eceptlon Worl<s,
twin) to official app stores. This app is genuinely — b.ut U!ﬂal..,lthOI’IZEC - anc! are gerTerated by the evil sticking to official ép:) sources, paying atte.ntlon to
harmless; it might be a simple puzzle game or a utility .tW|r.1,.tr|cI<|ng ad.vertlsers INto paying fraudsters for UHUSLan|.aI)|:) behavior, and carefully managing app
app. Because it's on the official store, users trust it. llegitimate ad views. PEFMISSIONS.

Creating the evil twin Simply put, the evil twin app steals the legitimate app’s

identity, allowing fraudsters to profit from ads that

: 12201 «4d © © @ - i0v 4C 4 @
Next, the attackers create another version of the same appear genuine vet are deceptively intrusive
app — but this version is malicious (the evil twin). This 2
malicious app uses the same app name and unique Interestingly, when compared, the icons of some evil 7 o |
identifier, called an app ID, but contains additional twin apps are very different from their decoy twins < O
code that generates fraudulent ad impressions. These icons — for example, a white circle without a name, < Appinfo Q O
while the decoy twins have a more standard app icon.

fraudulent ads appear unexpectedly and intrusively,

even when the user isn't actively using the app. When opened, these apps also function differently. For | - -

_ . _ . Birds on ...
Distributing the evil twin Instance, tapping the decoy twin app icon launches - " o

the Birds on a Wire game. In contrast, tapping the . s IR

. : . . . pen ninsia orce sitop
Since official app stores actively block known malicious white evil twin icon only brings up the App Info screen
apps, attackers distribute the evil twin through third- without the user interface. Both apps are shown in the N?ﬁﬁcraﬂm k
- - ~T notification per wee

party app stores or websites. Often, they use deceptive images to the right.
ads and offers to trick users into believing it to be the | | | Permissions
legitimate one found on official app stores, leading Kaleildoscope isn't entirely new. It evolved from a No permissions granted
them to download the evil twin version. similar fraud discovered earlier, named Konfety, which teaa A

abused an advertising framework called CaramelAds. 5.89 MB used in internal storage
Connecting the evil twin to the decoy twin After Konfety was exposed, attackers changed their SIS i L
The key to Kaleidoscope's success lies in how the strategy. They removed references to CaramelAds and Noidata used
evil twin "pretends” to be the legitimate decoy app. created new, rebranded software tools (SDKs) with ”

G vaﬂcgd
Both twins share the same unique app ID, which different names. These new SDKs allowed Kaleidoscope SarEerT tire, Satiety Eipen huetall Atvanced
advertisers and automated systems use to identify to continue undetected, highlighting its ability to Birds on a wire is the app icon of the decoy twin while the white circle is
the app icon of the evil twin Tapping the decoy twin app icon launches the Birds on a Wire game

apps. As a result, fraudulent traffic generated by the constantly adapt.

(top); tapping the white evil twin icon only brings up the App Info
screen (bottom)



https://www.humansecurity.com/learn/blog/satori-threat-intelligence-alert-konfety-spreads-evil-twin-apps-for-multiple-fraud-schemes/
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Ad-fueled threats still cashing in

on mobile users

In H1 2025, ESET observed a significant rise in

two types of Android detect

ons that profit from

advertisements: Adware and

Clickers. Combined,

these categories surged by 160%, far outpacing

the 50% Increase seen across all types of Android
detections. Adware shows unsolicited ads on users’
devices, while Clickers generate fraudulent ad revenue

by automatically clicking on ads without the user’s

knowledge. A third category,

HiddenApps, hides

itself after installation and can perform various

Dec-2024 Jan-2025

Threat landscape trends
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Threat telemetry
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malicious actions — such as displaying intrusive ads

— but saw a 60% decrease In detections during this

period. Altogether, Adware, Clickers, and Hic
accounted for 48% of all Android detections in H1 2025.

denApps

Some apps exhibiting such behavior are classified by

ESET as

potentially unwanted applications (PUAS).

While they may not meet the criteria for malicious

software, PUAs can still exhibit intrusive or misleading

behavior, such as displaying excessive ads, device

slowdowns, battery drain, and unauthorized data

collectio
potentia

Feb-2025 Mar-2025

N, hegatively a

Apr-2025

—=Adware e==(lickers -==HiddenApps

ecting user ex

ly exposing users to privacy o

May-2025

herience anc

" Security ris

<S.

Android Adware, Clicker, and HiddenApp detection trends in H2 2024 and H1 2025, seven-day moving average

ESET Mobile Security allows users to choose whether

to block or allow PUAs, offering flexibility for those

willing to tolerate certain intrusive behaviors to use

an app’s primary functions. However, we strongly

recommend enabli

device, privacy, and

ng PUA detection to protect your

security.
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The evolution of NFC =
fraud: From NGate
to GhostTap to relay ’
scams

NFC-based fraud soared more than thil’tv-ﬁve-f0|d. fueled by PhlShlng CamPaignS and Geographic distribution of NFC-related Android malware and scams in H1l 2025
Inventive relay techniques.

Near-Field Communication (NFC) technology has When used legitimately, NFC allows for faster, more
transformed how millions of people make payments secure payments compared to older methods like
and use banking apps. By simply hovering a phone or magnetic stripes. Unfortunately, cybercriminals have
tapping a contactless card, in-store purchases and even also set their sights on NFC, creating a wave of highly
ATM withdrawals can be completed within seconds. specialized malware and new fraud schemes that
NFC technology enables two devices, such as a exploit this technology.

smartphone and a payment terminal, to communicate According to ESET telemetry, NFC-related scams

when placed close together. Mobile payment apps

surged more than thirty-five-fold in H1 2025 compared

ike Google Pay and Apple Pay rely on NFC to let users to H2 2024. In the previous reporting period, covered

: : un-2024 Jul-2024 Aug-2024 Sep-2024 Oct-2024 Nov-2024 Dec-2024 Jan-2025 Feb-2025 Mar-2025 Apr-2025 May-2025
INn the ESET Threat Report H2 2024, we typically saw : : ° ’ ‘ P y

pay easily by tapping their phone or smartwatch at a

heck rminal.
checkout te d NFC-related Android malware detection trend in H2 2024 and H1 2025, seven-day moving average


https://www.welivesecurity.com/en/eset-research/eset-threat-report-h2-2024/?utm_source=pdf&utm_medium=referral&utm_campaign=eset_threat_report_h12025
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only about one detection each week, and the scams

affected only a limited group of cardholders in a few

regions. By H1 2025, however, detections had grown to

dozens per week. While the overall numbers remain

modest, this jump highlights the rapid evolution of

the

criminals’ methods and their continued focus on

exploiting NFC technology.

NGate: An NFC malware pioneer

In 2024, ESET researchers described a novel mobile

threat, which we named NGate. Once installed on a

victim’s device, it relays NFC signals from the victim’s

payment card through the compromised phone to

attacker-controlled devices, enabling criminals to

withdraw cash from ATMs remotely. This represented

one

of the first documented cases of mobile malware

using NFC data relay functionality to steal directly from

victims' bank accounts.

At t
ban

nat time, NGate was targeting clients of specific

<s In Czechia, Poland, Hungary, and Georgia. NGate

abuses an open-source tool called NFCGate, initially

Intended for academic use. NFCGate allows users

to capture, analyze, and modify NFC data between

devices, but cybercriminals quickly recognized its

malicious potential.

ESET telemetry has since also detected NGate In

Russia, Germany, and Chile.
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Malicious app, detected by ESET as Android/NGate, pretending
to be the app of the Central Bank of Russia

GhostTap: Relay scams targeting
digital wallets

Unfortunately, threat actors were inspired by the

success of NGate and evolved this method further.

One novel technique, dubbed GhostTap, involves

cybercriminals secretly using stolen card data stored in
digital wallets like Google Pay and Apple Pay. Criminals

deploy, for instance, convincing phishing messages that
prompt victims to enter their payment card details on
fake websites, then trick them into sharing the one-
time passcode meant to confirm transferring a card
Into a digital wallet. With the card data and code, the
attackers register the stolen credentials in their own

Apple or Google wallets. Then they relay these loaded
wallets for fraudulent contactless payments anywhere

INn the world.

GhostTap attackers create fraudulent transactions by

tapping compromised mobile devices against NFC-

enabled payment terminals. These transactions appear
legitimate, bypassing traditional security checks,

and allowing criminals to cash out quickly. GhostTap
shows how NFC fraud could scale massively, with

criminals organizing farms of Android phones loaded
with compromised card data, automating fraudulent

transactions against banks and merchants worldwide,

which have already suffered losses due to GhostTap-

related fraud campaigns.

;I_I P i i " ] J.: "'I_—\- -|1_.'_- :I:_"'_: -_'-—_: ¥ '] N i = 'I_ - & .| g =n K 1
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GhostTap tools

Several Chinese-speaking cybercriminal groups actively

bromote GhostTap tools on Telegram and dark-web

markets. Criminals now operate NFC fraud farms that
automate transactions, targeting financial institutions
In the US, UK, Australia, Canada, UAE, and Saudi Arabia.

SuperCard X: Malware with a
business model

This year, researchers at Cleafy reported on a new

threat called SuperCard X, which exhibits significant
code overlap with NGate. SuperCard X Is delivered
via sophisticated social engineering attacks. Victims



https://www.welivesecurity.com/en/eset-research/ngate-android-malware-relays-nfc-traffic-to-steal-cash/?utm_source=pdf&utm_medium=referral&utm_campaign=eset_threat_report_h12025
https://www.threatfabric.com/blogs/ghost-tap-new-cash-out-tactic-with-nfc-relay
https://krebsonsecurity.com/2025/02/how-phished-data-turns-into-apple-google-wallets/
https://www.cleafy.com/cleafy-labs/supercardx-exposing-chinese-speaker-maas-for-nfc-relay-fraud-operation
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‘ecelve convincing SMS messages, impersonating Unlike previous NFC attacks, it leverages a malware- One critical innovation of SuperCard X is ItS
Remote Pay hank security alerts, prompting them to call attackers as-a-service (Maa$S) business model. This means minimalistic design, requesting only basic NFC
Tap the lcon Below to Start posing as bank representatives. During these calls, that cybercriminals without deep technical skills can permissions. Unlike traditional mobile banking
criminals gain victims' trust, instructing them to install easily access and deploy NFC fraud tools. SuperCard malware, SuperCard X can remain undetected because
a malicious app disguised as a security tool. X offers criminals two distinct Android applications: It appears as a harmless NFC app without extensive
Once installed, SuperCard X quietly captures NFC data the Reader app Installed on victims' devices and the permission demands. Additionally, SuperCard X
when victims tap their payment cards against their Tapper app, controlled by attackers. These two apps employs a sophisticated encryption method that
compromised phones, relaying this data instantly to communicate via a secure command and control makes it harder for researchers and security tools to
another attacker-controlled device. Criminals then server, allowing the seamless, real-time relay of NFC analyze and detect malicious traffic. These advanced
data from victim to attacker. tactics give SuperCard X a significant advantage over

use this relayed data to make fraudulent contactless

payments at stores or withdraw cash from ATMs. older threats.

EXPERT COMMENT

Each iteration of NFC fraud demonstrates how attackers adapt to new security measures. Even advanced solutions — like multifactor
authentication or real-time transaction monitoring — face challenges when criminals physically relay the card data in seconds. Meanwhile,
organized smishing campaigns, combined with highly polished malware interfaces, make it even harder for typical users to spot fraud.

We expect these criminal techniques to evolve further. Some groups already combine NFC theft with other capabillities, such as smishing or
call-center scams, to keep tricking victims. Nonetheless, vigilant financial institutions, device manufacturers, and the cybersecurity community
are monitoring and reacting to these threats. Aware and informed cardholders can also block a large portion of attacks by downloading

apps only from official app stores, screening app permissions, ignoring suspicious links, and never tapping their physical card unless they are
absolutely certain of its legitimate use.

Lukas Stefanko, ESET Senior Malware Researcher

SuperCard X captures NFC data when victims tap their payment cards
against their compromised phones
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Ransomware

Get your popcorn: It's time for
ransomware deathmatch

While the number of ransomware attacks and gangs has been growing, ransomware groups

are increasingly fighting each other, impacting several players including the top ransomware R a n S 0 m H u b

as a service - RansomHub.

R.I.P. (03.03.2025)

In H12025, summarized 2024 data of the ecrime.ch and dominated the arena, was once again disrupted.
service showed ransomware attacks growing by 15% and However, this time it was due to infighting and
the number of ransomware gangs increasing by 43% defacements that ransomware operators inflicted on Defaced RansomHub data leak site
compared to the previous year. Surprisingly, according each other.
to Chainalysis, the total value of payments went in the The most visible clashes are attributed to the
opposite direction, dropping by a stunning 35%. This DragonForce gang — a very vocal and brazen threat
discrepancy can be attributed to takedowns and exit actor with dozens of victims on its data leak site (DLS).
scams that reshuffled the whole ransomware scene in Despite only being a minor player with little trust among
2024, but also partially to uncertainty and diminished affiliates, it was this group that went on a defacement
confidence in the gangs' longevity and ability to keep spree in March, taking down the dark web sites of
their side of the bargain. BlackLock, Mamona, and of the number one Raas at
that time — RansomHub.
Let the fights begin! |
Dragonkorce even went so far as to claim that
_oo|<ing 2t H1 2025 developments, rhat assessment NansomHub had voluntarilyjoined its cartel but without Feb-2024 Mar-2024 Apr-2024 May-2024 Jun-2024 Jul-2024 Aug-2024 Sep-2024 Oct-2024 Nov-2024 Dec-2024 Jan-2025 Feb-2025 Mar-2025 Apr-2025 May-2025
nolds firm. The recently established "new order’, proof. This was also contradicted in a heated public

RansomHub remained inactive after the attack and defacement by DragonForce

where RansomHub amassed a large pool of affiliates exchange on the notorious RAMP forum. Importantly,


https://ecrime.ch/
https://www.chainalysis.com/blog/crypto-crime-ransomware-victim-extortion-2025/
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note that RansomHub’s service, DLS, and operations have not recovered since

the attack. This leaves affiliates of the leader — often former coconspirators of

THIS SERVICE HAS BEEN SEIZED

the disrupted LockBit — without a central operator again.

Ransomware leaks left and right

A few days after the RansomHub defacement, the DLS of Everest

. =IMERD. IO
AnNsOMmMwadre Wwas ta rgEtEd tOO' alth Ough bV d d ”C ere nt th reat aCtO r' Wh O This service has been seized as part of a coordinated law-enforcement action between the Federal Burcau of Investigation,
: y , : y the Financial Intelligence and Investigation Service (FIOD), and the National Bureau of Investigation taken against the Sinbad.io
left a sarcastic message "Don't do crime CRIME IS BAD xoxo from Prague”. cryptocurrency mixing service.

Then, the same wording replaced content on LockBIit's recently restarted

DLS, adding a link to a dump of the gang's information. The leaked database

included names and plaintext passwords of dozens of admins and affiliates L pom!;s!ﬁ!ggl!
: - - : : : ‘-':;.%:*'T#‘ﬂ Fainy Ti dC Administratior Centralkriminalpolisen
using the Raas service, almost 60,000 unique bitcoin addresses, builds and B Nl Burassof Wnes igeton

configurations used by the affiliates, and over 4400 messages documenting
negotiations between the criminals and their victims.

leaders and members of the notorious cybercriminal gang. This includes the

& S8 lockt alleged masterminds known by the nicknames Stern, Tramp and Target, with
Don't do crime CRIME IS BAD xoxo from Prague ties to other malware operations online such as TrickBot, Black Basta, and
paneldb_dump.zip Royal ransomware. The identity of at least one of the mentioned perpetrators

has been confirmed by German law enforcement.

Apart from the "deathmatch” in the ransomware arena, operators and

Another leaker — possibly a disgruntled gang member or a researcher who affiliates also faced active pursuit by law enforcement. In H1 2025, suspects

inked to several gangs such as DoppelPaymer, Nefilim, LockBit, and

breached the group’s systems — also dumped weeks worth of internal

Phobos/8Base have been either arrested, extradited to the US, or indicted.

messages of the Black Basta ransomware operation. Leaked data contained

nsights into the gang’s phishing templates, cryptocurrency addresses, data Authorities also went after the supporting infrastructure, charging operators

of cryptomixers Blender.io and Sinbad.io for helping launder ransomware

drops, and victims' credentials.
proceedings, and sanctioning and dismantling the ZServers/XHost

Towards the end of HI 2025, a new account on X.com, @GangExposed,

bulletproof hosting provider. A Romanian affiliate of Netwalker ransomware

revived the 2022 ContiLeaks and 2023 TrickLeaks and used the material to dox was handed a 20 vear sentence.

About ESET H12025 | 21

In another bit of positive news, security researcher Yohanes Nugroho
developed a new nonconventional Akira decryptor. It exploits specifics

of this ransomware strain and uses high-powered GPUs to brute-force
the decryption keys. The catch is in its deployment, which might be a bit
complicated for less technically savvy victims.

Expanding toolkits: EDR killers and abuse of
RMM tools

Ransomware gangs often boast that they can circumvent any security
measures of their victims. And vet, endpoint detection and response (EDR)
solutions seem to be thorns in their sides. Thorns so big, in fact, that several
ransomware operators developed new tools — so called EDR killers —
designed to terminate, blind, or crash the security product installed on a
Victim's system.

Less mature actors have attempted to achieve this goal by using simple
SCripts or by abusing legitimate tools such as the GMER rootkit detector or
PC Hunter. More advanced ransomware operators, however, build their EDR

<llers around the bring your own vulnerable driver (BYOVD) technique. These
tools typically consist of two parts: a user mode “killer code” component

orchestrating the attack, and a legitimate, vulnerable, signed driver that Is

dropped and exploited by the killer component to terminate security-related

processes from kernel mode.

In H1 2025, ESET researchers put one such EDR killer — EDRKIilIShifter -

under the microscope. It was created and maintained by the number one
RaasS at that time: RansomHub. While EDRKIllShifter’s functions do not
deviate from other EDR-killing malware, there is a notable distinction in the

code’s protection. The shellcode, serving as the middle layer of the execution


https://www.bleepingcomputer.com/news/security/black-basta-ransomware-gang-s-internal-chat-logs-leak-online/
https://x.com/GangExposed
https://www.bleepingcomputer.com/news/security/germany-doxxes-conti-ransomware-and-trickbot-ring-leader/
https://www.bleepingcomputer.com/news/security/moldova-arrests-suspect-linked-to-doppelpaymer-ransomware-attacks/
https://www.bleepingcomputer.com/news/security/ukrainian-extradited-to-us-for-nefilim-ransomware-attacks/
https://www.bleepingcomputer.com/news/security/suspected-lockbit-ransomware-dev-extradited-to-united-states/
https://www.justice.gov/usao-md/pr/phobos-ransomware-affiliates-arrested-coordinated-international-disruption
https://www.justice.gov/usao-ndga/pr/operators-cryptocurrency-mixers-charged-money-laundering
https://home.treasury.gov/news/press-releases/sb0018
https://www.politie.nl/nieuws/2025/februari/13/politie-amsterdam-ontmantelt-digitaal-crimineel-netwerk-127-servers-offline-gehaald.html
https://www.bleepingcomputer.com/news/security/romanian-netwalker-ransomware-affiliate-sentenced-to-20-years-in-prison/
https://github.com/yohanes/akira-bruteforce
https://www.welivesecurity.com/en/eset-research/shifting-sands-ransomhub-edrkillshifter/?utm_source=pdf&utm_medium=referral&utm_campaign=eset_threat_report_h12025
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Security solution process

User space

termination

dropped and
Installed by

VVulnerable driver

Kernel space

Sophisticated EDR killers use BYOVD, dropping and installing a known vulnerable kernel driver that they can exploit to terminate security-related processes

chain, Is protected by a 64-character password. Wit

Nout

that password, security researchers cannot access t

1€

Ist of targeted processes or the misused driver. Even so,

taking advantage of EDRKIlIShifter's distinctive natu

RansomHub’s a

e,

ESET researchers were able to identify links between
llates and the rival gangs that some

of those affiliates also work for — namely Play, Medusa,

and BilanLian.

But EDRKIlIShifter is not the only tool on the market

targeting EDR solutions. After its popularity grew, we

observed an increase in the number and variety of

these killers used by ransomware a

llates. Apart from
RansomHub’s EDRKIlIShifter, other well-known EDR
<llers include MS4Killer from Embargo, BadRentdrvz,

and T
avalla

-SysMon-Killer — the latter two being publicly

Dle on GIitHuUb.

Another continuing trend among ransomware groups

Deing

tools

observed by ESET researchers iIs the abuse of

egitimate remote monitoring and management (RMM)

which companies typically use to remotely

manage endpoints and prevent insider threats and

data leaks. Some of the frequently abused tools include

Anydesk, MeshAgent, and SimpleHelp. Apart from

the case where such tools are legitimately deployed

by the organization, installation of these tools in the

environment should serve as a red flag and trigger an

Immediate response to mitigate their possible misuse by

an adversary.

Interlock ransomware adopting
ClickFix

Ransomware gangs are trying to keep up with the latest
developments; therefore it comes as no surprise that
ClickFix = a rising social engineering technique — caught
their attention. As described In an earlier section

of this report, these attacks display a fake error that
manipulates victims into copying, pasting, and executing
malicious commands on their devices.

EXPERT COMMENT

Used originally by initial access brokers, ClickFix has

probably contributed to ransomware attacks before but
it took until H1 2025 for a ransomware actor to use it

directly in a campaign. Interlock ransomware leveraged
ClickFix to impersonate I'T tools such as MS Teams

and Advanced IP Scanner, with malicious commands
downloading fake installers and opening legitimate sites
N the foreground, while dropping secondary payloads or
creating PowerShell backdoors in the background.

While Q1 2025 displayed a massive growth in the number of reported attacks, the
sudden cessation of RansomHub’s operation put a hard stop to that. When RansomHub
emerged in 2024 and swayed LockBit's and BlackCat's affiliates, its timing and attractive
conditions set it up for quick growth. Now, In contrast, the ransomware landscape Is in
chaos; this disruption was caused by rivals, not law enforcement. We expect that, over
time, a new dominant player will arise, but also that the current infighting won't stop
any time soon. DragonForce may have grabbed the spotlight, but what it definitely didn't
earn Is trust. Its false claims of RansomHub voluntarily joining Its “cartel” only increase Its

untrustworthiness.

Jakub Soucek, ESET Senior Malware Researcher



https://blog.sekoia.io/interlock-ransomware-evolving-under-the-radar/
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All threats

H2 H

-3%

Jun-2024  Jul-2024  Aug-2024 Sep-2024 Oct-2024 Nov-2024 Dec-2024 )an-2025 Feb-2025 Mar-2025 Apr-2025 May-2025

Overall threat detection trend in H2 2024 and H1 2025, seven-day moving average

HTML/Phishing.Agent trojan
HTML/FakeCaptcha trojan

JS/Agent trojan

DOC/Fraud trojan

HTML/Phishing trojan

PDF/Phishing trojan
MSIL/TrojanDownloader.Agent trojan
Win/Exploit.CVE-2017-0199 trojan

Win/Exploit.CVE-2017-118 82 trojan

HTML/Fraud trojan

Top 10 malware detections in H1 2025 (% of malware detections)
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Android
+62%
13%
0%
'\-‘-—l\‘ - — — - — -
Jun-2024  Jul-2024  Aug-2024 Sep-2024 Oct-2024 Nov-2024 Dec-2024 )Jan-2025 Feb-2025 Mar-2025 Apr-2025 May-2025
Al HiddenApps =—Adware =—Financialthreats -—Spyware =—QOther
Detection trends of selected Android detection categories in H2 2024 and H1 2025, seven-day moving average (Clickers, Cryptominers, Geographic distribution of Android detections in H1 2025

Ransomware, Scam apps, SMS trojans, and Stalkerware are combined in the trendline Other)

Android/TrojanDropper.Agent trojan [, 32.5%
Android/AdDisplay.GenericPUA [ 19.3%
Android/AdDisplay.MobiDash PUA |G 7.3%
Android/Agent trojan || G 6.6%
s

Android/SpyLoan PUA | 3.6%

Android/Andreed trojan

Android/Spy.Banker trojan

Android/Hiddad trojan

Android/Spy.Agent trojan

Android/AdDisplay.HiddAd PUA [l 1:5%

Top 10 Android detections in H1 2025 (% of Android detections)

"The dip in detection numbers in December 2024 was caused by a miscommunication within one of the modules included in our mobile cybersecurity products. Despite this issue, the security and protection of Android devices remained fully effective and uncompromised during this period.
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H2 H1

-26%
8%
0%
N 7 N\ —_— — — —
jJun-2024  Jul-2024 Aug-2024 Sep-2024 Oct-2024 Nov-2024 Dec-2024 Jan-2025 Feb-2025 Mar-2025 Apr-2025 May-2025
Bl Cryptocurrency threats =—Cryptominers Cryptostealers
Cryptocurrency threat detection trend in H2 2024 and H1 2025, seven-day moving average Geographic distribution of Cryptocurency threat detections in H1 2025

Win/CoinMiner PUA 37.6%
JS/CoinMiner trojan
Win/CoinMiner trojan
JS/CoinMiner PUA
BAT/CoinMiner trojan

MSIL/CoinMiner PUA

NSIS/CoinMiner trojan
MSIL/CoinMiner trojan [l 1.6%
WASM/CoinMiner PUA [ 1.0%

Win/CoinMiner_AGen PUA [l 0.9%

Top 10 Cryptocurrency threat detections in H1 2025 (% of Cryptocurrency threat detections)
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Downloaders
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Downloader detection trend in H2 2024 and H1 2025, seven-day moving average Downloader detections per detection type in H1 2025

MSIL/TrojanDownloader.Agent trojan 21.2%

DOC/TrojanDownloader.Agent trojan 10.8%

9.5%

JS/Danger trojan
VBA/TrojanDownloader.Agent trojan
VBS/TrojanDownloader.Agent trojan

HTML/TrojanDownloader.FraudLoad trojan
JS/TrojanDownloader.Agent trojan

PowerShell/TrojanDownloader.Agent trojan

Win/TrojanDownloader.ModiLoader trojan

I 2.

BAT/TrojanDownloader.Agent trojan

Top 10 Downloader detections i H1 2025 (% of Downloader detections) Geographic distribution of Downloader detections in H1 2025
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W Scripts
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m Office documents
mPDF
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M Shortcuts
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Email threats
-9%
Jun-2024  Jul-2024  Aug-2024 Sep-2024 Oct-2024 Nov-2024 Dec-2024 Jan-2025 Feb-2025 Mar-2025 Apr-2025 May-2025
Malicious email detection trend in H2 2024 and H1 2025, seven-day moving average Top malicious email attachment types in H1 2025

31.7%

HTML/Phishing.Agent trojan

0
o
3

DOC/Fraud trojan

HTML/Phishing trojan 6.8%

MSIL/TrojanDownloader.Agent trojan
13%

Win/Exploit.CVE-2017-0199 trojan

Win/Exploit.CVE-2017-118 82 trojan

PDF/Phishing trojan

HTML/Fraud trojan

o
T

Win/Formbook trojan

MSIL/Spy.Agent trojan [ 2.3%

~~

: : Geographic distribution of Email threat detections in H1 2025
Top 10 threats detected in emaills in H1 2025
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=—=RDP attack attempts (left axis) ===SMB attack attempts (right axis) ===SQL attack attempts (right axis)

Trends of RDP, SMB, and SQL attack attempts in H2 2024 and H1 2025, seven-day moving average

0.05% |
B Password guessing

m Apache log4) CVE-2021-44228

0.3%

0.6%
® Apache Struts2 CVE-2017-5638

1.5%\ mPHP CVE-2024-4577

B SMB.DoublePulsar scan

= MS [IS CVE-2015-1635

B Apache spring4shell CVE-2022-22963,22965
Pulse Secure CVE-2019-11510
MS RDP CVE-2019-0708 Bluekeep
MS Exchange Exploit. CVE-2021-26855

® MS SMB1 EternalBlue

B Other

External network intrusion vectors reported by unique clients in H1 2025
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26%
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Geographic distribution of RDP password guessing attack attempt sources in H1 2025 Geographic distribution of SMB password guessing attack attempt targets in H1 2025

15% 13%

Geographic distribution of RDP password guessing attack attempt targets in H1 2025 Geographic distribution of SQL password gue*sisihg attack attempt targets in H1 2025
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Infostealers
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Infostealer detection trend in H2 2024 and H1 2025, seven-day moving average Geographic distribution of Infostealer detections in H1 2025

MsiL/spy.Agent trojan | 12.4%
Win/Formbook trojan | 16.0%
I 10.9%

DN 6%

I 5.2%

I 2.5

AsP/Webshell backdoor | 2.0%

JS/Spy.Banker trojan

MSIL/Spy.AgentTesla trojan
PHP/Webshell backdoor

Win/Rescoms backdoor

Win/Spy.Lummastealer trojan || 1-8%

I 1.8%
I 1.7

Top 10 Infostealer families in H1 2025 (% of Infostealer detections)

MSIL/Agent backdoor

Win/Spy.VB trojan
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Jun-2024  Jul-2024  Aug-2024 Sep-2024 Oct-2024 Nov-2024 Dec-2024 Jan-2025 Feb-2025 Mar-2025 Apr-2025 May-2025
mA|Il —Trojan Adware =—PUA —PUsA Other
macOS detection trend in H2 2024 and H1 2025, seven-day moving average Geographic distribution of macOS detections in H1 2025

Osx/Mackeeper PUA [ 29.1%
osx/Ngrok PUsA [ 5%

OSX/PSW.Agent trojan
OSX/TrojanDownloader.Adload trojan
OSX/Pirrit adware

OSX/EaseUS PUA

OSX/Genieo adware

OSX/GT32SupportGeeks PUA

OSX/NukeSped trojan

Top 10 macOS detections in H1 2025 (% of macOS detections)
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Ransomware
+30%
/%
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Ransomware detection trend in H2 2024 and H1 2025, seven-day moving average Geographic distribution of Ransomware detections in H1 2025

Powershell/Filecoder trojan |, 21-8%
Win/RiskWare.Lockscreen application | 16.3%
R 7.6%

Win/Filecoder trojan

MSIL/Filecoder trojan

Win/LockScreen trojan

Win/Filecoder.BlackMatter trojan
wWin/Filecoder WannaCryptor trojan [ NG 2-8%
Python/Filecoder trojan | 2.1%

B 1.9%

Win/Filecoder.Cryptowall trojan [N 1.6%

Win/Filecoder.GandCrab trojan

Top 10 Ransomware detections in H1 2025 (% of Ransomware detections)
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Al —S5cam Malware ==Phishing -—Malware object

Web threat block trend in H2 2024 and H1 2025, seven-day moving average’ Global distribution of Web threat blocks in H1 2025
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A Scam Malware Phishing =—Malware object

Unique URL block trend in H2 2024 and H1 2025, seven-day moving average? .. i i .
'qu | o y MoVINg dverds Global distribution of blocked domain hosting in H1 2025

>The sharp decline in detection numbers from late June to early July 2024 was caused by a short-lived problem with connections to our statistical databases; this had no impact on threat protection.
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Shifting the sands of RansomHub’s
EDRKIillShifter

ESET researchers discover new ties between affiliates of
RansomHub and of rival gangs Medusa, BianLian, and Play

ESET Research Podcast: Telekopye, again

Take a peek into the murky world of cybercrime where
groups of scammers who go by the nickname of

Threat Report H2 2024: Infostealer shakeup,
new attack vector for mobile, and Nomani

Big shifts in the infostealer scene, novel attack vector against

TheWizards APT group uses SLAAC spoofing
to perform adversary-in-the-middle attacks

ESET researchers analyzed Spellbinder, a lateral movement
tool used to perform adversary-in-the-middle attacks

TTHER HUNT) é%::n%;ﬂén '‘Neanderthals” wield the Telekopye toolkit to ensnare "SHAKEUP, NEW ATTACK VECTOR FOR IOS and Android, and a massive surge N investment scams on

MOBILE, AND NOMANI SCAMS

unsuspecting victims they call 'Mammoths' social media

Under the cloak of UEFI Secure Boot:
Introducing CVE-2024-7344

The story of a signed UEFI application allowing a UEFI Secure
Boot bypass

Operation AkaiRyu: MirrorFace invites Europe
to Expo 2025 and revives ANEL backdoor
ESET researchers uncovered MirrorFace activity that expanded

beyond its usual focus on Japan and targeted a Central European
diplomatic institute with the ANEL backdoor

Operation RoundPress

ESET researchers uncover a Russia-aligned espionage
operation targeting webmail servers via XSS vulnerabilities

' PlushDaemon compromises supply chain of
Korean VPN service

ESET researchers have discovered a supply-chain attack
against a VPN provider in South Korea by a new China-
aligned APT group we have named PlushDaemon

Operation FishMedley

ESET researchers detail a global espionage operation by
FishMonger, the APT group run by I-SOON

ESET takes part in global operation to
disrupt Lumma Stealer

Our intense monitoring of tens of thousands of malicious
samples helped this global disruption operation

DeceptiveDevelopment targets freelance
developers

ESET researchers analyzed a campaign delivering malware
bundled with job interview challenges

You will always remember this as the day S ESET Threat Report H2 2024

you finally caught FamousSparrow Threat A view of the H2 2024 threat landscape as seen by ESET
ESET researchers uncover the toolset used by the Report telemetry and from the perspective of ESET threat detection

FamousSparrow APT group, including two undocumented and research experts
versions of the group’s signature backdoor, SparrowDoor

[esel iresaanc h

Danabot: Analyzing a fallen empire BladedFeline: Whispering in the dark . ESET APT Activity Report Q4 2024-Q1 2025
ESET Research shares its findings on the workings of ESET researchers analyzed a cyberespionage campaign APT Activity An overview of the activities of selected APT groups
Danabot, an infostealer recently disrupted in a multinational (REPOIE

conducted by BladedFeline, an Iran-aligned APT group with
likely ties to OilRIg

Investigated and analyzed by ESET Research in Q4 2024 and

law enforcement operation Q1 2025

[eset)resmarch
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Credits About the data
In this report

Team Contributors
Peter Stancik, Team Lead ) - . L . . . .

) L | | Dusan Lacika The threat statistics and trends presented in this report This data was processed with the honest intention to
Clara Kobakova, Managing Editor < . . . .

Jakub Kaloc are based on global telemetry data from ESET. Unless mitigate all known biases, in an effort to maximize the

A rveh C I Jakub Soucek explicitly stated otherwise, the data includes detections value of the information provided.

ryeh Goretsk

Y Y Jakub Tomanek regardless of the targeted platform.

Branislay Ondragik Most of the charts in this report show detection trends

Lukas Stefanko

Bruce P. Burrell At Prochaska Further, the data excludes detections of potentially rather than provide absolute numbers. This is because
Hana Matuikova unwanted applications, potentially unsafe applications the data can be prone to various misinterpretations,
Nick FitzGerald and adware, except where noted in the more detalled, especially when directly compared to other telemetry
Ondrej Kubovit platform-specific sections and in the Cryptocurrency data. However, absolute values or orders of magnitude
Rene Holt threats section. are provided where deemed beneficial.

Zuzana Pardubska
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