CVE Vendor Product Type Description Date Discovere( Date Patched  Advisory Analysis URL Root Cause An: Reported By

CVE-2022-21882 Microsoft Windows Memory Corruption Win32k Elevation of Privilege ??? 2022-01-11 https:/msrc.micr ??7? https://googlepro Big CJTeam of Tianfu Cup & RyeLv (@b2ahex)

CVE-2022-22587 Apple () Memory Corruption Memory corruption in IOMobile ??? 2022-01-26 https://support.af ??? ??? Meysam Firouzi (@ROOtkitSMM) of MBition - Mercedes-Benz Innovation Lab, Siddharth Aeri (@b1n4r1b01), & an anonymous reporter
CVE-2022-22620 Apple WebKit Memory Corruption Unspecified use-after-free 7? 2022-02-10 https://support.ar https://googlepro https://googlepro ??7?

CVE-2022-0609  Google Chrome Memory Corruption Use-after-free in Animation 2022-02-10 2022-02-15 https://chromerel https://blog.goog ??? Adam Weidemann and Clément Lecigne of Google's Threat Analysis Group
CVE-2022-26485 Mozilla Firefox Memory Corruption Use-after-free inXSLT paramet ??? 2022-03-05 https://www.mozi ??? ?7?? Wang Gang, Liu Jialei, Du Sihang, Huang Yi & Yang Kang of 360 ATA
CVE-2022-26486 Mozilla Firefox Memory Corruption Use-after-free in WebGPU IPC ??? 2022-03-05 https://www.mozi ??? 7? Wang Gang, Liu Jialei, Du Sihang, Huang Yi & Yang Kang of 360 ATA
CVE-2021-22600 Google Pixel Memory Corruption Double free in packet_set_ring 2?7 2022-03-07 https://source.an ??? 27?7 ???

CVE-2021-39793 Google Pixel Memory Corruption Out-of-bounds write in mali_ba ??? 2022-03-07 https://source.ani ??? 7? ?7?

CVE-2022-1040  Sophos Firewall Logic/Design Flaw  Authentication bypass allowing ??? 2022-03-25 https://www.soph https://news.sopt ??? 7?

CVE-2022-1096  Google Chrome Memory Corruption Type confusion in V8 2022-03-23 2022-03-25 https://chromerel ??? 7? ?7?

CVE-2022-22674 Apple macOS Memory Corruption Out-of-bounds read in Intel Gre ??? 2022-03-31 https://support.af ??? ?? 7??

CVE-2022-22675 Apple i0S/macOS Memory Corruption Out-of-bounds write in AppleA\ 2?7 2022-03-31 https:/support.af ??? https:/googlepro ???

CVE-2022-26871 Trend Micro Apex Central Logic/Design Flaw  Arbitrary file upload remote coc ??? 2022-03-31 https://success.tr ??? 7? Trend Micro Research

CVE-2022-24521 Microsoft Windows Memory Corruption Windows Common Log File Sy ??? 2022-04-12 https:/msrc.micr https://www.pixie https://googlepro National Security Agency, Adam Podlosky and Amir Bazine of Crowdstrike
CVE-2022-1364  Google Chrome Memory Corruption Type confusion in V8 2022-04-13 2022-04-14 https://chromerel ??? 7? Clément Lecigne of Google's Threat Analysis Group

CVE-2022-26925 Microsoft Windows Logic/Design Flaw  Windows LSA Spoofing Vulner. 2?? 2022-05-10 https://msrc.micr ??? ??? Raphael John with Bertelsmann Printing Group

CVE-2022-30190 Microsoft Windows Logic/Design Flaw  Microsoft Windows Support Di: 2?? 2022-06-14 https://msrc.micr¢ https://doublepul: ??? crazyman with Shadow Chaser Group

CVE-2022-26134 Atlassian Confluence Serv: Logic/Design Flaw  Unauthenticated Remote Code 2022-05-31 2022-06-03 https:/confluence https://www.vole; ??? Volexity
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https://www.pixiepointsecurity.com/blog/nday-cve-2022-24521.html
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https://confluence.atlassian.com/doc/confluence-security-advisory-2022-06-02-1130377146.html
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